
P.O. Box 1810 
Rancho Cordova, CA 95741-1810 

DATE:  November 3, 2021 

REQUEST FOR QUOTATION (RFQ) #21-0060950 
LIGHTBOX SUITE SAAS  Package Renewal 

The California Department of Technology (CDT) is inviting responses to this Request for Quotation (RFQ) 
entitled: LIGHTBOX- SAAS  Package Renewal 

CDT considers this RFQ complete and without need of explanation.  However, if you have questions or 
need any clarifying information, please contact the CDT Departmental Contact listed below via email and 
place your question(s) in writing.  This RFQ will be awarded to the lowest responsive, responsible 
Bidder. 

Quotes are due by 12:00 PM (PT) on November 18, 2021.  Your RFQ response shall be emailed to the 
Department Contact named below. CDT will not accept late, faxed, nor physically mailed/delivered bids.  
Bids must be emailed and received on, or before, the date and time specified herein. Please refer to 
Section I, RFQ RESPONSE REQUIREMENTS, for more information. 

The Bid must be signed by an authorized representative that can bind the company contractually. 

Vendor Name: 

Product/Service Description: 
LIGHTBOX - SAAS  Package 
Renewal Refer to Attachment 1- 

Cost Worksheet for 
itemized cost 

Term: December 20, 2021 – 
December 19,2022 

Price Quotation: $ 

Applicable Sales Tax: $0.00 (electronic delivery) 

Total: $ 

REQUIRED DOCUMENTATION:  Please complete, print and email the document(s) or information 
below. 

Please complete the information above, and sign and date Page 3 of this RFQ. 

Please complete, sign and date Attachment 1, Cost Worksheet, within this RFQ.  

Please indicate if you are claiming the Small Business (SB) preference. (Refer to Section IV for 
more information.) 

Claiming the SB preference?  Yes  No 

If “Yes,” are you a CA certified SB?  Yes  No 
Enter the CA Certified SB Number: 
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OR 

Are you a non-SB claiming the preference by subcontracting at least 25% to CA certified SB? 
 Yes   No  

Enter the subcontracted CA Certified SB’s Name: 
Enter the subcontracted CA Certified SB’s Number: 
Note:  Completion of the Bidder Declaration, is also required. 

Please indicate if you are claiming the Disabled Veterans Business Enterprise (DVBE) incentive. 
(Refer to Section IV or more information.) 

Claiming the DVBE incentive?  Yes  No 

If “Yes:” 
Are you a CA certified DVBE?   Yes  No 
Enter the CA Certified DVBE Number: 

OR 

Are you a non-DVBE claiming the incentive? 
 Yes   No  

Enter the subcontracted CA Certified DVBE’s Name: 
Enter the subcontracted CA Certified DVBE’s Number:  
Enter the percentage being subcontracted to the CA Certified DVBE: % 
Note:  Completion of the Bidder Declaration, is also required. 

Please complete the DVBE affiliation (STD-843), if applicable.  See hyperlink below for form 
https://www.documents.dgs.ca.gov/dgs/fmc/gs/pd/pd_843.pdf  

Please indicate if you are claiming the Target Area Contract Preference Act (TACPA) preference. 
(Refer to Section IV for more information.) 

Claiming the TACPA preference?  Yes  No 

If “Yes,” please ensure to follow the requirements described in Section IV.2.c., and submit the 
completed TACPA Preference Request Form (STD 830) and the Bidder’s Summary of Contract 
Activities and Labor Hours (DGS/PD 526) located here: 
http://www.documents.dgs.ca.gov/pd/poliproc/tacpapage.pdf 

Please complete, sign and email the Std 204, Payee Data Record Form.  See hyperlink below for 
form: STD 204 Payee Data Record 

Please complete, sign and email the Std 205, Payee Data Record Supplement Form, if 
applicable.  See hyperlink below for form: STD 205 Payee Data Record Supplement 

Please sign and e-mail back the Bidder Declaration Form. Click the hyperlink below for form: 
Bidder Declaration GSPD-05-105 

Please complete and sign the Unruh Civil Rights Act and the Fair Employment & Housing Act 
form. Click the hyperlink below for form: 
https://www.documents.dgs.ca.gov/dgs/fmc/dgs/ols004.pdf  

CDT will process the resulting Agreement using its IT Delegated Purchasing Authority. The State 
reserves the right to amend the resulting Agreement for changes (e.g. quantity or time) consistent 
with the terms of the Agreement.  Please note, no verbal information shall be binding to the State. 
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The State terms and conditions applicable to this order are listed on the DGS web sites below:  

• Bidders Instructions (GSPD-451), Effective 11/09/11
https://www.dgs.ca.gov/-/media/Divisions/PD/PTCS/GSPD/Bidders-Instructions.ashx

• Cloud Computing  - Software as a Service (SaaS) General Provisions, Effective 06/07/19:
• https://www.dgs.ca.gov/-/media/Divisions/PD/PTCS/OPPL/Model-

Language/CLOUDCOMPUTING_SaaSGPs-
ADA.ashx?la=en&hash=869011D092AC64A2BB464FECFD1C5BB83CB64456

• Cloud Computing Special Provisions Effective 03/15/18:
https://www.dgs.ca.gov/-
/media/Divisions/PD/PTCS/OPPL/CLOUDCOMPUTINGSERVICESSPECIALPROVISIONS_18_0301.
docx?la=en&hash=D15B144C86A54D492E4E19AE810F7F35EA8D171F

AUTHORIZED SIGNATURE:   ______________________________________     DATE _____________ 

PRINTED NAME AND TITLE OF PERSON SIGNING:  

Bidder offers and agrees if this response is accepted within 45 calendar days following the date the 
response is due to furnish all the items upon which prices are quoted, at the prices set opposite each 
item, delivered at the designated point(s) by the method of delivery and within the times specified and 
subject to the attached General Provisions. DECLARATIONS UNDER PENALTY OF PERJURY; By 
signing above, with inclusion of the date of signature, the above signed bidder DECLARES UNDER 
PENALTY OF PERJURY under the laws of the State of California as follows: (1) (STATEMENT OF 
COMPLIANCE). The above signed as complied with the non-discrimination program requirements of 
Government Code 12990 and Title 2, California Administrative Code Section 8103, and such declaration 
is true and correct. (2) The National Labor Relations Board declaration set forth in Paragraph 48 of the 
General Provisions is true and correct. (3) If a claim is made for the Small Business or Disabled Veterans 
Business preference, the information set forth within is true and correct 

For further information regarding this RFQ or its contents, please contact the CDT Departmental Contact 
listed below: 

Alba Vargas 
California Department of Technology   
Acquisitions & IT Program Management Branch 
P.O. Box 1810 
Rancho Cordova, CA 95741 
Alba.Vargas@state.ca.gov 
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I. RFQ RESPONSE REQUIREMENTS

1. The Bidder must provide completed documents for all items listed in “Required
Documentation” as provide on pages 1 through 3. Where forms are not applicable, a
response to the checklist is required.

2. KEY ACTION DATES:
It is recognized that time is of the essence. All bidders submitting quotes are hereby
advised of the following schedule and will be expected to adhere to the required dates
and times. CDT assumes no responsibility for quotes not received by the quote due date
at the specified location.

EVENT DATE 
Release of RFQ November 3, 2021 
Last Date/Time to Submit Questions 
(Via Email) 

November 10, 2021 at 10:00 AM PT 

Release of Questions and Answers, 
Addendum 1, if needed 

November 12, 2021 

Quotes Due Date and Time 
(Must Be Received By) 

November 18 at 12:00 PM PT 

Review of Quotation Submissions Begins* November 18, 2021 
Anticipated Intent to Award Date* 
(Agreement Award) 

November 30, 2021 

Estimated Agreement Term  
(Initial Engagement of Services/ Base Term) 

December 20, 2021 – December 19, 
2022 

3. WRITTEN QUESTIONS:
All questions regarding the content of this RFQ must be submitted in writing by email to
the Department Contact named on the cover page and must be received by the Key
Action Date identified above.  Questions not submitted in writing by the Key Action Date
for written questions shall only be answered at the State’s option.

When the State has completed its review of the questions received timely, the questions
and answers will be answered in the form of an addendum and posted online at
https://caleprocure.ca.gov.

Note:  Do not submit questions via Cal e-Procure.  Questions will only be accepted via
email to the Department Contact as indicated.

4. SUBMISSION OF BID:
All bids received must be submitted via two (2) emails and sent to CDT as indicated
herein.  Each emailed package must be plainly marked “BID” or “COST BID” with the
RFQ number and Bidder’s name in the subject line.  Examples for the two (2) email
submissions are provided below:

SUBJECT LINE (for Bid Response): 
RFQ # "Enter Number"  – BIDDER’S NAME – BID – "Buyer Initials" 

SUBJECT LINE (for Cost Response): 
RFQ # "Enter Number"  – BIDDER’S NAME – COST BID – "Buyer Initials" 
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Bids submitted or delivered via any other method will not be accepted.  The Bidder is 
solely responsible for ensuring that the full bid is received by the State in accordance 
with the solicitation requirements, at the specified location, and prior to the Quotes Due 
Date and Time.  The State shall not be responsible for any delays in delivery, including 
but not limited to, transmission errors, or any other delays or mis-delivery.  

 
WHEN SUBMITTING YOUR RESPONSE TO THIS RFQ, BIDDER MUST SUBMIT: 
a. Two (2) emails as described below: 

1) One (1) email containing the electronic copy of the entire RFQ response packet 
(excluding cost) and marked as “MASTER,” to be submitted via the email 
address on the cover page of this RFQ and following the naming convention for 
the Subject Line as described herein; and 

2) One (1) email containing the electronic copy of the Cost Worksheet submitted via 
the email address on the cover page of this RFQ and following the naming 
convention for the Subject Line as described herein. 

 
II. RFQ GENERAL INFORMATION 

 
1. Issuance of this RFQ in no way constitutes a commitment by the State to award an 

Agreement.  The State reserves the right to reject Bids received and cancel this RFQ if 
the State determines that it is in the State’s best interest to do so.  RFQ responses that 
reference a Bidder’s own terms and conditions, provisions, assumptions, and/or 
conditional language will be considered non-responsive and be rejected.  Any response 
that is conditional or incomplete may also be considered to be non-responsive.  
Assumptions made by the Bidder in responding to this RFQ do not obligate the State.  
Additionally, assumptions may make the Bid conditional and cause the Bid to be 
rejected. 
 

2. If a Bidder discovers any ambiguity, conflict, discrepancy, omission or any other errors in 
this RFQ, the Bidder should immediately provide written notice to the State of such error 
and request clarification or modification of the affected document. Bidders requiring 
clarification of the intent and content of this RFQ may request clarification by submitting 
questions via email to the Department Contact listed on the cover page of this RFQ.   
 

3. The State may modify any part of the RFQ, by issuance of one (1) or more addenda. 
Addenda will be numbered consecutively and posted online at caleprocure.ca.gov. 
 

4. The State may request clarifications from Bidders at any phase of the assessment and 
selection process for the purpose of clarifying ambiguities in the information presented in 
the Response. The State is under no obligation to request clarification if information in 
the Bid is unclear.   
 

5. All costs for developing Responses are entirely the responsibility of the Bidder and shall 
not be chargeable to the State. 
 

6. Both the RFQ 21-0060950 and the attached Agreement in its entirety (Exhibits A-F) will 
be a part of the final purchase order when executed.   
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III. RESPONSIBLE BIDDER 
 
This RFQ will be awarded to the lowest, responsive, responsible Bidder.  CDT may 
require Bidder(s) to submit evidence of their qualifications at such times and under 
conditions, as it may deem necessary.  If a Bidder has been determined to be non-
responsible, the RFQ response shall be rejected. 
 
The Bid may be rejected if it is conditional or incomplete, or if it contains any alterations of 
form or other irregularities of any kind.  CDT may reject any or all Bids and may waive any 
immaterial deviation in the Bid. CDT’s waiver of an immaterial defect shall in no way modify 
the Bid document or excuse the Bidder from full compliance with all the requirements if 
awarded the Agreement.  
 
1. AWARD OF CONTRACT: 

Award of contract, if made, will be in accordance with the RFQ information on evaluation 
to a responsible bidder whose bid complies with all the requirements of the RFQ 
documents and an addenda thereto, except for such immaterial defects as may be 
waived by the State. Award, if made, will be made within forty-five (45) days after the 
scheduled date for Contract Award as specified in the RFQ; however, a bidder may 
extend the offer beyond 45 days in the event of a delay of contract award.  The State 
reserves the right to determine the successful bidder(s) either on the basis of individual 
items or on the basis of all items included in its RFQ, unless otherwise expressly 
provided in the State’s RFQ. Unless the bidder specifies otherwise in its bid, the State 
may accept any item or group of items of any bid. The State reserves the right to modify 
or cancel in whole or in part its RFQ.  Written notification of the State’s intent to award 
will be made to all bidders. If a bidder, having submitted a bid, can show that its bid, 
instead of the bid selected by the State, should be selected for contract award, the 
bidder will be allowed five (5) working days to submit a Notice of Intent to Protest, 
according to the instructions contained in the paragraph titled “Protests” of this RFQ 

 
2. PROTESTS: 

Any bidder’s issues regarding solicitation requirements must be resolved (or attempts to 
resolve them must have been made) before a protest may be submitted according to the 
procedure below. These issues will first be resolved by the Department Contact for the 
solicitation or if they result in a protest, the protest will be submitted to DGS Procurement 
Division Deputy Director to hear and resolve issues and whose decision will be final.  If a 
bidder has submitted a bid which it believes to be responsive to the requirements of the 
RFQ and to be the bid that should have been selected according to the evaluation 
procedures in the solicitation and the bidder believes the State has incorrectly selected 
another bidder for award, the bidder may submit a protest of the selection as described 
below.  
 
Protests regarding selection of the “successful bidder” will be heard and resolved by the 
Victim Compensation and Government Claims Board whose decision will be final. All 
protests of award must be made in writing, signed by an individual authorized to bind the 
bidder contractually and financially, and contain a statement of the reason(s) for protest; 
citing the law, rule, regulation or procedure on which the protest is based. The protester 
must provide facts and evidence to support the claim. Protests must be mailed or 
delivered to: 
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Street and Mailing Address: 
Deputy Director 
Procurement Division 
707 Third Street, Second Floor South 
West Sacramento, CA 95605  
Facsimile No.: (916) 375-4611 
 
All protests to the RFQ or protests concerning the evaluation, recommendation, or other 
aspects of the selection process must be received by DGS Procurement Division Deputy 
Director as promptly as possible, but not later than the date indicated in the Notification 
of Intent to Award. Certified or registered mail must be used unless delivered in person, 
in which case the protester should obtain a receipt of delivery. 

 
IV. EVALUATION 

 
1. EVALUATION PROCESS: 

a. At the time of bid review, each will be checked for the presence or absence of 
required information in conformance with the submission requirements of this RFQ. 

b. The State will evaluate each quote to determine its responsiveness to the published 
requirements. 

c. Award, if made, will be to the responsive and responsible bidder with the lowest 
total cost, after application of any applicable incentives and preferences. 

 
2. INCENTIVES AND PREFERENCES: 

a. CALIFORNIA CERTIFIED SMALL BUSINESS (SB) AND PREFERENCE(S) 
INFORMATION: 
 
1) Small Business Preferences and Certification:  Bidders claiming the SB 

preference must be certified by California as a small business or must commit to 
subcontracting at least twenty-five percent (25%) of the net bid price with one or 
more California certified small businesses. Small Business Nonprofit Veteran 
Services Agencies (SB/NVSA) prime bidders meeting requirements specified in 
the Military and Veterans Code Section 999.50 et seq. and obtaining a California 
certification as an SB are eligible for the five percent (5%) small business 
preference. If applicable, claim the preference by checking the appropriate box in 
the checklist and provide the required information. 

2) SB Participation Reporting Requirements:  Per Government Code 14841, if a 
contract/purchase order is awarded from this solicitation with a commitment from 
the prime bidder to achieve small business participation, the contractor must 
within sixty (60) days of receiving final payment under this agreement (or within 
such other time period as may be specified elsewhere in this agreement) report 
to the awarding department the actual percentage of small business participation 
achieved. 

3) Non-Small Business Subcontractor Preference:  A five percent (5%) bid 
preference is available to a non-small business claiming twenty-five percent 
(25%) California Certified small business subcontractor participation. If 
applicable, claim the preference by checking the appropriate box in the checklist 
and provide the required information.  If claiming the non-small business 
subcontractor preference, the bid response must include a list of the small 
business(es) with which you commit to subcontract in an amount of at least 
twenty-five percent (25%) of the net bid price with one of more California certified 
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small businesses. Each listed certified small business must perform a 
“commercially useful function” in the performance of the contract as defined in 
Government Code Section 14837(d)(4). The required list of California certified 
small business subcontracts must be attached to the bid response and must 
include the following: 1) subcontractor name, 2) address, 3) phone number, 4) a 
description of the work to be performed and/or products supplied, 5) and the 
dollar amount or percentage of the net bid price (as specified in the solicitation) 
per subcontractor. 

 
b. CALIFORNIA CERTIFIED DISABLED VETERAN BUSINESS ENTERPRISE (DVBE) 

PARTICIPATION AND INCENTIVE INFORMATION: 
 
1) DVBE Participation Requirements:  CDT is waiving the DVBE Program 

Participation requirements, however, CDT will apply an incentive where 
applicable. 

2) DVBE Incentive:  Bidders claiming the DVBE incentive must be certified by 
California as a DVBE and must commit at least 1% of the net bid price to one or 
more California certified DVBEs. 
 
Bidders claiming the incentive must state this intention in their Bid Response and 
submit the required forms as applicable.  The DVBE incentive will be applied 
after the application of the SB preference.   
 
For the DVBE incentive to be applied, the Bidder must be compliant with the 
DVBE program requirements and responsive to all other requirements, including 
a CUF performed by the DVBE(s).  The scale below depicts the DVBE incentive 
available:  
 

Confirmed DVBE Participation of: DVBE Incentive: 
5% or More 5% 

4% - 4.99% inclusive 4% 
3% - 3.99% inclusive 3% 
2% - 2.99% inclusive 2% 
1% - 1.99% inclusive 1% 

 
3) DVBE Subcontractor Substitution:  The Contractor/Bidder understands and 

agrees that should award of this contract be based in part on their commitment to 
use the DVBE subcontractor(s) identified in their bid, per Military and Veterans 
Code section 999.5 (e), a DVBE subcontractor may only be replaced by another 
DVBE subcontractor and must be approved by the Department of General 
Services (DGS). Changes to the scope of work that impact the DVBE 
subcontractor(s) identified in the bid and approved DVBE substitutions will be 
documented by contract amendment. Failure of Contractor to seek substitution 
and adhere to the DVBE participation level identified in the bid or offer may be 
cause for contract termination, recovery of damages under rights and remedies 
due to the State, and penalties as outlined in M&VC Section 999.9; Public 
Contract Code (PCC) section 10115.10. 
 

4) DVBE Participation Reporting Requirements:  If a contract/purchase order is 
awarded from this solicitation with a commitment from the prime bidder to 
achieve DVBE participation, pursuant to M&VC Section 999.5, the prime 
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contractor must within sixty (60) days of receiving final payment under this 
agreement (or within such other time period as may be specified elsewhere in 
this agreement) certify the information contained in the “Prime Contractor’s 
DVBE Subcontracting Report (Rev. April 2014)” The state reserves the right to 
verify all of the above information. Any person or entity that knowingly provides 
false information shall be subject to a civil penalty for each violation as stated in 
M&VC Section 999.5(d). The form should be provided by and returned to the 
ordering agency by the prime contractor. It is the prime contractor’s responsibility 
to ensure the form is received, completed and returned within the stated time 
frame. 

 
c. TARGET AREA CONTRACT PREFERENCE ACT (TACPA) PREFERENCE:  The 

TACPA preference will be granted for this procurement. Bidders wishing to take 
advantage of this preference will need to review the following website and submit the 
appropriate response with the bid:  http://tacpa.dgs.ca.gov/ 
 
Bidders wishing to take advantage of these preferences are required to submit the 
following applications/forms: 
 
• TACPA (Std. 830) 
• Bidder’s Summary of Contract Activities and Labor Hours (DGS/PD 525) 
• Manufacturer Summary of Contract Activities and Labor Hours (DGS/PD 526). 
 
Bidders who are not requesting the TACPA preference need not return these 
documents with the bid response. 
 

3. COMMERICALLY USEFUL FUNCTION: 
CDT will uniformly apply Commercially Useful Function (CUF) Best Practices standards 
in collective consideration of CUF standards set forth by 49 CFR Part 26.55 (c)-(d), 
Government Code section 14837, California Code of Regulations section 1896.4(h), and 
Military and Veteran Code section 999(b) (5). An SB, DVBE, and MB is deemed to 
perform a CUF if the business meets the following CUF standards: 
 
a. Performs a CUF when a SB/MB/DVBE is responsible for the execution of a distinct 

element of work of the Agreement and is carrying out its responsibilities by 
performing, managing, and supervising the work involved. 

b. Performs work that is normal for its business services and functions. 
c. Be responsible, with respect, to materials and supplies used on the Agreement, for 

negotiating price, determining quality and quantity, ordering the material, and 
installing and paying for the material itself. 

d. An SB/MB/DVBE does not perform a CUF if its role is limited to that of an extra 
participant in a transaction, contract, or project through which funds are passed in 
order to obtain the appearance of SB/MB/DVBE participation.  

e. An SB/MB/DVBE does not perform a CUF if it subcontracts a greater portion of the 
work than would be expected by normal industry practices.  
 

V. DELIVERY 
 
For the purpose of this solicitation, only Bid responses quoting F.O.B. Destination will be 
accepted. 
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VI. PAYEE DATA RECORD (STD. 204) and PAYEE DATA RECORD SUPPLEMENT (STD. 
205) 
 
The Bidder is required to submit a completed Payee Data Record (Standard Form 204) in 
response to the RFO. Refer to the following website link for more details:  STD 204 
 
To facilitate the collection of remittance address(es) and contact information in addition to 
that provided on the STD 204, the State Controller’s Office (SCO) Vendor Management 
Group (VMG) has developed and published the Payee Data Record Supplement form (STD 
205 New 03/2021). The STD 205 must be used to provide the supplier’s remittance address 
information if different than the mailing address on the STD 204. This newly published form 
allows suppliers to provide up to five (5) additional remittance addresses and identify up to 
three (3) additional authorized representatives for the payee.  Refer to the following website 
link for more details: STD 205  

 
VII. BIDDER DECLARATION FORM 

 
When completing the declaration, Bidders must identify all subcontractors proposed for 
participation in the contract.  Bidders awarded a contract are contractually obligated to use 
the subcontractors for the corresponding work identified unless the State agrees to a 
substitution and it is incorporated by amendment to the contract. 
 
At the State’s option prior to award, Bidders may be required to submit additional written 
clarifying information.  Failure to submit the required written information as specified may 
be grounds for quote rejection. 
 
https://www.documents.dgs.ca.gov/dgs/fmc/gs/pd/gspd05-105.pdf 

 
VIII. CALIFORNIA CIVIL RIGHTS LAW CERTIFICATION  

 
https://www.documents.dgs.ca.gov/dgs/fmc/dgs/ols004.pdf 
 
Effective January 1, 2017, the Unruh Civil Rights Act and the Fair Employment and 
Housing Act (also referred to as the Acts; see Public Contract Code section 2010) 
establishes restrictions against contracting with vendors that have policies or practices that 
violate the Acts. 
  
Pursuant to Public Contract Code (PCC) 2010, a person that submits a bid or proposal or 
proposes to renew a contract with, a state agency in the amount of $100,000 or more shall 
certify, under penalty of perjury, at the time the bid or proposal is submitted or the contract 
is renewed, all of the following:  
 
1. That they are in compliance with the Unruh Civil Rights Act (Section 51 of the Civil 

Code).  
 

2. That they are in compliance with the California Fair Employment and Housing Act 
(Chapter 7 (commencing with Section 12960) of Part 2.8 of Division 3 of Title 2 of the 
Government Code). 

 
3. Supplier discrimination policies: 
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a. That any policy that they have against any sovereign nation or peoples recognized 
by the government of the United States, including, but not limited to, the nation and 
people of Israel, is not used to discriminate in violation of the Unruh Civil Rights Act 
(Section 51 of the Civil Code) or the California Fair Employment and Housing Act 
(Chapter 7 (commencing with Section 12960) of Part 2.8 of Division 3 of Title 2 of 
the Government Code). 
 

b. Any policy adopted by a person or actions taken thereunder that are reasonably 
necessary to comply with federal or state sanctions or laws affecting sovereign 
nations or their nationals shall not be construed as unlawful discrimination in 
violation of the Unruh Civil Rights Act (Section 51 of the Civil Code) or the 
California Fair Employment and Housing Act (Chapter 7 (commencing with Section 
12960) of Part 2.8 of Division 3 of Title 2 of the Government Code. 

 
Bidders must complete and sign the California Civil Rights Laws Certification and submit 
with their bid response.  Bidders must also agree to re-certify if the option to extend or an 
amendment to add time or funding to the contract is utilized. 
 

IX. PLASTIC TRASH BAG CERTIFICATION VIOLATIONS 
 
Public Resources Code §42290 et seq. prohibits the State from contracting with any 
supplier, manufacturer, or wholesaler, and any of its divisions, subsidiaries, or successors 
that have been determined to be noncompliant to the recycled content plastic trash bag 
certification requirements.  This includes award of a State contract or subcontract or 
renewal, extension, or modification of an existing contract or subcontract.  Prior to award 
the State shall ascertain if the intended awardee or proposed subcontractor is a business 
identified on the current CalRecycle noncompliant list(s). In the event of any doubt of the 
status or identity of the business in violation, the State will notify the Board of the proposed 
award and afford the Board the opportunity to advise the State. No award will be made 
when either the Bidder or a subcontractor has been identified either by published list or by 
advice from the Board, to be in violation of certification requirements. 
 

X. TIEBREAKER 
 
In the event of a tie, contract award will be made as a result of a coin toss. Tied Bidders 
will be invited to attend the coin toss and State witnesses will also be present.  
 
Note: In the event of a precise tie between suppliers claiming the incentive, the Bid of an 
SB and the Bid of a DVBE that is also a SB, the award shall go to the DVBE that is also an 
SB. (Reference Chapter 3 and GC section 14838 (f) and 2 CCR section 1896.8(f)).  

 
XI. GC 12990 AND NON-DISCRIMINATION (IT AND NON-IT GOODS ONLY)  

 
Any employer who wishes to contract with the State for goods is subject to the provisions of 
GC 12990 relating to discrimination in employment. Contractors that do not meet the 
provisions of GC 12990 are not eligible to contract with the State for IT goods. Ineligible 
contractors are found in the California Regulatory Notice Register. To access the California 
Regulatory Notice Register:  https://oal.ca.gov/publications/notice_register/ 
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XII. FEDERAL TAX ADMINISTRATION REQUIREMENTS 
 
CDT must notify the United States Internal Revenue Service (IRS) prior to executing, or 
amending, any agreement to disclose, or provide access to, federal tax information (FTI) to 
a Contractor or Sub-Contractor, at least 45 calendar days prior to the disclosure of FTI, to 
ensure appropriate contractual language is included and that Contractors are held to 
safeguarding requirements.  This procedure conforms to IRS Publication 1075. Subject to 
the IRS, FTI requirements, if an unfavorable response is received by the IRS, this contract 
will be terminated immediately, per the Cloud Computing - Software as a Service (SaaS) 
General Provisions, clause 17, Termination for Default (Exhibit E). In conformation with 
IRS Publication 1075, Contractor must comply with Exhibit D, Special Terms and 
Conditions to Safeguard Federal Tax Information. 
 

XIII. SECURITY AND DATA PROTECTION REQUIREMENTS 
 
CDT must ensure agreements with state and non-state entities include provisions which 
protect and minimize risk to the state when engaging in the development, use, or 
maintenance of information systems, products, solutions, or services.  In order to comply 
with the State Administrative Manual (SAM) Section 5305.8, Bidders must comply with 
Exhibit E, Security and Data Protection. 
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ATTACHMENT 1 - Cost Worksheet 
LIGHTBOX - SAAS  Package Renewal 

 
Term: December 20, 2021 Through December 19, 2022 

 
California Department of Technology Requested Quote: 
Bidders must submit a cost quote for each item(s) in the following list and clearly state unit price and 
extended (cost) price. 
 

ITEM QTY PART # DESCRIPTION UNIT PRICE EXTENDED 
PRICE 

1  1 DMPSMP-CA SmartParcels – Unlimited 
State Users – Full Attribution $ $ 

2 1 DMPSPST-1BIL SpatialStream 0-1 Billion Hits 
(included) $0 $0 

3 2500 LVECA - 2500 LandVision Enterprise 
License (unlimited) $ $ 

 
 
 
 

Subtotal (lines 1-3): 

 
 
 
 
$ 

 
 
 
 

 
Tax (if applicable): 

 
$ 

 
N/A- Electronic Download 

 
Grand Total: 

 
$ 

 
 

  

SB/DVBE Certification Number:  

FEIN Number:  

Signature and Date:  

Printed Name and Title:  

Company Name:  

Company Address:  

Contact Phone Number:  
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EXHIBIT A 
STATEMENT OF WORK 

 
1. Contract Description:   

CONTRACTOR TBD (hereinafter referred to as “the Contractor”) agrees to provide the 
California Department of Technology (hereinafter referred to as the “State,” “CDT,” and/or the 
“Licensee”) with the LIGHTBOX - SAAS  Package  Renewal as listed on Page 1 of the RFQ 
No. 21–0060950 and on Exhibit C – Cost Worksheet of this Agreement.  

 
2. Licensee Site/Location: 

The “Licensee Site” shall mean CDT, as identified in this Agreement, which Licensee 
represents, is operated or controlled by the Licensee.  The Licensee may change the 
Licensee Site to another location located within the United States without incurring additional 
charges. 
 

CDT, Office of Technology Services 
Gold Camp Campus Vacaville Campus 

3101 Gold Camp Drive 1020 Vaquero Circle 
Rancho Cordova, CA  95670 Vacaville, CA 95688 

 
3. License Type: SaaS Subscription per designated user, per year.  

 
4. Term: December 20, 2021 through December 19, 2022 

 
5. Installed on:  All the software associated with this SaaS is installed at the manufacturer’s or 

Contractor’s site. 
 
6. Notices: 

All notices required by or relating to this Agreement shall be in writing and shall be sent to the 
parties of this Agreement at their address as set below unless changed from time to time, in 
which event each party shall notify the other in writing, and all such notices shall be deemed 
duly given if deposited, postage prepaid, in the United States mail and directed to the 
following addresses: 

 
The technical representative during the term of this Agreement will be: 

State Agency  Manufacturer 
CDT, Office of Enterprise Technology LightBox 

Attn: John Carotta Attn:  Dan Davis 
Phone: (916) 431-5365 Phone: (949) 374-6405 
E-mail: John.Carotta@state.ca.gov  E-mail: DDavis@lightboxre.com  

 
Contract inquiries should be addressed to: 

State Agency Contractor 
CDT, Acquisitions & IT Program Management Branch TBD 
Attn: Alba Vargas Attn: TBD 
Address: PO Box 1810 

Rancho Cordova, CA  95741 
Address: TBD 

 
Phone: (916) 857-9622 Phone:  TBD 
E-mail: Alba.Vargas@state.ca.gov  E-mail: TBD 
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7. Technical Support and Description of Services: 
 

Category Definition 

LandVision 
Enterprise/Internet 
Application 

LandVision Enterprise is LIGHTBOX’s turnkey SaaS application, with 
embedded location technology and bundled content. LandVision 
bundles comprehensive property data, aerial imagery and hazards with 
easy mapping features to eliminate fragmented systems and provide a 
flexible, extensible and easy-to-use application for all of your location-
based data. With LandVision, quickly research properties, analyze 
data, manage land assets, and make fast, informed business 
decisions. 

 • Centered on Parcels, Property Records, and Transactions plus 
rich workflow-based functionality. 

 • Supports 10,000 + users 

 • Partitionable by agency 

 • Robust baseline content built into the application including 
o LIGHTBOX SmartParcels parcel boundary and property 

information 
o Street centerline database 
o National aerial imagery 
o Satellite imagery 
o Supplemental local imagery 
o 15+ years of transaction history 
o Federal Emergency Management Agency (FEMA) floodplain 

data 
o United States Fish and Wildlife Service (USFWS) wetland data 
o School district boundaries 
o Natural hazards 
o Public school locations 
o Administrative boundaries 

 • Turnkey offering but also extensible and configurable 
o Works ‘out of the box’ without any user configuration 
o Yet also configurable at all levels:  Agency, Workgroup, and 

User 

 1. Configurable and Extensible down numerous paths: 
a. Data Integration: 

i. Loading Agency data (tabular and spatial 
formats) 

ii. Privately and securely incorporating in-house 
spatial data from agency Environmental Systems 
Research Institute (ESRI) servers with new 
Integrated ESRI Feature Layers service 

iii. Integrating and passing data between 
LandVision and other agency applications 
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iv. Link documents and files (jpeg, excel, word, tiff, 
etc.) to specific records on the map 

v. Export data for project work in either tabular or 
spatial formats 

b. Application Integration with the Application Program 
Interface (API) enables Integrating between and passing 
of data between LandVision and other agency 
applications 

c. Workflow configuration with new Card Designer. Card 
Designer enables a user or a team to determine exactly 
what information they need presented to them in order 
to complete tasks in LandVision. Users are not 
restricted to the default ordering and layout of fields of 
data, reports, or commands 

 2. Ability to manage a blend of content 
a. Baseline content built into the application 
b. The ability to import the organization’s content into the 

application 
c. The ability to import third-party data as required 

 3. Optional baseline content available at user request 
a. Foreclosure data 
b. Points of interest 
c. Street center lines/parks/water 
d. US Census boundaries 
e. Integrated demographics data 

 4. Powerful analytics, and visualization capability, allowing 
LandVision™ end users to use markup tools for drawing points, 
lines, polygons, and annotating the map with labels, including 
radius measurements 

 5. Mobile access with included iPad version 

 • Assigned Customer Success Team resource for training, 
coaching, and project work 

 • Training available both online and on-demand 

SpatialStream/Web 
Service Platform 

LIGHTBOX’s SpatialStream platform is an innovative cloud-based 
location technology development platform that provides access to a 
comprehensive set of spatial technology and robust location data APIs 
to help developers build better mapping applications. Our easy-to-use 
geospatial technology and map ready data sets enable developers to 
leverage web services to develop robust mapping applications while 
expending minimal time, costs or resources. 

 • Comprehensive platform, offering both data and functionality 

 • An industry leading spatial platform proven mature, robust, and 
high-performance. 
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o Ability to spatially enable applications in weeks, not months or 
years 

o Develop spatial applications without GIS expertise 
o Built compatible with all major web mapping platforms including 

Google Maps™; Bing Maps™ , Mapbox, Carto, and open 
source platforms such as Leaflet 

o Delivers unparalled levels of performance with new Streaming 
Feature Layers (a set of new methods to efficiently deliver 
vector data to browser or mobile devices using modern “vector 
tile” techniques” 

o Includes datasets in new Published Spatial Stream (PSS) 
format which incorporates the latest technologies in 
compression and operate 20-100 times faster than XML in 
delivering data into web applications. 

o Includes advanced map control APIs that enable developers to 
easily and immediately deploy rich, mature sophisticated 
spatial features such as: 
 Searches and spatially-bound queries 
 Map styline for visual display and analysis. 
 Heat maps and other cutting-edge spatial visualization 

tools. 
About to load client data sets, in addition to the licensed data sets, and 
immediately gain these high performance characteristics. Also relate 
and chain client data sets to parcels 

 • SaaS model 
o No upfront capital expenditures or unpredictable costs 

 • Provides nationwide parcel data 

 • Provides > 250 property attributes for each property 

LIGHTBOX 
SmartParcels/ 
Parcels + 
Attributes 

LIGHTBOX’s SmartParcels empower your geospatial and location-
based systems, applications and analytics with better location context, 
accuracy and interactivity. Leverage the power of nationwide parcel 
data and property attribute records, which we standardize and join 
together from thousands of local government offices on an ongoing 
basis. Heighten your location intelligence with our parcel data, 
unparalleled in accuracy, breadth, currency and depth of detail. 

 Comprehensive Nationwide Footprint 
As the leading source for parcel and property data in the United States, 
LightBox Map Products’ SmartParcels offers coverage for 151+ million 
properties, across 2600+ counties. Our data covers 98% of the U.S. 
population including all major cities/metropolitan areas as well as most 
rural areas. With over 92% of US parcel boundaries, and virtually all 
property records, SmartParcels continues to expand and evolve. 

 • LIGHTBOX sourced Parcel Boundaries 
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 • Matched to deep property and tax attributes. Deep LIGHTBOX 
experience drives match rates often through county by county, 
property type by property type custom logic 

 • Maintained current with nightly flows of latest transaction data 
from County Recorder offices 

 • Model-driven update frequencies and rigorous data maintenance 
processes 

 • Includes LightBox, a unique parcel identifier that persists 
throughout the parcel / Assessor’s Parcel Number (APN) / address 
life, eliminating duplication and replacement regardless of 
changes to the record 

 • Comprehensive delivered solution: 
o Parcel polygons fully attributed with deep property 

characteristics covering Location details, Ownership insights, 
LandUse, Transaction and Valuation, Tax & Legal, Site 
characteristics, and Building details. 

o Parcel centroids derived from polygons 
o Additional lat/long based delivery of all property records that do 

not match to parcel geometry. (> 575,000 additional records in 
CA) 

• Matched property transaction histories spanning > 15+ years also 
available. 

 • Flexible delivery options: 
o Bulk file deliveries in either .shp file or file geodatabase formats 

• Streaming via ParcelStream, API component of LIGHTBOX’s 
SpatialStream platform 

 • Direct data file delivery or via API with ParcelStream web service 
• Supports all leading in-house spatial application platforms 

Technical Support Technical support will be provided by LIGHTBOX via email Monday 
thru Friday, 7:00 a.m. to 5:00 p.m. Pacific Standard Time.  Support line 
is (888) 322-MAPS (6277) x2 or support-dmp@lightboxre.com 
 

Permitted Uses 
and Restrictions 

The Service may be used for Company’s legitimate, internal business 
purposes only.  Company may not share any part of the Service with 
any other third party. 

8. Information and Data Ownership: 
All information and data stored by the State of California (State: this includes all public 
agencies in the State of California that may use this Contract) using the service provider's 
system(s) remains the property of the State.  As such, the service provider agrees to not 
scan, capture or view such information or data unless expressly authorized by the 
appropriate representatives of the State of California. Prior to the release of any information 
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or data belonging to the State of California to any law enforcement agency, the service 
provider must notify and gain the express approval of the CDT and the California Department 
of Justice. Upon the conclusion of service as notified by the State, the service provider must 
provide to the State a copy of all State data stored in the service providers system within five 
(5) business days in the Exit Data Format specified in the technical requirements.  Upon 
acceptance of this data by the State of California, the service provider shall purge the data 
from any and all of its systems and provide the State confirmation that such steps have 
occurred within 10 business days. Failure to comply with any of these terms may be grounds 
for termination for default. 

9. Contractor Responsibilities: 
a. Contractor shall allow and coordinate testing with CDT staff annually for performance, 

functionality, and availability testing of the secondary backup site. Contractor must 
provide validation of the roll between primary and secondary sites. 

b. Contractor shall have a secondary site that is at least 250 miles away from the primary 
production site to act as a backup, failover, and redundancy site. 

c. Continuity Testing: 
1) Contractor agrees to provide the State with a copy of its ISO 22301 certification, 

which includes a third-party attestation of Contractor's process to validate continuity 
and recovery capabilities. 

2) Contractor agrees to allow the State to run acceptance testing concerning application 
use during the period of fail over testing. 

 
10. Work Authorization (WA): 

a. The Work Authorization (WA), Exhibit A- Attachment 1, also referred to as “Subscription 
Change Transactions”, will be the approved authorization process for the State and 
Contractor to execute all LightBox Products subscription WAs, which include category 
items, unit quantities (additions or deletions) and/or monthly subscription costs to this 
Contract. 

b. Activation and Exit of Services.  WAs shall be prepared for each new Authorized User for 
all products/tools being subscribed. All WAs must be signed by Contractor and CDT with a 
cc to the CDT Accounting Office. 

c. Termination of Authorized User Subscription. Authorized Users subscribing to the 
LightBox services may choose to terminate their subscription with 30-day notice via WA.  
The credit balance remaining on their activated service will be credited back to the State 
based on the pro-rated monthly cost.  Credit back to the State will be in the form of check 
payable to the “State of California- Department of Technology”. 

d. Annual Valid WA.  WAs are only valid for a 1-year subscription.  To renew service after 1 
year, a new WA is required.   

e. Each WA shall consist of a detailed statement of the purpose, objective, or goals to be 
undertaken by the Contractor and all information requested to be provided per WA form. 

f. All WAs must be in writing prior to beginning work and signed by the Contractor and the 
CDT Contract Administrator. 

g. CDT has the right to require the Contractor to stop or suspend work on any WA.  
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11. Problem Escalation: 
A. The parties acknowledge/agree that certain technical and project-related problems or 

issues may arise and that each party shall bring such matters to the immediate attention 
of the other party when identified.  Known problems or issues shall be reported in regular 
weekly status reports or meetings.  However, there may be instances where the severity 
of the problem justifies escalated reporting.  To this extent, the State’s Primary Contact 
will determine the next level of severity, and notify the appropriate State and 
Manufacturer personnel.  The personnel notified, and the time period taken to report the 
problem or issue, shall be at a level commensurate with the severity of the problem or 
issue. 
 

B. The State personnel include, but are not limited to the following:  

First Level: SSS III (Tech), GIS & Open Data Office 
Second Level: SSS III (Supervisor), Statewide Innovation Division 
Third Level: DPM IV, Office of Digital Innovation 
Fourth Level: DD, Office of Digital Innovation 
 

C. The Manufacturer personnel include, but are not limited to the following: 

First Level, Support Desk, (888) 322-6277 ext. 2 or support-dmp@lightboxre.com 
Second Level, Jose Robles, Customer Success Manager 
(949) 333-5128  or JRobles@lightboxre.com  
Third Level, Annie Schwab, Vice President of Customer Success 
(949) 333-5149 or ASchwab@lightboxre.com  

 
12. Amendments: 

Consistent with the terms and conditions of the original solicitation, and upon mutual consent, 
the CDT and the Contractor may execute amendments to this Agreement for quantity and 
money. No additional products or services can be added to this Agreement.  No amendment 
or variation of the terms of this Agreement shall be valid unless made in writing, and agreed 
upon by both parties and approved, as required.  No verbal understanding or agreement not 
incorporated into the Agreement is binding on any of the parties. 
 

13. Cancellation Provisions: 
CDT may exercise its option to terminate the resulting Agreement at any time with 30 
calendar days’ prior written notice.  

 
14. Federal Tax Administration Requirements:  

CDT must notify the United States Internal Revenue Service (IRS) prior to executing, or 
amending, any agreement to disclose, or provide access to, federal tax information (FTI) to a 
Contractor or Sub-Contractor, at least 45 calendar days prior to the disclosure of FTI, to 
ensure appropriate contractual language is included and that Contractors are held to 
safeguarding requirements.  This procedure conforms to IRS Publication 1075. 
 
Subject to the IRS, FTI requirements, if an unfavorable response is received by the IRS, this 
contract will be terminated immediately, per the Cloud Computing - Software as a Service 
(SaaS) General Provisions, clause 17, Termination for Default (Exhibit E). In conformation 
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with IRS Publication 1075, Contractor must comply with Exhibit D - Special Terms and 
Conditions to Safeguard Federal Tax Information. 
 

15. Security and Data Protection Requirements: 
CDT must ensure agreements with state and non-state entities include provisions which 
protect and minimize risk to the state when engaging in the development, use, or 
maintenance of information systems, products, solutions, or services.  The Contractor must 
comply with the State Administrative Manual (SAM) Section 5305.8. 

Page 21 of 63



STATE OF CALIFORNIA   CONTRACTOR TBD 
DEPARTMENT OF TECHNOLOGY  PO No. 21-TBD / RFQ No. 21-0060950 

 
 

 
EXHIBIT A -  ATTACHMENT 1 

WORK AUTHORIZATION (WA) FORM 
 

The Work Authorization will be the approved authorization process for the State and Contractor to execute 
all SaaS service annual subscription change transactions which include Category Items, unit quantities 
(addition or deletions) and/or Annual Subscription costs to this Agreement.  Subscription service 
agreements arising out of this Agreement will be subject to a 12-month (annual) subscription term.   

Each subscription term will automatically expire at the end of the 12-month period.  The customer 
department must submit a new WA to the CDT’s Technical Contact (as specified in the Statement of Work) 
requesting to renew subsequent 12-month subscription service agreements if the Agreement is extended 
for one (1) year beyond the original expiration date.  The customer department should submit the WA 90-
days prior to its current subscription term expiration date.  The customer department must submit a new 
WA to add, delete, or change new/existing service. 

A pro-ration of annual fees will be allowed only if a customer is adding to an existing account subscription.   

To Be Completed by the Customer: 
 
SCTASK 
Number:   Customer Service Request (Case) #:  

 
Department 
Agency 
Name: 

   Customer E-Mail:  

 
Customer 
Name:    Customer Phone Number #:  

 
Task Summary: 

 
Customer Account Information: 

Technical Contact:  xxx.xxx@xxx.ca.gov   LightBox Point of Contact:  
xxx.xxx@xxx.ca.gov 

DESCRIPTION AND DETAIL (e.g. additions or 
deletions) ANNUAL RATE QTY COST ($) 

   $ 

DESCRIPTION AND DETAIL (e.g. additions or 
deletions) ANNUAL RATE QTY COST ($) 

   $ 

Total Cost   $ 
* Cost ($) = Annual rate x the quantity 

This service will be performed in accordance with this WA and the provisions and cost rates of Agreement 
No. TBD 
DESIGNATED REQUIRED APPROVALS:   
   
(Contractor – Name/Title)  (Date) 

   
(Department of Technology Technical Representative)  (Date) 

 
CC:  Accounts Payable   
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EXHIBIT B 

BUDGET DETAIL AND PAYMENT PROVISIONS 
 

1. Payment and Invoicing: 
 

a. SOFTWARE-AS-A-SERVICE (SAAS) SUBSCRIPTION AND SUPPORT 
Payment for License(s) and Support Maintenance will be made per Work 
Authorization (WA) upon receipt of a correct invoice. 
A pro-rated fee will be assessed for customers who submit a subsequent WA to add 
end-users during a previously established account term. 

b. CONTENT INVOICES AND PAYMENT 
Payment for unlimited users, will be made annually in advance upon receipt of a 
correct invoice each term year.  

c. Invoices must be approved by the CDT Project Manager before processing for 
payment. 

d. Payment will be made in advance upon receipt of a correct invoice. The invoice 
shall include the product name, code (if applicable), and term date; and shall 
reference the Agency Order Number. 

e. The Contractor costs related to items such as travel and per diem are costs of the 
Contractor will not be paid separately as part of the Agreement. 

f. Submit your invoice using only one of the following options: 
1) Send via U.S. mail in TRIPLICATE to: 

Department of Technology  
Administration Division – Accounting Office 
P. O. Box 1810 
Rancho Cordova, CA 95741 
OR 

2)  Submit electronically at:  APInvoices@state.ca.gov 
 

g. Payment will be made in accordance with, and within the time specified in, 
Government Code Chapter 4.5, commencing with Section 927.  Payment to 
small/micro businesses shall be made in accordance with and within the time 
specified in Chapter 4.5, Government Code 927 et seq. 

 
2. Budget Contingency Clause: 
 

a. It is mutually agreed that if the Budget Act of the current year and/or any 
subsequent years covered under this Contract does not appropriate sufficient 
funds for the program, this Contract shall be of no further force and effect. In this 
event, the State shall have no liability to pay any funds whatsoever to the 
Contractor or to furnish any other considerations under this contract and 
Contractor shall not be obligated to perform any provisions of this contract. 

 
b. If funding for any fiscal year is reduced or deleted by the Budget Act for purposes 

of this program, the State shall have the option to either cancel this Contract with 
no liability occurring to the State, or offer a contract amendment to the Contractor 
to reflect the reduced amount.   
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EXHIBIT C  
COST WORKSHEET 

 
LightBox SaaS Package Renewal 

 
Term: December 20, 2021 through December 19, 2022 

(Placeholder for Vendor’s Quote) 
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EXHIBIT D 
SPECIAL TERMS AND CONDITIONS TO SAFEGUARD FEDERAL TAX INFORMATION 

 
Federal statute, regulations and guidelines 
require that all contracts for services relating 
to the processing, storage, transmission, or 
reproduction of federal tax returns or return 
information, the programming, maintenance, 
repair, or testing of equipment or other 
property, or the providing of other services, for 
tax administration purposes include the 
provisions contained in this exhibit.  (See 26 
U.S.C. §6103(n); 26 C.F.R. §301.6103(n)-
1(a)(2) and (d); Internal Revenue Service 
(IRS) Publication 1075, Tax Information 
Security Guidelines for Federal, State and 
Local Agencies (Rev. 9-2016), Section 5.5 
and Exhibit 7.)  
 
The contractor agrees to comply with 26 
U.S.C. §6103(n); 26 C.F.R. §301.6103(n)-1; 
IRS Publication 1075 (Rev. 9-2016); and all 
applicable conditions and restrictions as may 
be prescribed by the IRS by regulation, 
published rules or procedures, or written 
communication to the contractor.  (See 26 
C.F.R. §301.6103(n)-1(d); IRS Publication 
1075 (Rev. 9-2016)) 
 
I. PERFORMANCE 
 
In performance of this contract, the contractor 
agrees to comply with and assume responsibility 
for compliance by his or her employees with the 
following requirements: 
 
(1) All work will be done under the supervision of 

the contractor or the contractor's employees. 
 
(2) Any return or return information made 

available in any format shall be used only for 
the purpose of carrying out the provisions of 
this contract. Information contained in such 
material will be treated as confidential and 
will not be divulged or made known in any 
manner to any person except as may be 
necessary in the performance of this 
contract. Disclosure to anyone other than an 
officer or employee of the contractor will be 
prohibited. 

 
(3) All returns and return information will be 

accounted for upon receipt and properly 
stored before, during, and after processing. 
In addition, all related output will be given 
the same level of protection as required for 
the source material. 

(4) The contractor certifies that the data 
processed during the performance of this 
contract will be completely purged from all 
data storage components of his or her 
computer facility, and no output will be 
retained by the contractor at the time the 
work is completed. If immediate purging of 
all data storage components is not possible, 
the contractor certifies that any IRS data 
remaining in any storage component will be 
safeguarded to prevent unauthorized 
disclosures. 

 
(5)  Any spoilage or any intermediate hard copy 

printout that may result during the 
processing of IRS data will be given to the 
agency or his or her designee. When this is 
not possible, the contractor will be 
responsible for the destruction of the 
spoilage or any intermediate hard copy 
printouts, and will provide the agency or his 
or her designee with a statement containing 
the date of destruction, description of 
material destroyed, and the method used. 

 
(6) All computer systems receiving, processing, 

storing, or transmitting Federal tax 
information must meet the requirements 
defined in IRS Publication 1075. To meet 
functional and assurance requirements, the 
security features of the environment must 
provide for the managerial, operational, and 
technical controls. All security features 
must be available and activated to protect 
against unauthorized use of and access to 
Federal tax information. 

 
(7) No work involving Federal tax information 

furnished under this contract will be 
subcontracted without prior written approval 
of the IRS. 

 
(8) The contractor will maintain a list of 

employees authorized access. Such list will 
be provided to the agency and, upon 
request, to the IRS reviewing office. 

 
(9) The agency will have the right to void the 

contract if the contractor fails to provide the   
safeguards described above. 
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II. CRIMINAL/CIVIL SANCTIONS 
 
(1) Each officer or employee of any person to 

whom returns or return information is or may 
be disclosed will be notified in writing by 
such person that returns or return 
information disclosed to such officer or 
employee can be used only for a purpose 
and to the extent authorized herein, and that 
further disclosure of any such returns or 
return information for a purpose or to an 
extent unauthorized herein constitutes a 
felony punishable upon conviction by a fine 
of as much as $5,000 or imprisonment for as 
long as 5 years, or both, together with the 
costs of prosecution. Such person shall also 
notify each such officer and employee that 
any such unauthorized further disclosure of 
returns or return information may also result 
in an award of civil damages against the 
officer or employee in an amount not less 
than $1,000 with respect to each instance of 
unauthorized disclosure. These penalties 
are prescribed by IRC sections 7213 and 
7431 and set forth at 26 CFR 301.6103(n)-1. 

 
(2) Each officer or employee of any person to 

whom returns or return information is or may 
be disclosed shall be notified in writing by 
such person that any return or return 
information made available in any format 
shall be used only for the purpose of 
carrying out the provisions of this contract. 
Information contained in such material shall 
be treated as confidential and shall not be 
divulged or made known in any manner to 
any person except as may be necessary in 
the performance of the contract. Inspection 
by or disclosure to anyone without an official 
need to know constitutes a criminal 
misdemeanor punishable upon conviction by 
a fine of as much as $1,000 or imprisonment 
for as long as 1 year, or both, together with 
the costs of prosecution.  

 
 

Such person shall also notify each such 
officer and employee that any such 
unauthorized inspection or disclosure of 
returns or return information may also result 
in an award of civil damages against the 
officer or employee [United States for 
Federal employees] in an amount equal to 
the sum of the greater of $1,000 for each act 
of unauthorized inspection or disclosure with 
respect to which such defendant is found 
liable or the sum of the actual damages 

sustained by the plaintiff as a result of such 
unauthorized inspection or disclosure plus in 
the case of a willful inspection or disclosure 
which is the result of gross negligence, 
punitive damages, plus the costs of the 
action. These penalties are prescribed by 
IRC section 7213A and 7431. 

 
(3) Additionally, it is incumbent upon the 

contractor to inform its officers and 
employees of the penalties for improper 
disclosure imposed by the Privacy Act of 
1974, 5 U.S.C. 552a. Specifically, 5 U.S.C. 
552a(i)(1), which is made applicable to 
contractors by 5 U.S.C. 552a(m)(1), 
provides that any officer or employee of a 
contractor, who by virtue of his/her 
employment or official position, has 
possession of or access to agency records 
which contain individually identifiable 
information, the disclosure of which is 
prohibited by the Privacy Act or regulations 
established thereunder, and who knowing 
that disclosure of the specific material is 
prohibited, willfully discloses the material in 
any manner to any person or agency not 
entitled to receive it, shall be guilty of a 
misdemeanor and fined not more than 
$5,000. 

 
(4) Granting a contractor access to FTI must be 

preceded by certifying that each individual 
understands the agency’s security policy 
and procedures for safeguarding IRS 
information. Contractors must maintain their 
authorization to access FTI through annual 
recertification. The initial certification and 
recertification must be documented and 
placed in the agency's files for review. As 
part of the certification and at least annually 
afterwards, contractors should be advised of 
the provisions of IRC Sections 7431, 7213, 
and 7213A (see Exhibit 6, IRC Sec. 7431 
Civil Damages for Unauthorized Disclosure 
of Returns and Return Information and 
Exhibit 5, IRC Sec. 7213 Unauthorized 
Disclosure of Information). The training 
provided before the initial certification and 
annually thereafter must also cover the 
incident response policy and procedure for 
reporting unauthorized disclosures and data 
breaches. (See Section 10) For both the 
initial certification and the annual 
certification, the contractor should sign, 
either with ink or electronic signature, a 
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confidentiality statement certifying their 
understanding of the security requirements.1 

 
III. INSPECTION 
 
The IRS and the Agency shall have the right to 
send its officers and employees into the offices 
and plants of the contractor for inspection of the 
facilities and operations provided for the 
performance of any work under this contract. On 
the basis of such inspection, specific measures 
may be required in cases where the contractor is 
found to be noncompliant with contract 
safeguards. 
 
REFERENCES 
 

26 U.S.C. §6103(n) 
 
Pursuant to regulations prescribed by the 
Secretary, returns and return information may be 
disclosed to any person, including any person 
described in section 7513 (a), to the extent 
necessary in connection with the processing, 
storage, transmission, and reproduction of such 
returns and return information, the programming, 
maintenance, repair, testing, and procurement of 
equipment, and the providing of other services, 
for purposes of tax administration.  
 

26 C.F.R. §301.6103(n)-1 Disclosure of 
returns and return information in connection 
with procurement of property and services 
for tax administration purposes. 

(a) General rule. Pursuant to the provisions of 
section 6103(n) of the Internal Revenue 
Code and subject to the requirements of 
paragraphs (b), (c), and (d) of this section, 
officers or employees of the Treasury 
Department, a State tax agency, the Social 
Security Administration, or the Department 
of Justice, are authorized to disclose returns 
and return information (as defined in section 
6103(b)) to any person (including, in the 
case of the Treasury Department, any 
person described in section 7513(a)), or to 
an officer or employee of such person, to the 
extent necessary in connection with 
contractual procurement of— 

(1) Equipment or other property, or 

 
1 A 30 minute disclosure awareness training video produced 
by the IRS can be found at 
http://www.irsvideos.gov/Governments/Safeguards/Disclosur
eAwarenessTrainingPub4711 

(2) Services relating to the processing, storage, 
transmission, or reproduction of such returns 
or return information, the programming, 
maintenance, repair, or testing of equipment 
or other property, or the providing of other 
services, for purposes of tax administration 
(as defined in section 6103(b)(4)). 

No person, or officer or employee of such 
person, to whom a return or return 
information is disclosed by an officer or 
employee of the Treasury Department, the 
State tax agency, the Social Security 
Administration, or the Department of Justice, 
under the authority of this paragraph shall in 
turn disclose such return or return 
information for any purpose other than as 
described in this paragraph, and no such 
further disclosure for any such described 
purpose shall be made by such person, 
officer, or employee to anyone, other than 
another officer or employee of such person 
whose duties or responsibilities require such 
disclosure for a purpose described in this 
paragraph, without written approval by the 
Internal Revenue Service. 

(b) Limitations. For purposes of paragraph (a) of 
this section, disclosure of returns or return 
information in connection with contractual 
procurement of property or services 
described in such paragraph will be treated 
as necessary only if such procurement or 
the performance of such services cannot 
otherwise be reasonably, properly, or 
economically carried out or performed 
without such disclosure.  

     Thus, for example, disclosures of returns or 
return information to employees of a contractor 
for purposes of programming, maintaining, 
repairing, or testing computer equipment used 
by the Internal Revenue Service or a State tax 
agency should be made only if such services 
cannot be reasonably, properly, or economically 
performed by use of information or other data in 
a form which does not identify a particular 
taxpayer. If, however, disclosure of returns or 
return information is in fact necessary in order 
for such employees to reasonably, properly, or 
economically perform the computer related 
services, such disclosures should be restricted 
to returns or return information selected or 
appearing at random. Further, for purposes of 
paragraph (a), disclosure of returns or return 
information in connection with the contractual 
procurement of property or services described in 
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such paragraph should be made only to the 
extent necessary to reasonably, properly, or 
economically conduct such procurement activity. 
Thus, for example, if an activity described in 
paragraph (a) can be reasonably, properly, and 
economically conducted by disclosure of only 
parts or portions of a return or if deletion of 
taxpayer identity information (as defined in 
section 6103(b)(6) of the Code) reflected on a 
return would not seriously impair the ability of 
the contractor or his officers or employees to 
conduct the activity, then only such parts or 
portions of the return, or only the return with 
taxpayer identity information deleted, should be 
disclosed. 

(c) Notification requirements. Persons to whom 
returns or return information is or may be 
disclosed as authorized by paragraph (a) of 
this section shall provide written notice to 
their officers or employees—  

(1) That returns or return information 
disclosed to such officer or employee 
can be used only for a purpose and to 
the extent authorized by paragraph (a) 
of this section;  

(2) That further inspection of any returns or 
return information for a purpose or to an 
extent unauthorized by paragraph (a) of 
this section constitutes a misdemeanor, 
punishable upon conviction by a fine of 
as much as $1,000, or imprisonment for 
as long as 1 year, or both, together with 
costs of prosecution;  

(3) That further disclosure of any returns or 
return information for a purpose or to an 
extent unauthorized by paragraph (a) of 
this section constitutes a felony, 
punishable upon conviction by a fine of 
as much as $5,000, or imprisonment for 
as long as 5 years, or both, together 
with the costs of prosecution;  

(4) That any such unauthorized further 
inspection or disclosure of returns or 
return information may also result in an 
award of civil damages against any 
person who is not an officer or 
employee of the United States in an 
amount not less than $1,000 for each 
act of unauthorized inspection or 
disclosure or the sum of actual damages 
sustained by the plaintiff as a result of 
such unauthorized disclosure or 

inspection as well as an award of costs 
and reasonable attorneys fees; and  

(5) If such person is an officer or employee 
of the United States, a conviction for an 
offense referenced in paragraph (c)(2) 
or (c)(3) of this section shall result in 
dismissal from office or discharge from 
employment.  

(d) Safeguards. Any person to whom a return or 
return information is disclosed as authorized 
by paragraph (a) of this section shall comply 
with all applicable conditions and 
requirements which may be prescribed by 
the Internal Revenue Service for the 
purposes of protecting the confidentiality of 
returns and return information and 
preventing disclosures of returns or return 
information in a manner unauthorized by 
paragraph (a). The terms of any contract 
between the Treasury Department, a State 
tax agency, the Social Security 
Administration, or the Department of Justice, 
and a person pursuant to which a return or 
return information is or may be disclosed for 
a purpose described in paragraph (a) shall 
provide, or shall be amended to provide, that 
such person, and officers and employees of 
the person, shall comply with all such 
applicable conditions and restrictions as 
may be prescribed by the Service by 
regulation, published rules or procedures, or 
written communication to such person. If the 
Service determines that any person, or an 
officer or employee of any such person, to 
whom returns or return information has been 
disclosed as provided in paragraph (a) has 
failed to, or does not, satisfy such prescribed 
conditions or requirements, the Service may 
take such actions as are deemed necessary 
to ensure that such conditions or 
requirements are or will be satisfied, 
including— 

(1) Suspension or termination of any duty or 
obligation arising under a contract with 
the Treasury Department referred to in 
this paragraph or suspension of 
disclosures by the Treasury Department 
otherwise authorized by paragraph (a) 
of this section, or 

(2) Suspension of further disclosures of 
returns or return information by the 
Service to the State tax agency, or to 
the Department of Justice, until the 
Service determines that such conditions 
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and requirements have been or will be 
satisfied. 

(e) Definitions. For purposes of this section— 

(1) The term Treasury Department includes 
the Internal Revenue Service and the 
Office of the Chief Counsel for the 
Internal Revenue Service; 

(2) The term State tax agency means an 
agency, body, or commission described 
in section 6103(d) of the Code; and 

(3) The term Department of Justice includes 
offices of the United States Attorneys. 

IRS Publication 1075 (Rev. 9-2016) Section 
5.5 Control over Processing 
 
Processing of FTI, in an electronic media format, 
including removable media, microfilms, photo 
impressions, or other formats (including tape 
reformatting or reproduction or conversion to 
punch cards, digital images or hard copy 
printout) will be performed pursuant to one of the 
following procedures: 
 
5.5.1 Agency Owned and Operated Facility 
 
Processing under this method will take place in 
a manner that will protect the confidentiality of 
the information on the electronic media. All 
safeguards outlined in this publication also must 
be followed and will be subject to IRS safeguard 
reviews. 
 
5.5.2 Contractor or Agency Shared Facility – 
Consolidated Data Centers 
 
Recipients of FTI are allowed to use a shared 
facility but only in a manner that does not allow 
access to FTI by employees, agents, 
representatives or contractors of other agencies 
using the shared facility. 
 
Note: For purposes of applying sections 6103(l), 

(m) and (n), the term “agent” includes 
contractors. Access restrictions 
pursuant to the IRC authority by which 
the FTI is received continue to apply. 
For example, since human services 
agencies administering benefit eligibility 
programs may not allow contractor 
access to any FTI received, their data 
within the consolidated data center may 
not be accessed by any contractor of 
the data center. 

 
The requirements in Exhibit 7, Contract 
Language for General Services, must be 
included in the contract in accordance 
with IRC Section 6103(n). 
 
The contractor or agency-shared 
computer facility is also subject to IRS 
safeguard reviews. 

 
Note: The above rules also apply to releasing 

electronic media to a private contractor 
or other agency office even if the 
purpose is merely to erase the old 
media for reuse. 

 
            Agencies utilizing consolidated data 

centers must implement appropriate 
controls to ensure the protection of FTI, 
including a service level agreement 
(SLA) between the agency authorized to 
receive FTI and the consolidated data 
center. The SLA should cover the 
following: 

 
1. The consolidated data center is 

considered to be a “contractor” of 
the agency receiving FTI. The 
agency receiving FTI – whether it is 
a state revenue, workforce, child 
support enforcement or human 
services agency – is responsible for 
ensuring the protection of all FTI 
received. However, as the 
“contractor” for the agency receiving 
FTI, the consolidated data center 
shares responsibility for 
safeguarding FTI as well. 

 
2. Provide written notification to the 

consolidated data center 
management that they are bound by 
the provisions of Publication 1075, 
relative to protecting all federal tax 
information within their possession 
or control. The SLA should also 
include details concerning the 
consolidated data center’s 
responsibilities during a safeguard 
review and support required to 
resolve identified findings. 

 
3. The agency will conduct an internal 

inspection of the consolidated data 
center every eighteen months (see 
section 6.3). Multiple agencies 
sharing a consolidated data center 
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may partner together to conduct a 
single, comprehensive internal 
inspection. However, care should be 
taken to ensure agency 
representatives do not gain 
unauthorized access to other 
agency’s FTI during the internal 
inspection. 

 
4. The employees from the 

consolidated data center with 
access to FTI, including system 
administrators and programmers, 
must receive disclosure awareness 
training prior to access to FTI and 
annually thereafter and sign a 
confidentiality statement. This 
provision also extends to any 
contractors hired by the 
consolidated data center that has 
access to FTI. 

 
5. The specific data breach incident 

reporting procedures for all 
consolidated data center employees 
and contractors. The required 
disclosure awareness training must 
include a review of these 
procedures. 

 
6. The Exhibit 7 language must be 

included in the contract between the 
recipient agency and the 
consolidated data center, including 
all contracts involving contractors 
hired by the consolidated data 
center. 

 
7. Identify responsibilities for 

coordination of the 45-day 
notification of the use of contractors 
or sub-contractors with access to 
FTI. 

 
Note: Generally, consolidated data centers are 

either operated by a separate state 
agency (example: Department of 
Information Services) or by a private 
contractor. If an agency is considering 
transitioning to either a state owned or 
private vendor consolidated data center, 
the Office of Safeguards strongly 
suggests the agency submit a request 
for discussions with Safeguards as early 
as possible in the decision-making or 
implementation planning process. The 
purpose of these discussions is to 

ensure the agency remains in 
compliance with safeguarding 
requirements during the transition to the 
consolidated data center. 
 
26 U.S.C. §7213. Unauthorized 
disclosure of information 

 
 (a) Returns and return information 

(1) Federal employees and other persons 
It shall be unlawful for any officer or 
employee of the United States or any 
person described in section 6103(n) (or 
an officer or employee of any such 
person), or any former officer or 
employee, willfully to disclose to any 
person, except as authorized in this title, 
any return or return information (as 
defined in section 6103(b)). Any 
violation of this paragraph shall be a 
felony punishable upon conviction by a 
fine in any amount not exceeding 
$5,000, or imprisonment of not more 
than 5 years, or both, together with the 
costs of prosecution, and if such offense 
is committed by any officer or employee 
of the United States, he shall, in addition 
to any other punishment, be dismissed 
from office or discharged from 
employment upon conviction for such 
offense. 

(2) State and other employees 

It shall be unlawful for any person (not 
described in paragraph (1)) willfully to 
disclose to any person, except as 
authorized in this title, any return or 
return information (as defined in section 
6103(b)) acquired by him or another 
person under subsection (d), (i)(3)(B)(i) 
or (7)(A)(ii), (l)(6), (7), (8), (9), (10), (12), 
(15), (16), (19), or (20) or (m)(2), (4), (5), 
(6), or (7) of section 6103. 

 Any violation of this paragraph shall be 
a felony punishable by a fine in any 
amount not exceeding $5,000, or 
imprisonment of not more than 5 years, 
or both, together with the costs of 
prosecution. 

(3) Other persons 

It shall be unlawful for any person to 
whom any return or return information 
(as defined in section 6103(b)) is 
disclosed in a manner unauthorized by 
this title thereafter willfully to print or 
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publish in any manner not provided by 
law any such return or return 
information. Any violation of this 
paragraph shall be a felony punishable 
by a fine in any amount not exceeding 
$5,000, or imprisonment of not more 
than 5 years, or both, together with the 
costs of prosecution. 

(4) Solicitation 

It shall be unlawful for any person 
willfully to offer any item of material 
value in exchange for any return or 
return information (as defined in section 
6103(b)) and to receive as a result of 
such solicitation any such return or 
return information. Any violation of this 
paragraph shall be a felony punishable 
by a fine in any amount not exceeding 
$5,000, or imprisonment of not more 
than 5 years, or both, together with the 
costs of prosecution. 

(5) Shareholders 

It shall be unlawful for any person to 
whom a return or return information (as 
defined in section 6103(b)) is disclosed 
pursuant to the provisions of section 
6103(e)(1)(D)(iii) willfully to disclose 
such return or return information in any 
manner not provided by law. Any 
violation of this paragraph shall be a 
felony punishable by a fine in any 
amount not to exceed $5,000, or 
imprisonment of not more than 5 years, 
or both, together with the costs of 
prosecution 

(b) Disclosure of operations of manufacturer or 
producer 

Any officer or employee of the United States 
who divulges or makes known in any 
manner whatever not provided by law to any 
person the operations, style of work, or 
apparatus of any manufacturer or producer 
visited by him in the discharge of his official 
duties shall be guilty of a misdemeanor and, 
upon conviction thereof, shall be fined not 
more than $1,000, or imprisoned not more 
than 1 year, or both, together with the costs 
of prosecution; and the offender shall be 
dismissed from office or discharged from 
employment. 

(c) Disclosures by certain delegates of                                                                         
Secretary  

All provisions of law relating to the 
disclosure of information, and all provisions 
of law relating to penalties for unauthorized 
disclosure of information, which are 
applicable in respect of any function under 
this title when performed by an officer or 
employee of the Treasury Department are 
likewise applicable in respect of such 
function when performed by any person who 
is a "delegate" within the meaning of section 
7701(a)(12)(B). 

(d) Disclosure of software 

Any person who willfully divulges or makes 
known software (as defined in section 
7612(d)(1)) to any person in violation of 
section 7612 shall be guilty of a felony and, 
upon conviction thereof, shall be fined not 
more than $5,000, or imprisoned not more 
than 5 years, or both, together with the costs 
of prosecution. 

(e) Cross references 

(1) Penalties for disclosure of information by 
preparers of returns 

For penalty for disclosure or use of 
information by preparers of returns, see 
section 7216. 

(2) Penalties for disclosure of confidential 
information 

For penalties for disclosure of 
confidential information by any officer or 
employee of the United States or any 
department or agency thereof, see 18 
U.S.C. 1905. 

 
26 U.S.C. §7213A. Unauthorized inspection of 
returns or return information 
  
(a) Prohibitions 
 
(1) Federal employees and other persons  
It shall be unlawful for—  
 
(A) any officer or employee of the United States, 
or  
 
(B) any person described in subsection (l)(18) or 
(n) of section 6103 or an officer or employee of 
any such person,  
willfully to inspect, except as authorized in this 
title, any return or return information.  
 
(2) State and other employees  
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It shall be unlawful for any person (not described 
in paragraph (1)) willfully to inspect, except as 
authorized in this title, any return or return 
information acquired by such person or another 
person under a provision of section 6103 
referred to in section 7213 (a)(2) or under 
section 6104 (c).  
 
(b) Penalty  
 
(1) In general  
Any violation of subsection (a) shall be 
punishable upon conviction by a fine in any 
amount not exceeding $1,000, or imprisonment 
of not more than 1 year, or both, together with 
the costs of prosecution.  
 
(2) Federal officers or employees  
An officer or employee of the United States who 
is convicted of any violation of subsection (a) 
shall, in addition to any other punishment, be 
dismissed from office or discharged from 
employment.  
 
(c) Definitions  
For purposes of this section, the terms “inspect”, 
“return”, and “return information” have the 
respective meanings given such terms by 
section 6103 (b).  
 
26 U.S.C. §7431. Civil damages for 
unauthorized inspection or disclosure of 
returns and return information  
 
 (a) In general 

(1) Inspection or disclosure by employee of 
United States 

If any officer or employee of the United 
States knowingly, or by reason of 
negligence, inspects or discloses any 
return or return information with respect 
to a taxpayer in violation of any 
provision of section 6103, such taxpayer 
may bring a civil action for damages 
against the United States in a district 
court of the United States. 

(2) Inspection or disclosure by a person who 
is not an employee of United States 

If any person who is not an officer or 
employee of the United States 
knowingly, or by reason of negligence, 
inspects or discloses any return or 
return information with respect to a 
taxpayer in violation of any provision of 
section 6103, such taxpayer may bring a 

civil action for damages against such 
person in a district court of the United 
States. 

(b) Exceptions 

No liability shall arise under this section with 
respect to any inspection or disclosure - 

(1) which results from a good faith, but 
erroneous, interpretation of section 6103, or 

(2) which is requested by the taxpayer. 

(c) Damages 

In any action brought under subsection (a), 
upon a finding of liability on the part of the 
defendant, the defendant shall be liable to 
the plaintiff in an amount equal to the sum of 
- 

(1) the greater of - 

(A) $1,000 for each act of unauthorized 
inspection or disclosure of a return or 
return information with respect to which 
such defendant is found liable, or 

(B) the sum of - 

(i) the actual damages sustained by 
the plaintiff as a result of such 
unauthorized inspection or 
disclosure, plus 

(ii) in the case of a willful inspection 
or disclosure or an inspection or 
disclosure which is the result of 
gross negligence, punitive 
damages, plus 

(2) the costs of the action, plus 

(3) in the case of a plaintiff which is 
described in section 7430(c)(4)(A)(ii), 
reasonable attorneys fees, except that if the 
defendant is the United States, reasonable 
attorneys fees may be awarded only if the 
plaintiff is the prevailing party (as 
determined under section 7430(c)(4)). 

 

(d) Period for bringing action 

Notwithstanding any other provision of law, 
an action to enforce any liability created 
under this section may be brought, without 
regard to the amount in controversy, at any 
time within 2 years after the date of 
discovery by the plaintiff of the unauthorized 
inspection or disclosure. 
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(e) Notification of unlawful inspection and 
disclosure 

If any person is criminally charged by 
indictment or information with inspection or 
disclosure of a taxpayer's return or return 
information in violation of - 

(1) paragraph (1) or (2) of section 7213(a), 

(2) section 7213A(a), or 

(3) subparagraph (B) of section 1030(a)(2) 
of title 18, United States Code, the Secretary 
shall notify such taxpayer as soon as 
practicable of such inspection or disclosure. 

(f) Definitions 

For purposes of this section, the terms 
"inspect", "inspection", "return", and "return 
information" have the respective meanings 
given such terms by section 6103(b). 

(g) Extension to information obtained under 
section 3406 

For purposes of this section - 

(1) any information obtained under section 
3406 (including information with respect to 
any payee certification failure under 
subsection (d) thereof) shall be treated as 
return information, and 

(2) any inspection or use of such information 
other than for purposes of meeting any 
requirement under section 3406 or (subject 
to the safeguards set forth in section 6103) 
for purposes permitted under section 6103 
shall be treated as a violation of section 
6103. For purposes of subsection (b), the 
reference to section 6103 shall be treated as 
including a reference to section 3406. 

(h) Special rule for information obtained under 
section 6103(k)(9) 

For purposes of this section, any reference 
to section 6103 shall be treated as including 
a reference to section 6311(e). 
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EXHIBIT E 

CLOUD COMPUTING – SOFTWARE AS A SERVICE (SaaS) GENERAL PROVISIONS 
 

THESE CLOUD COMPUTING – SOFTWARE AS A SERVICE GENERAL PROVISIONS ARE 
ONLY TO BE USED FOR SOFTWARE AS A SERVICE (SaaS), AS DEFINED BELOW, AND ANY 
ANCILLARY SERVICES. THE CLOUD COMPUTING SERVICES SPECIAL PROVISIONS 
(SOFTWARE AS A SERVICE) ARE INCORPORATED BY REFERENCE UNLESS SPECIFICALLY 
MODIFIED AND ATTACHED HERETO. THIS CONTRACT SHALL BE ACCOMPANIED BY A 
STATEMENT OF WORK (SOW) AND SERVICE LEVEL AGREEMENT (SLA), IN ADDITION TO 
STANDARD EXHIBITS. 

 
 

 
1. DEFINITIONS: 

Unless otherwise specified in the Statement of Work, the following terms shall be given the meaning 
shown, unless context requires otherwise. 

a) "Application Program" means a computer program that is intended to be executed for the 
purpose of performing useful work for the user of the information being processed. 
Application Programs are developed or otherwise acquired by the User of the 
Hardware/Software system, but they may be supplied by the Contractor. 

b) “Buyer” means the State’s authorized contracting official. 

c) “Contract” means this Contract or agreement (including any purchase order), by whatever name 
known or in whatever format used. 

d) “Contractor” means the business entity with whom the State enters into this Contract. 
Contractor shall be synonymous with supplier, vendor, Reseller, Service Provider, or other 
similar term. 

e) “Customer” means the State or an Eligible Public Entity using the Contractor’s or the Service 
Provider’s Services. 

f) “Deliverables” means the tangible products or works of authorship and other items (e.g. 
reports) to be delivered pursuant to this Contract, including any such items furnished that are 
incidental to the provision of Services. 

g) "Documentation" means manuals and other published materials necessary or useful to the 
State in its use or maintenance of the products and Services provided hereunder and includes 
online materials, virtual help, and help desk where available. In addition, manuals and other 
published materials customized for the State hereunder constitute Work Product as defined 
below. 
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h) “Eligible Public Entity” means each of the non-State public entities authorized to 
purchase the Deliverables and Services offered hereunder. “Eligible Public Entity” includes 
the county, city, city and county, district, public authority, public agency, municipal 
corporation, or any other political subdivision or public corporation in the State. “Eligible 
Public Entity” also includes a federally-recognized tribal entity acting in its tribal 
governmental capacity. 

i) “Goods” means all types of tangible personal property, including but not limited to 
materials, supplies, and equipment (including computer and telecommunications 
equipment). 

j) "Hardware" refers to computer equipment and is contrasted with Software. 

k) “Information Technology” includes, but is not limited to, all electronic technology systems 
and services, automated information handling, system design and analysis, conversion of 
data, computer programming, information storage and retrieval, telecommunications which 
include voice, video, and data communications, requisite system controls, simulation, 
electronic commerce, and all related interaction between people and machines. 

l) "Maintenance" includes: i) remedial maintenance performed by the Contractor which 
results from a Services failure and which is performed as required, i.e., on an unscheduled 
basis; and ii) the maintenance performed on a scheduled basis by the Contractor. 

m) “Reseller” means the agent(s) of the Service Provider or the business entity authorized by 
the Service Provider to resell the Services or perform aspects of this Contract as specified 
herein including, but not limited to sales, fulfillment, invoicing, returns, and customer 
service. 

n) “Service Provider” means the Contractor, subcontractors, agents, Resellers, third parties 
and affiliates of the Contractor, the cloud service provider, or managed service provider 
who may provide the Services agreed to under the Contract. 

o) "Services" means the cloud computing services, including Software as a Service (but not 
Infrastructure as a Service or Platform as a Service), and any related services, offered to the 
State by the Contractor herein. 

p) "Software" means an all-inclusive term which refers to any computer programs, routines, 
or subroutines supplied by the Contractor, including operating Software, Application 
Programs, and enabling software (“Software Products”) that the State downloads to the 
State’s systems to facilitate use of the Service. 

q) “Software as a Service (SaaS)” is the capability provided to the Customer to use 
applications made available by the Service Provider running on a cloud infrastructure. The 
applications are accessible from various client devices through a thin client interface such as 
a web browser (e.g., web-based email). The Customer does not manage or control the 
underlying cloud infrastructure including network, servers, operating systems, storage, or 
even individual application capabilities, with the possible exception of limited user-specific 
application configuration settings. 

r) "State" means the government of the State of California, its employees and authorized 
representatives, including without limitation any department, agency, or other unit of the 
government of the State of California. 
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s) “State Data” means all data owned by the State, and submitted to, processed by, or stored 
by the Service Provider under this Contract and includes, but is not limited to, all data that 
originated with the State or Users, all data provided by the State or Users, and data 
generated, manipulated, produced, reported by or otherwise emanating from or by 
applications run by the State or Users on the Services. For clarity, State Data is synonymous 
with “Customer Data”, “Customer Content”, or similar terms, as used in various provisions 
of the service agreements and incorporated into the Contract and includes the following: 

i. “Non-Public Data” means data submitted to the Service Provider, other than Personal 
Data, that is not subject to distribution to the public as public information. It is deemed to 
be sensitive and confidential by the State because it contains information that may be 
exempt by statute, regulation, or policy from access by the general public as public 
information. 

ii. “Personal Data” means Personal Information as defined by the California Information 
Practices Act (Civil Code sections 1798 et seq.) submitted to the Service Provider. 

iii. “Public Information” means any information prepared, owned, used, or retained by the 
State and not specifically exempt from the disclosure requirements of the California 
Public Records Act (Government Code section 6250 et. seq.) or other applicable state 
or federal laws. For clarity, "Public Information” is also interchangeable with “Public 
Data”. 

t) “Statement of Work” (or “SOW”) means a document provided by the State which defines 
the timeline, and specifies the objectives, Services, Deliverables and tasks that the 
Contractor is expected to perform, their responsibilities and expectations, indicating the 
type, level and quality of service that is expected, all of which form a contractual obligation 
upon the Contractor in providing Services to the State. The SOW includes detailed technical 
requirements and pricing, with permitted modifications (“carve- outs”) to the SaaS General 
and Special Provisions. 

u) “User" means any authorized end user of the Services under this Contract and includes 
Customer’s employees, subcontractors, or any system utilized by the Customer to access 
the Services, whose compliance with the terms of this Contract is the responsibility of the 
Customer. 

v) “U.S. Intellectual Property Rights” means intellectual property rights enforceable in the 
United States of America, including without limitation rights in trade secrets, copyrights, and 
U.S. patents. 

2. CONTRACT FORMATION: 
a) If this Contract results from a sealed bid offered in response to a solicitation conducted 

pursuant to Chapters 2 (commencing with section 10290), 3 (commencing with section 
12100), and 3.6 (commencing with section 12125) of Part 2 of Division 2 of the Public 
Contract Code (PCC), then Contractor's bid is a firm offer to the State which is accepted by 
the issuance of this Contract and no further action is required by either party. 

b) If this Contract results from a solicitation other than described in paragraph a), above, the 
Contractor's quotation or proposal is deemed a firm offer and this Contract document is the 
State's acceptance of that offer. 
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c) If this Contract resulted from a joint bid, it shall be deemed one indivisible Contract. Each 
such joint Contractor will be jointly and severally liable for the performance of the entire 
Contract. The State assumes no responsibility or obligation for the division of orders or 
purchases among joint Contractors. 

3. COMPLETE INTEGRATION: 
This Contract, including any documents incorporated herein by express reference, is intended 
to be a complete integration and there are no prior or contemporaneous different or additional 
agreements pertaining to the subject matter of the Contract. 

4. SEVERABILITY: 
The Contractor and the State agree that if any provision of this Contract is found to be illegal or 
unenforceable, such term or provision shall be deemed stricken and the remainder of the 
Contract shall remain in full force and effect. Either party having knowledge of such term or 
provision shall promptly inform the other of the presumed non-applicability of such provision. 

5. INDEPENDENT CONTRACTOR: 
Contractor and the agents and employees of the Contractor, in the performance of this 
Contract, shall act in an independent capacity and not as officers or employees or agents of the 
State. 

6. APPLICABLE LAW: 
This Contract shall be governed by and shall be interpreted in accordance with the laws of the 
State of California; venue of any action brought with regard to this Contract shall be in 
Sacramento County, Sacramento, California. The United Nations Convention on Contracts for 
the International Sale of Goods shall not apply to this Contract. 

7. COMPLIANCE WITH STATUTES AND REGULATIONS: 
a) The State and the Contractor warrant and certify that in the performance of this Contract, it 

will comply with all applicable statutes, rules, regulations and orders of the United States 
and the State of California, including the California Information Practices Act (Civil Code 
sections 1798 et seq.). The Contractor agrees to indemnify, defend, and save harmless the 
State against any loss, cost, damage or liability by reason of the Contractor’s violation of 
this provision. 

b) The State will notify the Contractor of any such claim in writing and tender the defense 
thereof within reasonable time. 

c) The Contractor will have sole control of the defense of any action on such claim and all 
negotiations for its settlement or compromise; provided that (i) when substantial principles 
of government or public law are involved, when litigation might create precedent affecting 
future State operations or liability, or when involvement of the State is otherwise mandated 
by law, the State may participate in such action at its own expense with respect to 
attorneys’ fees and costs (but not liability); (ii) where a settlement would impose liability on 
the State, affect principles of California government or public law, or impact the authority of 
the State, the Department of General Services or the Department of Technology, as 
applicable, will have the right to approve or disapprove any settlement or compromise, 
which approval will not unreasonably be withheld or delayed; and (iii) the State will 
reasonably cooperate in the defense and in any related settlement negotiations. 
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d) If this Contract is in excess of $554,000, it is subject to the requirements of the World Trade 
Organization (WTO) Government Procurement Agreement (GPA). 

e) To the extent that this Contract falls within the scope of Government Code section 7405, 
the Contractor will be responsible to respond to and resolve any complaint brought to its 
attention, regarding accessibility of its products or Services. The State shall designate an 
authorized representative who will be responsible for submission to Contractor of 
complaints received by the State regarding the accessibility of Contractor’s products and 
Services. Contractor shall be responsible to review and respond to all complaints regarding 
accessibility brought to the attention of the State. The State and Contractor shall work 
together to determine a reasonable response and resolution of all complaints. The State 
acknowledges that Contractor can satisfy its duty to respond to and resolve complaints 
under this provision by taking action it deems appropriate under the circumstances, which 
may in some instances include no further action beyond responding to the complaint. 

8. CONTRACTOR’S POWER AND AUTHORITY: 
The Contractor warrants that it has full power and authority to grant the rights herein granted 
and will reimburse the State for any loss, cost, liability, and expense (including reasonable 
attorney fees) arising out of any breach of this warranty. 

Further, the Contractor avers that it will not enter into any arrangement with any third party 
which might abridge any rights of the State under this Contract. 

a) The State will notify the Contractor of any such claim in writing and tender the defense 
thereof within a reasonable time; and 

b) The Contractor will have sole control of the defense of any action on such claim and all 
negotiations for its settlement or compromise; provided that (i) when substantial principles 
of government or public law are involved, when litigation might create precedent affecting 
future State operations or liability, or when involvement of the State is otherwise mandated 
by law, the State may participate in such action at its own expense with respect to 
attorneys’ fees and costs (but not liability); (ii) where a settlement would impose liability on 
the State, affect principles of California government or public law, or impact the authority of 
the State, the Department of General Services or the Department of Technology, as 
applicable, will have the right to approve or disapprove any settlement or compromise, 
which approval will not unreasonably be withheld or delayed; and (iii) the State will 
reasonably cooperate in the defense and in any related settlement negotiations. 

9. ASSIGNMENT: 
This Contract shall not be assignable by the Contractor in whole or in part without the written 
consent of the State. The State’s consent shall not be unreasonably withheld or delayed. For 
the purpose of this paragraph, the State will not  unreasonably prohibit the Contractor from 
freely assigning its right to payment, provided that the Contractor remains responsible for its 
obligations hereunder. 
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10. WAIVER OF RIGHTS: 
Any action or inaction by the State or the failure of the State on any occasion, to enforce any 
right or provision of the Contract, shall not be construed to be a waiver by the State of its rights 
hereunder and shall not prevent the State from enforcing such provision or right on any future 
occasion. Except as specifically set forth in Section 13 (Warranty) below, the rights and 
remedies of the State herein are cumulative and are in addition to any other rights or remedies 
that the State may have at law or in equity. 

11. ORDER OF PRECEDENCE: 
In the event of any inconsistency between the articles, attachments, specifications or provisions 
which constitute this Contract, the following order of precedence shall apply: 

a) These Cloud Computing - Software as a Service General Provisions (In the instances 
provided herein where the paragraph begins: “Unless otherwise specified in the Statement 
of Work” provisions specified in the Statement of Work replacing these paragraphs shall 
take precedence over the paragraph referenced in these General Provisions); 

b) Contract form, e.g., Purchase Order STD 65, Standard Agreement STD 213, FI$Cal 
generated Purchase Order, etc., and any amendments thereto; 

c) The Cloud Computing Special Provisions – Software as a Service (hereafter referred to as, 
the “SaaS Special Provisions”), which are incorporated by reference unless specifically 
modified and attached hereto, and other Special Provisions; 

d) Statement of Work, including any specifications incorporated by reference herein; 

e) Cost worksheets; 

f) The Service Provider’s service agreement and attachments; and 

g) All other attachments incorporated in the Contract by reference. 

12. INSPECTION, ACCEPTANCE AND REJECTION: 
Unless otherwise specified in the Statement of Work: 

a) When acquiring SaaS, the State shall rely on Contractor’s existing quality assurance 
system as a substitute for State inspection and testing. 

b) For all other acquisitions, Contractor and its subcontractors will provide and maintain a 
quality assurance system acceptable to the State covering Deliverables and Services under 
this Contract and will tender to the State only those Deliverables and Services that have 
been inspected and found to conform to this Contract’s requirements. The Contractor will 
keep records evidencing inspections and their result, and will make these records available 
to the State during Contract performance and for three years after final payment. The 
Contractor shall permit the State to review procedures, practices, processes, and related 
documents to determine the acceptability of the Contractor’s quality assurance system or 
other similar business practices related to performance of the Contract. 

c) In the event any Goods or Deliverables furnished by the Contractor in the performance of 
the Contract should fail to conform to the requirements herein, the State may reject the 
same, and it shall become the duty of the Contractor to reclaim and remove the item 
promptly without expense to the State. 
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13. WARRANTY: 
a) Limited Warranty for Services. Unless otherwise specified in the Statement of Work, 

Contractor warrants that Services furnished hereunder will substantially conform to the 
requirements of this Contract (including without limitation all descriptions, specifications, 
and drawings identified in the Statement of Work), and: 

i. Services will be performed in accordance with the Contract; and 
ii. All customer support for Services will be performed with professional care and skill. 

b) Duration of Limited Warranty. The limited warranty will be for the duration of State’s use of 
the Services, unless the underlying Service Provider’s warranty is shorter in duration, in 
which case the parties will specify the length of the applicable limited warranty in the 
Statement of Work. This limited warranty is subject to the following limitations: 

i. any implied warranties, guarantees, or conditions not able to be disclaimed as a matter 
of law last for one year from the start of the limited warranty; 

ii. the limited warranty does not cover problems caused by the State’s accident, abuse or 
use in a manner inconsistent with this Contract or any applicable service agreement, or 
resulting from events beyond Contractor’s reasonable control; 

iii. the limited warranty does not apply to components of Software that the State may be 
permitted to redistribute; 

iv. the limited warranty does not apply to free, trial, pre-release, or beta Services; and 

v. the limited warranty does not apply to problems caused by the State’s failure to meet 
minimum system requirements. 

c) Remedies for breach of Limited Warranty. Unless otherwise specified in the Statement 
of Work, if Contractor fails to meet any of the above limited warranties and the State notifies 
Contractor within the warranty period, then the State’s remedy and the Contractor’s 
obligation will be re-performance, repair, replacement, or refund of fees paid. In the event 
the Contractor fails to re- perform, repair, replace, or refund fees paid for the products 
and/or Services as appropriate, the State may terminate the Contract. 

d) Warranty for Software Products. Any Software Products provided by the Service Provider 
shall be covered by the developer’s consumer warranty that will be passed to the Customer. 

e) DISCLAIMER OF OTHER WARRANTIES. OTHER THAN THIS LIMITED WARRANTY, 
CONTRACTOR PROVIDES NO OTHER EXPRESS OR IMPLIED WARRANTIES OR 
CONDITIONS. CONTRACTOR DISCLAIMS ANY IMPLIED REPRESENTATIONS, 
WARRANTIES, OR CONDITIONS, INCLUDING WARRANTIES OF MERCHANTABILITY, 
FITNESS FOR A PARTICULAR PURPOSE, SATISFACTORY QUALITY, OR TITLE. 
THESE DISCLAIMERS WILL APPLY UNLESS APPLICABLE LAW DOES NOT PERMIT 
THEM. 
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f) Contractor shall ensure that the Service Provider shall apply anti-malware controls to the 
Services to help avoid malicious software gaining unauthorized access to State Data, 
including malicious software originating from public networks. Such controls shall at all 
times equal or exceed the controls consistent with the industry standards for such data, but 
in no event less than the controls that Contractor applies to its own internal corporate 
electronic data of like character. 

g) Unless otherwise specified elsewhere in the Contract: 
i. The Contractor does not warrant that any Services provided hereunder is error-free or 

that it will run without immaterial interruption; and 

ii. The Contractor does not warrant and will have no responsibility for a claim to the extent 
that it arises directly from: 

a. a modification made by the State, unless such modification is approved or directed 
by the Contractor, 

b. use of Services in combination with software or services other than as specified by 
the Contractor, or 

c. misuse by the State. 

h) All warranties, including special warranties specified elsewhere herein, shall  inure to the 
State, its successors, assigns, customer agencies, and governmental users of the 
Deliverables or Services. 

14. SAFETY AND ACCIDENT PREVENTION: 
In performing work under this Contract on State premises, the Contractor shall conform to any 
specific safety requirements contained in the Contract or as required by law or regulation. The 
Contractor shall take any additional precautions as the State may reasonably require for safety 
and accident prevention purposes. Any violation of such rules and requirements, unless 
promptly corrected, shall be grounds for termination of this Contract in accordance with the 
default provisions hereof. 

15. TERMINATION FOR NON-APPROPRIATION OF FUNDS: 
a) If the term of this Contract extends into fiscal years subsequent to that in which it is 

approved, such continuation of the Contract is contingent on the appropriation of funds for 
such purpose by the Legislature or the United States Congress, if applicable. If funds to 
effect such continued payment are not appropriated, the Contractor agrees to terminate any 
services supplied to the State under this Contract, and relieve the State of any further 
obligation therefor. 

b) The State agrees that if it appears likely that subsection a) above will be invoked, the State 
and Contractor shall agree to take all reasonable steps to prioritize work and minimize the 
incurrence of costs prior to the expiration of funding for this Contract. 
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16. TERMINATION FOR THE CONVENIENCE OF THE STATE: 
a) The State may terminate performance under this Contract for its convenience in whole or, 

from time to time, in part, if the Department of General Services, Deputy Director 
Procurement Division, or designee, determines that a termination is in the State’s interest. 
The Department of General Services, Deputy Director, Procurement Division, or designee, 
or the Department of Technology, Deputy Director, Statewide Technology Procurement, or 
designee, as applicable, shall terminate by delivering to the Contractor a Notice of 
Termination specifying the extent of termination and the effective date thereof, which shall 
be no less than fifteen (15) days from the Notice of Termination date. 

b) After receipt of a Notice of Termination, and except as directed by the State, the 
Contractor shall immediately stop work as specified in the Notice of Termination, regardless 
of any delay in determining or adjusting any amounts due under this clause. 

c) After termination, the Contractor shall submit a final termination settlement proposal to the 
State in the form and with the information prescribed by the State except that in no instance 
shall the Contractor seek nor will the State pay for Services not utilized or costs not 
specified on an order for Services regardless of Contractors’ liability or costs for materials, 
equipment, Software, facilities, or sub- contracts. The Contractor shall submit the proposal 
promptly, but no later than thirty (30) days after the effective date of termination, unless a 
different time is provided in the Statement of Work or in the Notice of Termination. 

d) The Contractor and the State may agree upon the whole or any part of the amount to be 
paid or refunded as requested under subsection (c) above; 

e) Unless otherwise set forth in the Statement of Work, if the Contractor and the State fail to 
agree on the amount to be paid because of the termination for convenience. 

i. The State will pay the Contractor the Contract price for Services accepted or utilized by 
the State; provided that in no event will total payments exceed the amount payable to 
the Contractor if the Contract had been fully performed. 

f) The Contractor will use generally accepted accounting principles, or accounting principles 
otherwise agreed to in writing by the parties, and sound business practices in determining 
all costs claimed, agreed to, or determined under this clause. 

17. TERMINATION FOR DEFAULT: 
a) The State may, subject to the clause titled “18. Force Majeure”, by written notice of default 

to the Contractor, terminate this Contract in whole or in part if the Contractor fails to: 

i. Perform the Services within the time specified in the Contract or any amendment 
thereto; 

ii. Make progress, so that the lack of progress endangers performance of this Contract; or 

iii. Perform any of the other provisions of this Contract. 

b) The State’s right to terminate this Contract under subsection a) above, may be exercised 
only if the failure constitutes a material breach of this Contract and if the Contractor does 
not cure such failure within the time frame stated in the State’s cure notice, which in no 
event will be less than thirty (30) days, unless otherwise provided. 
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c) Both parties, State and Contractor, upon any termination for default, have a duty to mitigate 
the damages suffered by it. The State shall pay Contract price for completed and accepted 
Deliverables and Services. 

d) The rights and remedies of the State in this clause are in addition to any other rights and 
remedies provided by law or under this Contract, and are subject to the clause titled “20. 
Limitation of Liability.” 

18. FORCE MAJEURE: 
Except for defaults of subcontractors at any tier, and any Contractor responsibilities concerning 
disaster recovery and/or business continuity, the Contractor shall not be liable for any excess 
costs if the failure to perform the Contract arises from causes beyond the control and without 
the fault or negligence of the Contractor. Examples of such causes include, but are not limited 
to: 

a) Acts of God or of the public enemy, and 

b) Acts of the federal or State government in either its sovereign or contractual capacity. 

If the failure to perform is caused by the default of a subcontractor at any tier, and if  the cause 
of the default is beyond the control of both the Contractor and subcontractor, and without the 
fault or negligence of either, the Contractor shall not be liable for any excess costs for failure to 
perform. 

19. RIGHTS AND REMEDIES OF STATE FOR DEFAULT: 
a) In the event of the termination of the Contract, either in whole or in part, by reason of 

default or breach by the Contractor, any subsequent loss or damage sustained by the State 
in procuring any Deliverables or Services which the Contractor agreed to supply shall be 
borne and paid for by the Contractor (but subject to the clause entitled “Limitation of 
Liability”); and 

b) The State reserves the right to offset the reasonable cost of all damages caused to the 
State against any outstanding invoices or amounts owed to the Contractor or to make a 
claim against the Contractor therefore. 

20. LIMITATION OF LIABILITY: 
a) Except as may be otherwise approved by the Department of General Services Deputy 

Director, Procurement Division or their designee, or the Department of Technology, Deputy 
Director, Statewide Technology Procurement, or designee, as applicable, Contractor’s 
liability for damages to the State for any cause whatsoever, and regardless of the form of 
action, whether in Contract or in tort, shall be limited to the Purchase Price. For purposes of 
this subsection a), “Purchase Price” will mean the aggregate Contract price; except that, 
with respect to a Contract under which multiple purchase orders will be issued (e.g., a 
Master Agreement or Multiple Award Schedule contract), “Purchase Price” will mean the 
total price of the purchase order for the Deliverable(s) or Service(s) that gave rise to the 
loss, such that the Contractor will have a separate limitation of liability for each purchase 
order. 

b) The foregoing limitation of liability shall not apply: 
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i. to any liability under provisions herein entitled “Compliance with Statutes and 
Regulations”; 

ii. to liability under provisions herein entitled “Patent, Copyright, and Trade Secret 
Indemnity” or to any other liability (including without limitation indemnification 
obligations) for infringement of third party intellectual property rights; 

iii. to claims arising under provisions herein calling for indemnification for third party claims 
against the State for death, bodily injury to persons or damage to real or tangible 
personal property caused by the Contractor’s negligence or willful misconduct; 

iv. to costs or attorney’s fees that the State becomes entitled to recover as a prevailing 
party in any action; or 

v. to direct costs of mitigation, remediation, and/or notification obligations set forth in the 
SaaS Special Provisions, resulting from any Data Breach as defined therein, and 
resulting from the Contractor’s failure to perform or negligent acts of its personnel. 

c) The State’s liability for damages for any cause whatsoever, and regardless of the form of 
action, whether in Contract or in tort, shall be limited to the Purchase Price, as that term is 
defined in subsection a) above. Nothing herein shall be construed to waive or limit the 
State’s sovereign immunity or any other immunity from suit provided by law. 

d) IN NO EVENT WILL EITHER THE CONTRACTOR OR THE STATE BE LIABLE FOR 
CONSEQUENTIAL, INCIDENTAL, INDIRECT, SPECIAL, OR PUNITIVE DAMAGES, 
EVEN IF NOTIFICATION HAS BEEN GIVEN AS TO THE POSSIBILITY OF SUCH 
DAMAGES, EXCEPT (I) TO THE EXTENT THAT THE CONTRACTOR’S LIABILITY FOR 
SUCH DAMAGES IS SPECIFICALLY SET FORTH IN THE STATEMENT OF WORK OR 
(II) TO THE EXTENT THAT THE CONTRACTOR’S LIABILITY FOR SUCH DAMAGES 
ARISES OUT OF SUBSECTION b) (i), b)(ii), OR b)(iv) ABOVE. 

21. INDEMNIFICATION: 
The Contractor agrees to indemnify, defend and save harmless the State, its officers, agents 
and employees from any and all third party claims, costs (including without limitation 
reasonable attorneys’ fees), and losses due to the injury or death of any individual, or the loss 
or damage to any real or tangible personal property, resulting from the willful misconduct or 
negligent acts or omissions of the Contractor or any of its affiliates, agents, subcontractors, 
employees, suppliers, or laborers furnishing or supplying work, Services, materials, or supplies 
in connection with the performance of this Contract. Such defense and payment will be 
conditional upon the following: 

a) The State will notify the Contractor of any such claim in writing and tender the defense 
thereof within a reasonable time; and 

b) The Contractor will have sole control of the defense of any action on such claim and all 
negotiations for its settlement or compromise; provided that 

i. when substantial principles of government or public law are involved, when litigation 
might create precedent affecting future State operations or liability, or when involvement 
of the State is otherwise mandated by law, the State may participate in such action at its 
own expense with respect to attorneys’ fees and costs (but not liability); 
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ii. where a settlement would impose liability on the State, affect principles of California 
government or public law, or impact the authority of the State, the Department of 
General Services or the Department of Technology, as applicable, will have the right to 
approve or disapprove any settlement or compromise, which approval will not 
unreasonably be withheld or delayed; and 

iii. the State will reasonably cooperate in the defense and in any related settlement 
negotiations. 

22. INVOICES: 
Unless otherwise specified, invoices shall be sent to the address set forth herein. Invoices shall 
be submitted in triplicate and shall include the Contract number; release order number (if 
applicable); item number; unit price, extended item price and invoice total amount. State sales 
tax and/or use tax shall be itemized separately and added to each invoice as applicable. 

23. REQUIRED PAYMENT DATE: 
Payment will be made in accordance with the provisions of the California Prompt Payment Act, 
Government Code section 927 et. seq. Unless expressly exempted by statute, the Act requires 
State agencies to pay properly submitted, undisputed invoices not more than forty-five (45) 
days after: 

a) the date of acceptance of Deliverables or performance of Services; or 

b) receipt of an undisputed invoice, whichever is later. 

24. TAXES: 
Unless otherwise required by law: 

a) the State of California is exempt from Federal excise taxes; and 

b) the State will only pay for any applicable State or local sales or use taxes on the services 
rendered or Goods supplied to the State pursuant to this Contract. 

25. CONTRACT MODIFICATION: 
a) No amendment or variation of the terms of this Contract shall be valid unless made in 

writing, signed by the parties and approved as required. No oral understanding or 
agreement not incorporated in the Contract is binding on any of the parties. 

b) Notwithstanding subsection a) above, service agreements may be modified by Contractor 
from time to time, but any such modifications will not degrade the functionality or security 
features of the SaaS. Service agreements shall be subject to section 11(f) Order of 
Precedence. 
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26. CONFIDENTIALITY OF DATA: 
a) All Customer Data made available to the Contractor in order to carry out this Contract, or 

which become available to the Contractor in carrying out this Contract, shall be protected by 
the Contractor from unauthorized use and disclosure by use of the same or more effective 
confidentiality requirements as are applicable to the State. The identification of all such 
confidential data and information as well as the State's confidentiality requirements for 
protection of such data and information from unauthorized use and disclosure shall be 
provided by the State in writing to the Contractor. If the methods and procedures employed 
by the Contractor for the protection of the Contractor's data and information are deemed by 
the State to be adequate for the protection of the State's confidential information, such 
methods and procedures may be used, with the written consent of the State, to carry out 
the intent of this paragraph. Any additional requirements to ensure confidentiality of data 
shall be set forth in the SOW. The Contractor shall not be required under the provisions of 
this paragraph to keep confidential any data or information which is or becomes publicly 
available, is already rightfully in the Contractor's possession without obligation of 
confidentiality, is independently developed by the Contractor outside the scope of this 
Contract, or is rightfully obtained from third parties. Contractor shall sign a security and 
confidentiality statement. Contractor is responsible for all Contractor personnel assigned to 
this Contract and will have appropriate agreements in place to enable Contractor to meet its 
obligations hereunder. 

b) The parties acknowledge information transmitted by the State to the Contractor and/or 
Service Provider may inadvertently contain Federal Tax Information (FTI). The State will 
use all reasonable efforts to prevent the transmittal of FTI to Contractor and/or Service 
Provider under this Contract. The State further acknowledges that the Contractor and/or 
Service Provider does not require any “access” to, or “receipt” or “storage” of FTI to perform 
the Services under the Contract. The Contractor and/or Service Provider further 
acknowledges that Contractor and/or Service Provider shall not knowingly access or permit 
access to such FTI, unless directed by the State. Access to FTI is out-of-scope of the 
Services. To the extent that Contractor’s and/or Service Provider’s access to FTI is 
“incidental” to Contractor’s provision of Services, it is the parties’ view that such incidental 
exposure should not legally subject Contractor and/or Service Provider to the Internal 
Revenue Service (IRS) requirements set forth in IRS Publication 1075, section 11.2. If, 
however, the IRS ultimately takes a contrary position, and determines that Contractor, 
Service Provider and/or the State should have nevertheless complied with the requirements 
of IRS Publication 1075, the parties will immediately commence an evaluation of the 
feasibility of continued performance under the Contract. 

27. NEWS RELEASES: 
Unless otherwise exempted, news releases, endorsements, advertising, and social media 
content pertaining to this Contract shall not be made without prior written approval of the 
Department of General Services. 
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28. DOCUMENTATION: 
The Contractor agrees to provide to the State, at no charge, all Documentation as described 
within the Statement of Work, and updated versions thereof, which are necessary or useful to 
the State in its use of the equipment, Services, or Software provided hereunder. The Contractor 
agrees to provide additional Documentation at prices not in excess of charges made by the 
Contractor to its other customers for similar Documentation. 

29. RIGHTS IN WORK PRODUCT: 
a) All inventions, discoveries, intellectual property, technical communications and records 

originated or prepared by the Contractor pursuant to this Contract including papers, reports, 
charts, customized software, and other Documentation or improvements thereto, and 
including the Contractor’s administrative communications and records relating to this 
Contract (collectively, the “Work Product”), shall be the Contractor’s exclusive property. The 
provisions of this subsection “a)” may be revised in a Statement of Work. 

b) Software, other components of SaaS, and materials developed or otherwise obtained by or 
for the Contractor or its affiliates independently of this Contract or applicable purchase order 
(“Pre-Existing Materials”) do not constitute Work Product. If the Contractor creates 
derivative works of Pre-Existing Materials, the elements of such derivative works created 
pursuant to this Contract constitute Work Product, but other elements do not. Nothing in this 
Section 29 will be construed to interfere with the Contractor’s or its affiliates’ ownership of 
Pre- Existing Materials. 

c) The State will have Government Purpose Rights to the Work Product as Deliverable or 
delivered to the State hereunder. “Government Purpose Rights” are the unlimited, 
irrevocable, worldwide, perpetual, royalty-free, non-exclusive rights and licenses to use, 
modify, reproduce, perform, release, display, create derivative works from, and disclose the 
Work Product. “Government Purpose Rights” also include the right to release or disclose 
the Work Product outside the State for any State government purpose and to authorize 
recipients to use, modify, reproduce, perform, release, display, create derivative works 
from, and disclose the Work Product for any State government purpose. Such recipients of 
the Work Product may include, without limitation, State contractors, California local 
governments, the U.S. federal government, and the state and local governments of other 
states. “Government Purpose Rights” do not include any rights to use, modify, reproduce, 
perform, release, display, create derivative works from, or disclose the Work Product for 
any commercial purpose. This subsection and the rights thereunder may be modified as 
required for federally funded SaaS pursuant to federal law or regulations, including, but not 
limited to, 7 CFR 277.18 and 45 CFR 95.617. 

d) The ideas, concepts, know-how, or techniques relating to data processing, developed 
during the course of this Contract by the Contractor or jointly by the Contractor and the 
State, may be used by either party without obligation of notice or accounting. 

e) This Contract shall not preclude the Contractor from developing materials outside this 
Contract that are competitive, irrespective of their similarity to materials  which might be 
delivered to the State pursuant to this Contract. 
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30. SOFTWARE LICENSE: 
A Service may require the use of Software Products to facilitate use of the Service. Unless 
otherwise specified in the Statement of Work, the Contractor hereby grants to the State and the 
State accepts from the Contractor, subject to the terms and conditions of this Contract, a 
royalty-free, non-exclusive license to use the Software Products in this Contract. The State may 
use the Software Products only in connection with use of the Service and according to any 
licensing terms if specified in a Statement of Work or otherwise in the Contract. Acceptance of 
Software (including third party Software) will be governed by the terms and conditions of this 
Contract. 

31. PROTECTION OF PROPRIETARY SOFTWARE AND OTHER PROPRIETARY DATA: 

a) The State agrees that all material appropriately marked or identified in writing as proprietary 
and furnished hereunder by the Contractor are provided for the State’s exclusive use for the 
purposes of this Contract only. All such proprietary data shall remain the property of the 
Contractor. The State agrees to take all reasonable steps to ensure that such proprietary 
data are not disclosed to others, without prior written consent of the Contractor, subject to 
the California Public Records Act, or other lawful process (e.g., in response to a subpoena); 

b) The State will ensure, prior to disposing of any media, that any licensed materials contained 
thereon have been erased or otherwise destroyed; and 

c) The State agrees that it will take appropriate action by instruction, agreement or otherwise 
with its employees or other persons permitted access to proprietary data to satisfy its 
obligations in this Contract with respect to use, copying, modification, protection and 
security of proprietary materials and data, subject to the California Public Records Act and 
other applicable law. 

32. FUTURE RELEASES: 
Unless otherwise specifically provided in the Statement of Work, if improved  versions (e.g., 
patches, bug fixes, updates or releases) or upgrades of any SaaS versions or Software Product 
are developed by the Contractor, and are made available to other customers, they will be made 
available to the State at no additional cost only if such are made available to other customers at 
no additional cost. 

 

33. ENCRYPTION AND AUTHORIZATION KEYS: 
Upon initiation of Service, Contractor will provide all encryption and authorization keys required 
by the State to operate or access the Software Products or Services. 
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34. PATENT, COPYRIGHT AND TRADE SECRET INDEMNITY: 
a) Contractor will indemnify, defend, and save harmless the State, its officers, agents, and 

employees, from any and all third party claims, costs (including without limitation 
reasonable attorneys’ fees), and losses for infringement or violation of any U.S. Intellectual 
Property Right by any product or service provided hereunder. With respect to claims arising 
from Software manufactured by a third party and sold by Contractor as a reseller, 
Contractor will pass through to the State such indemnity rights as it receives from such third 
party (“Third Party Obligation”) and will cooperate in enforcing them; provided that if the 
third party manufacturer fails to honor the Third Party Obligation, Contractor will provide the 
State with indemnity protection equal to that called for by the Third Party Obligation, but in 
no event greater than that called for in the first sentence of this Section). 

Unless a Third Party Obligation provides otherwise, the defense and payment obligations 
set forth in this Section will be conditional upon the following: 

i. The State will notify the Contractor of any such claim in writing and tender the defense 
thereof within a reasonable time; and 

ii. The Contractor will have sole control of the defense of any action on such claim and all 
negotiations for its settlement or compromise; provided that 

(a) when substantial principles of government or public law are involved, when litigation 
might create precedent affecting future State operations or liability, or when involvement 
of the State is otherwise mandated by law, the State may participate in such action at its 
own expense with respect to attorneys’ fees and costs (but not liability); (b) where a 
settlement would impose liability on the State, affect principles of California government 
or public law, or impact the authority of the State, the Department of General Services 
or the Department of Technology, as applicable, will have the right to approve or 
disapprove any settlement or compromise, which approval will not unreasonably be 
withheld or delayed; and (c) the State will reasonably cooperate in the defense and  in 
any related settlement negotiations. 

b) Should the Software Products or Services, or the operation thereof, become, or in the 
Contractor's opinion are likely to become, the subject of a claim of infringement or violation 
of a U.S. Intellectual Property Right, the State shall, subject to prior approval, permit the 
Contractor, at its option and expense, either to procure for the State the right to continue 
using the Services, or to replace or modify the same so that they become non-infringing. If 
none of these options can reasonably be taken, or if the use of such Services by the State 
shall be prevented by injunction, the State shall then have the option of terminating this 
Contract, or applicable portions thereof, without penalty or termination charge and the 
Contractor shall refund any sums the State has paid the Contractor less any reasonable 
amount for use or damage. 

c) The Contractor shall have no liability to the State under any provision of this clause with 
respect to any claim of patent, copyright or trade secret infringement which is based upon: 

i. The combination or utilization of Deliverables furnished hereunder with Goods or 
Software not made or furnished by the Contractor; or 

ii. The combination or utilization of Software or Services not made or furnished by the 
Contractor, and introduced into the States computing environment; or 
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iii. The modification initiated by the State, or a third party at the State’s direction, of any 
Software or Service furnished hereunder; or 

iv. The combination or utilization of Software furnished hereunder with non- Contractor 
supplied Software. 

d) The Contractor certifies that it has appropriate systems and controls in place to ensure that 
State funds will not be used in the performance of this Contract for the acquisition, 
operation or maintenance of Software in violation of any U.S. Intellectual Property laws. 

35. DISPUTES: 
a) The parties shall deal in good faith and attempt to resolve potential disputes informally. If 

the dispute persists, the Contractor shall submit to the contracting Department Director or 
designee a written demand for a final decision regarding the disposition of any dispute 
between the parties arising under, related to or involving this Contract. Contractor’s written 
demand shall be fully supported by factual information, and if such demand involves a cost 
adjustment to the Contract, the Contractor shall include with the demand a written 
statement signed by an authorized person indicating that the demand is made in good faith, 
that the supporting data are accurate and complete and that the amount requested 
accurately reflects the Contract adjustment for which Contractor believes the State is liable. 
The contracting Department Director or designee shall have thirty (30) days after receipt of 
Contractor’s written demand invoking this Section “Disputes” to render a written final 
decision. If a written decision is not rendered within thirty (30) days after receipt of the 
Contractor’s demand, it shall be deemed a final decision adverse to the Contractor’s 
contention. 

b) Pending the final resolution of any dispute arising under, related to or involving this 
Contract, Contractor agrees to diligently proceed with the performance of this Contract, 
including the delivery of Goods or providing of Services in accordance with the State’s 
instructions regarding this Contract. Contractor’s failure to diligently proceed in accordance 
with the State’s instructions regarding this Contract shall be considered a material breach of 
this Contract. 

c) Any final decision of the State shall be expressly identified as such, shall be in writing, and 
shall be signed by the contracting Department Director, or designee. The State’s final 
decision shall be conclusive and binding regarding the dispute unless the Contractor 
commences an action in a court of competent jurisdiction to contest such decision within 
ninety (90) days following the date of the final decision or one (1) year following the accrual 
of the cause of action, whichever is later. 

d) For disputes involving purchases made by the Department of General Services, 
Procurement Division, the Contractor shall submit to the Department Director or designee a 
written demand for a final decision, which shall be fully supported in the manner described 
in subsection a) above. The Department Director or designee shall have thirty (30) days to 
render a final decision. If a final decision is not rendered within thirty (30) days after receipt 
of the Contractor’s demand, it shall be deemed a final decision adverse to the Contractor’s 
contention. The final decision shall be conclusive and binding regarding the dispute unless 
the Contractor commences an action in a court of competent jurisdiction to contest such 
decision within ninety (90) days following the date of the final decision or one (1) year 
following the accrual of the cause of action, whichever is later. 
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e) The dates of decision in this section may be modified by mutual consent, as applicable, 
excepting the time to commence an action in a court of competent jurisdiction. 

36. STOP WORK: 
a) The State may, at any time, by written Stop Work Order to the Contractor, require the 

Contractor to stop all, or any part, of the called for by this Contract in the Statement of Work 
for a period up to forty-five (45) days after the Stop Work Order is delivered to the 
Contractor, and for any further period to which the parties may agree. The Stop Work Order 
shall be specifically identified as such and shall indicate it is issued under this clause. Upon 
receipt of the Stop Work Order, the Contractor shall immediately comply with its terms and 
take all reasonable steps to minimize the incurrence of costs allocable to the work covered 
by the Stop Work Order during the period of work stoppage. Within a period of forty-five 
(45) days after a Stop Work Order is delivered to the Contractor, or within any extension of 
that period to which the parties shall have agreed, the State shall either: 

i. Cancel the Stop Work Order; or 
ii. Terminate the work covered by the Stop Work Order as provided for in the Termination 

for Default or the Termination for Convenience clause of this Contract. 

b) If a Stop Work Order issued under this clause is canceled or the period of the Stop Work 
Order or any extension thereof expires, the Contractor shall resume work. The State shall 
make an equitable adjustment in the delivery schedule, the Contract price, or both, and the 
Contract shall be modified, in writing, accordingly, if: 

i. The Stop Work Order results in an increase in the time required for, or in the 
Contractor’s cost properly allocable to the performance of any part of this Contract; and 

ii. The Contractor asserts its right to an equitable adjustment within sixty 
(60) days after the end of the period of work stoppage; provided, that if the State 
decides the facts justify the action, the State may receive and act upon a proposal 
submitted at any time before final payment under this Contract. 

c) If a Stop Work Order is not canceled and the work covered by the Stop Work Order is 
terminated in accordance with the provision entitled Termination for the Convenience of the 
State, the State shall allow reasonable costs resulting from the Stop Work Order in arriving 
at the termination settlement. 

d) The State shall not be liable to the Contractor for loss of profits because of a Stop Work 
Order issued under this clause. 
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37. EXAMINATION AND AUDIT: 
The Contractor agrees that the State or its designated representative shall have the right to 
review and copy any records and supporting documentation directly pertaining to performance 
of this Contract. The Contractor agrees to maintain such records for possible audit for a 
minimum of three (3) years after final payment, unless a longer period of records retention is 
stipulated. The Contractor agrees to allow the auditor(s) access to such records during normal 
business hours and in such a manner so as to not interfere unreasonably with normal business 
activities and to allow interviews of any employees or others who might reasonably have 
information related to such records. Further, the Contractor agrees to include a similar right of 
the State to audit records and interview staff in any subcontract related to performance of this 
Contract. The State shall provide reasonable advance written notice of such audit(s) to the 
Contractor. 

38. FOLLOW-ON CONTRACTS: 
a) If the Contractor or its affiliates provides Technical Consulting and Direction (as defined 

below), the Contractor and its affiliates: 

i. will not be awarded a subsequent Contract to supply the service or system, or any 
significant component thereof, that is used for or in connection with any subject of such 
Technical Consulting and Direction; 

and 
ii. will not act as consultant to any person or entity that does receive a Contract described 

in subsection (I). This prohibition will continue for one (1) year after termination of this 
Contract or completion of the Technical Consulting and Direction, whichever comes 
later. 

b) “Technical Consulting and Direction” means services for which the Contractor received 
compensation from the State and includes: 

i. development of or assistance in the development of work statements, specifications, 
solicitations, feasibility studies, or project approval documentation; 

ii. development or design of test requirements; 
iii. evaluation of test data; 
iv. direction of or evaluation of another Contractor; 
v. provision of formal recommendations regarding the acquisition of Information 

Technology products or services; or 

vi. provisions of formal recommendations regarding any of the above. For purposes of this 
Section, “affiliates” are employees, directors, partners, joint venture participants, parent 
corporations, subsidiaries, or any other entity controlled by, controlling, or under 
common control with the Contractor. Control exists when an entity owns or directs more 
than fifty percent (50%) of the outstanding shares or securities representing the right to 
vote for the election of directors or other managing authority. 
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c) To the extent permissible by law, the Director of the Department of General Services, or 
designee, may waive the restrictions set forth in this Section by written notice to the 
Contractor if the Director determines their application would not be in the State’s best 
interest. Except as prohibited by law, the restrictions of this Section will not apply: 

i. to follow-on advice given by vendors of commercial off-the-shelf  products, including 
Software and Hardware, on the operation, integration, repair, or maintenance of such 
products after sale; or 

ii. where the State has entered into a master agreement for Software or services and the 
scope of work at the time of Contract execution expressly calls for future 
recommendations among the Contractor’s own products. 

d) The restrictions set forth in this Section are in addition to conflict of interest restrictions 
imposed on public contractors by California law (“Conflict Laws”). In the event of any 
inconsistency, such Conflict Laws override the provisions of this Section, even if enacted 
after execution of this Contract. 

39. PRIORITY HIRING CONSIDERATIONS: 
If this Contract includes services in excess of $200,000, the Contractor shall give priority 
consideration in filling vacancies in positions funded by the Contract to qualified recipients of 
aid under Welfare and Institutions Code section 11200 in accordance with PCC section 10353. 

40. COVENANT AGAINST GRATUITIES: 
The Contractor warrants that no gratuities (in the form of entertainment, gifts, or otherwise) 
were offered or given by the Contractor, or any agent or representative of the Contractor, to any 
officer or employee of the State with a view toward securing the Contract or securing favorable 
treatment with respect to any determinations concerning the performance of the Contract. For 
breach or violation of this warranty, the State shall have the right to terminate the Contract, 
either in whole or in part and any loss or damaged sustained by the State in procuring on the 
open market any items which the Contractor agreed to supply shall be borne and paid for by 
the Contractor. The rights and remedies of the State provided in this clause shall not be 
exclusive and are in addition to any other rights and remedies provided in law or equity. 

41. NONDISCRIMINATION CLAUSE: 
a) During the performance of this Contract, the Contractor and its subcontractors shall not 

unlawfully discriminate, harass or allow harassment, against any employee or applicant for 
employment because of sex, sexual orientation, race, color, ancestry, religious creed, 
national origin, disability (including HIV and AIDS), medical condition (cancer), age, marital 
status, and denial of family care leave. The Contractor and subcontractors shall ensure that 
the evaluation and treatment of their employees and applicants for employment are free 
from such discrimination and harassment. The Contractor and subcontractors shall comply 
with the provisions of the Fair Employment and Housing Act (Government Code, section 
12990 et seq.) and the applicable regulations promulgated thereunder (California Code of 
Regulations, Title 2, section 7285.0 et seq.). The applicable regulations of the Fair 
Employment and Housing Commission implementing Government Code section 12990 (a-
f), set forth in Chapter 5 of Division 4 of Title 2 of the California Code of Regulations are 
incorporated into this Contract by reference and made a part hereof as if set forth in full. 
The Contractor and its subcontractors shall give written notice of their obligations under this 
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clause to labor organizations with which they have a collective bargaining or other 
agreement; and 

b) The Contractor shall include the nondiscrimination and compliance provisions of this clause 
in all subcontracts to perform work under the Contract. 

42. NATIONAL LABOR RELATIONS BOARD CERTIFICATION: 
The Contractor swears under penalty of perjury that no more than one final, unappealable 
finding of contempt of court by a federal court has been issued against the Contractor within the 
immediately preceding two-year period because of the Contractor’s failure to comply with an 
order of the National Labor Relations Board. This provision is required by, and shall be 
construed in accordance with, PCC section 10296. 

43. ASSIGNMENT OF ANTITRUST ACTIONS: 
Pursuant to Government Code sections 4552, 4553, and 4554, the following provisions are 
incorporated herein: 

a) In submitting a bid to the State, the supplier offers and agrees that if the bid is accepted, it 
will assign to the State all rights, title, and interest in and to all causes of action it may have 
under section 4 of the Clayton Act (15 U.S.C. 15) or under the Cartwright Act (Chapter 2, 
commencing with section 16700, of Part 2 of Division 7 of the Business and Professions 
Code), arising from purchases of Goods, material or other items, or services by the supplier 
for sale to the State pursuant to the solicitation. Such assignment shall be made and 
become effective at the time the State tender’s final payment to the supplier; 

b) If the State receives, either through judgment or settlement, a monetary recovery for a 
cause of action assigned under this chapter, the assignor shall be entitled to receive 
reimbursement for actual legal costs incurred and may, upon demand, recover from the 
State any portion of the recovery, including treble damages, attributable to overcharges that 
were paid by the assignor but were not paid by the State as part of the bid price, less the 
expenses incurred in obtaining that portion of the recovery; and 

c) Upon demand in writing by the assignor, the assignee shall, within one year from such 
demand, reassign the cause of action assigned under this part if the assignor has been or 
may have been injured by the violation of law for which the cause of action arose and: 

i. the assignee has not been injured thereby, or 
ii. the assignee declines to file a court action for the cause of action. 

44. DRUG-FREE WORKPLACE CERTIFICATION: 
The Contractor certifies under penalty of perjury under the laws of the State of California that 
the Contractor will comply with the requirements of the Drug-Free Workplace Act of 1990 
(Government Code section 8350 et seq.) and will provide a drug-free workplace by taking the 
following actions: 

a) Publish a statement notifying employees that unlawful manufacture, distribution, 
dispensation, possession, or use of a controlled substance is prohibited and specifying 
actions to be taken against employees for violations, as required by Government Code 
section 8355(a); 

 

Page 54 of 63



Page 42 of 50 
  

STATE OF CALIFORNIA   CONTRACTOR TBD 
DEPARTMENT OF TECHNOLOGY  PO No. 21-TBD / RFQ No. 21-0060950 

 

b) Establish a Drug-Free Awareness Program as required by Government Code section 
8355(b) to inform employees about all of the following: 

i. the dangers of drug abuse in the workplace; 
ii. the person's or organization's policy of maintaining a drug-free workplace; 

iii. any available counseling, rehabilitation and employee assistance programs; and, 

iv. penalties that may be imposed upon employees for drug abuse violations. 

c) Provide, as required by Government Code section 8355(c), that every employee who works 
on the proposed or resulting Contract: 

i. will receive a copy of the company's drug-free policy statement; and 
ii. will agree to abide by the terms of the company's statement as a condition of 

employment on the Contract. 

45. FOUR-DIGIT DATE COMPLIANCE: 
Contractor warrants that it will provide only Four-Digit Date Compliant (as defined below) 
Deliverables and Services to the State. “Four-Digit Date Compliant” Deliverables and Services 
can accurately process, calculate, compare, and sequence date data, including without 
limitation date data arising out of or relating to leap years and changes in centuries. This 
warranty and representation is subject to the warranty terms and conditions of this Contract and 
does not limit the generality of warranty obligations set forth elsewhere herein. 

46. SWEATFREE CODE OF CONDUCT: 
a) Contractor declares under penalty of perjury that no equipment, materials, or supplies 

furnished to the State pursuant to the Contract have been produced in whole or in part by 
sweatshop labor, forced labor, convict labor, indentured labor under penal sanction, abusive 
forms of child labor or exploitation of children in sweatshop labor, or with the benefit of 
sweatshop labor, forced labor, convict labor, indentured labor under penal sanction, 
abusive forms of child labor or exploitation of children in sweatshop labor. The Contractor 
further declares under penalty of perjury that they adhere to the Sweat free Code of 
Conduct as set  forth on the California Department of Industrial Relations website located 
at www.dir.ca.gov, and Public Contract Code section 6108; and 

b) The Contractor agrees to cooperate fully in providing reasonable access to its records, 
documents, agents or employees, or premises if reasonably required by authorized officials 
of the State, the Department of Industrial Relations, or the Department of Justice to 
determine the Contractor’s compliance with the requirements under paragraph (a). 

47. RECYCLED CONTENT REQUIREMENTS: 
The Contractor shall certify in writing under penalty of perjury, the minimum, if not exact, 
percentage of post-consumer material (as defined in the Public Contract Code (PCC) section 
12200-12209), in products, materials, goods, or supplies offered or sold to the State that fall 
under any of the statutory categories regardless of whether the product meets the requirements 
of Section 12209. The certification shall be provided by the contractor, even if the product or 
good contains no post- consumer recycled material, and even if the post-consumer content is 
unknown. 
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With respect to printer or duplication cartridges that comply with the requirements of 
section12156(e), the certification required by this subdivision shall specify that the cartridges so 
comply (PCC 12205 (b)(2)). A state agency contracting officer may waive the certification 
requirements if the percentage of post-consumer material in the products, materials, goods, or 
supplies can be verified in a written advertisement, including, but not limited to, a product label, 
a catalog, or a manufacturer or vendor Internet web site. Contractors are to use, to the 
maximum extent economically feasible in the performance of the contract work, recycled 
content products (PCC 12203(d)). 

48. CHILD SUPPORT COMPLIANCE ACT: 
For any Contract in excess of $100,000, the Contractor acknowledges in accordance with PCC 
section 7110, that: 

a) The Contractor recognizes the importance of child and family support obligations and shall 
fully 

b) comply with all applicable State and federal laws relating to child and family support 
enforcement, including, but not limited to, disclosure of information and compliance with 
earnings assignment orders, as provided in Chapter 8 (commencing with section 5200) of 
Part 5 of Division 9 of the Family Code; and 

c) The Contractor, to the best of its knowledge is fully complying with the earnings assignment 
orders of all employees and is providing the names of all new employees to the New Hire 
Registry maintained by the California Employment Development Department. 

49. AMERICANS WITH DISABILITIES ACT AND PUBLIC WEBSITE ACCESSIBILITY 

a) The Contractor assures the State that the Contractor complies with the Americans with 
Disabilities Act of 1990 (42 U.S.C. 12101 et seq.). The State is responsible for ensuring that 
public websites are accessible to both the general public and that internal electronic and 
Information Technology systems are accessible by state employees, including persons with 
disabilities. Contractor shall assist the State in meeting its responsibilities. 

b) In accordance with Cal. Gov. Code section 7405(b), the Contractor shall have an ongoing 
obligation to promptly respond to and resolve any complaint regarding accessibility of its 
electronic and Information Technology products and Services that is brought to the 
attention of the Contractor, pursuant to Section 7(e) above. 

50. ELECTRONIC WASTE RECYCLING ACT OF 2003: 
The Contractor certifies that it complies with the applicable requirements of the Electronic 
Waste Recycling Act of 2003, Chapter 8.5, Part 3 of Division 30, commencing with section 
42460 of the Public Resources Code. The Contractor shall maintain documentation and provide 
reasonable access to its records and documents that evidence compliance. 

51. USE TAX COLLECTION: 
In accordance with PCC section 10295.1, the Contractor certifies that it complies with the 
requirements of section 7101 of the Revenue and Taxation Code. 

Contractor further certifies that it will immediately advise the State of any change in its retailer’s 
seller’s permit or certification of registration or applicable affiliate’s seller’s permit or certificate 
of registration as described in subdivision (a) of PCC section 10295.1. 
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52. EXPATRIATE CORPORATIONS: 
Contractor hereby declares that it is not an expatriate corporation or subsidiary of an expatriate 
corporation within the meaning of PCC sections 10286 and 10286.1, and is eligible to contract 
with the State. 

53. DOMESTIC PARTNERS: 
For contracts over $100,000 executed or amended after January 1, 2007, the Contractor 
certifies that the Contractor is in compliance with Public Contract Code section 10295.3. 

54. SMALL BUSINESS PARTICIPATION AND DVBE PARTICIPATION REPORTING 
REQUIREMENTS: 

a) If for this Contract the Contractor made a commitment to achieve small business 
participation, then the Contractor must within sixty (60) days of receiving final payment 
under this Contract (or within such other time period as may be specified elsewhere in this 
Contract) report to the awarding department the actual percentage of small business 
participation that was achieved. (Govt. Code§ 14841.); and 

b) If for this Contract the Contractor made a commitment to achieve disabled veteran business 
enterprise (DVBE) participation, then Contractor must within sixty (60) days of receiving 
final payment under this Contract (or within such  other time period as may be specified 
elsewhere in this Contract) certify in a report to the awarding department: (1) the total 
amount the prime Contractor received under the Contract; (2) the name and address of the 
DVBE(s) that participated in the performance of the Contract; (3) the amount each DVBE 
received from the prime Contractor; (4) that all payments under the Contract have been 
made to the DVBE; and (5) the actual percentage of DVBE         participation that was 
achieved. A person or entity that knowingly provides false information shall be subject to a 
civil penalty for each violation. (Mil. & Vets. Code § 999.5(d); Govt. Code § 14841.) 

55. LOSS LEADER: 
It is unlawful for any person engaged in business within this state to sell or use any article or 
product as a “loss leader” as defined in section 17030 of the Business and Professions Code. 
(PCC 12104.5(b).). 
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EXHIBIT F 

STATE MODEL CLOUD COMPUTING SERVICES SPECIAL PROVISIONS 
(Software as a Service) 

 
 
THESE SPECIAL PROVISIONS ARE ONLY TO BE USED FOR SOFTWARE AS A SERVICE 
(SaaS), AS DEFINED BELOW.  THESE SPECIAL PROVISIONS ARE TO BE ATTACHED TO 
THE GENERAL PROVISIONS – INFORMATION TECHNOLOGY AND SHOULD BE 
ACCOMPANIED BY, A STATEMENT OF WORK (SOW) AND SERVICE LEVEL 
AGREEMENT (SLA).  SECURITY REQUIREMENTS DESIGNATED IN THIS DOCUMENT 
ARE ASSUMING A NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST) 
LOW CLASSIFICATION, UNLESS OTHERWISE SET FORTH IN THE SOW. A HIGHER 
CLASSIFICATION MAY REQUIRE DIFFERENT SECURITY REQUIREMENTS. STATE 
AGENCIES MUST FIRST:  
A. CLASSIFY THEIR DATA PURSUANT TO THE CALIFORNIA STATE ADMINISTRATIVE 

MANUAL (SAM) 5305.5;  
B. CONSIDER THE FACTORS TO BE TAKEN INTO ACCOUNT WHEN SELECTING A 

PARTICULAR TECHNOLOGICAL APPROACH, IN ACCORDANCE WITH SAM 4981.1, 
4983 AND 4983.1 AND THEN;  

C. MODIFY THESE SPECIAL PROVISIONS THROUGH THE SOW AND/OR SLA TO MEET 
THE NEEDS OF EACH ACQUISITION.    
 

1. Definitions 
a) “Cloud Software as a Service (SaaS)” - The capability provided to the consumer is to 

use applications made available by the provider running on a cloud infrastructure. The 
applications are accessible from various client devices through a thin client interface 
such as a web browser (e.g., web-based email). The consumer does not manage or 
control the underlying cloud infrastructure including network, servers, operating systems, 
storage, or even individual application capabilities, with the possible exception of limited 
user-specific application configuration settings.  

b) “Cloud Platform as a Service (PaaS)” - The capability provided to the consumer is to 
deploy onto the cloud infrastructure consumer-created or acquired applications created 
using programming languages and tools supported by the provider. The consumer does 
not manage or control the underlying cloud infrastructure including network, servers, 
operating systems, or storage, but has control over the deployed applications and 
possibly application hosting environment configurations. 

c) “Cloud Infrastructure as a Service (IaaS)” - The capability provided to the consumer is 
to provision processing, storage, networks, and other fundamental computing resources 
where the consumer is able to deploy and run arbitrary software, which can include 
operating systems and applications. The consumer does not manage or control the 
underlying cloud infrastructure but has control over operating systems; storage, 
deployed applications, and possibly limited control of select networking components 
(e.g., host firewalls). 

d) “Data” - means any information, formulae, algorithms, or other content that the State, the 
State’s employees, agents and end users upload, create or modify using the SaaS 
pursuant to this Contract.  Data also includes user identification information and 
metadata which may contain Data or from which the State’s Data may be ascertainable.  

e)  “Data Breach” - means any access, destruction, loss, theft, use, modification or 
disclosure of Data by an unauthorized party or that is in violation of Contract terms 
and/or applicable state or federal law.   
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f) “Encryption” - Conversion of plaintext to ciphertext through the use of a Federal 
Information Processing Standards (FIPS) validated cryptographic algorithm. [FIPS 140-
2] 

g) “Recovery Point Objective (RPO)” - means the point in time to which Data can be 
recovered and/or systems restored when service is restored after an interruption. The 
Recovery Point Objective is expressed as a length of time between the interruption and 
the most proximate backup of Data immediately preceding the interruption.  The RPO is 
detailed in the SLA.    

h) “Recovery Time Objective (RTO)” - means the period of time within which information 
technology services, systems, applications and functions must be recovered following an 
unplanned interruption. The RTO is detailed in the SLA. 

 
Terms 
 
2. SaaS AVAILABILITY: Unless otherwise stated in the Statement of Work, 

a) The SaaS shall be available twenty-four (24) hours per day, 365 days per year 
(excluding agreed-upon maintenance downtime).  

b) If SaaS monthly availability averages less than 99.9% (excluding agreed-upon 
maintenance downtime), the State shall be entitled to recover damages, apply credits or 
use other contractual remedies as set forth in the Statement of Work.  

c) If SaaS monthly availability averages less than 99.9% (excluding agreed-upon 
maintenance downtime), for three (3) or more months in a rolling twelve-month period, 
the State may terminate the contract for material breach in accordance with the 
Termination for Default provision in the General Provisions – Information Technology. 

d) Contractor shall provide advance written notice to the State in the manner set forth in the 
Statement of Work of any major upgrades or changes that will affect the SaaS 
availability. 
 

3.  DATA AVAILABILITY: Unless otherwise stated in the Statement of Work, 
a) The Data shall be available twenty-four (24) hours per day, 365 days per year (excluding 

agreed-upon maintenance downtime).  
b) If Data monthly availability averages less than 99.9% (excluding agreed-upon 

maintenance downtime), the State shall be entitled to recover damages, apply credits or 
use other contractual remedies as set forth in the Statement of Work if the State is 
unable to access the Data as a result of: 
1) Acts or omission of Contractor; 
2) Acts or omissions of third parties working on behalf of Contractor; 
3) Network compromise, network intrusion, hacks, introduction of viruses, disabling 

devices, malware and other forms of attack that can disrupt access to Contractor’s 
server, to the extent such attack would have been prevented by Contractor taking 
reasonable industry standard precautions; 

4) Power outages or other telecommunications or Internet failures, to the extent such 
outages were within Contractor’s direct or express control. 

c) If Data monthly availability averages less than 99.9% (excluding agreed-upon 
maintenance downtime), for three (3) or more months in a rolling twelve-month period, 
the State may terminate the contract for material breach in accordance with the 
Termination for Default provision in the General Provisions – Information Technology. 

 
4.  SaaS and DATA SECURITY:   

a) In addition to the Compliance with Statutes and Regulations provision set forth in the 
General Provisions – Information Technology, Contractor shall certify to the State: 
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1) The sufficiency of its security standards, tools, technologies and procedures in 
providing SaaS under this Contract; 

2) Compliance with the following:  
i. The California Information Practices Act (Civil Code Sections 1798 et seq.); 
ii. Current NIST special publications 800-171 Protecting Controlled Unclassified 

Information in Nonfederal Information Systems and Organizations. Third party 
audit results and Contractor’s plan to correct any negative findings shall be 
made available to the State upon request ;  

iii. Undergo an annual Statement on Standards for Attestation Engagements 
(SSAE) No. 16 Service Organization Control (SOC) 2 Type II audit. Third party 
audit results and Contractor’s plan to correct any negative findings and 
implementation progress reports shall be made available to the State upon 
request; and   

iv. Privacy provisions of the Federal Privacy Act of 1974; 
3) Compliance with industry standards and guidelines applicable to the SaaS services 

being provided. Relevant security provisions may include, but are not limited to: 
Health Insurance Portability and Accountability Act of 1996, IRS 1075, Health 
Information Technology for Economic and Clinical (HITECH) Act, Criminal Justice 
Information Services (CJIS) Security Policy, Social Security Administration (SSA) 
Electronic Information Exchange Security Requirements, and the Payment Card 
Industry (PCI) Data Security Standard (DSS) as well as their associated Cloud 
Computing Guidelines.   

b) Contractor shall implement and maintain all appropriate administrative, physical, 
technical and procedural safeguards in accordance with section a) above at all times 
during the term of this Contract to secure such Data from Data Breach, protect the Data 
and the SaaS from hacks, introduction of viruses, disabling devices, malware and other 
forms of malicious or inadvertent acts that can disrupt the State’s access to its Data.   

c) Contractor shall allow the State reasonable access to SaaS security logs, latency 
statistics, and other related SaaS security data that affect this Contract and the State’s 
Data, at no cost to the State.   

d) Contractor assumes responsibility for the security and confidentiality of the Data under 
its control.  

e) No Data shall be copied, modified, destroyed or deleted by Contractor other than for 
normal operation or maintenance of SaaS during the Contract period without prior 
written notice to and written approval by the State. 

f) Remote access to Data from outside the continental United States, including remote 
access to Data by authorized SaaS support staff in identified support centers, is 
prohibited unless approved in advance in writing by:  
1) the Agency Information Security Officer, with written notice to the State Chief 

Information Security Officer, or  
2) in the absence of an Agency Information Security Officer, the State Chief Information 

Security Officer.      
 
5.  ENCRYPTION:   Confidential, sensitive or personal information shall be encrypted in 

accordance with California State Administrative Manual 5350.1 and California Statewide 
Information Management Manual 5305-A.   

 
6.  DATA LOCATION:   Unless otherwise stated in the Statement of Work and approved in 

advance in writing by:  
1) the Agency Information Security Officer, with written notice to the State Chief Information 

Security Officer, or 
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2) in the absence of an Agency Information Security Officer, the State Chief Information 
Security Officer, the physical location of Contractor’s data center where the Data is 
stored shall be within the continental United States.  

 
7.  RIGHTS TO DATA: The parties agree that as between them, all rights, including all 

intellectual property rights, in and to Data shall remain the exclusive property of the State, 
and Contractor has a limited, non-exclusive license to access and use the Data as provided 
to Contractor solely for performing its obligations under the Contract.  Nothing herein shall 
be construed to confer any license or right to the Data, including user tracking and exception 
Data within the system, by implication, estoppel or otherwise, under copyright or other 
intellectual property rights, to any third party.  Unauthorized use of Data by Contractor or 
third parties is prohibited.  For the purposes of this requirement, the phrase “unauthorized 
use” means the data mining or processing of data, stored or transmitted by the service, for 
unrelated commercial purposes, advertising or advertising-related purposes, or for any other 
purpose other than security or service delivery analysis that is not explicitly authorized. 

 
8.  TRANSITION PERIOD:    

a) Unless otherwise stated in the SOW, for ninety (90) days prior to the expiration date of 
this Contract, or upon notice of termination of this Contract, Contractor shall assist the 
State in extracting and/or transitioning all Data in the format determined by the State 
(“Transition Period”).  

b) The Transition Period may be modified in the SOW or as agreed upon in writing by the 
parties in a contract amendment.  

c) During the Transition Period, SaaS and Data access shall continue to be made available 
to the State without alteration.   

d) Contractor agrees to compensate the State for damages or losses the State incurs as a 
result of Contractor’s failure to comply with this section in accordance with the Limitation 
of Liability provision set forth in the General Provisions - Information Technology.  

e) Unless otherwise stated in the SOW, the Contractor shall permanently destroy or render 
inaccessible any portion of the Data in Contractor’s and/or subcontractor’s possession or 
control following the expiration of all obligations in this section. Within thirty (30) days, 
Contractor shall issue a written statement to the State confirming the destruction or 
inaccessibility of the State’s Data. 

f) The State at its option, may purchase additional transition services as agreed upon in 
the SOW. 

 
9.  DATA BREACH:  Unless otherwise stated in the Statement of Work, 

a) Upon discovery or reasonable belief of any Data Breach, Contractor shall notify the 
State by the fastest means available and also in writing, with additional notification 
provided to the Chief Information Security Officer or designee of the contracting agency. 
Contractor shall provide such notification within forty-eight (48) hours after Contractor 
reasonably believes there has been such a Data Breach.  Contractor’s notification shall 
identify:  
1) The nature of the Data Breach; 
2) The Data accessed, used or disclosed;  
3) The person(s) who accessed, used, disclosed and/or received Data (if known);  
4) What Contractor has done or will do to quarantine and mitigate the Data Breach; and  
5) What corrective action Contractor has taken or will take to prevent future Data 

Breaches.   
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b) Contractor will provide daily updates, or more frequently if required by the State, 
regarding findings and actions performed by Contractor until the Data Breach has been 
effectively resolved to the State’s satisfaction. 

c) Contractor shall quarantine the Data Breach, ensure secure access to Data, and repair 
SaaS as needed in accordance with the SLA.  Failure to do so may result in the State 
exercising its options for assessing damages or other remedies under this Contract.  

d) Notwithstanding anything to the contrary in the General Provisions - Information 
Technology, in performing services under this Contract, and to the extent authorized by 
the State in the Statement of Work, Contractor may be permitted by the State to use 
systems, or may be granted access to the State systems, which store, transmit or 
process State owned, licensed or maintained computerized Data consisting of personal 
information, as defined by Civil Code Section 1798.29 (g).  If the Contractor causes or 
knowingly experiences a breach of the security of such Data, Contractor shall 
immediately report any breach of security of such system to the State following 
discovery or notification of the breach in the security of such Data.  The State’s Chief 
Information Security Officer, or designee, shall determine whether notification to the 
individuals whose Data has been lost or breached is appropriate.  If personal information 
of any resident of California was, or is reasonably believed to have been acquired by an 
unauthorized person as a result of a security breach of such system and Data that is not 
due to the fault of the State or any person or entity under the control of the State, 
Contractor shall bear any and all costs associated with the State’s notification obligations 
and other obligations set forth in Civil Code Section 1798.29 (d) as well as the cost of 
credit monitoring, subject to the dollar limitation, if any, agreed to by the State and 
Contractor in the applicable Statement of Work.  These costs may include, but are not 
limited to staff time, material costs, postage, media announcements, and other 
identifiable costs associated with the breach of the security of such personal information. 

e) Contractor shall conduct an investigation of the Data Breach and shall share the report 
of the investigation with the State. The State and/or its authorized agents shall have the 
right to lead (if required by law) or participate in the investigation.  Contractor shall 
cooperate fully with the State, its agents and law enforcement.  

 
10. DISASTER RECOVERY/BUSINESS CONTINUITY:  Unless otherwise stated in the 

Statement of Work, 
a) In the event of disaster or catastrophic failure that results in significant Data loss or 

extended loss of access to Data, Contractor shall notify the State by the fastest means 
available and also in writing, with additional notification provided to the Chief Information 
Security Officer or designee of the contracting agency. Contractor shall provide such 
notification within twenty-four (24) hours after Contractor reasonably believes there has 
been such a disaster or catastrophic failure. In the notification, Contactor shall inform the 
State of:  
1) The scale and quantity of the Data loss;  
2) What Contractor has done or will do to recover the Data and mitigate any deleterious 

effect of the Data loss; and  
3) What corrective action Contractor has taken or will take to prevent future Data loss.  
4) If Contractor fails to respond immediately and remedy the failure, the State may 

exercise its options for assessing damages or other remedies under this Contract.  
b) Contractor shall restore continuity of SaaS, restore Data in accordance with the RPO 

and RTO as set forth in the SLA, restore accessibility of Data, and repair SaaS as 
needed to meet the performance requirements stated in the SLA.  Failure to do so may 
result in the State exercising its options for assessing damages or other remedies under 
this Contract. 
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c) Contractor shall conduct an investigation of the disaster or catastrophic failure and shall 
share the report of the investigation with the State. The State and/or its authorized 
agents shall have the right to lead (if required by law) or participate in the investigation.  
Contractor shall cooperate fully with the State, its agents and law enforcement.  

 
11. EXAMINATION AND AUDIT:  In addition to the Examination and Audit provision set forth in 

the General Provisions - Information Technology, unless otherwise stated in the Statement 
of Work: 
a) Upon advance written request, Contractor agrees that the State or its designated 

representative shall have access to Contractor’s SaaS, operational documentation, 
records and databases, including online inspections, that relate to the SaaS purchased 
by the State. 

b) The online inspection shall allow the State, its authorized agents, or a mutually 
acceptable third party to test that controls are in place and working as intended.  Tests 
may include, but not be limited to, the following:  
1) Operating system/network vulnerability scans, 
2) Web application vulnerability scans, 
3) Database application vulnerability scans, and  
4) Any other scans to be performed by the State or representatives on behalf of the 

State. 
c) After any significant Data loss or Data Breach or as a result of any disaster or 

catastrophic failure, Contractor will at its expense have an independent, industry-
recognized, State-approved third party perform an information security audit.  The audit 
results shall be shared with the State within seven (7) days of Contractor’s receipt of 
such results.  Upon Contractor receiving the results of the audit, Contractor will provide 
the State with written evidence of planned remediation within thirty (30) days and 
promptly modify its security measures in order to meet its obligations under this 
Contract. 

 
12. DISCOVERY:  Contractor shall promptly notify the State upon receipt of any requests which 

in any way might reasonably require access to the Data of the State or the State's use of the 
SaaS.  Contractor shall notify the State by the fastest means available and also in writing, 
with additional notification provided to the Chief Information Security Officer or designee of 
the contracting agency, unless prohibited by law from providing such notification.  Contractor 
shall provide such notification within forty-eight (48) hours after Contractor receives the 
request.  Contractor shall not respond to subpoenas, service of process, Public Records Act 
requests, and other legal requests directed at Contractor regarding this Contract without first 
notifying the State unless prohibited by law from providing such notification.  Contractor 
agrees to provide its intended responses to the State with adequate time for the State to 
review, revise and, if necessary, seek a protective order in a court of competent jurisdiction.  
Contractor shall not respond to legal requests directed at the State unless authorized in 
writing to do so by the State. 
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