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REQUEST FOR OFFER (RFO)  
RFO #: 4260-0000023398 

Conducted by Department of General Services (DGS)  
purchasing authority on behalf of 

Department of Health Care Services (DHCS) 
For 

Information Security Office (ISO)  
Additional Enterprise Certification Support Services 

 
Date: May 20, 2022 

 
 

                                                      Notice to Prospective Respondents 
 
Eligible firms that hold a current IT Consulting Services, Master Service Agreement (MSA) with 
the Department of General Services (DGS) are invited to review and respond to the attached 
California Department of Health Care Services (DHCS) Request for Offer (RFO) entitled, 
“Information Security Office (ISO) Additional Enterprise Certification Support Services” for 
DHCS RFO 21-10321. In submitting a response to this RFO, compliance with all RFO 
instructions is imperative. 
 
This RFO is being conducted under the policies and procedures developed by the California 
DGS as provided under Public Contract Code (PCC) § 6611. The purpose of the negotiation 
process is to maximize the State’s ability to obtain the best value, based on the requirements 
and the evaluation factors set forth in the solicitation. The resulting contract from the RFO, 
entered into pursuant to a DGS MSA will include, by reference, all terms and conditions 
attached to, or incorporated by reference in this RFO and IT-MSA contract. 

 
You are invited to review and respond to this RFO. To submit an offer for these services, you 
must comply with the instructions contained in this document as well as the requirements stated in 
the Exhibit 1: Statement of Work (SOW). By submitting an offer, your firm agrees to the terms and 
conditions stated in this RFO and your IT MSA contract. A copy of the active MSA agreement 
must be submitted with your response.  
 

Issued by: STATE OF CALIFORNIA 
Department of General Services  

707 Third Street, 2nd Floor South West Sacramento, CA 95605 
Procurement Official: Leanne Nguyen  

Email: Leanne.nguyen@dgs.ca.gov 
Send all questions to this email. OTA email is for response submittal only. 

 
 

 
 

mailto:Leanne.nguyen@dgs.ca.gov
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Attachment Attachment Name 

 

Attachment 9 Disabled Veteran Business Enterprise Declarations  
 

Attachment 10 California Civil Rights Laws Certification 
 

Attachment 11 Key Staff Qualifications 
 

Attachment 12 Sample Work Order Authorization Form 

A. Procurement Purpose and Description of Services 

The State intends to make a single contract (also referred to as “agreement” or 
“Agreement”) award to the Respondent that The State believes can best meet 
DHCS’ needs. 

The Respondent selected as a result of this selection process must address and 
be able to perform all services in all categories and subcategories described in 
the section entitled, “Scope of Work”. 

Compensation for services performed under the resulting contract shall be on a 
cost reimbursement basis not to exceed the contract total. 

1. Background and Purpose of the RFO 

DHCS’ mission is to preserve and improve the health status of all 
Californians. DHCS works closely with health care professionals, county 
governments, and health plans to provide a heath care safety net helping 
millions of low—income and disabled Californians each and every day.  

More information about DHCS is available online.  

2. Summary of Services Requested 

At DHCS’ direction and pursuant to 45 CFR § 95.621(f) and consistent with 
State Medicaid Director Letter #06-022, the Centers for Medicare and 
Medicaid Services (CMS) requires that state agencies employ assessors or 
assessment teams to conduct periodic security and privacy control 
assessments of the Medicaid Enterprise System (MES) environment. The 
assessor’s role is to provide an independent assessment of the effectiveness 
of implementations of security and privacy safeguards for the MES 
environment and to maintain the integrity of the assessment process. 

The Contractor agrees to provide to DHCS the services described herein.  

The Contractor will provide certification support services which includes 
providing an independent, third party security and privacy control assessment 
report that covers compliance with the following and in accordance with 
DHCS certification governance as well as CMS certification guidance (refer to 
CMS’ “Framework for the Independent Third-Party Security and Privacy 
Assessment Guidelines for Medicaid Enterprise Systems (MES)”): 

http://www.dhcs.ca.gov/
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• National Institute of Standards and Technology (NIST) Special 
Publications (SP) 800-171 and/or NIST SP 800-53 standards and align 
with the Health Insurance Portability and Accountability Act (HIPAA) 
Security Rule;  

• Aligning Health Care Industry Security Approaches pursuant to 
Cybersecurity Act of 2015, Section 405(d); and  

• The Open Web Application Security Project Top 10.  

These services will also supplement the DHCS’ Information Security Office 
(ISO) Risk Management Program (RMP). 

DHCS seeks two (2) Information Security Specialists to perform these 
services. 

This RFO contains the instructions governing the requirements for a time and 
materials based contract to be submitted by interested respondents. Further 
detailed information is available in Exhibit 1, Scope of Work. 

B. Contract Term 

The term of the resulting agreement is expected to be thirty six (36) months with 
two (2) optional one-year extensions and is anticipated to be effective from TBD 
through TBD. The agreement term may change if DHCS makes an award earlier 
than expected or if DHCS cannot execute the agreement in a timely manner due 
to unforeseen delays. The term of the resulting agreement may be extended 
through the initiation of a formal amendment if DGS exercises a discretionary 
extension to the MSA.  Additionally, no cost term extensions may be 
implemented by way of a formal amendment to allow completion of all services 
provided such extensions do not exceed the duration allowed in the DGS’ MSA. 

The resulting agreement will be of no force or effect until it is signed by both 
parties and approved by DGS, if required.  The selected Respondent is hereby 
advised not to commence performance until all approvals have been obtained.  
Should performance commence before all approvals are obtained, said services 
will be considered to have been volunteered and will not be compensated. 

C. Key Dates 

Below is the tentative time schedule for this informal selection process.  It is 
recognized that time is of the essence.  All prospective Respondents are advised 
of the following time schedule. 
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Event Date / Time (If applicable) 

Anticipated RFO release date May 20, 2022 

Questions Due  

May 26, 2022 by 2:00PM PST 

Email questions to: 

Leanne.nguyen@dgs.ca.gov and  

Maria.Gamino@dgs.ca.gov 

Response Due  

June 16, 2022 at 2:00PM 

Send responses to: 

OTA@dgs.ca.gov 

Oral interviews (if held) 
TBD To be announced via email, 
telephone, or in writing if deemed 
necessary. 

Proposed Contract start date TBD 

Anticipated Contract end date TBD 

 
D. Questions 

Immediately notify DGS if clarification is needed about the services sought or if a 
potential Respondent firm has questions about the RFO instructions or  
Utilize the question and answer template and email the form to the procurement 
official and back up listed below by the due date outlined in the Key Dates table.  
Label your email as follows:  
Subject: Questions – RFO 4260-0000023398 
Email: Leanne.nguyen@dgs.ca.gov and Maria.gamino@dgs.ca.gov 
 

E. Scope of Work 

See Exhibit 1, entitled, “Scope of Work” included in the Contract Exhibits section 
of this RFO. Exhibit 1 contains a detailed description of the services and work to 
be performed as a result of this selection process. 

F. Response Format and Content Requirements 

1. General instructions 

a. Before submitting a response, seek timely clarification of any requirements 
or instructions that are believed to be vague, unclear or are not fully 
understood by following the instructions set forth in the section entitled, 
“Questions.” 

mailto:Leanne.nguyen@dgs.ca.gov
mailto:Maria.gamino@dgs.ca.gov


Department of Health Care Services                                                        RFO #: 4260-0000023398 
 
ISO Additional Enterprise Certification Support Services 

8 
 

b. Carefully read and familiarize yourself with the enclosed Respondent / 
Bidder Declaration (Attachment 7).  This attachment is enclosed to fulfill a 
DGS Procurement Division requirement. This RFO is not a competitive 
solicitation and DHCS understands some terms outlined in said 
attachment do not apply to this solicitation. By submitting a response to 
this RFO, the Respondent acknowledges that it has read Attachment 7. 

c. In preparing a response, the narrative descriptions and explanation should 
be straightforward, detailed and precise. DHCS will measure the value of 
a response by its quality, not its volume, packaging or colored displays. 

d. Arrange for the timely submission of the response. Do not wait until shortly 
before the deadline to transmit the response to DHCS. 

2. Format requirements 

a. Format the narrative portion of the response as follows: 

1) Use one-inch margins at the top, bottom, and both sides. 

2) Use a font size of not less than 12 points. 

3. Content requirements 

This section specifies the order and content of each response. Assemble the 
materials in each response set in the following order: 

 Response Cover Page 

A person authorized to bind the Respondent must include a cover letter and 
knowledge acceptance of the rules and regulations outlined in this solicitation 
package. The cover letter must be signed If the Respondent is a corporation, 
a person authorized by the Board of Directors to sign on behalf of the Board 
must sign the Response Cover Page. 

 Table of Contents 

Include a Table of Contents that identifies each response section and the 
contents therein. Paginate all items in each section excluding items placed 
in the Forms Section and Appendix Section. 

 Response Summary 

The summary is not to exceed one (1) page in length. Excess pages may 
not be reviewed.  

In preparing the Response Summary, do not simply restate or paraphrase 
information in this RFO. Describe or demonstrate, in the Respondent’s 
own words, the following information. 

1) An understanding of DHCS’ needs. 
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2) How the Respondent will integrate DHCS’ project into its current 
obligations and existing workload. 

3) The Respondent’s commitment to perform the services in an efficient 
and timely manner. 

 Capability Description 

1) Describe the experience possessed by the responding firm that is most 
relevant and/or related to the services described in the DHCS’ Scope 
of Work. Focus on experience that has occurred most recently (i.e., 
within the past five years) and/or was performed for a California 
government entity. 

2) Describe any experience possessed by the responding firm that it 
believes is most similar in nature, scope, and complexity. 

3) Identify three (3) client references serviced by the Respondent in the 
past five years that can confirm their satisfaction with the Respondent’s 
services and confirm the timeliness and effectiveness of the services 
and/or deliverables provided.  Use the Client References form 
(Attachment 2) for this purpose.  Place the completed Client 
References form (Attachment 2) in the Forms section of the response. 

 Statement of Work Description 

1) Overview 

a) DHCS is interested in responses that offer organized, 
comprehensive and technically sound business solutions. Vague 
explanations of functions, deliverables, methods or approaches 
may result in reduced ratings. 

b) To the extent possible, the Statement of Work must include a 
detailed description of the functions, activities, and methodology 
that will be used to perform the services. 

If the nature of a function or activity hinders discussion of in-depth 
functions or methods (e.g., a task is dependent upon a future action 
or multiple approaches will be considered), explain the probable 
methods that will be used or considered. Also, describe, in this 
instance, how the Respondent will propose the ultimate plans or 
strategies to DHCS for consideration and approval before 
proceeding to carry out those aspects of the project. 

2) Rejection, reduction, or substitution of functions or activities 

a) If full funding does not become available, is reduced, or DHCS 
determines that it does not need all services described in this RFO, 
DHCS reserves the right, at its sole discretion, to either cancel the 
agreement or offer an amended contract for reduced services. 



Department of Health Care Services                                                        RFO #: 4260-0000023398 
 
ISO Additional Enterprise Certification Support Services 

10 
 

b) If the Respondent’s Statement of Work proposes to utilize methods, 
functions, or activities known by DHCS to be ineffective or 
determined to be unacceptable, DHCS reserves the right, at its sole 
discretion, to require the substitution of comparable or alternate 
items (e.g., methods or approaches, functions, activities, or 
deliverables, etc.) that can be performed by similar classifications 
and remain within the total proposed contract cost. It is understood 
that a formal amendment may be needed to facilitate the 
substitution of alternate items that result in a modification of the 
proposed classifications and/or number of labor hours. 

3) Statement of Work 

a) Use Attachment 4 to describe the services to be performed. Like or 
similar electronic versions of the DHCS supplied exhibit may be 
developed for submission with a response.  Use as many pages as 
are necessary to fully detail the Respondent’s Statement of Work 
for the entire contract term. 

b) Project overview 

i. Briefly, explain or describe the overall approach and/or methods 
that will be used to accomplish DHCS’ Scope of Work. 

ii. If applicable, explain what is unique, creative, or innovative 
about the proposed approaches and/or methods or solutions 
offered. 

iii. If, for any reason, the Statement of Work does not or cannot 
address all Scope of Work requirements, explain the omissions. 

c) Project assumptions 

i. Indicate the assumptions made by the Respondent in 
developing the Statement of Work in response to DHCS’ service 
needs. 

ii. For each assumption listed, explain the reasoning or rationale 
that led to the assumption. 

d) Performance details 

i. Identify each activity/task and function that will be performed.  
Identify sub-items as applicable. List these in the order they are 
likely to occur. 

ii. Indicate who will have primary responsibility for performing each 
major activity/task or function (i.e., classification title and name 
of Respondent’s personnel (if known) and/or subcontracted 
personnel). 
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iii. Include a projected performance timeline for each major 
activity/task, function, or deliverable. 

Indicate the approximate beginning and ending month and year.  
If an activity/task or function will only occur in one state fiscal 
period or year, indicate the beginning and ending month and 
year.  Changes to the projected timeline are subject to DHCS 
approval after the agreement is executed. 

If desirable, in addition to indicating approximate start and end 
dates, Respondents may use other terms such as start-up, on-
going, continuous, turn-over, quarterly, etc. to describe the 
performance timelines.  If such terms are used, Respondents 
must define the meaning of each unique term. 

If DHCS’ Scope of Work contains timelines or due dates for 
specific activities/tasks, functions, or deliverables, indicate if the 
stated timelines can or cannot be met.  If DHCS’ desired 
timelines cannot be met, indicate why and propose an alternate 
timeline to meet DHCS’ needs.  Alternate timelines proposed by 
a Respondent are subject to advance approval by DHCS. 

iv. Identify any deliverables that the Respondent intends to submit 
to DHCS to prove successful completion of each major 
activity/task or function. 

As applicable, identify the key events or outcomes that will 
signify or validate task completion or identify the tangible items 
(deliverables) that will result at the conclusion of the various 
tasks/activities or functions.  Examples of tangible deliverables 
include, but are not limited to, the following: reports, designs, 
documentation, drafts, files, handbooks, illustrations, lists, 
manuals, materials, outlines, products, proposals, plans, 
procedures, publications, written recommendations, etc. 

Indicate the anticipated completion dates or a time frame for 
submitting each identified tangible deliverable e.g., final report 
to be submitted within 30 calendar days of the contract end 
date. 

v. If applicable, identify any additional Contractor responsibilities 
addressed in the Statement of Work that the Respondent 
believes are necessary to ensure successful performance but 
were omitted from DHCS’ Scope of Work. If DHCS’ Scope of 
Work contained no omissions, indicate this as well. 

Likewise, identify the extent and nature of cooperation or 
assistance needed from DHCS to ensure successful project 
completion i.e., facility/system/data access, preliminary reviews, 
system testing, etc.  If no DHCS cooperation or assistance is 
needed, indicate this as well. 
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 Project Staffing 

1) Project Staffing section content 

Include a discussion of how the number of projected personnel, 
projected labor hours, and proposed duties and responsibilities are 
sufficient to accomplish all service requirements in a successful and 
timely manner (see DGS’s RFP 5167010, Statement of Work for the 
“allowable” classifications, the number persons in each classification 
and, if applicable, the minimum number of labor hours needed by each 
classification.)  

a) Approximately 2 staff are required. The recommended 
classifications are: 

• 2 Information Security Specialists  

b) If the Respondent proposes to staff DHCS’ project with a Senior 
Project Manager or Project Manager, the Respondent must include 
a copy of each staff person’s current Project Management 
Professional (PMP) certification issued by the Project Management 
Institute (PMI). This certification requirement also applies to 
subcontractors when applicable. If applicable, place a copy of each 
person’s PMP Certification in the Appendix section of the response. 

c) Include a one to two-page resume for each person that is assigned 
to perform services to accomplish DHCS’ Scope of Work. Follow 
the instructions and Resume format displayed in Attachment 5 to 
meet this requirement. Place each Resume in the Appendix section 
of the response. 

To the extent possible, resumes should not include personal or 
sensitive information such as a social security number, home 
address, home telephone number, personal cellular phone number, 
home/personal email address, marital status, sex/gender, birth 
date, age, or other personal data that is not needed to determine a 
person’s education achievement or employment experience. 

2) Changes to proposed staffing 

a) Personnel and/or subcontractors proposed for use in response to 
this RFO shall not be changed during the selection process or prior 
to contract execution. 

b) The pre-identification of personnel, including subcontractors, in an 
RFO response does not negate DHCS’ right to approve personnel 
or staffing selections or changes made after the contract award. 

c) If an identified staff person becomes ill, resigns, or is otherwise 
unable to continue performance, the Respondent must diligently 
locate a suitable replacement in a timely manner. If a staff 

https://www.dgs.ca.gov/PD/Resources/Page-Content/Procurement-Division-Resources-List-Folder/IT-Consulting-MSA-5167010
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replacement is necessary, the Respondent must ensure that 
replacement staff meet the qualification requirements established 
by DGS in the MSA. DHCS reserves the right to approve the 
selection of replacement staff and reserves the right to amend the 
contract, if necessary, to modify the labor classification(s) and rates 
accordingly to match those of the substituted personnel. 

 Cost Worksheets 

1) The Cost section will consist of one or more Cost Worksheet Forms 
(Attachment 1). 

2) General information and completion guidelines 

a) The Cost Worksheet(s) should be either typewritten or completed in 
ink.  Errors, if any, should be crossed out and corrections should be 
printed in ink or typewritten adjacent to the error. The person who 
signs the Cost Worksheet Form should initial all corrections, 
preferably in blue ink. 

b) DHCS will accept like images or computerized reproductions of the 
Cost Worksheet Form included in the RFO provided all data fields 
are present. 

c) All hourly rates must be multiplied by the projected number of labor 
hours and totaled. The wage rates offered in response to this RFO 
may not exceed the rates and allowable adjustments (if any) 
indicated in the Respondent’s MSA with DGS.  Check all 
mathematical computations before submitting your Cost 
Worksheets. 

d) When completing the Cost Worksheet(s), project all anticipated 
labor costs to perform all of the services described in the Scope of 
Work for the entire contract term. 

This RFO is intended to result in a cost reimbursement contract in 
which the Contractor will be reimbursed for anticipated and 
unanticipated costs incurred up to the amounts bid and not to 
exceed the maximum amount(s) payable as stated in the resulting 
contract. 

3) Completion instructions 

When completing a Cost Worksheet Form (Attachment 1), include the 
data identified below. 

a) Job Classification / Title Identification 

Identify each proposed personnel classification (as designated in 
the DGS MSA. See RFP 5167010, Statement of Work).   

https://www.dgs.ca.gov/PD/Resources/Page-Content/Procurement-Division-Resources-List-Folder/IT-Consulting-MSA-5167010
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b) Number of Hours 

Project an estimated number of labor hours required for each 
classification. If separate Cost Worksheets are present, 
Respondents must project their labor hours per budget period or 
state fiscal year.   

c) Hourly Rate 

Identify the hourly wage rate for each classification. 

d) Extended Cost 

Multiply the projected number of labor hours by the stated labor 
rate and enter the extended amount. 

Brief identification of the Tasks, Functions, or Deliverables for the 
identified classification 

Briefly identify the tasks, functions, and/or deliverables that are 
proposed to be accomplished by the identified classification. To the 
extent possible and with the exception of the Unanticipated Labor 
Cost category, the tasks, functions, and deliverables identified on 
the Cost Worksheet should relate to entries on the Respondent’s 
Statement of Work. 

e) Anticipated Labor Costs Subtotal 

Tally the projected labor costs. 

f) Unanticipated Labor Costs 

Project a simple total cost for unanticipated tasks as discussed in 
DHCS’ Scope of Work or the Respondent’s Work Plan. Include a 
narrative explanation showing how the total unanticipated labor 
cost was determined i.e., classifications, estimated labor hours 
multiplied by given classification rates. Work Order Authorizations 
(WOA), as discussed in Exhibit 1, Scope of Work, will be required 
to obtain approval for unanticipated work and labor hours. 

As noted on the Cost Worksheet, specific classifications and 
specific projected labor hours need not be identified for 
unanticipated tasks, however, the total cost of unanticipated labor 
hours cannot exceed ten percent (10%) of the total anticipated 
labor costs shown on the Cost Worksheet. 

Actual labor costs will be reimbursed at hourly rate quoted on the 
Cost Worksheet for a given job classification.  In the event 
unanticipated tasks must be performed by a job classification not 
identified on the Cost Worksheet, the hourly rate paid shall be the 
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wage rate appearing for that classification in the Respondent’s 
DGS MSA. 

g) Cost Worksheet Total 

Enter the combined total of all project costs including anticipated 
labor, unanticipated labor, and travel costs (if allowed) on each 
individual Cost Worksheet. 

 Appendix Items 

1. Submit a complete Copy of the Respondent’s MSA with DGS 

Include a full copy of the original and all subsequent amendments to 
the MSA entered into between the Respondent’s firm and DGS. 

2. Personnel Resumes 

Include a one to two-page resume for each person assigned to perform 
services under the resulting agreement. Follow the Resume format 
supplied in Attachment 5. If applicable, redact Social Security Number 
or Employer Identification Number information. 

3. PMP Certificate (If Applicable) 

If the Respondent proposed to staff DHCS’ project with a Senior 
Project Manager or Project Manager, include a copy of each staff 
person’s current Project Management Professional (PMP) certificate 
issued by the Project Management Institute (PMI). 

4. Proof of corporate status (If applicable) 

If the Respondent is a Corporation, submit a copy of the responding 
firm’s most current Certificate of Status issued by the State of 
California, Office of the Secretary of State or submit a downloaded 
copy of the responding firm’s online status information from the 
California Business Portal website.  Submit an explanation if this 
documentation cannot be submitted by the response deadline.  Unless 
otherwise specified, do not submit copies of the Respondent firm’s 
Bylaws or Articles of Incorporation. 

5. Proof of Small Business and/or Disabled Veteran Business Enterprise 
Certification (If applicable) 

If the Respondent is a currently certified small or micro business or 
Disabled Veteran Business Enterprise (DVBE), include a copy of the 
certification letter issued by DGS.  If the letter cannot be supplied, 
please include a printout from the DGS’s Office of Small Business & 
Disabled Veteran Business Enterprise Services (OSDS) website to 
prove the Respondent’s current active status. The State will verify that 
SB/DVBE certifications are valid at the time the Response is due. In 
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accordance with California Government Code (GC) section 14837(d) 
and California Military and Veterans Code Section 999, all SB and 
DVBE Contractors, subcontractors and suppliers that bid on or 
participate in a State contract shall perform a Commercially Useful 
Function (CUF). 
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 Forms section 

Required 
Documentation 

Submission Instructions 

Client References 

(Attachment 2) 

Identify three (3) client references serviced by 
the Respondent that can confirm their 
satisfaction with the Respondent’s services and 
confirm the timeliness and effectiveness of the 
services and/or deliverables provided.  List the 
most recent client first.  If three prior clients 
cannot be identified, explain why in the space 
provided on the form. 

Payee Data Record 

(Attachment 3) 

Complete and return a Payee Data Record.  

DVBE Participation 
Confirmation 

(Attachment 6) 

Applicable only to non-DVBE respondents.  
DHCS requires a minimum of 3% DVBE 
participation. Use Attachment 6 to identify each 
DVBE that will be used, their percentage of 
use, the commercially useful functions that they 
will perform, and their current DGS reference or 
certification number. 

Respondent / Bidder 
Declaration 

(Attachment 7) 

Completion of this document is self-
explanatory.  Instructions appear on page two. 

Follow-on Consultant 
Contract Disclosure 

(Attachment 8) 

Complete and return a Follow-on Consultant 
Contract Disclosure. 

Disabled Veteran 
Business Enterprise 
Declarations form 

(Attachment 9) 

Complete (if applicable) Disabled Veteran 
Business Enterprise Declarations.  

California Civil Rights 
Laws Certification 

(Attachment 10) 

Complete and Return - California Civil Rights 
Laws Certification. 
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Required 
Documentation 

Submission Instructions 

Key Staff 
Qualifications 

(Attachment 11) 

For each proposed staff person, complete the 
“Key Staff Qualifications” form in Attachment 
11. Note that the form requires a minimum of 
two (2) references for each staff person. 

 

G. Electronic Submission Instructions 

1. Assemble the set of documents comprising the entire response in an 
electronic format. The electronic response may consist of one (1) single 
document or multiple separate documents, but each must not exceed 40MB. 
It is required that the electronic documents be in Microsoft Word (.docx) or 
Adobe Portable Document Format (.pdf) and have signatures (electronic 
signatures are accepted). When an electronic document is submitted, the 
chain of approval of all those required to sign that document must be clear 
and unambiguous. All parties required to sign must have unequivocally 
approved the same document. 

2. When submitting attachments/forms that are required to be submitted 
electronically, Proposers must sign using an authorized electronic signature in 
accordance with California State Administrative Manual 1240. The only 
authorized form of electronic signature is a digital signature that meets 
requirements under California Government Code 16.5 and California 
Secretary of State Regulations for Digital Signatures. 

3. The designated email recipient must receive the electronic copy of the 
Respondent’s response by [insert time] on TBD. It is the responsibility of the 
vendor to ensure DHCS receives delivery of all responses by the stated 
submission date in this RFO. Late receipt of a response may cause DHCS to 
deem a respondent nonresponsive. 

H. Response Review and Selection process 

A multiple stage process will be used to review and/or rate responses. DHCS 
may reject any response found to be nonresponsive at any stage of review. 

1. Stage 1 – Acceptance 

a. Shortly after the submission deadline, The State staff will convene to 
review each response for initial responsiveness to the RFO requirements 
(e.g., timeliness and completeness). 

b. If deemed necessary, The State may collect additional documentation 
(i.e., missing forms, missing appendix items, missing data from RFO 
forms, etc.) to enable initial responsiveness to the RFO requirements. 

2. Stage 2 – Response review/rating 
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a. Responses that appear to meet the initial RFO requirements and contain 
the required documentation will be submitted to a review team. 

Reviewers will individually, and/or as a team, review and compare all 
responses to one another and assign a numeric score or ranking to each 
response based on its adequacy, thoroughness, and the degree to which 
the offered solution best meets the funding Program’s needs and 
represents the best value to DHCS. 

b. Reviewers will use the following scoring system to assign points.  
Following this chart is a list of the considerations that reviewers may take 
into account when assigning points to a response. 

Criteria Points 

Response Content Pass/Fail 

Mandatory Qualifications  Pass/Fail 

Desirable Qualifications: Quality, relevance, and amount of 
experience of proposed staff on comparable projects, as 
demonstrated on resumes, references, and Attachment 11.  

40 

Client References 20 

Interviews  10 

Total Cost of Offer 40 

Totals 110 

 

c. In assigning points, the rating team may consider issues including, but not 
limited to, the extent to which one response, compared to another 
response: 

1) Lacks information, depth or breadth, or lacks significant facts and/or 
details, and/or 

2) Contains weaknesses, defects or deficiencies, and/or 

3) Demonstrates a complete understanding of DHCS’ needs and the 
services sought, and/or 

4) Adequately illustrates the Respondent’s capability to perform all 
services and meet all Scope of Work and performance requirements, 
and/or 

5) Will contribute to the achievement of DHCS’ goals and objectives if 
implemented, and/or 

6) Demonstrates the Respondent’s capacity and/or commitment to 
exceed regular service needs (i.e., offers enhanced or advanced 
features, approaches, or methods; offers creative or innovative 
business solutions). 

3. Stage 3 – Optional oral interview  
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DHCS may choose to interview the top two (2) highest ranking Respondents.  
Additional Respondents may be interviewed depending on the total number of 
responses received.  DHCS may, at its sole discretion, choose not to conduct 
interviews.  Interviews, if held, may be in-person, via telephone or via 
teleconference, etc. The purpose of the interview, if held, is to confirm or 
assess the following: 

a. The Respondent’s understanding of DHCS’ needs and the project 
importance. 

b. The Respondent’s commitment to provide timely and effective services. 

c. The capabilities and strengths of the Respondent’s management team. 

d. The soundness and strengths of the Respondent’s approach to 
accomplish the objectives and manage the project to ensure successful 
completion of all Scope of Work requirements. 

If DHCS chooses to conduct interviews, the length of each interview should 
not exceed one (1) hour and the same questions will be asked of each 
interviewee. In addition to the Respondent’s official authorized 
representative(s), DHCS requires the presence of the primary and/or key 
project personnel to attend the interview. As applicable, DHCS will 
communicate the specific interview requirement information to the affected 
Respondents via mail, email, or telephone. 
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I. Selection Requirements and Information 

1. Nonresponsive offers 

In addition to any condition previously indicated in this RFO, the following 
occurrences may cause DHCS to deem a response/offer nonresponsive: 

a. Failure of a Respondent to comply with the RFO response content or 
submission instructions. 

b. Receipt of a Statement of Work that is conditional, materially incomplete 
or defective. 

c. DHCS’ discovery, at any stage of the selection or upon contract award, 
that the winning Respondent is unwilling or unable to comply with the 
contract terms, conditions, attachments, or exhibits cited in DGS’ MSA, 
this RFO, or the resulting agreement. 

d. Failure of a Respondent to meet the Commercially Useful Function 
requirements. Please refer to the DGS Commercially Useful Function 
page for detailed information.  

 

2. The State rights 

 
In addition to any rights discussed elsewhere in this RFO, the State 
reserves the following rights. 

 

a. RFO corrections - the State reserves the right to do any of 

the following up to the response submission deadline: 
 

1) Modify any date or deadline appearing in this RFO or the RFO Time 
Schedule. 

 

2) Issue clarification notices, addenda, alternate RFO instructions, 
attachments/forms, etc. 

 

3) Waive any RFO requirement or instruction for all respondents 
if the State determines that the requirement or instruction was 
unnecessary, erroneous, or unreasonable. If deemed 
necessary by the State, the State may also waive for all 
respondents any unnecessary, erroneous, or unreasonable 
RFO requirement or instruction that is detected after 
responses received or during the review process. 

 

b. Response rejection 
 

The State, at its sole discretion, reserves the right to reject any 
response containing price elements that exceed the anticipated 

https://www.dgs.ca.gov/PD/Resources/Page-Content/Procurement-Division-Resources-List-Folder/Commercially-Useful-Function-for-Certified-Firms
https://www.dgs.ca.gov/PD/Resources/Page-Content/Procurement-Division-Resources-List-Folder/Commercially-Useful-Function-for-Certified-Firms
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funding limit(s) indicated by the state in its RFO cover letter, RFO, 
or other communication. 

 
The State, at its sole discretion, reserves the right to reject any 
response submitted by a firm that has been decertified or ineligible 
for a contract by a State or Federal agency. This includes firms that 
are no longer in good standing or not qualified to conduct business 
in California. 

 

c. The State, at its sole discretion, reserves the right to collect, by 
hand delivery, email, mail or other method, the following 
information. 

 

1) Information or data omitted from a response or required exhibit/form. 
 

2) Information/material needed to clarify or confirm 
statements/claims made by the Respondent in their 
response. 

 

3) Information/material or form/attachment needed to correct or 
remedy a defect in a response. 

 

d. Immaterial Deficiency 
 

1) The State may waive any immaterial deficiency in any 
response and allow the Respondent to remedy those 
deficiencies. The State reserves the right, at its sole 
discretion, to determine what constitutes an immaterial 
deficiency. 

 

2) The State’s waiver of an immaterial deficiency in a response 
shall in no way modify this RFO or excuse a Respondent from 
full compliance with all RFO requirements. 

 

e. Correction of clerical or mathematical errors 
 

1) The State reserves the right, at its sole discretion, to overlook, 
correct, or require a Respondent to remedy any obvious clerical 
or mathematical errors occurring in the response or on the Cost 
Worksheet. 

 

2) Respondents may be required to submit a revised Cost 
Worksheet if the correction of a mathematical error results in an 
alteration of any costs, figures, calculations, annual cost, or 
total cost offered. 

 

3) If a mathematical error occurs in a total or extended 
price and a unit price is present, the State will use the 
unit price to settle the discrepancy. 

 

f. Right to remedy errors 
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The State reserves the right to remedy errors caused by the 
state office equipment malfunctions, negligence by the state 
staff, or natural disasters (i.e., floods, fires, earthquakes, etc.). 

 
 

g. No contract award or RFO cancellation 
 

The issuance of this RFO does not constitute a commitment by the 
state to award a contract. The state reserves the right, at its sole 
discretion, to reject all responses and to cancel this RFO if it is in the 
best interests of the State to do so. 

 

h. Disposition of Responses 
 

All materials submitted in response to this RFO will become the 
property of the State and, as such, are subject to the California 
Public Records Act (PRA) (Government Code Section 6250, et seq.). 

 
Upon award of the contract all documents submitted in response 
to this RFO and all documents used in the selection process (e.g., 
review checklists, scoring sheets, letters of intent, etc.) will be 
regarded as public records under the California Public Records 
Act (GC Section 6250 et seq.) and subject to review by the public. 
However, these documents shall be held in the strictest confidence 
until the award is made. 

 
The Respondent should be aware that marking a document 
“confidential” or “proprietary” in the Offer will not keep that 
document from being released as part of the public record. 

 

2.1  Verification of Respondent information 
 

By submitting a response, Respondents agree to authorize the State to: 
 

1) Verify any and all claims made by the Respondent 
including, but not limited to verification of prior experience 
and possession of certifications or other RFO 
requirements. 

 

2) Check any client reference identified by a Respondent or other 
resources known by the state to confirm the Respondent’s business 
integrity and history of providing effective, efficient, and timely 
services. 

 

2.2  Appeals 
 

California law does not authorize appeals in relation to informal Master 
Service Agreements or MSA  selection processes. The selection decision 
of the state is final and not appealable. 
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3 Other Terms and Conditions 

In addition to the terms and conditions appearing in the winning Respondent’s 
MSA with DGS, the winning Respondent must enter a written contract that 
may contain portions of the Respondent’s response (i.e., Cost Worksheet(s), 
Statement of Work, Resumes, etc.), standard contract provisions, the contract 
form, and the attachments identified below.  Other attachments, not identified 
herein, may also appear in the resulting contract. 

A Respondent’s unwillingness or inability to agree to the proposed terms and 
conditions shown below or contained in any attachment identified in this RFO 
may cause The State to deem a Respondent ineligible for an award. 

The attachments identified below illustrate many of the terms and conditions 
that may appear in the final agreement between DHCS and the winning 
Respondent.  Other terms and conditions, not specified in the attachments 
identified below, may also appear in the resulting agreement.  Some terms 
and conditions are conditional and may only appear in an agreement if certain 
conditions exist (i.e., contract total exceeds a certain amount, federal funding 
is used, etc.). 

In general, DHCS will not accept alterations to DHCS’ Scope of Work and the 
IT Federal Terms and Conditions and may not accept proposed alterations to 
the Agency Special Provisions offered by a prospective Contractor. 

4 Ownership of Products for Federally Funded IT Projects   

If federally funded, see Attachment 3 – DHCS GSPD-401IT (DHCS revised 
and effective date 1/31/22) and the following paragraphs that govern the 
ownership of products resulting from this federal funded project.  

DHCS, its successors and assigns, and the State of California, including 
without limitation, any department or the State of California, have all 
ownership rights including, but not limited to, all data, Intellectual Property, 
Work Products, software and modifications to software and associated 
documentation resulting from an agreement based on this RFO.  The U.S. 
Department of Health and Human Services reserves a royalty free, non-
exclusive, and irrevocable license to reproduce, publish, or otherwise use and 
authorize others to use, for Federal Government purposes, software, 
modifications to software, and associated documentation that is designed, 
developed, installed or enhanced with Federal financial participation as 
required by 45 CFR section 95.617. Proprietary operating/vendor software 
packages which are provided at established catalog or market prices and sold 
or leased to the general public shall not be subject to the ownership 
provisions required by subdivisions (a) and (b) of 45 CFR 95.617. 

The attached GDSP-401IT for federally funded projects has precedence over 
any inconsistencies in a federally-funded DHCS IT contract. The following 
provisions of GSPD-401IT are hereby revised to comply with 45 CFR section 
95.617: 
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37. Rights in Work Product 

38. Software License 

43. Patent, Copyright and Trade Secret Indemnity. 

5 Resolution of Language Conflicts (RFO vs. Final Agreement) 

If an inconsistency or conflict arises between the terms and conditions 
appearing in the final agreement and the proposed terms and conditions 
appearing in this RFO, any inconsistency or conflict will be resolved by giving 
precedence to the final agreement. 
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Exhibit 0 

Standard Agreement 
 
This page is intentionally left blank for the Standard Agreement. 
 

http://www.documents.dgs.ca.gov/dgs/fmc/pdf/std213.pdf
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Exhibit A 

Scope of Work 

A. Purpose and Service Overview 

The Contractor agrees to provide to the California Department of Health Care 
Services (DHCS or Department) the services described herein.  

The DHCS is seeking a Contractor that shall be responsible for the technical 

interfaces and integration of Electronic Visit Verification (EVV) data and claims 

data to be consumed by existing DHCS systems and the EVV Solution. Key 

activities include assessing, evaluating, mapping, validating, and updating EVV 

data and DHCS interfaces and systems in support of Cures Act compliance. 

These activities will address the Centers for Medicare and Medicaid Services 

(CMS) Federal Medical Assistance Percentage (FMAP) penalties, CMS 

requirements for EVV Certification, Management Information System/Decision 

Support System (MIS/DSS) data linking with claims and T-MSIS (Transformed 

Medicaid Statistical Information System) reporting.  

B. Service Location 

The services shall be performed at the DHCS facilities located at the DHCS East 
End Complex on Capitol Avenue, in Sacramento, California. As a result of the 
COVID-19 pandemic,  

DHCS has temporarily authorized work from home for contractors. However, 
work from home days will need to be approved in advance by the DHCS Contract 
Manager. Any exception from that shall need to be approved on an as-needed 
basis, by the DHCS the Contract Manager. 

DHCS reserves the right to request the Contractor to relocate where the services 
will be performed anywhere within a thirty-five (35) mile radius of the California 
State Capitol. The Contractor is required to perform work duties at the location of 
DHCS Headquarters and within the normal hours of work as outlined in Section 
3, Service Hours.  

C. Service Hours 

The services shall be provided during the working hours of 8:00 AM to 5:00 PM, 
PST, Monday through Friday, excluding official State Holidays. The Contractor is 
required to perform work duties within the normal hours of work or as operational 
requirements demand. The Contractor shall make prior arrangements and 
receive approval from the State for access to the project office outside these 
normal working hours. 

State holidays are listed on the California Department of Human Resources 
(CalHR) website, and are subject to change. 

  

http://www.calhr.ca.gov/employees/Pages/state-holidays.aspx
http://www.calhr.ca.gov/employees/Pages/state-holidays.aspx
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D. Project Representatives 

1. The project representatives during the term of this Agreement will be: 

Department of Health Care Services 

Contract Manager: Karen Eckel  
Telephone: (916) 747-7554 
Email: Karen.Eckel@dhcs.ca.gov 

Contractor’s Name 

Contract Manager: [Enter name ] 
Telephone: (XXX) XXX-XXXX 
Email: XXX@XXXXX 

 
2. Direct all inquiries to: 

Department of Health Care Services 

MIS/DSS Section  
Attention: Karen Eckel  
Mail Station Code 6200 
1501 Capitol Avenue (EEC Bldg. 171) 
P.O. Box 997413 
Sacramento, CA 95814 

Telephone: (916) 747-7554 

Email: Karen.Eckel@dhcs.ca.gov 

Contractor’s Name 

Attention: [Enter name] 
Street address & room # (if 
applicable) 
P.O. Box Number (if applicable) 
City, State, Zip Code 
 

Telephone: (xxx) XXX-XXXX 

Email: XXX@XXXXXXX 

 
3. Either party may make changes to the information above in Section 4.A and 

4.B of this Attachment by giving written notice to the other party. Said 
changes shall not require an amendment to this Agreement. 

E. Services to be Performed 

At DHCS’ direction, the Contractor shall be required to perform the following 
services: 

1. The Contractor will act as a Technical Services Lead and Technical Services 

Support Contractor for system engineering to support interface design, 

configuration, and integration with existing DHCS systems, the EVV Solution, 

and MIS/DSS. 

2. The Services to be performed require the Contractor to possess superior 

leadership, communication and expert technical skills and act as the primary 

liaison between the DHCS core EVV technical teams, the EVV solution 

vendor and MIS/DSS to advise and make recommendations to assist the 

State in the project’s interface design and implementation efforts and 

activities.  

3. The Contractor will review existing data schema related to EVV, evaluate, and 
provide technical specifications to meet deliverables to ensure the EVV 
interfaces meet functional and technical requirements. The Contractor will 

mailto:Karen.Eckel@dhcs.ca.gov
mailto:Karen.Eckel@dhcs.ca.gov
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work with DHCS core EVV technical teams, the EVV solution vendor and 
MIS/DSS to support the design, development, end-to-end testing, 
implementation, monitor operations, and perform impact analysis of EVV 
Interfaces.  

4. Specific tasks include:  

a) Project planning. 

b) Design and develop the Application Programming Interface (API) and File 
Transfer Protocol (FTP) scripts for data transport, validation and 
formatting, including Extract, Transform and Load (ETL) tasks. Tasks may 
include but are not limited to working through different stages of complex 
ETL processes including calculations, joining and concatenation. 

c) Participate in end-to-end testing that includes unit, functional, load, 
integration, and validation of EVV interfaces and EVV data. 

d) Implement and maintain existing EVV interface code, make improvements 
to increase maintainability, performance, and scalability. 

e) Monitor operations and test EVV interface performance for potential 
bottlenecks, identify possible solutions, and work with the DHCS core EVV 
technical teams, the EVV solution vendor and MIS/DSS to implement 
solutions. Conduct regular audits of EVV interfaces, capacity, 
performance, and traffic analysis. 

f) Change and defect management. 

g) Transition activities. 

5. Task and Deliverables 

1. Project Planning (Task 1.0) 

1.1. Task Accomplishment Plan (TAP) 

Contractor shall prepare and submit a TAP to document the tasks and 
deliverables to be achieved within 30 days of Contract execution and 
conveyed by the tenth (10th) business day after the Contractor begins 
work. As indicated in the Unanticipated Tasks section 10.0 below, ten 
(10) percent of the total Agreement amount is reserved for any 
unanticipated tasks, which should be reflected in the TAP. 

Deliverable(s): Task Accomplishment Plan 

1.2. TAP Updates 

Contractor shall update and re-submit the TAP for approval each time 
there is a change from the State-accepted TAP, or as requested by 
the State. 

1.3. Weekly/Monthly Activity Reports 
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Contractor shall provide reports that detail results of all Contractor 
tasks performed on a weekly basis as a part of the weekly reporting 
needs for the past week. Report format and content to be discussed 
during 1st week after onboarding of Contractor.  

Contractor shall also provide reports that document the summarized 
results of all Contractor tasks performed by the tenth (10th) business 
day of each month.  

These reports may include updates to prior activity reports. Each 
monthly activity report shall contain: 

a) Activities completed within the Reporting Period: a description of 
the Contractor’s tasks performed, and the status of the associated 
deliverables. 

b) Work in Progress: activities and deliverables currently underway. 

c) Scheduled Status: compares completed tasks and deliverables 
against those scheduled to date; includes explanations of schedule 
variances and mitigation plan recommendations. 

d) Work to be completed: Contractor activities and deliverables 
expected to be completed within the next reporting period. 

e) Issues, Problems and Resolutions: includes a summary of 
anomalies and resolutions, identification of project risks, 
assessment of quality processes and Contractor 
recommendations. 

Deliverable(s): Monthly Reports, Weekly Reports 

1.4. Management and Project Reviews 

Contractor shall evaluate review materials, attend events and provide 
comments, and address risks and issues found in the course of the 
evaluation. It is anticipated these reviews will occur at a rate of once 
(1) per month. 

1.5. Final Report  

Contractor shall update the Draft Final Report and submit the Final 
Report ten (10) calendar days prior to the end of the Agreement. 

Deliverable(s): Final Report 
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2. Business Processes and Requirements (Task 2.0) 

2.1. Design and Develop EVV Interface Requirements. Evaluate, Develop 
and Document EVV Interfaces  

Contractor shall be responsible for: 

a) Evaluating and reviewing EVV data feeds that are streams of 
ongoing structured data to be received and stored in MIS/DSS. 
This includes use of an XML or JSON based file format and 
consuming data feed, parsing and loading into the MIS/DSS. 

b) Evaluating and developing DHCS’s ongoing stream for Claim data 
feeds that are delivered to and from the EVV Solution. This will 
include consolidating multiple claim file sources and data 
transitions to and from the EVV Solution. 

c) Evaluating the EVV data access and mapping data flows into 
MIS/DSS data tables. This includes specifications and standards 
for collecting, integrating, transforming, and storing data. 

d) Documenting EVV data feeds and providing data dictionary 
updates for EVV data definitions, data sources, and data integrity 
relationships. 

Deliverable(s): EVV Interface Data Feeds Documentation. 

2.2. Technical Work Plan Development 

Contractor shall develop the technical work plan and schedule which 
should be aligned with the org-wide EVV initiatives. 

a) System Specifications 

b) Existing Systems Integration & Interface Specifications 

c) Solution architecture and Contextual Diagram 

d) Mapping and Specifications 

e) Security specifications 

Deliverable(s): EVV Interfaces Technical Work Plan and Schedule. 

2.3. Technical Requirements Development 

Contractor shall develop a Technical Specification Document to 
document, define, clarify, and approve technical requirements, for 
EVV interfaces, issues, and risks associated with changes for 
MIS/DSS and T-MSIS to compile data subject to EVV requirements. 

Deliverable(s): EVV Interfaces Detailed Design Document (DDD) 
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2.4. Design Reviews 

Contractor shall participate with the DHCS core EVV technical teams, 
the EVV solution vendor and MIS/DSS design review sessions for 
interfaces to and from MIS/DSS. 

Contractor shall review materials, attend events and provide 
comments, and address risks and issues found in the course of the 
evaluation. 

3. Develop EVV Interfaces (Task 3.0) 

3.1. Develop EVV Interfaces 

Contractor shall develop EVV Interfaces based on the EVV interfaces 
DDD. 

Deliverable(s): EVV Interfaces 

4. Implement, Maintain and Support EVV Interfaces (Task 4.0) 

4.1. Implement and Maintain EVV interfaces based on the DDD, DHCS 
IT Policies and IT Security. 

a) Contractor shall create and submit the EVV Interface design and 
infrastructure architecture to the Technical Architecture Review 
Board (TARB), and the Infrastructure Management Committee 
(IMC) for approval. 

b) Contractor shall work with DHCS IT staff and request infrastructure 
components required for implementation to include but not limited 
to DHCS Firewall changes, California Department of Technology 
(CDT) firewall changes, creation DHCS Secure File Transfer 
Protocol (SFTP) folders, EVV Solution changes, and mainframe 
changes. 

c) Contractor shall install and configure EVV interfaces, conduct 
technical training on installation, maintenance of the interface, and 
write technical documentation. 

Deliverable(s): EVV Interfaces infrastructure diagrams, DHCS IT 
requests, CDT IT Requests, and EVV vendor solution request. 

4.2. The Contractor shall work closely with DHCS Core EVV technical 
teams, the EVV solution vendor and MIS/DSS as part of the ETL 
process team to produce EVV data for analytics and reporting.  

Contractor shall be responsible for: 

a) Staging and extracting data from data sources, such as claim files 
and MIS/DSS. 
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b) Detecting erroneous data and either fixing, flagging, or quarantining 
as appropriate.  

c) Accepting input data from partially structured input sources (e.g. 
databases and Excel/CSV files/XML/JSON) and define fundamental 
data properties (e.g. entity integrity) for these inputs.  

d) Staging data into well-constrained tables in ETL System database 
to ensure entity and domain integrity rules are enforced in all data 
we deliver.  

e) Maintaining ongoing data feeds and scripts by identifying and 
correcting defects. Creating new and updating existing EVV 
Interfaces Technical Operations Document. 

Deliverable(s): EVV Interfaces Technical Operations Document 

4.3. Update EVV Interfaces 

Contractor shall maintain and update EVV Interfaces by attending the 
meetings and re-submitting EVV Interface updates to the Technical 
Architecture Review Committee (TARC), and IMC for approval as 
required. 

Deliverable(s): EVV Interfaces infrastructure diagrams, DHCS IT 
requests, CDT IT Requests, and EVV vendor solution request, 
Change Request Document 

4.4. Impact Analysis 

Perform impact analysis on performance, storage and existing data 
schema changes for EVV interfaces as a part of support functions. 

4.5. EVV Quarterly Reporting (Certification) 

Contractor shall understand the requirements and criteria that meet 
State and CMS requirements and State approved Detailed Design 
Plan to analyze the EVV Outcome Based Certification Criteria and 
collaborate with Certification teams for developing artifacts to support 
the certification activities including; data validation of reports, 
screenshots and Key Performance Indicators (KPI) calculations.  

Link to EVV Certification. 

4.6. Contractor shall coordinate activities and support the State in 
implementing best practices used to meet the needs of the project. 

4.7. Contractor shall coordinate activities to ensure the various technical 
team(s) are aligned with the project goals and schedules with an 
emphasis on organizational alignment efforts. 

https://www.medicaid.gov/medicaid/data-systems/outcomes-based-certification/electronic-visit-verification-certification/index.html#:~:text=CMS%20has%20developed%20a%20streamlined%2C%20outcomes-based%20approach%20to,the%20business%20needs%20of%20states%20and%20of%20CMS.
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4.8. Contractor shall work closely with EVV Project and EVV Core Team 
and DHCS stakeholders in order to facilitate the implementation of 
EVV data governance activities. 

4.9. Contractor shall conduct monthly quality review meetings to address 
quality related items including, but not limited to, configuration, 
process improvement for technical activities, system performance 
issues, project schedule risks, efficacy of the system configuration, 
and customer satisfaction, unless otherwise agreed to by the State. 

Deliverable(s): Meeting Notes, Reports 

5. Testing Activities of EVV Interfaces (Task 5.0) 

5.1. Master Test Plan & Execution 

Contractor shall develop and execute System Functional, Integration 
and Performance Test Scripts to obtain approval from the technical 
lead for EVV Interfaces to and from the EVV solution, MIS/DSS, and 
DHCS Systems. Contractor shall document test results and resolve 
defects. 

Deliverable(s): Master Test Plan, Test Scripts 

5.2. Test Plan Update 

Contractor shall provide updates to all test scripts and documents. 
Contractor shall confirm the archival of the testing documentation.  

Deliverable(s): Master Test Plan, Test Scripts 

5.3. Solution Test Reviews 

Contractor shall review test plans, test scripts and test results with 
DHCS core EVV technical teams, the EVV solution vendor and 
MIS/DSS team members. 

Deliverable(s): Testing activities review 

6. Change and Defect Management Activities (Task 6.0) 

6.1. Change Management 

Contractor shall adhere to change management processes at DHCS 
to make State approved changes as needed to the interfaces to and 
from MIS/DSS system in the various environments. 

Contractor shall maintain and update EVV Interfaces by attending the 
meetings and re-submitting EVV Interface updates to the TARC, and 
IMC for approval as required. 

Deliverable(s): Change Request Document 
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6.2. Defect Management 

Contractor shall document the defect management 
tracker/approach/plan to report all known defects. Contractor will work 
with the DHCS project lead to define the severity level. 

Deliverable(s): Defect Management Tracker/Plan 

7. Transition Activities (Task 7.0) 

7.1. Knowledge Transfer  

Contractor shall develop and submit a Knowledge Transfer Plan no 
later than ninety (90) calendar days after the Contractor begins work, 
which shall define: what type of knowledge transfer will take place; 
how the knowledge transfer will occur; how often the knowledge 
transfer will occur; who will deliver the knowledge transfer; and to 
whom the knowledge will or should be transferred. 

Contractor shall provide knowledge transfer sessions to the EVV 
Project and/or State team members as directed by the State. 

Deliverable(s): Knowledge Transfer Plan 

7.2. Deliverable Acceptance 

Contractor shall provide updates to all deliverables for State approval. 

7.3. Contractor shall require State approval to ensure that all system 
functional, and non-functional requirements have been met. 

8. Information Security (Tasks 8.0) 

8.1. Contractor shall coordinate activities and support the State in ensuring 
compliance with State and Federal security and privacy controls 
including, but not limited to:  

• NIST SP 800-53 – National Institute of Standards and Technology 

Special Publication 800-53 

• FedRAMP – Federal Risk and Authorization Management Program 

• PCI – PCI Security Standards Council  

8.2. Contractor shall coordinate activities and support the State in ensuring 
compliance with the Electronic Information Exchange Security 
Requirements and Procedures for State and Local Agencies 
Exchange Electronic Information with the SSA version 7.0. 
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8.3. Contractor shall coordinate activities and support the State in ensuring 
compliance with the Health Insurance Portability and Accountability 
Act (HIPAA), Protected Health Information (PHI), Personally 
Identifiable Information (PII), and the California Information Practices 
Act (Civil Code section 1798, et seq.). 

9. Additional Deliverables (Task 9.0) 

9.1. Deliverable Expectation Document (DED) 

9.2. Deliverable Approval Document (DAD) 

9.3. Change Management Plan 

9.4. Lessons Learned Document 

10. Unanticipated Tasks (Task 10.0) 

10.1. Ten (10) percent of the total Agreement amount is reserved for any 
unanticipated tasks that are necessary to achieve the duties outlined 
in this Statement of Work. These funds are optional and may be 
used at the State’s sole discretion. Work for unanticipated tasks shall 
be assigned and agreed to in writing by the Contractor and the State 
using the State’s work authorization form before the work can 
commence. The rates for unanticipated tasks shall not exceed the 
Contractor’s original hourly rates, and the total expenditures for 
unanticipated tasks shall not exceed the total amount set aside for 
unanticipated tasks as specified in Exhibit Attachment 1, Cost 
Worksheet. 

F. Contractor’s Responsibilities 

1. All meetings shall be scheduled using the DHCS MS Outlook and be 
conducted on WebEx or Teams. DHCS may require that Webinar meetings 
are recorded and contractor will be responsible for distributing minutes with 
decision points. All contractor staff shall maintain their schedules of 
availability on their DHCS MS Outlook Calendars. All electronic 
communication shall be conducted via DHCS e-mail and Teams.  

2. The Contractor shall designate a person to whom all communications may be 
addressed and who has the authority to act on all aspects of the Agreement 
for services. This person shall be responsible for the overall project and shall 
be the contact for all invoice issues and Contractor staffing issues. 

3. The Contractor shall comply with all applicable DHCS, Department of General 
Services, Department of Finance, and California Department of Technology, 
policies and procedures, as well as other federal and state entities’ policies 
and procedures, including but not limited to, policies regarding Sexual 
Harassment Prevention, Health Insurance Portability and Accountability Act of 
1996 (HIPAA), Privacy, IT Security, Workplace Violence Prevention, and 
Emergency Preparedness. Each of the Contractor’s staff shall complete a 
Form 700 (see the California Fair Political Practices Commission website). 

http://www.fppc.ca.gov/
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4. Written reports and technical documents, including technical documentation, 
will be subject to review and approval by DHCS, and the Contractor will be 
required to formally respond to DHCS review results. Payment to the 
Contractor will be contingent upon final approval of each written deliverable. 

5. The Contractor will make its best effort to maintain staff continuity throughout 
the life of the contract. DHCS will be notified, in writing, of any changes in the 
personnel assigned to tasks within five calendar days of the change. If a 
Contractor employee is unable to perform his or her duties due to illness, 
resignation, or other factors beyond the Contractor's control, the Contractor 
will make every reasonable effort to provide suitable substitute personnel. 
DHCS will interview the proposed substitute personnel. The substitute 
personnel must meet all of the same requirements within this solicitation and 
Scope of Work and must be approved by DHCS in writing prior to initiating 
work. Substitute personnel shall not automatically receive the hourly rate of 
the individual or position being replaced. The Contract Manager and the 
Contractor shall negotiate the hourly rate of any substitute personnel to the 
Agreement. The hourly rate negotiated shall be dependent, in part, upon the 
experience and individual skills of the proposed substitute personnel. The 
negotiated rate cannot exceed the hourly rate stated in the purchase order.  

6. The Contractor is expected to provide draft documents and to incorporate, as 
appropriate, comments provided by the DHCS. The Contractor should plan to 
meet with DHCS stakeholders to discuss the draft and final documents. 

7. The Contractor is responsible for his/her own operating expenses, overhead, 
and clerical support. 

8. The Contractor shall develop and implement training plans for knowledge 
transfer to DHCS staff. 

9. The Contractor shall prioritize all work assignments in accordance with the 
direction received from the designated DHCS Contract Manager.  

10. Contractor shall use the DHCS assigned resources appropriately, such as 
remote access, email, Internet access, etc. and abide by the Department’s 
computer use agreements and information security policies. 

G. DHCS Responsibilities  

1. DHCS will provide office space, unless Contractor is working remote, for the 
duration of the Agreement including: desk, chair, telephone, PC, Internet 
connection, card keys, and access to printer, copier, and fax services. 

2. The DHCS Contract Manager is the contact person to whom all Contractor 
communications may be addressed and who has the authority to act on all 
aspects of the services. This person will review the Agreement and 
associated documents with the Contractor to ensure understanding of the 
responsibilities of both parties. 
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3. DHCS will provide sufficient access to appropriate levels of staff, business 
representatives, other users, and department management, as appropriate to 
facilitate the performance of tasks and creation of deliverables. 

4. DHCS will provide timely review and approval of the draft and final documents 
and deliverables provided by the Contractor in order for the Contractor to 
perform its obligations under the Agreement. 

H. Work Order Authorizations 

The WOA will establish a common understanding of the scope, schedule, format, 
content (depth and breadth), estimated hours per task by staff member and 
acceptance criteria of work products required prior to the Contractor beginning 
work on the unanticipated tasks. The DHCS and Contractor will define and 
develop acceptance criteria and these tasks shall be assigned to the Contractor 
in each Planning Meeting, including specific, measurable success factors, to be 
set forth in the WOA. See Attachment 12, Sample Work Order Authorization 
Form. 

I. Unanticipated tasks 

In the event unanticipated tasks or additional work must be performed that is 
not specified in this RFO or in the Respondent’s Statement of Work, but in 
DHCS’ opinion is necessary to successfully and wholly complete the Scope of 
Work, DHCS may authorize the performance of such tasks via the initiation 
and approval of Work Order Authorizations (WOA) as discussed in the Exhibit 
A, Scope of Work. Additional or expanded services outside the scope of the 
original RFO, and not covered by the costs projected for unanticipated tasks, 
may only be added to the resulting contract by formal amendment.  DHCS 
also reserves the right to extend the term of the resulting contract as allowed 
in the DGS MSA to enable the completion of all tasks (anticipated and 
unanticipated). 

 

J. Americans with Disabilities Act 

Contractor agrees to ensure that deliverables developed and produced, pursuant 
to this Agreement shall comply with the accessibility requirements of Sections 
7405 and 11135 of the California Government Code. 508 of the Rehabilitation 
Act of 1973 as amended (29 U.S.C. § 794 d), regulations implementing the 
Rehabilitation Act of 1973 as set forth in Part 1194 of Title 36 of the Code of 
Federal Regulations, and the Americans with Disabilities Act of 1990 (42 U.S.C. 
§ 12101 et seq.). In 1998, Congress amended the Rehabilitation Act of 1973 to 
require Federal agencies to make their electronic and information technology 
(EIT) accessible to people with disabilities. California Government Code Sections 
7405 and 11135 codifies Section 508 of the Rehabilitation Act of 1973 requiring 
accessibility of EIT.  

K. Payment Methodology 
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The Contractor will submit an invoice and a signed monthly timesheet. The 
invoice shall include the purchase order number and the applicable State 
contract number (i.e., MSA). 

L. Travel and Reimbursement 

Expenses for Contractor travel, lodging, and per diem expenses for work 
performed in completing the tasks as listed in this Attachment 1Exhibit A, Scope 
of Work, and Agreement will not be compensated under this Agreement.  
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M. Progress Reports or Meetings 

1. Contractor shall submit progress reports or attend meetings at intervals 
determined by DHCS to ensure the Contractor is on the right track, whether 
the project is on schedule, provide communication of interim findings, and 
afford occasions for airing difficulties or special problems encountered so that 
remedies can be developed quickly. 

2. At the conclusion of this Agreement, and if applicable, Contractor shall hold a 
final meeting at which Contractor shall present any findings, conclusions, and 
recommendations. If required by this Agreement, Contractor shall submit a 
comprehensive final report. 

N. Conflict of Interest 

Contractor needs to be aware of the following provisions regarding current or 
former state employees. If Contractor has any questions on the status of any 
person rendering services or involved with the Agreement, the awarding agency 
must be contacted immediately for clarification. 

1. Current State Employees (California Public Contract Code §10410): 

a) No officer or employee shall engage in any employment, activity or 
enterprise from which the officer or employee receives compensation or 
has a financial interest and which is sponsored or funded by any state 
agency, unless the employment, activity, or enterprise is required as a 
condition of regular state employment. 

b) No officer or employee shall contract on his or her own behalf as an 
independent contractor with any state agency to provide goods or 
services. 

2. Former State Employees (California Public Contract Code §10411): 

a) For the two-year period from the date he or she left state employment, no 
former state officer or employee may enter into a contract in which he or 
she engaged in any of the negotiations, transactions, planning, 
arrangements or any part of the decision-making process relevant to the 
contract while employed in any capacity by any state agency. 

b) For the twelve-month period from the date he or she left state 
employment, no former state officer or employee may enter into a contract 
with any state agency if he or she was employed by that state agency in a 
policy-making position in the same general subject area as the proposed 
contract within the twelve-month period prior to his or her leaving state 
service. 

3. If Contractor violates any provisions of above paragraphs, such action by 
Contractor shall render this Agreement void (California Public Contract Code 
§10420). 
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4. Members of boards and commissions are exempt from this section if they do 
not receive payment other than payment of each meeting of the board or 
commission, payment for preparatory time and payment for per diem 
(California Public Contract Code §10430 (e)). 

O. Staffing Requirements 

1. The Contractor shall provide skilled staff with the appropriate experience 
levels to work as Technical Lead. 

2. At a minimum, the Contractor must provide staff that meet the mandatory 
education and experience as listed below. Failure to meet these mandatory 
qualifications will result in the disqualification of the offer. The recommended 
classification resource level and mandatory qualifications are as follows: 

Technical Leads  

TYPE # MANDATORY EXPERIENCE 
QUALIFICATIONS 

PASS/FAIL 

M1 Technical Lead shall have a minimum of 
five (5) years’ Full Time Equivalent (FTE) 
experience, within the past ten (10) years, 
analyzing business processes, modeling, 
configuring, designing, developing, coding, 
testing, implementing and maintaining 
databases, data warehouses  

Pass/Fail 

M2 Technical Lead shall have a minimum of 
three (3) years’ FTE experience, within the 
past ten (10) years, translating detailed 
technical concepts into language easily 
understood by non-technical team 
members as well as translating business 
focused ideas into practical technical 
specifications easily understood by 
technical team members. 

Pass/Fail 

M3 Technical Lead shall have a minimum of 
three (3) years’ FTE experience, within the 
past ten (10) years, coordinating, 
designing, writing, and executing technical 
specifications and analyzing architecture 
for database projects. 

Pass/Fail 

M4 Technical Lead shall have a minimum of 
three (3) years’ FTE experience, within the 
past ten (10) years, working on a large-
scale system implementation project. 
Large-scale is defined as a project with at 
least one thousand (1,000) system end 

Pass/Fail 
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TYPE # MANDATORY EXPERIENCE 
QUALIFICATIONS 

PASS/FAIL 

users and total implementation costs of at 
least five (5) million dollars. 

M5 Technical Lead shall have a minimum of 
three (3) years’ FTE experience, within the 
past ten (10) years, working on business 
intelligence systems and tools and ETL 
skills. 

Pass/Fail 

M6 Technical Lead shall have a minimum of 
two (2) years’ FTE experience, within the 
past ten (10) years, translating information 
security concepts into language easily 
understood by non-technical team 
members as well as translating business 
focused ideas into practical information 
security specifications easily understood 
by technical team members. 

Pass/Fail 

M7 Bachelor’s Degree in an IT-related or 
Engineering field. Additional qualifying 
experience may be substituted for the 
required education on a year-for-year 
basis. 

Pass/Fail 

 

TYPE # DESIRABLE EXPERIENCE 
QUALIFICATIONS 

(The total points will be evenly split 
between each technical lead.) 

Points 
Scoring 

D1 Technical Lead shall have a minimum of 
three (3) years’ FTE experience, within the 
past ten (10) years, working on an IT 
system implementation project for a State 
of California agency/department. 

20 

D2 Technical Lead shall have experience on 
at least one (1) project, within the past ten 
(10) years, serving in a lead role during 
the first three (3) months following 
deployment (or Go Live) of an IT solution 
into operations. 

20 
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TYPE # DESIRABLE EXPERIENCE 
QUALIFICATIONS 

(The total points will be evenly split 
between each technical lead.) 

Points 
Scoring 

D3 Technical Lead shall have experience 
completing one (1) successful 
implementation (from development to 
production) and/or integration by using 
Application Program Interface (API) 
technology. 

20 

D4 Technical Lead shall have a minimum of 
three (3) years’ FTE experience, within the 
past ten (10) years, working on an IT 
system implementation project with 
HIPAA, PHI, PII, and/or the California 
Information Practices Act (Civil Code 
section 1798, et seq.) requirements. 

20 

D5 Experience and understanding of 
Medicaid personal care services and 
home health care services domain that 
require an in-home visit by a provider and 
the associated business processes. 

10 

D6 Two (2) years of hands-on experience on 
SAP Business Objects (BOBJ) and ETL 
tools like Informatica and/or DataStage.  

20 
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Exhibit A, Attachment 1 

Statement of Work (Placeholder) 

This page intentionally left blank and is for bidder’s Statement of Work 
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Exhibit B 

Payment Provisions 

A. Reimbursement Conditions  

1. For services satisfactorily rendered, and upon receipt and approval of the 
invoices, DHCS agrees to compensate the Contractor for actual expenditures 
incurred in accordance with the rates and/or allowable costs specified in the 
attached Cost Worksheet(s) not to exceed the maximum amount payable. 

2. Invoices shall include the Agreement Number and shall be submitted not 
more frequently than monthly in arrears to both the physical address and 
email address indicated below: 

Department of Health Care Services 
Attn: ETS Admin Invoice Coordinator 
1500 Capitol Avenue, MS 6304 
Sacramento, CA 95814 

ETSInvoiceCoordinator@dhcs.ca.gov 

DHCS, at its sole discretion, may designate an alternate invoice submission 
address. A change in the invoice address shall be accomplished via a written 
notice to the Contractor by DHCS and shall not require an amendment to this 
Agreement. 

3. Invoices shall: 

a) Be prepared on Contractor letterhead. If invoices are not on produced 
letterhead, invoices must be signed by an authorized official, employee or 
agent certifying that the expenditures claimed represent actual expenses 
for the service performed under this Agreement. 

b) Bear the Contractor’s name as shown on the Agreement. 

c) Identify the billing and/or performance period covered by the invoice. 

d) Itemize costs for the billing period in the same or greater level of detail as 
indicated in this Agreement. Subject to the terms of this Agreement, 
reimbursement may only be sought for those costs and/or cost categories 
expressly identified as allowable in this Agreement and approved by 
DHCS. 

e) If applicable, report expenses attributed to DVBE subcontractors or DVBE 
suppliers at any tier. 

  

mailto:EITSInvoiceCoordinator@dhcs.ca.gov
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4. Rates Payable 

The Contractor will be reimbursed according to the rate schedule and terms 
herein and in accordance with the applicable payment terms appearing in the 
Master Agreement between the Contractor and the Department of General 
Services (DGS). 

B. Budget Contingency Clause 

1. A. Funding for each State fiscal year is subject to an annual appropriation by 
the State Legislature or Congress. It is mutually agreed by all parties to this 
Agreement that if the Budget Act of the current year and/or any subsequent 
years covered under this Agreement does not appropriate sufficient funds for 
the program, this Agreement shall be of no further force and effect. In this 
event, DHCS shall have no liability to pay any funds whatsoever to Contractor 
or to furnish any other considerations under this Agreement and Contractor 
shall not be obligated to perform any provisions of this Agreement. 

2. If funding for any fiscal year is reduced or deleted by the Budget Act for 
purposes of this program, DHCS shall have the option to either cancel this 
Agreement with no liability occurring to DHCS, or offer an agreement 
amendment to Contractor to reflect the reduced amount. 

C. Prompt Payment Clause 

Payment will be made in accordance with, and within the time specified in, 
Government Code Chapter 4.5, commencing with Section 927. 

D. Progress Payment Withholds 

This is a required provision per State Contracting Manual, Volume I, Section 7.33 
and California Public Contract Code 10346. Payment withholds are not released 
annually.  

1. Progress payments may not be made more frequently than monthly in arrears 
for work performed and costs incurred in the performance of the Agreement. 
In the aggregate, progress payments may not exceed ninety percent (90%) of 
the total Agreement amount, regardless of Agreement length. 

2. Ten percent (10%) may be withheld by DHCS from each invoice submitted for 
reimbursement, under the following conditions: 

a) For services and costs associated with contractor and/or subcontractor 
performance that is considered to be of an ongoing nature or performed 
continuously throughout the term of the Agreement. 

b) For individual services associated with a specific Agreement deliverable 
that has not yet been received or completed in its entirety. 

c) For individual and/or distinct tasks, work plans, or project activities that 
have not yet been completed in their entirety. 
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3. Release of Amounts Withheld 

As individual and/or distinct tasks, services, work plans, or project activities 
are completed in their entirety by either the Contractor or Subcontractor and 
any scheduled/required deliverables or reports are delivered to DHCS; then 
any funds so withheld may be released to the Contractor upon acceptance 
and/or acknowledgement that all such items have been completed to the full 
satisfaction of DHCS. 

4. Payment Requests Excluded from the Ten Percent (10%) Withhold 

Ten percent (10%) payment withholds shall not be applied to reimbursements 
or periodic payment requests for direct costs associated with equipment 
purchases, media buys, operating expense items, and other procurements 
not directly associated with the Contractor's personal performance. 

E. Expense Allowability / Fiscal Documentation 

1. Invoices, received from a Contractor and accepted and/or submitted for 
payment by DHCS, shall not be deemed evidence of allowable Agreement 
costs. 

2. Contractor shall maintain for review and audit and supply to DHCS upon 
request, adequate documentation of all expenses claimed pursuant to this 
Agreement to permit a determination of expense allowability. 

3. If the allowability or appropriateness of an expense cannot be determined by 
DHCS because invoice detail, fiscal records, or backup documentation is 
nonexistent or inadequate according to generally accepted accounting 
principles or practices, all questionable costs may be disallowed and payment 
may be withheld by DHCS. Upon receipt of adequate documentation 
supporting a disallowed or questionable expense, reimbursement may 
resume for the amount substantiated and deemed allowable. 

4. Costs and/or expenses deemed unallowable are subject to recovery by 
DHCS. 

F. Prohibited Use of State Funds for Software 

By signing this Agreement, the Contractor certifies that it has appropriate 
systems and controls in place to ensure that State funds will not be used in the 
performance of this Agreement for the acquisition, operation, or maintenance of 
computer software in violation of copyright laws. 
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G. Timely Submission of Final Invoice 

1. A final undisputed invoice shall be submitted for payment no more than ninety 
(90) calendar days following the expiration or termination date of this 
Agreement, unless a later or alternate deadline is agreed to in writing by the 
Contract Manager. Said invoice should be clearly marked “Final Invoice”, thus 
indicating that all payment obligations of DHCS under this Agreement have 
ceased and that no further payments are due or outstanding. 

2. DHCS may, at its discretion, choose not to honor any delinquent final invoice 
if the Contractor fails to obtain prior written DHCS approval of an alternate 
final invoice submission deadline. Written DHCS approval shall be sought 
from the Program Contract Manager prior to the expiration or termination date 
of this Agreement. 

The Contractor is hereby advised of its obligation to submit, with the final invoice, 
a “Contractor’s Release (Exhibit G)” acknowledging submission of the final 
invoice to DHCS and certifying the approximate percentage amount, if any, of 
recycled products used in performance of this Agreement. 
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Exhibit B, Attachment 1 

Cost Worksheet (Placeholder) 

This page intentionally left blank and is for bidder’s Cost Worksheet. 
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GSPD 401IT DGS Procurements (DHCS Revised and Effective 1.31.22) 
 

Exhibit C 

General Provisions – Information Technology 
 

 

1. DEFINITIONS: Unless otherwise specified in the Statement of n) "Designated CPU(s)" means for each product, if applicable, 
Work, the following terms shall be given the meaning shown, 
unless context requires otherwise. 

a) "Acceptance Tests" means those tests performed during 

the Performance Period which are intended to determine 
compliance of Equipment and Software with the 
specifications and all other Attachments incorporated herein by 

reference and to determine the reliability of the Equipment. 

b) "Application Program" means a computer program which 
is intended to be executed for the purpose of performing useful 
work for the user of the information being processed. 

Application programs are developed or otherwise acquired 
by the user of the Hardware/Software system, but they may be 
supplied by the Contractor. 

c) "Attachment" means a mechanical, electrical, or electronic 

interconnection to the Contractor-supplied Machine or 
System of E q u i p m e n t , m a n u f a c t u r e d b y o t h e r t h a n 
t h e original Equipment manufacturer that is not 

connected by the Contractor. 

d) “Business entity” means any individual, business, 
partnership, joint venture, corporation, S-corporation, limited 
liability company, sole proprietorship, joint stock company, 
consortium, or other private legal entity recognized by 

statute. 

e) “Buyer” means the State’s authorized contracting official. 

f) “Commercial Hardware” means Hardware developed or 
regularly used that: (i) has been sold, leased, or licensed to the 

general public; (ii) has been offered for sale, lease, or 
license to the general public; (iii) has not been offered, sold, 
leased, or licensed to the public but will be available for 

commercial sale, lease, or license in time to satisfy the delivery 
requirements of this Contract; or (iv) satisfies a criterion 
expressed in (i), (ii), or (iii) above and would require only 
minor modifications to meet the requirements of this Contract. 

g)  “Commercial Software” means Software developed or 
regularly used that: (i) has been sold, leased, or licensed to the 

general public; (ii) has been offered for sale, lease, or 
license to the general public; (iii) has not been offered, sold, 
leased, or licensed to the public but will be available for 

commercial sale, lease, or license in time to satisfy the delivery 
requirements of this Contract; or (iv) satisfies a criterion 
expressed in (i), (ii), or (iii) above and would require only 

minor modifications to meet the requirements of this Contract. 

h) “Contract” means this Contract or agreement (including any 
purchase order), by whatever name known or in whatever 
format used. 

i) “Custom Software” means Software that does not meet the 
definition of Commercial Software. 

j) “Contractor” means the Business Entity with whom the State 

enters into this Contract. Contractor shall be 
synonymous with “supplier”, “vendor” or other similar term. 

k) "Data Processing Subsystem" means a complement of 

Contractor-furnished individual Machines, including the 
necessary controlling elements (or the functional equivalent), 
Operating Software and Software, if any, which are acquired to 

operate as an integrated group, and which are interconnected 
entirely by Contractor-supplied power and/or signal cables; 
e.g., direct access controller and drives, a cluster of 

terminals with their controller, etc. 

l) "Data Processing System (System)" means the total 
complement of Contractor-furnished Machines, including one 

or more central processors (or instruction processors), 
Operating Software which are acquired to operate as an 
integrated group. 

m) “Deliverables” means Goods, Software, Information 

Technology, telecommunications technology, Hardware, and 
other items (e.g. reports) to be delivered pursuant to this 
Contract, including any such items furnished incident to the 

provision of services. 
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the central processing unit of the computers or the server unit, 
including any associated peripheral units. If no specific “Designated 
CPU(s)” are specified on the Contract, the term shall mean any and 
all CPUs located at the site specified therein. 

o)  "Documentation" means manuals and other printed 
materials necessary or useful to the State in its use or 
maintenance of the Equipment or Software provided 

hereunder. Manuals and other printed materials customized 
for the State hereunder constitute Work Product if such 
materials are required by the Statement of Work. 

p) "Equipment “is an all-inclusive term which refers either to 
individual Machines or to a complete Data Processing 
System or Subsystem, including its Hardware and Operating 
Software (if any). 

q)  "Equipment Failure" is a malfunction in the Equipment, 
excluding all external factors, which prevents the 
accomplishment of the Equipment’s intended function(s). 
If microcode or Operating Software residing in the 

Equipment is necessary for the proper operation of the 
Equipment, a failure of such microcode or Operating 
Software which prevents the accomplishment of the 

Equipment’s intended functions shall be deemed to be an 
Equipment Failure. 

r) "Facility Readiness Date" means the date specified in the 
Statement of Work by which the State must have the 

site prepared and available for Equipment delivery and 
installation. 

s) “Goods” means all types of tangible personal property, 

including but not limited to materials, supplies, and 

Equipment (including computer and telecommunications 
Equipment). 

t)  "Hardware" usually refers to computer Equipment and is 

contrasted with Software. See also Equipment. 

u) "Installation Date" means the date specified in the 

Statement of Work by which the Contractor must have the 
ordered Equipment ready (certified) for use by the State. 

v) "Information Technology" includes, but is not limited to, 

all electronic technology systems and services, automated 
information handling, System design and analysis, 
conversion of data, computer programming, information 

storage and retrieval, telecommunications which include 
voice, video, and data communications, requisite System 
controls, simulation, electronic commerce, and all related 

interactions between people and Machines. 

w)  "Machine" means an individual unit of a Data Processing 
System or Subsystem, separately identified by a type and/or 
model number, comprised of but not limited to mechanical, 

electro-mechanical, and electronic parts, microcode, 
and special features installed thereon and including any 
necessary Software, e.g., central processing unit, memory 

module, tape unit, card reader, etc. 

x)  "Machine Alteration" means any change to a Contractor- 
supplied Machine which is not made by the Contractor, 
and which results in the Machine deviating from its physical, 

mechanical, electrical, or electronic (including microcode) 
design, whether or not additional devices or parts are 
employed in making such change. 

y) "Maintenance Diagnostic Routines" means the diagnostic 
programs customarily used by the Contractor to test 

Equipment for proper functioning and reliability. 

z)  “Manufacturing Materials” means parts, tools, dies, jigs, 
fixtures, plans, drawings, and information produced or 

acquired, or rights acquired, specifically to fulfill obligations 
set forth herein. 

aa) "Mean Time Between Failure (MTBF)" means the average 

expected or observed time between consecutive failures in a 

System or component. 

bb) "Mean Time to Repair (MTTR)" means the average expected or 

observed time required to repair a System or component and return 
it to normal operation. 
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cc) "Operating Software" means those routines, whether or not Section 12100), and 3.6 (commencing with Section 12125) 
identified as Program Products, that reside in the Equipment and are 
required for the Equipment to perform its intended function(s), 
and which interface the operator, other Contractor-supplied 
programs, and user programs to the Equipment. 

dd) "Operational Use Time" means for performance measurement 
purposes, that time during which Equipment is in actual operation 
by the State. For maintenance Operational Use Time purposes, that 
time during which Equipment is in actual operation and is not 

synonymous with power on time. 

ee) "Period of Maintenance Coverage" means the period of time, as 
selected by the State, during which maintenance services are 
provided by the Contractor for a fixed monthly charge, as opposed to 

an hourly charge for services rendered. The Period of Maintenance 
Coverage consists of the Principal Period of Maintenance and any 
additional hours of coverage per day, and/or increased coverage for 

weekends and holidays. 
ff) "Preventive Maintenance" means that maintenance, 
performed on a scheduled basis by the Contractor, which is 

designed to keep the Equipment in proper operating condition. 
gg) "Principal Period of Maintenance" means any nine 
consecutive hours per day (usually between the hours of 7:00 

a.m. and 6:00 p.m.) as selected by the State, including an 
official meal period not to exceed one hour, Monday through 
Friday, excluding holidays observed at the installation. 

hh) "Programming Aids" means Contractor-supplied programs and 
routines executable on the Contractor’s Equipment which 
assists a programmer in the development of applications

 including language processors,
 sorts, communications modules, data 
base management systems, and utility routines, (tape-to-disk 

routines, disk-to-print routines, etc.). 
ii) "Program Product" means programs,
 routines, subroutines, and related items which are 
proprietary to the Contractor and which are licensed to the State 
for its use, usually on the basis of separately stated charges and 
appropriate contractual provisions. 
jj) "Remedial Maintenance" means that maintenance 

performed by the Contractor which results from Equipment 
(including Operating Software) failure, and which is 
performed as required, i.e., on an unscheduled basis. 

kk) "Software" means an all-inclusive term which refers to any 
computer programs, routines, or subroutines supplied by the 
Contractor, including Operating Software, Programming Aids, 

Application Programs, and Program Products. 
ll) "Software Failure"means a malfunction in the 
Contractor- supplied Software, other than 
 Operating Software, which prevents the accomplishment 

of work, even though the Equipment (including its Operating 
Software) may still be capable of operating properly.  For 
Operating Software failure, see definition of Equipment Failure. 

mm) “State” means the government of the State of California, its 
employees and authorized representatives, including without 
limitation any department, agency, or other unit of the government 

of the State of California. 
nn) "System" means the complete collection of Hardware, Software 
and services as described in this Contract, integrated and functioning 

together, and performing in accordance with this Contract. 
oo) “U.S. Intellectual Property Rights” means intellectual property 
rights enforceable in the United States of America, including 

without limitation rights in trade secrets, copyrights, and U.S. patents. 
 

2. CONTRACT FORMATION: 

a) If this Contract results from a sealed bid offered in response to 
a solicitation conducted pursuant to Chapters 2 (commencing 
with Section 10290), 3 (commencing with 

of Part 2 of Division 2 of the Public Contract Code 
(PCC), then Contractor's bid is a firm offer to the State 
which is accepted by the issuance of this Contract and 

no further action is required by either party. 
b) If this Contract results from a solicitation other than 

described in paragraph a), above, the Contractor's quotation 

or proposal is deemed a firm offer and this Contract 
document is the State's acceptance of that offer. 

c) If this Contract resulted from a joint bid, it shall be deemed 

one indivisible Contract. Each such joint Contractor will 
be jointly and severally liable for the performance of 
the entire Contract. The State assumes no responsibility or 

obligation for the division of orders or purchases among 
joint Contractors. 

3.  COMPLETE INTEGRATION: This Contract, including any 

documents incorporated herein by express reference, is intended to 
be a complete integration and there are no prior or contemporaneous 
different or additional agreements pertaining to the subject matter of 

the Contract. 

4. SEVERABILITY: The Contractor and the State agree that if any 
provision of this Contract is found to be illegal or unenforceable, such 
term or provision shall be deemed stricken and the remainder 
of the Contract shall remain in full force and effect. Either party 

having knowledge of such term or provision shall promptly inform 
the other of the presumed non-applicability of such provision. 

5. INDEPENDENT CONTRACTOR: Contractor and the agents and 

employees of the Contractor, in the performance of this Contract, 
shall act in an independent capacity and not as officers or employees 
or agents of the State. 

6. APPLICABLE LAW: This Contract shall be governed by and shall 
be interpreted in accordance with the laws of the State of California; 
venue of any action brought with regard to this Contract shall be 
in Sacramento County, Sacramento, California. The United Nations 

Convention on Contracts for the International Sale of Goods shall 
not apply to this Contract. 

7. COMPLIANCE WITH STATUTES AND REGULATIONS: 

a) The State and the Contractor warrants and certifies that in 
the performance of this Contract, it will comply with all 

applicable statutes, rules, regulations and orders of the United 
States and the State of California. The Contractor agrees to 
indemnify the State against any loss, cost, damage or liability 

by reason of the Contractor’s violation of this provision. 
b) The State will notify the Contractor of any such claim in writing 

and tender the defense thereof within a reasonable time; and 

c) The Contractor will have sole control of the defense of any 
action on such claim and all negotiations for its settlement or 

compromise; provided that (i) when substantial principles of 
government or public law are involved, when litigation might 
create precedent affecting future State operations or liability, or 

when involvement of the State is otherwise mandated by law, 
the State may participate in such action at its own expense with 
respect to attorneys’ fees and costs (but not liability); (ii) where 
a settlement would impose liability on the State, affect 

principles of California government or public law, or impact 
the authority of the State, the Department of General Services 
will have the right to approve or disapprove  any  

settlement  or  compromise, which approval will not 
unreasonably be withheld or delayed; and (iii) the State will 
reasonably cooperate in the defense and in any related 

settlement negotiations. 
d) If this Contract is in excess of $554,000, it is subject to the 

requirements of the World Trade Organization (WTO) 
Government Procurement Agreement (GPA). 

e) To the extent that this Contract falls within the scope of 
Government Code Section 11135, the Contractor hereby 
agrees to respond to and resolve any complaint brought to 
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its attention, regarding accessibility of its products or b) All shipments by the Contractor or its subcontractors 
must 
services. 
 

8.  CONTRACTOR’S POWER AND AUTHORITY: The Contractor 

warrants that it has full power and authority to grant the rights herein 
granted and will hold the State harmless from and against any loss, 
cost, liability, and expense (including reasonable attorney fees) 

arising out of any breach of this warranty. Further, the Contractor 
avers that it will not enter into any arrangement with any third party 
which might abridge any rights of the State under this Contract. 

a) The State will notify the Contractor of any such claim in writing 
and tender the defense thereof within a reasonable time; and 

b) The Contractor will have sole control of the defense of any 

action on such claim and all negotiations for its settlement or 
compromise; provided that (i) when substantial principles of 
government or public law are involved, when litigation might 

create precedent affecting future State operations or liability, or 
when involvement of the State is otherwise mandated by law, 
the State may participate in such action at its own 

expense with respect to attorneys’ fees and costs (but not 
liability); (ii) where a settlement would impose liability on 
the State, affect principles of California government or public 

law, or impact the authority of the State, the Department of 
General Services will have the right to approve or disapprove 
any settlement or compromise, which approval will not 

unreasonably be withheld or delayed; and (iii) the State will 
reasonably cooperate in the defense and in any related 
settlement negotiations. 

 
9.  ASSIGNMENT: This Contract shall not be assignable by the 

Contractor in whole or in part without the written consent of the State. 
The State’s consent shall not be unreasonably withheld or delayed. 
For the purpose of this paragraph, the State will not unreasonably 

prohibit the Contractor from freely assigning its right to payment, 
provided that the Contractor remains responsible for its obligations 
hereunder. 

 
10. WAIVER OF RIGHTS: Any action or inaction by the State or the 

failure of the State on any occasion, to enforce any right or provision 

of the Contract, shall not be construed to be a waiver by the State of 
its rights hereunder and shall not prevent the State from enforcing 
such provision or right on any future occasion. The rights and 

remedies of the State herein are cumulative and are in addition to 
any other rights or remedies that the State may have at law or in 
equity. 

11.  ORDER OF PRECEDENCE: In the event of any inconsistency 
between the articles, attachments, specifications or provisions which 

constitute this Contract, the following order of precedence shall 
apply: 

a) These General Provisions – Information Technology (In the 
instances provided herein where the paragraph begins: “Unless 

otherwise specified in the Statement of Work” provisions 
specified in the Statement of Work replacing these paragraphs 
shall take precedence over the paragraph referenced in these 
General Provisions); 

b) Contract form, i.e., Purchase Order STD 65, Standard 

Agreement STD 213, etc., and any amendments thereto; 
c) Other Special Provisions; 

d) Statement of Work, including any specifications incorporated 
by reference herein; 

e) Cost worksheets; and 
f) All  other  attachments  incorporated  in  the  Contract by 

reference. 

12. PACKING AND SHIPMENT: 

a) All Goods are to be packed in suitable containers for protection 
in shipment and storage, and in accordance with applicable 
specifications. Each container of a multiple 
container shipment shall be identified to: 

i) show the number of the container and the total number 
of containers in the shipment; and 

ii) the number of the container in which the packing sheet 
has been enclosed.          
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include packing sheets identifying: the State’s Contract number; 
item number; quantity and unit of measure; part number and 
description of the Goods shipped; and appropriate evidence 
of inspection, if required. Goods for different Contracts shall be 
listed on separate packing sheets. 

c) Shipments must be made as specified in this Contract, as it may 
be amended, or otherwise directed in writing by the State’s 
Transportation Management Unit within the Department of General 
Services, Procurement Division. 

13. TRANSPORTATION COSTS AND OTHER FEES OR 
EXPENSES: No charge for delivery, drayage, express, parcel post, 
packing, cartage, insurance, license fees, permits, cost of bonds, or 
for any other purpose will be paid by the State unless expressly 

included and itemized in the Contract. 

a) The Contractor must strictly follow Contract requirements 
regarding Free on Board (F.O.B.), freight terms and routing 

instructions. The State may permit use of an alternate 
carrier at no additional cost to the State with advance written 
authorization of the Buyer. 

b) If “prepay and add” is selected, supporting freight bills are 
required when over $50, unless an exact freight charge is 
approved by the Transportation Management Unit within the 
Department of General Services Procurement Division and a 
waiver is granted. 

c) On "F.O.B. Shipping Point" transactions, should any 
shipments under the Contract be received by the State in a 
damaged condition and any related freight loss and damage 

claims filed against the carrier or carriers be wholly or 
partially declined by the carrier or carriers with the inference 
that damage was the result of the act of the shipper such as 

inadequate packaging or loading or some inherent defect in 
the Equipment and/or material, the Contractor, on request of 
the State, shall at Contractor's own expense assist the State in 

establishing carrier liability by supplying evidence that the 
Equipment and/or material was properly constructed, 
manufactured, packaged, and secured to withstand normal 

transportation conditions. 

14.  DELIVERY: The Contractor shall strictly adhere to the delivery and 
completion schedules specified in this Contract. Time, if stated as a 
number of days, shall mean calendar days unless otherwise 

specified. The quantities specified herein are the only quantities 
required. If the Contractor delivers in excess of the quantities 
specified herein, the State shall not be required to make any 

payment for the excess Deliverables, and may return them to 
Contractor at the Contractor’s expense or utilize any other rights 
available to the State at law or in equity. 

15. SUBSTITUTIONS: Substitution of Deliverables may not be tendered 
without advance written consent of the Buyer. The Contractor shall 
not use any specification in lieu of those contained in the Contract 

without written consent of the Buyer. 

16. INSPECTION, ACCEPTANCE AND REJECTION: Unless 

otherwise specified in the Statement of Work: 

a) When acquiring Commercial Hardware or Commercial 
Software, the State shall rely on Contractor’s existing quality 

assurance system as a substitute for State inspection and 
testing. For all other acquisitions, Contractor and its 
subcontractors will provide and maintain a quality assurance 

system acceptable to the State covering Deliverables and 
services under this Contract and will tender to the State only 
those Deliverables that have been inspected and found to 

conform to this Contract’s requirements. The Contractor will 
keep records evidencing inspections and their result, and will 
make these records available to the State during Contract 

performance and for three years after final payment. The 
Contractor shall permit the State to review procedures, 
practices, processes, and related documents to determine 

the acceptability of the Contractor’s quality assurance System 
or other similar business practices related to performance of 
the Contract. 



Department of Health Care Services RFO #: 4260-0000023398 

ISO Additional Enterprise Certification Support Services Exhibit C 

 

 

 

b) All Deliverables may be subject to inspection and test by the 
State or its authorized representatives. 

c)  The Contractor and its subcontractors shall provide all 
reasonable facilities for the safety and convenience of 
inspectors at no additional cost to the State. The Contractor 
shall furnish to inspectors all information and data as may be 
reasonably required to perform their inspection. 

d) Subject to subsection 16 (a) above, all Deliverables may be 
subject to final inspection, test and acceptance by the State 
at destination, notwithstanding any payment or inspection at 

source.. 
e)  The State shall give written notice of rejection of 

Deliverables delivered or services performed hereunder 

within a reasonable time after receipt of such Deliverables or 
performance of such services. Such notice of rejection will 
state the respects in which the Deliverables do not substantially 

conform to their specifications. If the State does not provide 
such notice of rejection within fifteen (15) days of delivery for 
purchases of Commercial Hardware or Commercial Software 

or thirty (30) days of delivery for all other purchases, such 
Deliverables and services will be deemed to have been 
accepted. Acceptance by the State will be final and 

irreversible, except as it relates to latent defects, fraud, and 
gross mistakes amounting to fraud. Acceptance shall not be 
construed to waive any warranty rights that the State might 

have at law or by express reservation in this Contract 
with respect to any nonconformity. 

f) Unless otherwise specified in the Statement of Work, title to 

Equipment shall remain with the Contractor and assigns, if any, until 
such time as successful acceptance testing has been achieved. Title 
to a special feature installed on a Machine and for which only a single 

installation charge was paid shall pass to the State at no additional 
charge, together with title to the Machine on which it was installed. 

17. SAMPLES: 

a) Samples of items may be required by the State for 
inspection and specification testing and must be furnished free 
of expense to the State. The samples furnished must be 
identical in all respects to the products bid and/or specified 

in the Contract. 
b) Samples, if not destroyed by tests, may, upon request made at 

the time the sample is furnished, be returned at the 
Contractor’s expense. 

18. WARRANTY: 

a) Unless otherwise specified in the Statement of Work, 
the warranties in this subsection a) begin upon delivery of 

the goods or services in question and end one (1) year 
thereafter. The Contractor warrants that (i) Deliverables and 
services furnished hereunder will substantially conform to 

the requirements of this Contract (including without limitation all 
descriptions, specifications, and drawings identified in the 
Statement of Work), and (ii) the Deliverables will be free 

from material defects in materials and workmanship. Where the 
parties have agreed to design specifications (such as a 
Detailed Design Document) and incorporated the same or 

equivalent in the Statement of Work directly or by reference, the 
Contractor will warrant that it’s Deliverables provide all material 
functionality required thereby. In addition to the other 

warranties set forth herein, where the Contract calls for delivery 
of Commercial Software, the Contractor warrants that such 
Software will perform in accordance with its license and 

accompanying Documentation. The State’s approval of 
designs or specifications furnished by Contractor shall not 
relieve the Contractor of its obligations under this warranty. 

b) The Contractor warrants that Deliverables furnished hereunder 
(i) will be free, at the time of delivery, of harmful code 

(i.e. computer viruses, worms, trap doors, time bombs, disabling 
code, or any similar malicious mechanism designed to interfere 
with the intended operation of, or cause damage to, computers, data, 
or Software); and (ii) will not infringe or violate any U.S. Intellectual 
Property Right. 

Without limiting the generality of the foregoing, if the 
State believes that harmful code may be present in any 

Commercial Software delivered hereunder, the 
Contractor will, upon the State’s request, provide a new 
or clean install of the Software. 

c) Unless otherwise specified in the Statement of Work: 

(i)  The Contractor does not warrant that any Software 

provided hereunder is error-free or that it will run 
without immaterial interruption. 

(ii)  The Contractor does not warrant and will have no 
responsibility for a claim to the extent that it arises 
directly from (A) a modification made by the State, 
unless such modification is approved or directed by the 
Contractor, (B) use of Software in combination with or 
on products other than as specified by the Contractor, 
or (C) misuse by the State. 

(iii)  Where the Contractor resells Commercial Hardware or 

Commercial Software it purchased from a third party, 
Contractor, to the extent it is legally able to do so, will pass 
through any such third party warranties to the State 

and will reasonably cooperate in enforcing them. Such 
warranty pass-through will not relieve the Contractor from 
Contractor’s warranty obligations set forth above. 

d) All warranties, including special warranties specified 
elsewhere herein, shall inure to the State, its successors, 
assigns, customer agencies, and governmental users of the 

Deliverables or services. 
e) Except as may be specifically provided in the Statement of 

Work or elsewhere in this Contract, for any breach of the 
warranties provided in this Section, the State’s exclusive 
remedy and the Contractor’s sole obligation will be limited to: 
(i)  re-performance, repair, or replacement of the 

nonconforming Deliverable (including without limitation 
an infringing Deliverable) or service; or 

(ii)  should the State in its sole discretion consent, refund of 

all amounts paid by the State for the nonconforming 
Deliverable or service and payment to the State of any 
additional amounts necessary to equal the State’s Cost to 

Cover. “Cost to Cover” means the cost, properly 
mitigated, of procuring Deliverables or services of 
equivalent capability, function, and performance. The 

payment obligation in subsection (e)(ii) above will not 
exceed the limits on the Contractor’s liability set forth in 
the Section entitled “Limitation of Liability.” 

f) EXCEPT FOR THE EXPRESS WARRANTIES SPECIFIED 
IN THIS SECTION, THE CONTRACTOR MAKES NO 
WARRANTIES  EITHER  EXPRESS OR IMPLIED, 

INCLUDING WITHOUT LIMITATION  ANY  IMPLIED 
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR 
A PARTICULAR PURPOSE. 

19.  SAFETY AND ACCIDENT PREVENTION: In performing work 
under this Contract on State premises, the Contractor shall conform 
to any specific safety requirements contained in the Contract or as 
required by law or regulation. The Contractor shall take any 

additional precautions as the State may reasonably require for 
safety and accident prevention purposes. Any violation of such 
rules and requirements, unless promptly corrected, shall be grounds 

for termination of this Contract in accordance with the default 
provisions hereof. 

20. INSURANCE: The Contractor shall maintain all commercial general 
liability insurance, workers’ compensation insurance and any other 

insurance required under the Contract. The Contractor shall 
furnish insurance certificate(s) evidencing required insurance 
coverage acceptable to the State, including endorsements showing 

the State as an “additional insured” if required under the Contract. 
Any required endorsements requested by the State must be 
separately provided; merely referring to such coverage on the 

certificates(s) is insufficient for this purpose. When performing work 
on state owned or controlled property, Contractor shall provide a 
waiver of subrogation in favor of the State for its workers’ 

compensation policy. 
21. TERMINATION FOR NON-APPROPRIATION OF FUNDS: 
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a) If the term of this Contract extends into fiscal years subsequent 
to that in which it is approved, such continuation of the Contract 

is contingent on the appropriation of funds for such purpose by 
the Legislature. If funds to effect such continued payment are 
not appropriated, the Contractor agrees to take back any 

affected Deliverables furnished under this Contract, terminate 
any services supplied to the State under this Contract, and 
relieve the State of any further obligation therefor. 

b) The State agrees that if it appears likely that subsection a) 
above will be invoked, the State and Contractor shall agree to 
take all reasonable steps to prioritize work and 
Deliverables and minimize the incurrence of costs prior to 
the expiration of funding for this Contract. 

c) THE STATE AGREES THAT IF PARAGRAPH a) ABOVE IS 
INVOKED, COMMERCIAL HARDWARE AND SOFTWARE 
THAT HAS NOT BEEN PAID FOR SHALL BE RETURNED TO 

THE CONTRACTOR IN SUBSTANTIALLY THE SAME 
CONDITION IN W HICH DELIVERED TO THE STATE, 
SUBJECT  TO  NORMAL  WEAR  AND  TEAR. THE 

STATE FURTHER AGREES TO PAY FOR PACKING, 
CRATING, TRANSPORTATION TO THE CONTRACTOR’S 
NEAREST FACILITY AND FOR REIMBURSEMENT TO 

THE CONTRACTOR FOR EXPENSES INCURRED FOR 
THEIR ASSISTANCE IN SUCH PACKING AND CRATING. 

22. TERMINATION FOR THE CONVENIENCE OF THE STATE: 

a)  The State may terminate performance of work under this 
Contract for its convenience in whole or, from time to time, in 
part, if the Department of General Services, Deputy Director 

Procurement Division, or designee, determines that a 
termination is in the State’s interest. The Department of 
General Services, Deputy Director, Procurement Division, or 

designee, shall terminate by delivering to the Contractor a 
Notice of Termination specifying the extent of termination 
and the effective date thereof. 

b) After receipt of a Notice of Termination, and except as directed 
by the State, the Contractor shall immediately proceed with the 
following obligations, as applicable, regardless of any delay in 
determining or adjusting any amounts due under this clause. 
The Contractor shall: 

(i) Stop work as specified in the Notice of Termination. 
(ii)  Place no further subcontracts for materials, services, 

or facilities, except as necessary to complete the 

continuing portion of the Contract. 

(iii)  Terminate all subcontracts to the extent they relate to 
the work terminated. 

(iv) Settle all outstanding liabilities and termination 
settlement proposals arising from the termination of 

subcontracts; 
c) After termination, the Contractor shall submit a final 

termination settlement proposal to the State in the form and 

with the information prescribed by the State. The Contractor 
shall submit the proposal promptly, but no later than 90 days 
after the effective date of termination, unless a different time is 

provided in the Statement of Work or in the Notice of 
Termination. 

d) The Contractor and the State may agree upon the whole or any 
part of the amount to be paid as requested under subsection 
(c) above. 

e) Unless otherwise set forth in the Statement of Work, if the 
Contractor and the State fail to agree on the amount to be 

paid because of the termination for convenience, the State 
will pay the Contractor the following amounts; provided that 
in no event will total payments exceed the amount payable 

to the Contractor if the Contract had been fully performed: 
(i) The Contract price for Deliverables or services 

accepted or retained by the State and not previously paid 
for, adjusted for any savings on freight and other charges; 
and 

(ii) The total of: 

A)  The reasonable costs incurred in the performance 
of the work terminated, including initial costs and 
preparatory  expenses  allocable  thereto, 
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but excluding any cost attributable to 
Deliverables or services paid or to be paid; 

B)  The reasonable cost of settling and paying 
termination settlement proposals under terminated 
subcontracts that are properly chargeable to the 
terminated portion of the Contract; and 

C) Reasonable storage, transportation, 
demobilization, unamortized overhead and capital 
costs, and other costs reasonably incurred by the 
Contractor in winding down and terminating its 

work. 
f) The Contractor will use generally accepted accounting 

principles, or accounting principles otherwise agreed to in 
writing by the parties, and sound business practices in 
determining all costs claimed, agreed to, or determined 
under this clause. 

23. TERMINATION FOR DEFAULT: 

a) The State may, subject to the clause titled “Force Majeure” and 
to sub-section d) below, by written notice of default to the 
Contractor, terminate this Contract in whole or in part if the 

Contractor fails to: 

i) Deliver the Deliverables or perform the services within the 
time specified in the Contract or any amendment thereto; 

ii) Make progress, so that the lack of progress endangers 
performance of this Contract; or 

iii) Perform any of the other provisions of this Contract. 
b) The State’s right to terminate this Contract under sub-section 

a) above, may be exercised only if the failure constitutes a material 
breach of this Contract and if the Contractor does not cure such 
failure within the time frame stated in the State’s cure notice, which 

in no event will be less than fifteen (15) days, unless the Statement 
of Work calls for a different period. 

c) If the State terminates this Contract in whole or in part 

pursuant to this Section, it may acquire, under terms and in 
the manner the Buyer considers appropriate, Deliverables or 
services similar to those terminated, and the Contractor will be 

liable to the State for any excess costs for those 
Deliverables and services, including without limitation costs 
third party vendors charge for Manufacturing Materials 

(but subject to the clause entitled “Limitation of Liability”). 
However, the Contractor shall continue the work 
not terminated. 

d) If the Contract is terminated for default, the State may 
require the Contractor to transfer title, or in the case of licensed 
Software, license, and deliver to the State, as directed 
by the Buyer, any: 
(i) completed Deliverables, 
(ii) partially completed Deliverables, and, 

(iii) subject to provisions of sub-section e) below, 
Manufacturing Materials related to the terminated 
portion of this Contract. Nothing in this sub-section d) will 

be construed to grant the State rights to Deliverables 
that it would not have received had this Contract been fully 
performed. Upon direction of the Buyer, the Contractor 

shall also protect and preserve property in its 
possession in which the State has an interest. 

e) The State shall pay Contract price for completed 

Deliverables delivered and accepted and items the State 
requires the Contractor to transfer under section (d) above. 
Unless the Statement of Work calls for different procedures 

or requires no-charge delivery of materials, the Contractor and 
Buyer shall attempt to agree on the amount of payment for 
Manufacturing Materials and other materials delivered and 

accepted by the State for the protection and preservation of 
the property; provided that where the Contractor has billed the 
State for any such materials, no additional charge will apply. 

Failure to agree will constitute a dispute under the Disputes 
clause. The State may withhold from these amounts any sum 
it determines to be necessary to protect the State against loss 

because of outstanding liens or claims of former lien holders. 



Department of Health Care Services RFO #: 4260-0000023398 
ISO Additional Enterprise Certification Support Services Exhibit C 

 

 

 

f) If, after termination, it is determined by a final decision that 
the Contractor was not in default, the rights and obligations of 
the parties shall be the same as if the termination had 
been issued for the convenience of the State. 

g) Both parties, State and Contractor, upon any termination for 
default, have a duty to mitigate the damages suffered by it. 

h) The rights and remedies of the State in this clause are in 
addition to any other rights and remedies provided by law or 
under this Contract, and are subject to the clause titled 
“Limitation of Liability.” 

24.  FORCE MAJEURE: Except for defaults of subcontractors at any 
tier, the Contractor shall not be liable for any excess costs if the 
failure to perform the Contract arises from causes beyond the control 
and without the fault or negligence of the Contractor. Examples of 

such causes include, but are not limited to: 
a) Acts of God or of the public enemy, and 

b) Acts of the federal or State government in either its 
sovereign or contractual capacity. 

If the failure to perform is caused by the default of a 
subcontractor at any tier, and if the cause of the default is 
beyond the control of both the Contractor and 
subcontractor, and without the fault or negligence of 
either, the Contractor shall not be liable for any excess 
costs for failure to perform. 

25. RIGHTS AND REMEDIES OF STATE FOR DEFAULT: 

a) In the event any Deliverables furnished or services provided by 
the Contractor in the performance of the Contract should fail to 
conform to the requirements herein, or to the sample submitted 

by the Contractor, the State may reject the same, and it shall 
become the duty of the Contractor to reclaim and remove the 
item promptly or to correct the performance of services, without 

expense to the State, and immediately replace all such rejected 
items with others conforming to the Contract. 

b) In addition to any other rights and remedies the State may 
have, the State may require the Contractor, at Contractor’s 
expense, to ship Deliverables via air freight or expedited routing 
to avoid or minimize actual or potential delay if the delay is the 

fault of the Contractor. 
c) In the event of the termination of the Contract, either in 

whole or in part, by reason of default or breach by the 

Contractor, any loss or damage sustained by the State in 
procuring any items which the Contractor agreed to supply 
shall be borne and paid for by the Contractor (but subject to 

the clause entitled “Limitation of Liability”). 
d) The State reserves the right to offset the reasonable cost of all 

damages caused to the State against any outstanding 
invoices or amounts owed to the Contractor or to make a 
claim against the Contractor therefore. 

26. LIMITATION OF LIABILITY: 

a) Except as may be otherwise approved by the Department of 
General Services Deputy Director, Procurement Division or 

their designee, Contractor’s liability for damages to the State 
for any cause whatsoever, and regardless of the form of action, 
whether in Contract or in tort, shall be limited to the Purchase 

Price. For purposes of this sub-section a), 
“Purchase Price” will mean the aggregate Contract price; 
except that, with respect to a Contract under which multiple 

purchase orders will be issued (e.g., a Master Agreement or 
Multiple Award Schedule contract), “Purchase Price” will mean 
the total price of the purchase order for the Deliverable(s) or 

service(s) that gave rise to the loss, such that the Contractor 
will have a separate limitation of liability for each purchase 
order. 

b)  The foregoing limitation of liability shall not apply (i) to any 
liability under the General Provisions entitled “Compliance with 

Statutes and Regulations” (ii) to liability under the General 
Provisions, entitled “Patent, Copyright, and Trade Secret 
Indemnity” or to any other liability (including without limitation 

indemnification obligations) for infringement of third party 
intellectual property rights; (iii) to claims arising under 
provisions herein calling for indemnification for third party 

claims against the State for death, bodily injury to persons or 
damage to real or tangible personal property caused by the 
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Contractor’s negligence or willful misconduct; or (iv) to costs or 
attorney’s fees that the State becomes entitled to recover as a 
prevailing party in any action. 

c)  The State’s liability for damages for any cause whatsoever, 
and regardless of the form of action, whether in Contract or 
in tort, shall be limited to the Purchase Price, as that term is 
defined in subsection a) above. Nothing herein shall be 
construed to waive or limit the State’s sovereign immunity or 
any other immunity from suit provided by law. 

d) In no event will either the Contractor or the State be liable for 
consequential, incidental, indirect, special, or punitive 
damages, even if notification has been given as to the 

possibility of such damages, except (i) to the extent that the 
Contractor’s liability for such damages is specifically set forth 
in the Statement of Work or (ii) to the extent that the 

Contractor’s liability for such damages arises out of sub- 
section b)(i), b)(ii), or b)(iv) above. 

27. CONTRACTOR’S LIABILITY FOR INJURY TO PERSONS OR DAM 

AGE TO PROPERTY: 
a) The Contractor shall be liable for damages arising out of injury 

to the person and/or damage to the property of the State, 

employees of the State, persons designated by the State for 
training, or any other person(s) other than agents or employees 
of the Contractor, designated by the State for any purpose, prior 

to, during, or subsequent to delivery, installation, acceptance, 
and use of the Deliverables either at the Contractor’s site or at 
the State’s place of business, provided that the injury or 

damage was caused by the fault or negligence of the 
Contractor. 

b) The Contractor shall not be liable for damages arising out of 
or caused by an alteration or an Attachment not made or 
installed by the Contractor, or for damage to alterations or 

Attachments that may result from the normal operation and 
maintenance of the Deliverables provided by the Contractor 
during the Contract. 

28.  INDEMNIFICATION: The Contractor agrees to indemnify, defend 
and save harmless the State, its officers, agents and employees from 
any and all third party claims, costs (including without limitation 

reasonable attorneys’ fees), and losses due to the injury or death of 
any individual, or the loss or damage to any real or tangible personal 
property, resulting from the willful misconduct or negligent acts or 

omissions of the Contractor or any of its affiliates, agents, 
subcontractors, employees, suppliers, or laborers furnishing or 
supplying work, services, materials, or supplies in connection with 

the performance of this Contract. Such  defense  and  payment  
will  be  conditional  upon the following: 

a) The State will notify the Contractor of any such claim in writing 
and tender the defense thereof within a reasonable time; and 

b) The Contractor will have sole control of the defense of any 
action on such claim and all negotiations for its settlement or 
compromise; provided that (i) when substantial principles of 

government or public law are involved, when litigation might 
create precedent affecting future State operations or liability, or 
when involvement of the State is otherwise mandated by law, 

the State may participate in such action at its own expense with 
respect to attorneys’ fees and costs (but not liability); (ii) where 
a settlement would impose liability on the State, affect 

principles of California government or public law, or impact 
the authority of the State, the Department of General Services 
will have the right to approve or disapprove any settlement 

or compromise, which approval will not unreasonably be 
withheld or delayed; and (iii) the State will reasonably 
cooperate in the defense and in any related settlement 
negotiations. 

29.  INVOICES: Unless otherwise specified, invoices shall be sent to 
the address set forth herein.  Invoices shall be submitted in triplicate 

and shall include the Contract number; release order number (if 
applicable); item number; unit price, extended item price and 
invoice total amount. State sales tax and/or use tax shall be 

itemized separately and added to each invoice as applicable. 
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30. REQUIRED PAYMENT DATE: Payment will be made in 
accordance with the provisions of the California Prompt Payment 
Act, Government Code Section 927 et. seq. Unless expressly 
exempted by statute, the Act requires State agencies to pay 
properly submitted, undisputed invoices not more than 45 days 
after (i) the date of acceptance of Deliverables or performance 
of services; or (ii) receipt of an undisputed invoice, 
whichever is later. 

31. TAXES: Unless otherwise required by law, the State of California is 

exempt from Federal excise taxes. The State will only pay for any 

State or local sales or use taxes on the services rendered or Goods 
supplied to the State pursuant to this Contract. 

32.  NEWLY MANUFACTURED GOODS: All Goods furnished under 

this Contract shall be newly manufactured Goods or certified as new 

and warranted as new by the manufacturer; used or reconditioned 

Goods are prohibited, unless otherwise specified. 

33.  CONTRACT MODIFICATION: No amendment or variation of the 

terms of this Contract shall be valid unless made in writing, signed 

by the parties and approved as required. No oral understanding 
or agreement not incorporated in the Contract is binding on any of 

the parties. 

34.  CONFIDENTIALITY OF DATA: All financial, statistical, personal, 
technical and other data and information relating to the State's 
operation which are designated confidential by the State and 
made available to the Contractor in order to carry out this 
Contract, or which become available to the Contractor in carrying out 
this Contract, shall be protected by the Contractor from unauthorized 
use and disclosure through the observance of the same or more 
effective procedural requirements as are applicable to the State. The 
identification of all such confidential data and information as well as 
the State's procedural requirements for protection of such data and 
information from unauthorized use and disclosure shall be provided 
by the State in writing to the Contractor. If the methods and 
procedures employed by the Contractor for the protection of the 
Contractor's data and information are deemed by the State to be 
adequate for the protection of the State's confidential information, 
such methods and procedures may be used, with the written 
consent of the State, to carry out the intent of this paragraph. 
The Contractor shall not be required under the provisions of this 
paragraph to keep confidential any data or information which is or 
becomes publicly available, is already rightfully in the Contractor's 
possession without obligation of confidentiality, is independently 
developed by the Contractor outside the scope of this Contract, or is 
rightfully obtained from third parties. 

35.  NEWS RELEASES: Unless otherwise exempted, news releases, 
endorsements, advertising, and social media content pertaining 
to this Contract shall not be made without prior written approval of 

the Department of General Services. 
36. DOCUMENTATION: 

a) The Contractor agrees to provide to the State, at no charge, all 
Documentation as described within the Statement of Work, 

and updated versions thereof, which are necessary or useful to 
the State in its use of the Equipment or Software provided 
hereunder. The Contractor agrees to provide 

additional Documentation at prices not in excess of charges 
made by the Contractor to its other customers for 
similar Documentation. 

b)  If the Contractor is unable to perform maintenance or the State 
desires to perform its own maintenance on Equipment 
purchased under this Contract then upon written notice by 

the State the Contractor will provide at Contractor’s then current rates 

and fees adequate and reasonable assistance including relevant 
Documentation to allow the State to maintain the Equipment based on 
the Contractor’s methodology. The Contractor agrees that the State 

may reproduce such Documentation for its own use in maintaining 
the Equipment. If the Contractor is unable to perform maintenance, 
the Contractor agrees to license any other Contractor that the State 

may have hired to maintain the Equipment to use the above noted 
Documentation. The State agrees to include the Contractor’s 
copyright notice on 

any such Documentation reproduced, in accordance 
with copyright instructions to be provided by the 
Contractor. 

 
37. RIGHTS IN WORK PRODUCT: 

 
a) All inventions, discoveries, intellectual property, technical 

communications and records originated or prepared by the 

Contractor pursuant to this Contract including papers, reports, 
charts, computer programs, and other Documentation or 
improvements thereto, and including the Contractor’s 

administrative communications and records relating to this 
Contract (collectively, the “Work Product”), shall be the 
Contractor’sState’s exclusive property. The State shall retain 

all ownership rights in any software or modifications thereof 
and associated documentation designed, developed or 
installed with Federal financial participation as required by 

subdivision (a) of 45 CFR 95.617. The U.S. Department of 
Health and Human Services reserves a royalty-free, non-
exclusive and irrevocable license to reproduce, publish and 

otherwise use and to authorize others to use for Federal 
Government purposes such software, modifications and 
documentation as required by subdivision (b) of 45 CFR 

95.617. Proprietary operating/vendor software packages 
which are provided at established catalog or market prices and 
sold or leased to the general public shall not be subject to the 

ownership provisions in required by subdivisions (a) and (b) of 
45 CFR 95.617. The provisions of this sub-section a) may 
be revised in a Statement of Work. 

b) Software and other materials developed or otherwise obtained 
by or for the Contractor or its affiliates independently of this 
Contract or applicable purchase order (“Pre-Existing 
Materials”) do not constitute Work Product. If the Contractor 

creates derivative works of Pre-Existing Materials, the 
elements of such derivative works created pursuant to this 
Contract constitute Work Product, but other elements do not. 

Nothing in this Section 37 will be construed to interfere with 
the Contractor’s or its affiliates’ ownership of Pre-Existing 
Materials. 

c) The State will have Government Purpose Rights to the Work 
Product as Deliverable or delivered to the State hereunder. 
“Government Purpose Rights” are the unlimited, irrevocable, 

worldwide, perpetual, royalty-free, non-exclusive rights and 
licenses to use, modify, reproduce, perform, release, display, 
create derivative works from, and disclose the Work Product. 

“Government Purpose Rights” also include the right to release 
or disclose the Work Product outside the State for any State 
government purpose and to authorize recipients to use, 

modify, reproduce, perform, release, display, create derivative 
works from, and disclose the Work Product for any State 
government purpose. Such recipients of the Work Product 

may include, without limitation, State Contractors, California 
local governments, the U.S. federal government, and the State 
and local governments of other states. “Government Purpose 

Rights” do not include any rights to use, modify, reproduce, 
perform, release, display, create derivative works from, or 
disclose the Work Product for any commercial purpose. 
c) The ideas, concepts, know-how, or techniques 
relating to data processing, developed during the 
course of this Contract by the Contractor or jointly by 
the Contractor and 
the State may be used by either party without 
obligation of notice or accounting. 
e)  This Contract shall not preclude 
the Contractor from developing materials outside 
this Contract that are competitive, irrespective of 
their similarity to materials which might be delivered to 
the State pursuant to this Contract. 

38. SOFTW ARE LICENSE: Unless otherwise specified in the 

Statement of Work and subject to the Federal Government purposes 

provisions in Provision 37 sub-section a), the Contractor hereby 

grants to the State and the State accepts from the Contractor, 

subject to the terms and conditions of this Contract, a 
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use the Software Products in this Contract (hereinafter 

referred to as “Software Products”). 

a) The State may use the Software Products in the conduct of 

its own business, and any division thereof 

b) The license granted above authorizes the State to use the 

Software Products in machine-readable form on the Computer 

System located at the site(s) specified in the Statement of 

Work. Said Computer System and its associated units 

(collectively referred to as CPU) are as designated in the 

Statement of Work. If the designated CPU is inoperative due 

to malfunction, the license herein granted shall be temporarily 

extended to authorize the State to use the Software Products, 

in machine-readable form, on any other State CPU until the 

designated CPU is returned to operation. 
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c) By prior written notice, the State may redesignate the CPU in Contractor will provide all codes to the State with delivery of 

which the Software Products are to be used provided 

that the redesignated CPU is substantially similar in size 

and scale at no additional cost. The redesignation shall 

not be limited to the original site and will be effective upon 

the date specified in the notice of redesignation. 

d) Acceptance of Commercial Software (including third party 

Software) and Custom Software will be governed by the 

terms and conditions of this Contract. 

39. PROTECTION OF PROPRIETARY SOFTW ARE AND OTHER 
PROPRIETARY DATA: 
a)  The State agrees that all material appropriately marked or 

identified in writing as proprietary, and furnished hereunder are 
provided for the State’s exclusive use for the purposes of this 
Contract only. All such proprietary data shall remain the 

property of the Contractor. The State agrees to take all 
reasonable steps to insure that such proprietary data are not 
disclosed to others, without prior written consent of the 

Contractor, subject to the California Public Records Act. 
b) The State will insure, prior to disposing of any media, 

that any licensed materials contained thereon have been 
erased or otherwise destroyed. 

c)  The State agrees that it will take appropriate action by 
instruction, agreement or otherwise with its employees or other 

persons permitted access to licensed software and other 
proprietary data to satisfy its obligations in this Contract 
with respect to use, copying, modification, protection and 

security of proprietary software and other proprietary data. 
40. RIGHT TO COPY OR MODIFY: 

a) Any Software Product provided by the Contractor in 

machine-readable form may be copied, in whole or in part, in 
printed or machine-readable form for use by the State with the 
designated CPU, to perform one-time benchmark tests, for 

archival or emergency restart purposes, to replace a worn 
copy, to understand the contents of such machine- readable 
material, or to modify the Software Product as provided below; 

provided, however, that no more than the number of printed 
copies and machine-readable copies as specified in the 
Statement of W ork will be in existence under this Contract at 

any time without prior written consent of the Contractor. Such 
consent shall not be unreasonably withheld by the Contractor. 
The original, and any copies of the Software Product, in whole 

or in part, which are made hereunder shall be the property of 
the Contractor. 

b) The State may modify any non-personal computer Software 
Product, in machine-readable form, for its own use and 

merge it into other program material. Any portion of the 
Software Product included in any merged program material 
shall be used only on the designated CPUs and shall be 
subject to the terms and conditions of the Contract. 

 
41.  FUTURE RELEASES: Unless otherwise specifically provided in 

this Contract, or the Statement of Work, if improved versions, e.g., 

patches, bug fixes, updates or releases, of any Software Product are 
developed by the contractor, and are made available to other 
licensees, they will be made available to the State at no additional 

cost only if such are made available to other licensees at no 
additional cost. If the Contractor offers new versions or upgrades to 
the Software Product, they shall be made available to the State 

at the State’s option at a price no greater than the Contract price plus 
a price increase proportionate to the increase from the list price of 
the original version to that of the new version, if any. If the Software 

Product has no list price, such price increase will be proportionate to 
the increase in average price from the original to the new version, if 
any, as estimated by the Contractor in good faith. 

 
42. ENCRYPTION/CPU ID AUTHORIZATION CODES: 

a) When Encryption/CPU Identification (ID) authorization codes 

are required to operate the Software Products, the 

the Software. 

b) In case of an inoperative CPU, the Contractor will provide a 

temporary encryption/CPU ID authorization code to the State 

for use on a temporarily authorized CPU until the designated 

CPU is returned to operation. 

c) When changes in designated CPUs occur, the State will notify 

the Contractor via telephone and/or facsimile/e-mail of such 

change. Upon receipt of such notice, the Contractor will issue 

via telephone and/or facsimile/e-mail to the State within 24 

hours, a temporary encryption ID authorization code for use 

on the newly designated CPU until such time as permanent 

code is assigned. 

43. PATENT, COPYRIGHT AND TRADE SECRET INDEMNITY: 

a) Contractor will indemnify, defend, and save harmless the State, 
Federal Government, their officers, agents, and employees, 
from any and all third party claims, costs (including without 
limitation reasonable attorneys’ fees), and losses for 

infringement or violation of any U.S. Intellectual Property 
Right by any product or service provided hereunder. With 
respect to claims arising from computer Hardware or Software 

manufactured by a third party and sold by Contractor as a 
reseller, Contractor will pass through to the State and Federal 
Government such indemnity rights as it receives from such third 

party (“Third Party Obligation”) and will cooperate in enforcing 
them; provided that if the third party manufacturer fails to honor 
the Third Party Obligation, Contractor will provide the State and 

Federal Government with indemnity protection equal to that 
called for by the Third Party Obligation, but in no event 
greater than that called for in the first sentence of this Section 

). The provisions of the preceding sentence apply only to third 
party computer Hardware or Software sold as a distinct unit and 
accepted by the State. 

Unless a Third Party Obligation provides 
otherwise, the defense and payment obligations set 

forth in this Section will be conditional upon the 
following: 
(i)  The State will notify the Contractor of any such claim in 

writing and tender the defense thereof within a reasonable 
time; and 

(ii) The Contractor will have sole control of the defense of any 
action on such claim and all negotiations for its 
settlement or compromise; provided that 
(a) when substantial principles of government or public 
law are involved, when litigation might create precedent 
affecting future State operations or liability, or when 

involvement of the State is otherwise mandated by law, 
the State may participate in such action at its own expense 
with respect to attorneys’ fees and costs (but not 

liability); (b) where a settlement would impose liability on 
the State, affect principles of California government or 
public law, or impact the authority of the State, the 

Department of General Services will have the right to 
approve or disapprove any settlement or compromise, 
which approval will not unreasonably be withheld or 

delayed; and (c) the State will reasonably cooperate in the 
defense and in any related settlement negotiations. 

 
b) Should the Deliverables, or the operation thereof, become, 

or in the Contractor's opinion are likely to become, the 

subject of a claim of infringement or violation of a U.S. 
Intellectual Property Right, the State shall permit the 
Contractor, at its option and expense, either to procure for 

the State the right to continue using the Deliverables, or to 
replace or modify the same so that they become non-
infringing. If none of these options can reasonably be taken, or 

if the use of such Deliverables by the State shall be prevented 
by injunction, the Contractor agrees to take back such 
Deliverables and make every reasonable effort to assist the 

State in procuring substitute Deliverables. If, in the sole 
opinion of the State, the return of such 

57



 

 

 

infringing  Deliverables  makes  the  retention  of  other c) Any final decision of the State shall be expressly 
identified 

Deliverables acquired from the Contractor under 
this Contract impractical, the State shall

 then have the option of terminating 
such Contracts, or applicable portions thereof, 
without penalty or termination charge. The Contractor 

agrees to take back such Deliverables and refund any 
sums the State has paid the Contractor less any 
reasonable amount for use or damage. 

c) The Contractor shall have no liability to the State under any 
provision of this clause with respect to any claim of patent, 
copyright or trade secret infringement which is based upon: 

(i) The combination or utilization of Deliverables furnished 
hereunder with Equipment, Software or devices not 
made or furnished by the Contractor; or, 

(ii)  The operation of Equipment furnished by the Contractor 
under the control of any Operating Software other 
than, or in addition to, the current version of 
Contractor-supplied Operating Software; or 

(iii) The modification initiated by the State, or a third party 
at the State’s direction, of any Deliverable furnished 

hereunder; or 
(iv) The combination or utilization of Software furnished 

hereunder with non-contractor supplied Software. 
d) The Contractor certifies that it has appropriate systems and 

controls in place to ensure that State funds will not be used 
in the performance of this Contract for the acquisition, 
operation or maintenance of computer Software in violation 
of copyright laws. 

 

44. DISPUTES: 

a)  The parties shall deal in good faith and attempt to resolve 
potential disputes informally. If the dispute persists,  the 
Contractor shall submit to the contracting Department 
Director or designee a written demand for a final decision 

regarding the disposition of any dispute between the parties 
arising under, related to or involving this Contract. 
Contractor’s written demand shall be fully supported by 

factual information, and if such demand involves a cost 
adjustment to the Contract, the Contractor shall include with 
the demand a written statement signed by an authorized 

person indicating that the demand is made in good faith, that 
the supporting data are accurate and complete and that the 
amount requested  accurately reflects the Contract 

adjustment for which Contractor believes the State is liable. 
The contracting Department Director or designee shall have 30 
days after receipt of Contractor’s written demand invoking this  

Section “Disputes” to render a written decision. If a 
written decision is not rendered within 30 days after receipt 
of the Contractor’s demand, it shall be deemed a decision 

adverse to the Contractor’s contention. If the Contractor is 
not satisfied with the decision of the contracting Department 
Director or designee, the Contractor may appeal the 

decision, in writing, within 15 days of its issuance (or the 
expiration of the 30 day period in the event no decision is 
rendered by the contracting department), to the Department of 

General Services, Deputy Director, Procurement Division, 
who shall have 45 days to render a final decision. If the 
Contractor does not appeal the decision of the contracting 

Department Director or 
designee, the decision shall be conclusive and 
binding regarding the dispute and the Contractor shall 
be barred from commencing an action in court, or 
with the Victims Compensation Government Claims 
Board, for failure to exhaust Contractor’s 
administrative remedies. 

b) Pending the final resolution of any dispute arising under, related 
to or involving this Contract, Contractor agrees to diligently 

proceed with the performance of this Contract, including the 
delivery of Goods or providing of services in accordance with 
the State’s instructions regarding this Contract. Contractor’s 

failure to diligently proceed in accordance with the State’s 
instructions regarding this Contract shall be considered a 
material breach of this Contract. 

as such, shall be in writing, and shall be signed by the Deputy 
Director, Procurement Division if an appeal was made. If 

the Deputy Director, Procurement Division fails to render a final 
decision within 45 days after receipt of the 
Contractor’s appeal for a final decision, it shall be deemed a final 

decision adverse to the Contractor’s contentions. The State’s final 
decision shall be conclusive and binding regarding the dispute 
unless the Contractor commences an action in a court of 

competent jurisdiction to contest such decision within 90 days 
following the date of the final decision or one (1) year following 
the accrual of the cause of action, whichever is later. 

d) For disputes involving purchases made by the Department of 
General Services, Procurement Division, the Contractor 
shall submit to the Department Director or designee a written 

demand for a final decision, which shall be fully supported in 
the manner described in subsection a above. The Department 
Director or designee shall have 30 days to render a final 

decision. If a final decision is not rendered within 30 days after 
receipt of the Contractor’s demand, it shall be deemed a final 
decision adverse to the Contractor’s contention. The final 

decision shall be conclusive and binding regarding the 
dispute unless the Contractor commences an action in a court 
of competent jurisdiction to contest such decision within 90 

days following the date of the final decision or one (1) year 
following the accrual of the cause of action, whichever is later. 

e) The dates of decision and appeal in this section may be 
modified by mutual consent, as applicable, excepting the 
time to commence an action in a court of competent jurisdiction. 

45. STOP WORK: 

a) The State may, at any time, by written Stop Work Order to 
the Contractor, require the Contractor to stop all, or any part, of 

the work called for by this Contract for a period up to 
45 days after the Stop Work Order is delivered to the 
Contractor, and for any further period to which the parties 

may agree. The Stop W ork Order shall be specifically 
identified as such and shall indicate it is issued under this 
clause. Upon receipt of the Stop Work Order, the 

Contractor shall immediately comply with its terms and 
take all reasonable steps to minimize the incurrence of 
costs allocable to the work covered by the Stop Work 

Order during the period of work stoppage. Within a 
period of 45 days after a Stop Work Order is delivered to 
the Contractor, or within any extension of that period to 

which the parties shall have agreed, the State shall either: 
(i) Cancel the Stop Work Order; or 

(ii)  Terminate the work covered by the Stop Work Order as 
provided for in the termination for default or the 
termination for convenience clause of this Contract. 

b) If a Stop Work Order issued under this clause is canceled or 

the period of the Stop Work Order or any extension thereof 
expires, the Contractor shall resume work. The State shall 
make an equitable adjustment in the delivery schedule, the 

Contract price, or both, and the Contract shall be 
modified, in writing, accordingly, if: 
(i)  The Stop Work Order results in an increase in the time 

required for, or in the Contractor’s cost properly allocable 
to the performance of any part of this Contract; and 

(ii) The Contractor asserts its right to an equitable 

adjustment within 60 days after the end of the period of 
work stoppage; provided, that if the State decides the 
facts justify the action, the State may receive and act 
upon a proposal submitted at any time before final 
payment under this Contract. 

c) If a Stop Work Order is not canceled and the work covered 
by the Stop Work Order is terminated in accordance with the 

provision entitled Termination for the Convenience of the 
State, the State shall allow reasonable costs resulting from 
the Stop Work Order in arriving at the termination settlement. 



 

 

 

d) The State shall not be liable to the Contractor for loss of by California law (“Conflict Laws”).  In the event of any 
profits because of a Stop Work Order issued under this 
clause. 

 
46. EXAMINATION AND AUDIT: The Contractor agrees that the State 

or its designated representative shall have the right to review 
and copy any records and supporting documentation directly 

pertaining to performance of this Contract. The Contractor agrees to 
maintain such records for possible audit for a minimum of three (3) 
years after final payment, unless a longer period of records retention 

is stipulated. The Contractor agrees to allow the auditor(s) access 
to such records during normal business hours and in such a manner 
so as to not interfere unreasonably with normal business activities 

and to allow interviews of any employees   or   others   who   
might   reasonably have information related to such records. Further, 
the Contractor agrees to include a similar right of the State to audit 

records and interview staff in any subcontract related to performance 
of this Contract. The State shall provide reasonable advance written 
notice of such audit(s) to the Contractor. 

 
47. FOLLOW-ON CONTRACTS: 

a)  If the Contractor or its affiliates provides Technical Consulting 
and Direction (as defined below), the Contractor and its 
affiliates: 

(i)  will not be awarded a subsequent Contract to supply 
the service or system, or any significant component 
thereof, that is used for or in connection with any 

subject of such Technical Consulting and Direction; and 
(ii)  will not act as consultant to any person or entity that does 

receive a Contract described in sub-section (i). This 
prohibition will continue for one (1) year after termination 
of this Contract or completion of the Technical Consulting 
and Direction, whichever comes later. 

b) “Technical Consulting and Direction” means services for 
which the Contractor received compensation from the State 
and includes: 
(i)  development of or assistance in the development of work 

statements, specifications, solicitations, or feasibility 

studies; 
(ii) development or design of test requirements; 
(iii) evaluation of test data; 
(iv) direction of or evaluation of another Contractor; 

(v)  provision of formal recommendations regarding the 
acquisition of Information Technology products or 

services; or 
(vi) provisions of formal recommendations regarding any of 

the above. For purposes of this Section, “affiliates” are 
employees, directors, partners, joint venture 
participants, parent corporations, subsidiaries, or any 
other entity controlled by, controlling, or under common 
control with the Contractor. Control exists when an 
entity owns or directs more than fifty percent (50%) of 
the outstanding shares or securities representing the 
right to vote for the election of directors or other 
managing authority. 

c) To the extent permissible by law, the Director of the Department 
of General Services, or designee, may waive the restrictions set 
forth in this Section by written notice to the Contractor if the 

Director determines their application would not be in the State’s 
best interest. Except as prohibited by law, the restrictions of 
this Section will not apply: 

(i)  to follow-on advice given by vendors of commercial 
off-the-shelf products, including Software and Hardware,  
on  the  operation,  integration,  repair, or maintenance 

of such products after sale; or 
(ii)  where the State has entered into a master agreement 

for Software or services and the scope of work at the 
time of Contract execution expressly calls for future 
recommendations among the Contractor’s own 
products. 

d) The restrictions set forth in this Section are in addition to 
conflict of interest restrictions imposed on public Contractors 

inconsistency, such Conflict Laws override the provisions of this 
Section, even if enacted after execution of this Contract. 

48  PRIORITY HIRING CONSIDERATIONS: If 
this Contract includes services in excess of $200,000, the 
Contractor shall give priority consideration in filling 
vacancies in positions funded by the Contract to 

qualified recipients of aid under Welfare and Institutions 
Code Section 11200 in accordance with PCC Section 10353. 

49.  COVENANT AG AINST GRATUITIES: The Contractor warrants 
that no gratuities (in the form of entertainment, gifts, or otherwise) 
were offered or given by the Contractor, or any agent or 

representative of the Contractor, to any officer or employee of the 
State with a view toward securing the Contract or securing favorable 
treatment with respect to any determinations concerning the 

performance of the Contract. For breach or violation of this warranty, 
the State shall have the right to terminate the Contract, either in 
whole or in part, and any loss or damage sustained by the State 

in procuring on the open market any items which the Contractor 
agreed to supply shall be borne and paid for by the Contractor. The 
rights and remedies of the State provided in this clause shall not be 

exclusive and are in addition to any other rights and remedies 
provided by law or in equity. 

48. NONDISCRIMINATION CLAUSE: 

a) During the performance of this Contract, the Contractor and its 
subcontractors shall not unlawfully discriminate, harass or allow 

harassment, against any employee or applicant for employment 
because of sex, sexual orientation, race, color, ancestry, 
religious creed, national origin, disability (including HIV and 

AIDS), medical condition (cancer), age, marital status, and 
denial of family care leave. The Contractor and 
subcontractors shall insure that the evaluation and treatment 

of their employees and applicants for employment are free 
from such discrimination and harassment. The Contractor and 
subcontractors shall comply with the provisions of the Fair 

Employment and Housing Act (Government Code, Section 
12990 et seq.) and the applicable regulations promulgated 
thereunder (California Code of Regulations, Title 2, Section 

7285.0 et seq.). The applicable regulations of the Fair 
Employment and Housing Commission implementing 
Government Code Section 12990 (a-f), set forth in Chapter 5 

of Division 4 of Title 2 of the California Code of Regulations 
are incorporated into this Contract by reference and made a 
part hereof as if set forth in full. The Contractor and its 

subcontractors shall give written notice of their obligations 
under this clause to labor organizations with which they have 
a collective bargaining or other agreement. 

b)  The Contractor shall include the nondiscrimination and 
compliance provisions of this clause in all subcontracts to 
perform work under the Contract. 

50. NATIONAL LABOR RELATIONS BOARD CERTIFICATION: The 
Contractor swears under penalty of perjury that no more than one 
final, unappealable finding of contempt of court by a federal court 

has been issued against the Contractor within the immediately 
preceding two-year period because of the Contractor’s failure to 
comply with an order of the National Labor Relations Board. This 

provision is required by, and shall be construed in accordance with, 
PCC Section 10296. 

51. ASSIGNMENT OF ANTITRUST ACTIONS: Pursuant to 

Government Code Sections 4552, 4553, and 4554, the following 

provisions are incorporated herein: 

a) In submitting a bid to the State, the supplier offers and 
agrees that if the bid is accepted, it will assign to the State all 
rights, title, and interest in and to all causes of action it may 
have under Section 4 of the Clayton Act (15 U.S.C. 15) or 
under the Cartwright Act (Chapter 2, commencing with 
Section 16700, of Part 2 of Division 7 of the Business and 
Professions Code), arising from purchases of Goods, 
material or other items, or services by the supplier for sale to 
the State pursuant to the solicitation. Such assignment shall 
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be made and become effective at the time the State tenders final 
payment to the supplier. 

b) If the State receives, either through judgment or settlement, 
a monetary recovery for a cause of action assigned under 
this chapter, the assignor shall be entitled to receive 
reimbursement for actual legal costs incurred and may, upon 
demand, recover from the State any portion of the recovery, 
including treble damages, attributable to overcharges that 
were paid by the assignor but were not paid by the State as 
part of the bid price, less the expenses incurred in obtaining 
that portion of the recovery. 

c) Upon demand in writing by the assignor, the assignee shall, 
within one year from such demand, reassign the cause of action 
assigned under this part if the assignor has been or may have 
been injured by the violation of law for which the cause of action 

arose and 
(i) the assignee has not been injured thereby, or 

(ii) the assignee declines to file a court action for the cause 
of action. 

52.  DRUG-FREE WORKPLACE CERTIFICATION: The Contractor 
certifies under penalty of perjury under the laws of the State of 

California that the Contractor will comply with the requirements of 
the Drug-Free Workplace Act of 1990 (Government Code 
Section 8350 et seq.) and will provide a drug-free workplace by 

taking the following actions: 
a)  Publish a statement notifying employees that unlawful 

manufacture, distribution, dispensation, possession, or use 
of a controlled substance is prohibited and specifying actions to 
be taken against employees for violations, as required by 
Government Code Section 8355(a). 

b)  Establish a Drug-Free Awareness Program as required by 
Government Code Section 8355(b) to inform employees about 
all of the following: 
(i) the dangers of drug abuse in the workplace; 
(ii) the person's or organization's policy of maintaining a 

drug-free workplace; 

(iii) any available counseling, rehabilitation and employee 
assistance programs; and, 

(iv) penalties that may be imposed upon employees for 

drug abuse violations. 
c) Provide, as required by Government Code Section 8355(c), 

that every employee who works on the proposed or resulting 
Contract: 

(i) will receive a copy of the company's drug-free policy 
statement; and, 

(ii) will agree to abide by the terms of the company's 
statement as a condition of employment on the 
Contract. 

53.  FOUR-DIGIT DATE COMPLIANCE: Contractor warrants that it 
will provide only Four-Digit Date Compliant (as defined below) 
Deliverables and/or services to the State. “Four Digit Date 

Compliant” Deliverables and services can accurately process, 
calculate, compare, and sequence date data, including without 
limitation date data arising out of or relating to leap years and 

changes in centuries. This warranty and representation is 
subject to the warranty terms and conditions of this Contract and 
does not limit the generality of warranty obligations set forth 

elsewhere herein. 
49. SWEATFREE CODE OF CONDUCT: 

a) Contractor declares under penalty of perjury that no equipment, 
materials, or supplies furnished to the State pursuant to the 

Contract have been produced in whole or in part by sweatshop 
labor, forced labor, convict labor, indentured labor under 
penal sanction, abusive forms of child labor or exploitation of 

children in sweatshop labor, or with the benefit of sweatshop 
labor, forced labor, convict labor, indentured labor under penal 
sanction, abusive forms of child labor or exploitation of children 

in sweatshop labor. The Contractor further declares under 
penalty of perjury that they adhere to the Sweatfree Code 
of Conduct as set forth on the California Department of 

Industrial Relations website located at www.dir.ca.gov, and 
Public Contract Code Section 6108. 

60 

b) The Contractor agrees to cooperate fully in providing 
reasonable access to its records, documents, agents or 

employees, or premises if reasonably required by authorized 
officials of the State, the Department of Industrial Relations, or 
the Department of Justice to determine the Contractor’s 

compliance with the requirements under paragraph (a). 

54. RECYCLED CONTENT REQUIRMENTS: The Contractor shall 
certify in writing under penalty of perjury, the minimum, if not 
exact, percentage of post-consumer material (as defined in the 

Public Contract Code (PCC) Section 12200-12209), in products, 
materials, goods, or supplies offered or sold to the State that fall 
under any of the statutory categories regardless of whether the 

product meets the requirements of Section 12209. The certification 
shall be provided by the contractor, even if the product or good 
contains no postconsumer recycled material, and even if the 

postconsumer content is unknown. With respect to printer or 
duplication cartridges that comply with the requirements of Section 
12156(e), the certification required by this subdivision shall specify 

that the cartridges so comply (PCC 12205 (b)(2)). A state agency 
contracting officer may waive the certification requirements if the 
percentage of postconsumer material in the products, materials, 

goods, or supplies can be verified in a written advertisement, 
including, but not limited to, a product label, a catalog, or a 
manufacturer or vendor Internet web site. Contractors are to use, 

to the maximum extent economically feasible in the performance 
of the contract work, recycled content products (PCC 12203(d)). 

55. CHILD SUPPORT COMPLIANCE ACT: For any Contract in excess 

of $100,000, the Contractor acknowledges in accordance with PCC 
Section 7110, that: 
a) The Contractor recognizes the importance of child and family 

support obligations and shall fully comply with all applicable 
State and federal laws relating to child and family support 
enforcement, including, but not limited to, disclosure of 

information and compliance with earnings assignment 
orders, as provided in Chapter 8 (commencing with Section 
5200) of Part 5 of Division 9 of the Family Code; and 

b) The Contractor, to the best of its knowledge is fully 
complying with the earnings assignment orders of all 
employees and is providing the names of all new employees to 
the New Hire Registry maintained by the California 
Employment Development Department. 

 
56.  AMERICANS WITH DISABILITIES ACT: The Contractor assures 

the State that the Contractor complies with the Americans with 

Disabilities Act of 1990 (42 U.S.C. 12101 et seq.). 

 
57. ELECTRONIC W ASTE RECYCLING  ACT OF 2003: 

The Contractor certifies that it complies with the applicable 
requirements of the Electronic Waste Recycling Act of 2003, 
Chapter 8.5, Part 3 of Division 30, commencing with Section 

42460 of the Public Resources Code. The Contractor shall 
maintain documentation and provide reasonable access to its 
records and documents that evidence compliance. 

58. USE TAX COLLECTION:  In accordance with PCC Section 
10295.1, the Contractor certifies that it complies with the 

requirements of Section 7101 of the Revenue and Taxation Code. 
Contractor further certifies that it will immediately advise the State of 
any change in its retailer’s seller’s permit or certification of 

registration or applicable affiliate’s seller’s permit or certificate of 
registration as described in subdivision (a) of PCC Section 10295.1. 

59. EXPATRIATE CORPORATIONS: Contractor hereby declares that 

it is not an expatriate corporation or subsidiary of an expatriate 
corporation within the meaning of PCC Sections 10286 and 10286.1, 

and is eligible to contract with the State. 

 
60.  DOMESTIC PARTNERS: For contracts over $100,000 executed 

or amended after January 1, 2007, the contractor certifies that the 

contractor is in compliance with Public Contract Code Section 
10295.3. 

http://www.dir.ca.gov/


 

 

 
50. SMALL BUSINESS PARTICIPATION AND DVBE PARTICIPATION REPORTING REQUIREMENTS: 

a) If for this Contract the Contractor made a commitment to 
achieve small business participation, then the Department 
requires the Contractor upon completion of this Contract (or 
within such other time period as may be specified elsewhere 

in this Contract) to report the actual percentage of small 
business participation that was achieved. (Govt. Code § 14841) 

b) If for this Contract the Contractor made a commitment to 

achieve the disabled veteran business enterprise (DVBE) 
participation goal, then, pursuant to Mil. & Vets. Code § 
999.5(d),  upon  completion  of  this  Contract,  t h e 

D e p a r t m en t r eq u i r es t h e C o nt r ac t or t o certify 
using the Prime Contractor’s Certification – DVBE 
Subcontracting Report (STD 817), all of the following: 

1. the total amount the prime Contractor received under the 
Contract; 

2. the name, address, Contract number and certification ID 
number of the DVBE(s) that participated in the 

performance of this Contract; 

3. the amount and percentage of work the prime Contractor 
committed to provide to one or more DVBE(s) under the 
requirements of the Contract and the total payment each 

DVBE received from the prime Contractor; 

4. that all payments under the Contract have been made to 

the DVBE(s); and 

5. the actual percentage of DVBE participation that was 
achieved. Upon request, the prime Contractor shall 
provide proof of payment for the work. 

If for this Contract the Contractor made a commitment to 

achieve the DVBE participation goal, the Department will 
withhold $10,000 from the final payment, or the full final 
payment if less than 

$10,000, until the Contractor complies with the certification 
requirements above. A Contractor that fails to comply with the 
certification requirement shall, after written notice, be allowed 

to cure the defect. Notwithstanding any other law, if, after at 
least 15 calendar days but not more than 30 calendar days 
from the date of written notice, the prime contractor refuses to 

comply with the certification requirements, the Department 
shall permanently deduct $10,000 from the final payment, or 
the full payment if less than $10,000. (Mil. & Vets. Code § 

999.7) 

A person or entity that knowingly provides false 
information shall be subject to a civil penalty for each 

violation.  (Mil. & Vets. Code § 999.5(d); Govt. Code § 
14841) 

Contractor agrees to comply with the rules, regulations, 

ordinances, and statutes that apply to the DVBE program as 
defined in Section 999 of the Mil. & Vets. Code, including, but 
not limited to, the requirements of Section 999.5(d). (PCC 

Code § 10230) 

61. LOSS LEADER: It is unlawful for any person engaged in 
business within this state to sell or use any article or product as a 

“loss leader” as defined in Section 17030 of the Business and 
Professions Code. (PCC 12104.5(b).). 
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Exhibit D 

Federal Terms and Conditions 

Federal Funding 

Submission of a proposal in response to this RFO will constitute acceptance to IT 
Federal Terms and Conditions including, but not limited to, Exhibits 1 and 2 of this 
Attachment.  

The use of headings or titles throughout this exhibit is for convenience only and shall not 
be used to interpret or to govern the meaning of any specific term or condition. 

Index of Terms and Conditions 

1. Federal Equal Employment Opportunity Requirements 

2. Federal Contract Funds 

3. Subcontract Requirements 

4. Air or Water Pollution Requirements 

5. Debarment and Suspension Certification 

6. Use of Small, Minority Owned and Women's Businesses 

7. Procurement Rules 

8. Alien Ineligibility Certification 

9. Warranty Against Payment of a Broker’s Fee 

10. Public Communications 

11.  Compliance with Statutes and Regulations 

12. Lobbying Restrictions and Disclosure Certification 
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1. Federal Equal Opportunity Requirements 

(Applicable to all federally funded agreements.) 

a. The Contractor will not discriminate against any employee or applicant for 
employment because of race, color, religion, sex, national origin, physical or 
mental handicap, disability, age or status as a disabled veteran or veteran of the 
Vietnam era. The Contractor will take affirmative action to ensure that qualified 
applicants are employed, and that employees are treated during employment, 
without regard to their race, color, religion, sex, national origin, physical or mental 
handicap, disability, age or status as a disabled veteran or veteran of the Vietnam 
era. Such action shall include, but not be limited to the following: employment, 
upgrading, demotion or transfer; recruitment or recruitment advertising; layoff or 
termination; rates of pay or other forms of compensation; and career development 
opportunities and selection for training, including apprenticeship. The Contractor 
agrees to post in conspicuous places, available to employees and applicants for 
employment, notices to be provided by the Federal Government or DHCS, setting 
forth the provisions of the Equal Opportunity clause, Section 503 of the 
Rehabilitation Act of 1973 and the affirmative action clause required by the 
Vietnam Era Veterans' Readjustment Assistance Act of 1974 (38 U.S.C. 4212). 
Such notices shall state the Contractor's obligation under the law to take affirmative 
action to employ and advance in employment qualified applicants without 
discrimination based on their race, color, religion, sex, national origin physical or 
mental handicap, disability, age or status as a disabled veteran or veteran of the 
Vietnam era and the rights of applicants and employees. 

b. The Contractor will, in all solicitations or advancements for employees placed by 
or on behalf of the Contractor, state that all qualified applicants will receive 
consideration for employment without regard to race, color, religion, sex, national 
origin physical or mental handicap, disability, age or status as a disabled veteran 
or veteran of the Vietnam era. 

c. The Contractor will send to each labor union or representative of workers with 
which it has a collective bargaining agreement or other contract or understanding 
a notice, to be provided by the Federal Government or the State, advising the labor 
union or workers' representative of the Contractor's commitments under the 
Federal Equal Opportunity Requirements and shall post copies of the notice in 
conspicuous places available to employees and applicants for employment. 

d. The Contractor will comply with all provisions of and furnish all information and 
reports required by Section 503 of the Rehabilitation Act of 1973, as amended, the 
Vietnam Era Veterans' Readjustment Assistance Act of 1974 (38 U.S.C. 4212) and 
of the Federal Executive Order No. 11246 as amended including by Executive 
Order 11375, ‘Amending Executive Order 11246 Relating to Equal Employment 
Opportunity’ and as supplemented by regulation at 41 CFR part 60, “Office of the 
Federal Contract Compliance Programs, Equal Employment Opportunity, 
Department of Labor,” and of the rules, regulations, and relevant orders of the 
Secretary of Labor. 
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e. The Contractor will furnish all information and reports required by Federal 
Executive Order No. 11246 as amended including by Executive Order 11375, 
‘Amending Executive Order 11246 Relating to Equal Employment Opportunity,‘ 
and as supplemented by regulation at 41 CFR part 60, “Office of Federal Contract 
Compliance Programs, Equal Employment Opportunity, Department of Labor,” 
and the Rehabilitation Act of 1973, and by the rules, regulations, and orders of the 
Secretary of Labor, or pursuant thereto, and will permit access to its books, 
records, and accounts by the State and its designated representatives and the 
Secretary of Labor for purposes of investigation to ascertain compliance with such 
rules, regulations, and orders. 

f. In the event of the Contractor's noncompliance with the requirements of the 
provisions herein or with any federal rules, regulations, or orders which are 
referenced herein, this Agreement may be cancelled, terminated, or suspended in 
whole or in part and the Contractor may be declared ineligible for further federal 
and state contracts in accordance with procedures authorized in Federal Executive 
Order No. 11246 as amended and such other sanctions may be imposed and 
remedies invoked as provided in Federal Executive Order No. 11246 as amended 
including by Executive Order 11375, ‘Amending Executive Order 11246 Relating 
to Equal Employment Opportunity’, and as supplemented by regulation at 41 CFR 
part 60, “Office of Federal Contract Compliance Programs, Equal Employment 
Opportunity, Department of Labor,” or by rule, regulation, or order of the Secretary 
of Labor, or as otherwise provided by law. 

g. The Contractor will include the provisions of Paragraphs a through g in every 
subcontract or purchase order unless exempted by rules, regulations, or orders of 
the Secretary of Labor issued pursuant to Federal Executive Order No. 11246 as 
amended including by Executive Order 11375, ‘Amending Executive Order 11246 
Relating to Equal Employment Opportunity’, and as supplemented by regulation at 
41 CFR part 60, “Office of Federal Contract Compliance Programs, Equal 
Employment Opportunity, Department of Labor,” or Section 503 of the 
Rehabilitation Act of 1973 or (38 U.S.C. 4212) of the Vietnam Era Veteran's 
Readjustment Assistance Act, so that such provisions will be binding upon each 
subcontractor or vendor. The Contractor will take such action with respect to any 
subcontract or purchase order as the Director of the Office of Federal Contract 
Compliance Programs or DHCS may direct as a means of enforcing such 
provisions including sanctions for noncompliance provided, however, that in the 
event the Contractor becomes involved in, or is threatened with litigation by a 
subcontractor or vendor as a result of such direction by DHCS, the Contractor may 
request in writing to DHCS, who, in turn, may request the United States to enter 
into such litigation to protect the interests of the State and of the United States. 
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2. Federal Contract Funds 

(Applicable only to that portion of an agreement funded in part or whole with federal 
funds.) 

a. It is mutually understood between the parties that this Agreement may have been 
written before ascertaining the availability of congressional appropriation of funds, 
for the mutual benefit of both parties, in order to avoid program and fiscal delays 
which would occur if the Agreement were executed after that determination was 
made. 

b. This Agreement is valid and enforceable only if sufficient funds are made available 
to DHCS by the United States Government for the fiscal years covered by the term 
of this Agreement. In addition, this Agreement is subject to any additional 
restrictions, limitations, or conditions enacted by the Congress or any statute 
enacted by the Congress which may affect the provisions, terms or funding of this 
Agreement in any manner. 

c. It is mutually agreed that if the Congress does not appropriate sufficient funds for 
the program, this Agreement shall be amended to reflect any reduction in funds. 

d. DHCS has the option to invalidate or cancel the Agreement with 30-days advance 
written notice or to amend the Agreement to reflect any reduction in funds. 

3. Subcontract Requirements 

(Applicable to agreements under which services are to be performed by 
subcontractors including independent consultants.) 

a. Prior written authorization will be required before the Contractor enters into or is 
reimbursed for any subcontract for services costing $5,000 or more. Except as 
indicated in Paragraph a (3) herein, when securing subcontracts for services 
exceeding $5,000, the Contractor shall obtain at least three bids or justify a sole 
source award. 

(1) The Contractor must provide in its request for authorization, all information 
necessary for evaluating the necessity or desirability of incurring such cost. 

(2) DHCS may identify the information needed to fulfill this requirement. 

(3) Subcontracts performed by the following entities or for the service types listed 
below are exempt from the bidding and sole source justification requirements: 

(a) A local governmental entity or the federal government, 

(b) A State college or State university from any State, 

(c) A Joint Powers Authority, 

(d) An auxiliary organization of a California State University or a California 
community college, 
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(e) A foundation organized to support the Board of Governors of the California 
Community Colleges, 

(f) An auxiliary organization of the Student Aid Commission established under 
Education Code § 69522, 

(g) Firms or individuals proposed for use and approved by DHCS’ funding 
Program via acceptance of an application or proposal for funding or pre/post 
contract award negotiations, 

(h) Entities and/or service types identified as exempt from advertising and 
competitive bidding in State Contracting Manual Chapter 5 Section 5.80 
Subsection B.2. 

b. DHCS reserves the right to approve or disapprove the selection of subcontractors 
and with advance written notice, require the substitution of subcontractors and 
require the Contractor to terminate subcontracts entered into in support of this 
Agreement. 

(1) Upon receipt of a written notice from DHCS requiring the substitution and/or 
termination of a subcontract, the Contractor shall take steps to ensure the 
completion of any work in progress and select a replacement, if applicable, 
within 30 calendar days, unless a longer period is agreed to by DHCS. 

c. Actual subcontracts (i.e., written agreement between the Contractor and a 
subcontractor) of $5,000 or more are subject to the prior review and written 
approval of DHCS. DHCS may, at its discretion, elect to waive this right. All such 
waivers shall be confirmed in writing by DHCS. 

d. Contractor shall maintain a copy of each subcontract entered into in support of this 
Agreement and shall, upon request by DHCS, make copies available for approval, 
inspection, or audit. 

e. DHCS assumes no responsibility for the payment of subcontractors used in the 
performance of this Agreement. Contractor accepts sole responsibility for the 
payment of subcontractors used in the performance of this Agreement. 

f. The Contractor is responsible for all performance requirements under this 
Agreement even though performance may be carried out through a subcontract. 

g. The Contractor shall ensure that all subcontracts for services include provision(s) 
requiring compliance with applicable terms and conditions specified in this 
Agreement. 

h. The Contractor agrees to include the following clause, relevant to record retention, 
in all subcontracts for services: 

"(Subcontractor Name) agrees to maintain and preserve, until three years after 
termination of (Agreement Number) and final payment from DHCS to the 
Contractor, to permit DHCS or any duly authorized representative, to have access 
to, examine or audit any pertinent books, documents, papers and records related 

https://www.dgs.ca.gov/OLS/Resources/Page-Content/Office-of-Legal-Services-Resources-List-Folder/State-Contracting
https://www.dgs.ca.gov/OLS/Resources/Page-Content/Office-of-Legal-Services-Resources-List-Folder/State-Contracting
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to this subcontract and to allow interviews of any employees who might reasonably 
have information related to such records." 

i. Unless otherwise stipulated in writing by DHCS, the Contractor shall be the 
subcontractor's sole point of contact for all matters related to performance and 
payment under this Agreement. 

j. Contractor shall, as applicable, advise all subcontractors of their obligations 
pursuant to the following numbered provisions of this Exhibit: 1, 2, 3, 4, 5, 6, 7, 8, 
10, 11, 12, 13, 14, 17, 19, 20, 24, 32 and/or other numbered provisions herein that 
are deemed applicable. 

4. Air or Water Pollution Requirements  

Any federally funded agreement and/or subcontract in excess of $100,000 must 
comply with the following provisions unless said agreement is exempt by law. 

a. Government contractors agree to comply with all applicable standards, orders, or 
requirements issued under section 306 of the Clean Air Act 42 USC 7606], section 
508 of the Clean Water Act (33 U.S.C. 1368), Executive Order 11738, and 
Environmental Protection Agency regulations. 

b. Institutions of higher education, hospitals, nonprofit organizations and commercial 
businesses agree to comply with all applicable standards, orders, or requirements 
issued under the Clean Air Act (42 U.S.C. 7401 et seq.), as amended, and the 
Clean Water Act (33 U.S.C. 1251 et seq.), as amended. 

5. Debarment and Suspension Certification 

(Applicable to all agreements funded in part or whole with federal funds.) 

a. By signing this Agreement, the Contractor/Grantee agrees to comply with 
applicable federal suspension and debarment regulations including, but not limited 
to (2 CFR 180, 2 CFR 376) 

b. By signing this Agreement, the Contractor certifies to the best of its knowledge and 
belief, that it and its principals: 

(1) Are not presently debarred, suspended, proposed for debarment, declared 
ineligible, or voluntarily excluded by any federal department or agency. 

(2) Have not within a three-year period preceding this 
application/proposal/agreement been convicted of or had a civil judgment 
rendered against them for commission of fraud or a criminal offense in 
connection with obtaining, attempting to obtain, or performing a public (Federal, 
State or local) or private transaction or contract; violation of Federal or State 
antitrust statutes or commission of embezzlement, theft, forgery, bribery, 
falsification or destruction of records, making false statements, tax evasion, 
receiving stolen property, making false claims, obstruction of justice, or the 
commission of any other offense indicating a lack of business integrity or 
business honesty that seriously affects its business honesty. 
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(3) Are not presently indicted for or otherwise criminally or civilly charged by a 
governmental entity (Federal, State or local) with commission of any of the 
offenses enumerated in Paragraph b(2) herein. 

(4) Have not within a three-year period preceding this 
application/proposal/agreement had one or more public transactions (Federal, 
State or local) terminated for cause or default. 

(5) Have not, within a three-year period preceding this 
application/proposal/agreement, engaged in any of the violations listed under 
2 CFR Part 180, Subpart C as supplemented by 2 CFR Part 376. 

(6) Shall not knowingly enter into any lower tier covered transaction with a person 
who is proposed for debarment under federal regulations (i.e., 48 CFR part 9, 
subpart 9.4), debarred, suspended, declared ineligible, or voluntarily excluded 
from participation in such transaction, unless authorized by the State. 

(7) Will include a clause entitled, "Debarment and Suspension Certification'' that 
essentially sets forth the provisions herein, in all lower tier covered transactions 
and in all solicitations for lower tier covered transactions. 

c. If the Contractor is unable to certify to any of the statements in this certification, 
the Contractor shall submit an explanation to the DHCS program funding this 
Contract. 

d. The terms and definitions herein have the meanings set out in 2 CFR Part 180 as 
supplemented by 2 CFR Part 376. 

e. If the Contractor knowingly violates this certification, in addition to other remedies 
available to the Federal Government, the DHCS may terminate this Agreement for 
cause or default. 

6. Use of Small, Minority Owned and Women's Businesses 

(Applicable to that portion of an agreement that is federally funded and entered into 
with institutions of higher education, hospitals, nonprofit organizations or commercial 
businesses.) 

Positive efforts shall be made to use small businesses, minority-owned firms and 
women's business enterprises, whenever possible (i.e., procurement of goods and/or 
services). Contractors shall take all of the following steps to further this goal. 

(1) Ensure that small businesses, minority-owned firms, and women's business 
enterprises are used to the fullest extent practicable. 

(2) Make information on forthcoming purchasing and contracting opportunities 
available and arrange time frames for purchases and contracts to encourage and 
facilitate participation by small businesses, minority-owned firms, and women's 
business enterprises. 
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(3) Consider in the contract process whether firms competing for larger contracts 
intend to subcontract with small businesses, minority-owned firms, and women's 
business enterprises. 

(4) Encourage contracting with consortiums of small businesses, minority-owned firms 
and women's business enterprises when a contract is too large for one of these 
firms to handle individually. 

(5) Use the services and assistance, as appropriate, of such organizations as the 
Federal Small Business Administration and the U.S. Department of Commerce's 
Minority Business Development Agency in the solicitation and utilization of small 
businesses, minority-owned firms and women's business enterprises. 

7. Procurement Rules 

(Applicable to all agreements in which equipment, miscellaneous property, 
commodities and/or supplies are furnished by DHCS or expenses for said items are 
reimbursed with state or federal funds.) 

a. Equipment definitions 

Wherever the term equipment and/or miscellaneous property is used, the following 
definitions shall apply: 

(1) Major equipment: A tangible or intangible item having a base unit cost of 
$5,000 or more with a life expectancy of one (1) year or more and is either 
furnished by DHCS or the cost is reimbursed through this Agreement. Software 
and videos are examples of intangible items that meet this definition. 

(2) Minor equipment: A tangible item having a base unit cost of less than $5,000 
with a life expectancy of one (1) year or more that is listed on the DHCS Asset 
Management Unit’s Minor Equipment List and is either furnished by DHCS or 
the cost is reimbursed through this Agreement. Contractors may obtain a copy 
of the Minor Equipment List by making a request through the DHCS Program 
Contract Manager. 

(3) Miscellaneous property: A specific tangible item with a life expectancy of one 
(1) year or more that is either furnished by DHCS or the cost is reimbursed 
through this Agreement. Examples include, but are not limited to: furniture 
(excluding modular furniture), cabinets, typewriters, desktop calculators, 
portable dictators, non-digital cameras, etc. 

b. Nonprofit organizations and commercial businesses, whether acting as a 
contractor and/or subcontractor, may secure commodities, supplies, equipment 
and services related to such purchases for performance under this Agreement. 

(1) Equipment purchases shall not exceed $50,000 annually. 

To secure equipment above the annual maximum limit of $50,000, the 
Contractor shall make arrangements through the appropriate DHCS Program 
Contract Manager, to have all remaining equipment purchased through DHCS’ 
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Purchasing Unit. The cost of equipment purchased by or through DHCS shall 
be deducted from the funds available in this Agreement. Contractor shall submit 
to the DHCS Program Contract Manager a list of equipment specifications for 
those items that DHCS must procure. DHCS may pay the vendor directly for 
such arranged equipment purchases and title to the equipment will remain with 
DHCS. The equipment will be delivered to the Contractor's address, as stated 
on the face of the Agreement, unless the Contractor notifies the DHCS Program 
Contract Manager, in writing, of an alternate delivery address. 

(2) All equipment purchases are subject to Paragraphs d through h of Provision 3. 
Paragraph b of Provision 3 shall also apply, if equipment purchases are 
delegated to subcontractors that are either a government or public entity. 

(3) (Nonprofit organizations and commercial businesses, shall use a procurement 
system that meets the following standards: 

(a) Maintain a code or standard of conduct that shall govern the performance 
of its officers, employees, or agents engaged in awarding procurement 
contracts. No employee, officer, or agent shall participate in the selection, 
award, or administration of a procurement contract in which, to his or her 
knowledge, he or she has a financial interest. 

(b) Procurements shall be conducted in a manner that provides, to the 
maximum extent practical, open, and free competition. 

(c) Procurements shall be conducted in a manner that provides for all of the 
following: 

[1] Avoid purchasing unnecessary or duplicate items. 

[2] Equipment solicitations shall be based upon a clear and accurate 
description of the technical requirements of the goods to be procured. 

[3] Take positive steps to utilize small and veteran owned businesses. 

c. Unless waived or otherwise stipulated in writing by DHCS, prior written 
authorization from the appropriate DHCS Program Contract Manager will be 
required before the Contractor will be reimbursed for any purchase of $5,000 or 
more for commodities, supplies, equipment, and services related to such 
purchases. The Contractor must provide in its request for authorization all 
particulars necessary, as specified by DHCS, for evaluating the necessity or 
desirability of incurring such costs. The term "purchase" excludes the purchase of 
services from a subcontractor and public utility services at rates established for 
uniform applicability to the general public. 

d. In special circumstances, determined by DHCS (e.g., when DHCS has a need to 
monitor certain purchases, etc.), DHCS may require prior written authorization 
and/or the submission of paid vendor receipts for any purchase, regardless of 
dollar amount. DHCS reserves the right to either deny claims for reimbursement 
or to request repayment for any Contractor and/or subcontractor purchase that 
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DHCS determines to be unnecessary in carrying out performance under this 
Agreement. 

e. The Contractor and/or subcontractor must maintain a copy or narrative description 
of the procurement system, guidelines, rules, or regulations that will be used to 
make purchases under this Agreement. The State reserves the right to request a 
copy of these documents and to inspect the purchasing practices of the Contractor 
and/or subcontractor at any time. 

f. For all purchases, the Contractor and/or subcontractor must maintain copies of all 
paid vendor invoices, documents, bids and other information used in vendor 
selection, for inspection or audit. Justifications supporting the absence of bidding 
(i.e., sole source purchases) shall also be maintained on file by the Contractor 
and/or subcontractor for inspection or audit. 

g. DHCS may, with cause (e.g., with reasonable suspicion of unnecessary purchases 
or use of inappropriate purchase practices, etc.), withhold, cancel, modify, or 
retract the delegated purchase authority granted under Paragraphs b of Provision 
6 by giving the Contractor no less than 30 calendar days’ written notice. 

8. Alien Ineligibility Certification 

(Applicable to sole proprietors entering federally funded agreements.) 

By signing this Agreement, the Contractor certifies that he/she is not an alien that is 
ineligible for state and local benefits, as defined in Subtitle B of the Personal 
Responsibility and Work Opportunity Act. (8 U.S.C. 1601, et seq.) 

9. Warranty Against Payment of a Broker’s Fee  

The Contractor (or any of its officers, director or employees) agrees it has not 
employed any broker or finder or incurred any liability for any brokerage fee, 
commission or finder’s fee (or similar fees, commission or reimbursement expenses) 
in connection with the transactions contemplated by this Contract. 

10. Public Communications 

Electronic and printed documents developed and produced, for public 
communications shall follow the following requirements to comply with Section 508 of 
the Rehabilitation Act and the American with Disabilities Act:  

Ensure visual-impaired, hearing-impaired and other special needs audiences are 
provided material information in formats that provide the most assistance in making 
informed choices. 

11. Compliance with Statutes and Regulations 

a.  The Contractor shall comply with all California and federal law, regulations, and 
published guidelines, to the extent that these authorities contain requirements 
applicable to Contractor's performance under the Agreement.  
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b. These authorities include, but are not limited to,Title 2, Code of Federal 
Regulations (CFR) Part 200, subpart F, Appendix II; Title 42 CFR Part 431, subpart 
F; Title 42 CFR Part 433, subpart F; Title 42 CFR Part 434; Title 45 CFR Part 75, 
subpart D; and Title 45 CFR Part 95, subpart F. To the extent applicable under 
federal law, this Agreement shall incorporate the contractual provisions in these 
federal regulations and they shall supersede any conflicting provisions in this 
Agreement.  

12. Lobbying Restrictions and Disclosure Certification 

(Applicable to federally funded contracts in excess of $100,000 per Section 1352 of 
the 31, U.S.C.) 

a. Certification and Disclosure Requirements 

(1) Each person (or recipient) who requests or receives a contract, subcontract, 
grant, or subgrant, which is subject to Section 1352 of the 31, U.S.C., and which 
exceeds $100,000 at any tier, shall file a certification (in the form set forth in 
Attachment C (Exhibit 1), consisting of one page, entitled “Certification 
Regarding Lobbying”) that the recipient has not made, and will not make, any 
payment prohibited by Paragraph b of this provision. 

(2) Each recipient shall file a disclosure (in the form set forth in Attachment C 
(Exhibit 2), entitled “Standard Form-LLL ‘disclosure of Lobbying Activities’”) if 
such recipient has made or has agreed to make any payment using 
nonappropriated funds (to include profits from any covered federal action) in 
connection with a contract or grant or any extension or amendment of that 
contract or grant, which would be prohibited under Paragraph b of this provision 
if paid for with appropriated funds. 

(3) Each recipient shall file a disclosure form at the end of each calendar quarter 
in which there occurs any event that requires disclosure or that materially affect 
the accuracy of the information contained in any disclosure form previously filed 
by such person under Paragraph a (2) herein. An event that materially affects 
the accuracy of the information reported includes: 

(a) A cumulative increase of $25,000 or more in the amount paid or expected 
to be paid for influencing or attempting to influence a covered federal action; 

(b) A change in the person(s) or individuals(s) influencing or attempting to 
influence a covered federal action; or 

(c) A change in the officer(s), employee(s), or member(s) contacted for the 
purpose of influencing or attempting to influence a covered federal action. 

(4) Each person (or recipient) who requests or receives from a person referred to 
in Paragraph a(1) of this provision a contract, subcontract, grant or subgrant 
exceeding $100,000 at any tier under a contract or grant shall file a certification, 
and a disclosure form, if required, to the next tier above. 
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(5) All disclosure forms (but not certifications) shall be forwarded from tier to tier 
until received by the person referred to in Paragraph a(1) of this provision. That 
person shall forward all disclosure forms to DHCS Program Contract Manager. 

b. Prohibition 

Section 1352 of Title 31, U.S.C., provides in part that no appropriated funds may 
be expended by the recipient of a federal contract, grant, loan, or cooperative 
agreement to pay any person for influencing or attempting to influence an officer 
or employee of any agency, a Member of Congress, an officer or employee of 
Congress, or an employee of a Member of Congress in connection with any of the 
following covered federal actions: the awarding of any federal contract, the making 
of any federal grant, the making of any federal loan, entering into of any 
cooperative agreement, and the extension, continuation, renewal, amendment, or 
modification of any federal contract, grant, loan, or cooperative agreement. 



Department of Health Care Services RFO #: 4260-0000023398 
ISO Additional Enterprise Certification Support Services Exhibit D, Attachment 1 

74  

Attachment 1 

IT Federal Terms and Conditions 

California Department of Health Care Services 

The undersigned certifies, to the best of his or her knowledge and belief, that: 

1. No Federal appropriated funds have been paid or will be paid, by or on behalf of the 
undersigned, to any person for influencing or attempting to influence an officer or 
employee of an agency, a Member of Congress, an officer or employee of Congress, 
or an employee of a Member of Congress in connection with the making, awarding or 
entering into of this Federal contract, Federal grant, or cooperative agreement, and 
the extension, continuation, renewal, amendment, or modification of this Federal 
contract, grant, or cooperative agreement. 

2. If any funds other than Federal appropriated funds have been paid or will be paid to 
any person for influencing or attempting to influence an officer or employee of any 
agency of the United States Government, a Member of Congress, an officer or 
employee of Congress, or an employee of a Member of Congress in connection with 
this Federal contract, grant, or cooperative agreement, the undersigned shall 
complete and submit Standard Form LLL, “Disclosure of Lobbying Activities'' in 
accordance with its instructions. 

3. The undersigned shall require that the language of this certification be included in the 
award documents for all subawards at all tiers (including subcontractors, subgrants, 
and contracts under grants and cooperative agreements) of $100,000 or more, and 
that all subrecipients shall certify and disclose accordingly. 

This certification is a material representation of fact upon which reliance was placed when 
this transaction was made or entered into. Submission of this certification is a prerequisite 
for making or entering into this transaction imposed by Section 1352, Title 31, U.S.C., any 
person who fails to file the required certification shall be subject to a civil penalty of not 
less than $10,000 and not more than $100,000 for each such failure. 

Name of Contractor Printed Name of Person Signing for Contractor 

  

Contract / Grant Number Signature of Person Signing for Contractor 

  

Date Title 

 
 

 

 
After execution by or on behalf of Contractor, please return the completed certification 
to the address for the applicable contract representative identified in the Statement of 
Work. 
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Attachment 2 

CERTIFICATION REGARDING LOBBYING 

Approved by OMB 0348-0046 
Complete this form to disclose lobbying activities pursuant to 31 U.S.C. 1352 

(See reverse for public burden disclosure) 

1. Type of Federal Action: 2. Status of Federal Action: 3. Report Type: 

☐ a. contract 
b. grant 
c. cooperative agreement 
d. loan 
e. loan guarantee 
f. loan insurance 

☐ a. bid/offer/application 
b. initial award 
c. post-award 

☐ a. initial filing 
b. material change 

For Material Change 
Only: 

Year       quarter       
    date of last report 
     . 4. Name and Address of Reporting 

Entity: 
5. If Reporting Entity in No. 4 is 

Subawardee,Enter Name and Address of 
Prime: 

☐Prime ☐Subawardee 

Tier    , if 
known: 

 
Congressional District, If known: 

      

      
      

 

Congressional District, If known:       

6. Federal Department/Agency 

      

7. Federal Program Name/Description: 
      
 
CDFA Number, if applicable:       

8. Federal Action Number, if known: 
      

9. Award Amount, if known: 
$       

10.a. Name and Address of Lobbying 
Registrant 

 (If individual, last name, first name, 
MI): 

      

b. Individuals Performing Services 
(including address if different from 10a. 

 (Last name, First name, MI): 
      

11. Information requested through this form is authorized by title 31 U.S.C. section 1352. This 
disclosure of lobbying activities is a material representation of fact upon which reliance 
was placed by the tier above when this transaction was made or entered into. This 
disclosure is required pursuant to 31 U.S.C. 1352. This information will be available for 
public inspection. Any person that fails to file the required disclosure shall be subject to a 
not more than $100,000 for each such failure. 

Signature:  

Print Name:  

Title:  

Telephone Number:  

Date:  

Federal Use Only Authorized for Local Reproduction 
Standard Form-LLL (Rev. 7-97) 
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CERTIFICATION REGARDING LOBBYING 

INSTRUCTIONS FOR COMPLETION OF SF-LLL, DISCLOSURE OF LOBBYING 
ACTIVITIES 

This disclosure form shall be completed by the reporting entity, whether subawardee or 
prime federal recipients at the initiation or receipt of a covered federal action, or a material 
change to a previous filing, pursuant to Title 31, U.S.C., Section 1352. The filing of a form 
is required for each payment or agreement to make payment to any lobbying entity for 
influencing or attempting to influence an officer or employee of any agency, a Member of 
Congress, an officer or employee of Congress, or an employee of a Member of Congress 
in connection with a covered federal action. Use the SF - LLL- A Continuation Sheet for 
additional information if the space on the form is inadequate. Complete all items that apply 
for both the initial filing and material change report. Refer to the implementing guidance 
published by the Office of Management and Budget for additional information. 

1. Identify the type of covered federal action for which lobbying activity is and/or has 
been secured to influence the outcome of a covered federal action. 

2. Identify the status of the covered federal action. 

3. Identify the appropriate classification of this report. If this is a follow-up report caused 
by a material change to the information previously reported, enter the year and quarter 
in which the change occurred. Enter the date of the last previously submitted report 
by this reporting entity for this covered federal action. 

4. Enter the full name, address, city, state, and ZIP code of the reporting entity. Include 
Congressional District, if known. Check the appropriate classification of the reporting 
entity that designates if it is, or expects to be, a prime or subaward recipient. Identify 
the tier of the subawardee, e.g., the first subawardee of the prime is the 1st tier. 
Subawards include but are not limited to subcontracts, subgrants, and contract awards 
under grants. 

5. If the organization filing the report in Item 4 checks “Subawardee,” then enter the full 
name, address, city, state, and ZIP code of the prime federal recipient. Include 
Congressional District, if known. 

6. Enter the name of the federal agency making the award or loan commitment. Include 
at least one organizational level below agency name, if known. For example, 
Department of Transportation United States Coast Guard. 

7. Enter the federal program name or description for the covered federal action (Item 1). 
If known, enter the full Catalog of Federal Domestic Assistance (CDFA) number for 
grants, cooperative agreements, loans, and loan commitments. 

8. Enter the most appropriate federal identifying number available for the federal action 
identified in Item 1 (e.g., Request for Proposal (RFP) number; Invitation for Bid (IFB) 
number; grant announcement number; the Contract grant, or loan award number; the 
application/proposal control number assigned by the federal agency). Include 
prefixes, e.g., “RFP-DE-90401.” 
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9. For a covered federal action where there has been an award or loan commitment by 
the federal agency, enter the federal amount of the award/loan commitment for the 
prime entity identified in Item 4 or 5. 

10. (a) Enter the full name, address, city, state, and ZIP code of the lobbying entity 
engaged by the reporting entity identified in Item 4 to influence the covered federal 
action. 

10. (b) Enter the full names of the Individual(s) performing services and include full 
address if different from 10.(a). Enter last name, first name, and middle initial (MI). 

11. Enter the amount of compensation paid or reasonably expected to be paid by the 
reporting entity (Item 4) to the lobbying entity (Item 10). Indicate whether the payment 
has been made (actual) or will be made (planned). Check all boxes that apply. If this 
is a material change report, enter the cumulative amount of payment made or planned 
to be made. 

12. Check the appropriate box(es). Check all boxes that apply. If payment is made through 
an in-kind contribution, specify the nature and value of the in-kind payment. 

13. Check the appropriate box(es). Check all boxes that apply. If other, specify nature. 

14. Provide a specific and detailed description of the services that the lobbyist has 
performed, or will be expected to perform, and the date(s) of any services rendered. 
Include all preparatory and related activity, not just time spent in actual contact with 
federal officials, identify the federal official(s) or employee(s) contacted or the 
officer(s), employee(s), or Member(s) of Congress that were contacted. 

15. Check whether or not a SF-LLL-A Continuation Sheet(s) is attached. 

16. The certifying official shall sign and date the form, print his/her name, title, and 
telephone number. 

 

 

 

 

 

Public reporting burden for this collection of information is estimated to average 30 
minutes per response, including time for reviewing instruction, searching existing data 
sources, gathering and maintaining the data needed, and completing and renewing the 
collection of information. Send comments regarding the burden estimate or any other 
aspect of this collection of information, including suggestions for reducing this burden to 
the Office of Management and Budget, Paperwork Reduction Project, (0348-0046), 
Washington, DC 20503. 
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Exhibit E 

Prime Contractor’s DVBE Subcontracting Report and Instructions 
 
This page is intentionally left blank for the Prime Contractor’s DVBE Subcontracting 
report and Instructions 
 

https://www.documents.dgs.ca.gov/dgs/fmc/gs/pd/pd_810P.pdf
https://www.documents.dgs.ca.gov/dgs/fmc/gs/pd/pd_810P.pdf
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Exhibit F 

Resumes 
 

This page is intentionally left blank as a placeholder for resumes. 
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Exhibit G 

Contractor’s Release 

Instructions to Contractor: 

Final Invoice(s)  

Submit one original invoice signed by a person authorized to bind the Contractor. The 
original invoice may submitted and signed electronically using an authorized electronic 
signature in accordance with California State Administrative Manual 1240. The only 
authorized form of electronic signature is a digital signature that meets requirements 
under California Government Code 16.5 and California Secretary of State Regulations 
for Digital Signatures.  

Submission of Final Invoice 

Pursuant to contract number ___________ entered into between the Department of 
Health Care Services (DHCS) and the Contractor (identified below), the Contractor does 
acknowledge that final payment has been requested via invoice number(s) 
________________________________, in the amount(s) of $ 
_____________________________ and dated ________________. 

If necessary, enter "See Attached" in the appropriate blocks and attach a list of invoice 
numbers, dollar amounts and invoice dates. 

Release of all Obligations 

By signing this form, and upon receipt of the amount specified in the invoice number(s) 
referenced above, the Contractor does hereby release and discharge the State, its 
officers, agents and employees of and from any and all liabilities, obligations, claims, 
and demands whatsoever arising from the above referenced contract. 

Repayments Due to Audit Exceptions / Record Retention 

By signing this form, Contractor acknowledges that expenses authorized for 
reimbursement does not guarantee final allowability of said expenses. Contractor 
agrees that the amount of any sustained audit exceptions resulting from any 
subsequent audit made after final payment will be refunded to the State. 

All expense and accounting records related to the above referenced contract must be 
maintained for audit purposes for no less than three years beyond the date of final 
payment, unless a longer term is stated in said contract. 

Recycled Product Use Certification 

By signing this form, Contractor certifies under penalty of perjury that a minimum of 0% 
unless otherwise specified in writing of post-consumer material, as defined in the Public 
Contract Code Section 12200, in products, materials, goods, or supplies offered or sold 
to the State regardless of whether it meets the requirements of Public Contract Code 
Section 12209. Contractor specifies that printer or duplication cartridges offered or sold 
to the State comply with the requirements of Section 12156(e).  
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Reminder to Return State Equipment/Property (If Applicable) 

(Applies only if equipment was provided by DHCS or purchased with or reimbursed by 
contract funds) 

Unless DHCS has approved the continued use and possession of State equipment (as 
defined in the above referenced contract) for use in connection with another DHCS 
agreement, Contractor agrees to promptly initiate arrangements to account for and 
return said equipment to DHCS, at DHCS' expense, if said equipment has not passed 
its useful life expectancy as defined in the above referenced contract. 

Patents / Other Issues 

By signing this form, Contractor further agrees, in connection with patent matters and 
with any claims that are not specifically released as set forth above, that it will comply 
with all of the provisions contained in the above referenced contract, including, but not 
limited to, those provisions relating to notification to the State and related to the defense 
or prosecution of litigation. 

 

ONLY SIGN AND DATE THIS DOCUMENT WHEN ATTACHING IT TO THE FINAL 
INVOICE 

Contractor’s Legal Name (as on 
contract):  

Signature of Contractor or Official 
Designee:  

Printed Name/Title of Person Signing:  

Date:  

Distribution:  Accounting (Original) Program 
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Exhibit H 

Business Associate Addendum 

1. This Agreement has been determined to constitute a business associate 
relationship under the Health Insurance Portability and Accountability Act 
(HIPAA) and its implementing privacy and security regulations at 45 Code of 
Federal Regulations, Parts 160 and 164 (collectively, and as used in this 
Agreement) 

2. The term “Agreement” as used in this document refers to and includes both this 
Business Associate Addendum and the contract to which this Business Associate 
Agreement is attached as an exhibit, if any. 

3. For purposes of this Agreement, the term “Business Associate” shall have the 
same meaning as set forth in 45 CFR section 160.103. 

4. The Department of Health Care Services (DHCS) intends that Business 
Associate may create, receive, maintain, transmit or aggregate certain 
information pursuant to the terms of this Agreement, some of which information 
may constitute Protected Health Information (PHI) and/or confidential information 
protected by Federal and/or state laws. 

4.1 As used in this Agreement and unless otherwise stated, the term “PHI” 
refers to and includes both “PHI” as defined at 45 CFR section 160.103 
and Personal Information (PI) as defined in the Information Practices Act 
(IPA) at California Civil Code section 1798.3(a). PHI includes information 
in any form, including paper, oral, and electronic. 

4.2 As used in this Agreement, the term “confidential information” refers to 
information not otherwise defined as PHI in Section 4.1 of this Agreement, 
but to which state and/or federal privacy and/or security protections apply. 

5. Contractor (however named elsewhere in this Agreement) is the Business 
Associate of DHCS acting on DHCS's behalf and provides services or arranges, 
performs or assists in the performance of functions or activities on behalf of 
DHCS, and may create, receive, maintain, transmit, aggregate, use or disclose 
PHI (collectively, “use or disclose PHI”) in order to fulfill Business Associate’s 
obligations under this Agreement. DHCS and Business Associate are each a 
party to this Agreement and are collectively referred to as the "parties.” 

6. The terms used in this Agreement, but not otherwise defined, shall have the 
same meanings as those terms in HIPAA and/or the IPA. Any reference to 
statutory or regulatory language shall be to such language as in effect or as 
amended. 
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7. Permitted Uses and Disclosures of PHI by Business Associate 

Except as otherwise indicated in this Agreement, Business Associate may use or 
disclose PHI, inclusive of de-identified data derived from such PHI, only to 
perform functions, activities or services specified in this Agreement on behalf of 
DHCS, provided that such use or disclosure would not violate HIPAA or other 
applicable laws if done by DHCS. 

7.1 Specific Use and Disclosure Provisions 

Except as otherwise indicated in this Agreement, Business Associate may 
use and disclose PHI if necessary for the proper management and 
administration of the Business Associate or to carry out the legal 
responsibilities of the Business Associate. Business Associate may 
disclose PHI for this purpose if the disclosure is required by law, or the 
Business Associate obtains reasonable assurances from the person to 
whom the information is disclosed that it will be held confidentially and 
used or further disclosed only as required by law or for the purposes for 
which it was disclosed to the person. The person shall notify the Business 
Associate of any instances of which the person is aware that the 
confidentiality of the information has been breached, unless such person 
is a treatment provider not acting as a business associate of Business 
Associate. 

8. Compliance with Other Applicable Law 

8.1 To the extent that other state and/or federal laws provide additional, 
stricter and/or more protective (collectively, more protective) privacy 
and/or security protections to PHI or other confidential information covered 
under this Agreement beyond those provided through HIPAA, Business 
Associate agrees: 

8.1.1 To comply with the more protective of the privacy and security 
standards set forth in applicable state or federal laws to the 
extent such standards provide a greater degree of protection 
and security than HIPAA or are otherwise more favorable to the 
individuals whose information is concerned; and 

8.1.2 To treat any violation of such additional and/or more protective 
standards as a breach or security incident, as appropriate, 
pursuant to Section 18. of this Agreement. 

8.2 Examples of laws that provide additional and/or stricter privacy protections 
to certain types of PHI and/or confidential information, as defined in 
Section 4. of this Agreement, include, but are not limited to the Information 
Practices Act, California Civil Code sections 1798-1798.78, Confidentiality 
of Alcohol and Drug Abuse Patient Records, 42 CFR Part 2, Welfare and 
Institutions Code section 5328, and California Health and Safety Code 
section 11845.5. 
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8.3 If Business Associate is a Qualified Service Organization (QSO) as 
defined in 42 CFR section 2.11, Business Associate agrees to be bound 
by and comply with subdivisions (2)(i) and (2)(ii) under the definition of 
QSO in 42 CFR section 2.11. 

9. Additional Responsibilities of Business Associate 

9.1 Nondisclosure 

9.1.1 Business Associate shall not use or disclose PHI or other 
confidential information other than as permitted or required by 
this Agreement or as required by law. 

9.2 Safeguards and Security 

9.2.1 Business Associate shall use safeguards that reasonably and 
appropriately protect the confidentiality, integrity, and availability 
of PHI and other confidential data and comply, where 
applicable, with subpart C of 45 CFR Part 164 with respect to 
electronic protected health information, to prevent use or 
disclosure of the information other than as provided for by this 
Agreement. Such safeguards shall be based on applicable 
Federal Information Processing Standards (FIPS) Publication 
199 protection levels. 

9.2.2 Business Associate shall, at a minimum, utilize a National 
Institute of Standards and Technology Special Publication (NIST 
SP) 800-53 compliant security framework when selecting and 
implementing its security controls and shall maintain continuous 
compliance with NIST SP 800-53 as it may be updated from 
time to time. The current version of NIST SP 800-53, Revision 
5, is available online at; updates will be available online through 
the Computer Security Resource Center website. 

9.2.3 Business Associate shall employ FIPS 140-2 validated 
encryption of PHI at rest and in motion unless Business 
Associate determines it is not reasonable and appropriate to do 
so based upon a risk assessment, and equivalent alternative 
measures are in place and documented as such. FIPS 140-2 
validation can be determined online through the Cryptographic 
Module Validation Program Search, with information about the 
Cryptographic Module Validation Program under FIPS 140-2. In 
addition, Business Associate shall maintain, at a minimum, the 
most current industry standards for transmission and storage of 
PHI and other confidential information. 

9.2.4 Business Associate shall apply security patches and upgrades, 
and keep virus software up-to-date, on all systems on which PHI 
and other confidential information may be used. 

https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
https://csrc.nist.gov/publications/sp800
https://csrc.nist.gov/projects/cryptographic-module-validation-program/validated-modules/search
https://csrc.nist.gov/projects/cryptographic-module-validation-program/validated-modules/search
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/fips-140-2
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9.2.5 Business Associate shall ensure that all members of its 
workforce with access to PHI and/or other confidential 
information sign a confidentiality statement prior to access to 
such data. The statement must be renewed annually. 

9.2.6 Business Associate shall identify the security official who is 
responsible for the development and implementation of the 
policies and procedures required by 45 CFR Part 164, Subpart 
C. 

9.3 Business Associate’s Agent 

Business Associate shall ensure that any agents, subcontractors, 
subawardees, vendors or others (collectively, “agents”) that use or 
disclose PHI and/or confidential information on behalf of Business 
Associate agree to the same restrictions and conditions that apply to 
Business Associate with respect to such PHI and/or confidential 
information.  

10. Mitigation of Harmful Effects 

Business Associate shall mitigate, to the extent practicable, any harmful effect 
that is known to Business Associate of a use or disclosure of PHI and other 
confidential information in violation of the requirements of this Agreement.  

11. Access to PHI 

Business Associate shall make PHI available in accordance with 45 CFR section 
164.524. 

12. Amendment of PHI 

Business Associate shall make PHI available for amendment and incorporate 
any amendments to protected health information in accordance with 45 CFR 
section 164.526. 

13. Accounting for Disclosures 

Business Associate shall make available the information required to provide an 
accounting of disclosures in accordance with 45 CFR section 164.528. 

14. Compliance with DHCS Obligations 

To the extent Business Associate is to carry out an obligation of DHCS under 45 
CFR Part 164, Subpart E, comply with the requirements of the subpart that apply 
to DHCS in the performance of such obligation. 
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15. Access to Practices, Books and Records 

Business Associate shall make its internal practices, books, and records relating 
to the use and disclosure of PHI on behalf of DHCS available to DHCS upon 
reasonable request, and to the federal Secretary of Health and Human Services 
for purposes of determining DHCS’ compliance with 45 CFR Part 164, Subpart E. 

16. Return or Destroy PHI on Termination; Survival 

At termination of this Agreement, if feasible, Business Associate shall return or 
destroy all PHI and other confidential information received from, or created or 
received by Business Associate on behalf of, DHCS that Business Associate still 
maintains in any form and retain no copies of such information. If return or 
destruction is not feasible, Business Associate shall notify DHCS of the 
conditions that make the return or destruction infeasible, and DHCS and 
Business Associate shall determine the terms and conditions under which 
Business Associate may retain the PHI. If such return or destruction is not 
feasible, Business Associate shall extend the protections of this Agreement to 
the information and limit further uses and disclosures to those purposes that 
make the return or destruction of the information infeasible. 

17. Special Provision for SSA Data 

If Business Associate receives data from or on behalf of DHCS that was verified 
by or provided by the Social Security Administration (SSA data) and is subject to 
an agreement between DHCS and SSA, Business Associate shall provide, upon 
request by DHCS, a list of all employees and agents and employees who have 
access to such data, including employees and agents of its agents, to DHCS.  

18. Breaches and Security Incidents 

Business Associate shall implement reasonable systems for the discovery and 
prompt reporting of any breach or security incident, and take the following steps: 

18.1 Notice to DHCS 

18.1.1 Business Associate shall notify DHCS immediately upon the 
discovery of a suspected breach or security incident that 
involves SSA data. This notification will be provided by email 
upon discovery of the breach. If Business Associate is unable to 
provide notification by email, then Business Associate shall 
provide notice by telephone to DHCS. 

18.1.2 Business Associate shall notify DHCS within 24 hours by email 
(or by telephone if Business Associate is unable to email DHCS) 
of the discovery of the following, unless attributable to a 
treatment provider that is not acting as a business associate of 
Business Associate: 
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18.1.2.1 Unsecured PHI if the PHI is reasonably believed to 
have been accessed or acquired by an unauthorized 
person; 

18.1.2.2 Any suspected security incident which risks 
unauthorized access to PHI and/or other confidential 
information; 

18.1.2.3 Any intrusion or unauthorized access, use or 
disclosure of PHI in violation of this Agreement; or 

18.1.2.4 Potential loss of confidential information affecting this 
Agreement. 

18.1.3 Notice shall be provided to the DHCS Program Contract 
Manager (as applicable), the DHCS Privacy Office, and the 
DHCS Information Security Office (collectively, “DHCS 
Contacts”) using the DHCS Contact Information in Section 18.6. 

Notice shall be made using the current DHCS “Privacy Incident 
Reporting Form” (“PIR Form”; the initial notice of a security 
incident or breach that is submitted is referred to as an “Initial 
PIR Form”) and shall include all information known at the time 
the incident is reported. The form is available online at the 
DHCS Data Privacy webpage. 

Upon discovery of a breach or suspected security incident, 
intrusion or unauthorized access, use or disclosure of PHI, 
Business Associate shall take: 

18.1.3.1 Prompt action to mitigate any risks or damages 
involved with the security incident or breach; and 

18.1.3.2 Any action pertaining to such unauthorized disclosure 
required by applicable Federal and State law. 

18.2 Investigation 

Business Associate shall immediately investigate such security incident or 
breach. 

18.3 Complete Report 

To provide a complete report of the investigation to the DHCS contacts 
within ten (10) working days of the discovery of the security incident or 
breach. This “Final PIR” must include any applicable additional information 
not included in the Initial Form. The Final PIR Form shall include an 
assessment of all known factors relevant to a determination of whether a 
breach occurred under HIPAA and other applicable federal and state laws. 
The report shall also include a full, detailed corrective action plan, 
including its implementation date and information on mitigation measures 

https://www.dhcs.ca.gov/formsandpubs/laws/priv/Documents/Privacy-Incident-Report-PIR.pdf
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taken to halt and/or contain the improper use or disclosure. If DHCS 
requests information in addition to that requested through the PIR form, 
Business Associate shall make reasonable efforts to provide DHCS with 
such information. A “Supplemental PIR” may be used to submit revised or 
additional information after the Final PIR is submitted. DHCS will review 
and approve or disapprove Business Associate’s determination of whether 
a breach occurred, whether the security incident or breach is reportable to 
the appropriate entities, if individual notifications are required, and 
Business Associate’s corrective action plan. 

18.3.1 If Business Associate does not complete a Final PIR within the 
ten (10) working day timeframe, Business Associate shall 
request approval from DHCS within the ten (10) working day 
timeframe of a new submission timeframe for the Final PIR. 

18.4 Notification of Individuals 

If the cause of a breach is attributable to Business Associate or its agents, 
other than when attributable to a treatment provider that is not acting as a 
business associate of Business Associate, Business Associate shall notify 
individuals accordingly and shall pay all costs of such notifications, as well 
as all costs associated with the breach. The notifications shall comply with 
applicable federal and state law. DHCS shall approve the time, manner 
and content of any such notifications and their review and approval must 
be obtained before the notifications are made. 

18.5 Responsibility for Reporting of Breaches to Entities Other than 
DHCS 

If the cause of a breach of PHI is attributable to Business Associate or its 
agents, other than when attributable to a treatment provider that is not 
acting as a business associate of Business Associate, Business Associate 
is responsible for all required reporting of the breach as required by 
applicable federal and state law. 

18.6 DHCS Contact Information 

To direct communications to the above referenced DHCS staff, the 
Contractor shall initiate contact as indicated here. DHCS reserves the right 
to make changes to the contact information below by giving written notice 
to Business Associate. These changes shall not require an amendment to 
this Agreement. 

18.6.1 DHCS Program Contract Manager 

See the Scope of Work exhibit for Program Contract Manager 
information. If this Business Associate Agreement is not 
attached as an exhibit to a contract, contact the DHCS signatory 
to this Agreement. 

  



Department of Health Care Services RFO #: 4260-0000023398 
ISO Additional Enterprise Certification Support Services Exhibit H 

DHCS HIPAA BAA (Revised 09/2021) 89  

18.6.2 DHCS Privacy Office 

Privacy Office 
c/o: Office of HIPAA Compliance 
Department of Health Care Services 
P.O. Box 997413, MS 4722 
Sacramento, CA 95899-7413 

Email: incidents@dhcs.ca.gov 

Telephone: (916) 445-4646 

18.6.3 DHCS Information Security Office 

Information Security Office 
DHCS Information Security Office 
P.O. Box 997413, MS 6400 
Sacramento, CA 95899-7413 

Email: incidents@dhcs.ca.gov 

19. Responsibility of DHCS 

DHCS agrees to not request the Business Associate to use or disclose PHI in 
any manner that would not be permissible under HIPAA and/or other applicable 
federal and/or state law. 

20. Audits, Inspection and Enforcement 

20.1 From time to time, DHCS may inspect the facilities, systems, books and 
records of Business Associate to monitor compliance with this Agreement. 
Business Associate shall promptly remedy any violation of this Agreement 
and shall certify the same to the DHCS Privacy Officer in writing. Whether 
or how DHCS exercises this provision shall not in any respect relieve 
Business Associate of its responsibility to comply with this Agreement. 

20.2 If Business Associate is the subject of an audit, compliance review, 
investigation or any proceeding that is related to the performance of its 
obligations pursuant to this Agreement, or is the subject of any judicial or 
administrative proceeding alleging a violation of HIPAA, Business 
Associate shall promptly notify DHCS unless it is legally prohibited from 
doing so. 

21. Termination 

21.1 Termination for Cause 

Upon DHCS’ knowledge of a violation of this Agreement by Business 
Associate, DHCS may in its discretion: 

mailto:incidents@dhcs.ca.gov
mailto:incidents@dhcs.ca.gov
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21.1.1 Provide an opportunity for Business Associate to cure the 
violation and terminate this Agreement if Business Associate 
does not do so within the time specified by DHCS; or 

21.1.2 Terminate this Agreement if Business Associate has violated a 
material term of this Agreement. 

21.2 Judicial or Administrative Proceedings 

DHCS may terminate this Agreement if Business Associate is found to 
have violated HIPAA, or stipulates or consents to any such conclusion, in 
any judicial or administrative proceeding. 

22. Miscellaneous Provisions 

22.1 Disclaimer 

DHCS makes no warranty or representation that compliance by Business 
Associate with this Agreement will satisfy Business Associate’s business 
needs or compliance obligations. Business Associate is solely responsible 
for all decisions made by Business Associate regarding the safeguarding 
of PHI and other confidential information. 

22.2 Amendment 

22.2.1 Any provision of this Agreement which is in conflict with current 
or future applicable Federal or State laws is hereby amended to 
conform to the provisions of those laws. Such amendment of 
this Agreement shall be effective on the effective date of the 
laws necessitating it, and shall be binding on the parties even 
though such amendment may not have been reduced to writing 
and formally agreed upon and executed by the parties. 

22.2.2 Failure by Business Associate to take necessary actions 
required by amendments to this Agreement under Section 
22.2.1 shall constitute a material violation of this Agreement. 

22.3 Assistance in Litigation or Administrative Proceedings 

Business Associate shall make itself and its employees and agents 
available to DHCS at no cost to DHCS to testify as witnesses, or 
otherwise, in the event of litigation or administrative proceedings being 
commenced against DHCS, its directors, officers and/or employees based 
upon claimed violation of HIPAA, which involve inactions or actions by the 
Business Associate. 

22.4 No Third-Party Beneficiaries 

Nothing in this Agreement is intended to or shall confer, upon any third 
person any rights or remedies whatsoever. 
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22.5 Interpretation 

The terms and conditions in this Agreement shall be interpreted as broadly 
as necessary to implement and comply with HIPAA and other applicable 
laws. 

22.6 No Waiver of Obligations 

No change, waiver or discharge of any liability or obligation hereunder on 
any one or more occasions shall be deemed a waiver of performance of 
any continuing or other obligation, or shall prohibit enforcement of any 
obligation, on any other occasion. 
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Exhibit I 

Contractor Response 

This page is intentionally blank and serves as a placeholder for the Contractor’s 
Response to RFO 4260-0000023398 in its Entirety. 
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Attachment 0 

Response Cover Page 
 

Name of Responding Firm (Legal name as it will appear on the contract) 

 

Mailing Address (Street address, P.O. Box, City, State, Zip Code) 

 

Person authorized to act as the contact for this firm in matters regarding this proposal: 

Printed Name (First, Last): Title: 

  

Telephone number: Fax number: 

  

Email address: 

 

Person authorized to obligate this firm in matters regarding this proposal or the resulting 
contract: 

Printed Name (First, Last): Title: 

  

Telephone number: Fax number: 

  

Email address: 

 

(CORPORATIONS ONLY)  Name/Title of person authorized by the Board of 
Directors to sign this bid on behalf of the Board: 

Printed Name (First, Last): Title: 

  

Signature of Respondent or Authorized Representative Date: 
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Attachment 1 

 

                

Attachment 1  - Cost Worksheet 
 21-10321 ISO Additional Enterprise Certification Support Services - Information Security Specialist 

Base Contract Years Optional Extention Years 

IT Classification 
Year 1 
Hourly 
Rate 

Year 
1 

Hours 

Year 
1 

 Cost 

Year 2 
Hourly 
Rate 

Year 
2 

Hours 

Year 
2 

 Cost 

Year 3 
Hourly 
Rate 

Year 
3 

Hours 

Year 
3 

Cost 

Year 4 
Hourly 
Rate 

Year 
4 

Hours 

Year 
4 

Cost 

Year 5 
Hourly 
Rate 

Year 
5 

Hours 

Year 
5 

Cost 

Information Security 
Specialist #1 

  2,000     2,000     2,000     2,000     2,000   

Information Security 
Specialist #2 

  2,000     2,000     2,000     2,000     2,000   

                                

Total     $0      $0      $0      $0      $0  
             

   

 
Base Contract Years 

           

 
   Anticipated Labor Costs 

Sub-Total 
 $     -    

           

 
Unanticipated Tasks (10%)  $     -    

           

 
*Grand Total Labor Costs  $     -    

           

 
Optional Extention Years 

           

 
 Anticipated Labor Costs 

Sub-Total 
 $     -    

           

 
Unanticipated Tasks (10%)  $     -    

           

 
*Grand Total Labor Costs  $     -    

           

                

 
*This will be considered Total Contract Amount 
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Attachment 2 
Client References 

List 3 clients serviced in the past who can confirm the quality & timeliness of the 
Respondent’s services. Preferably list firms with service needs that were similar or 
related to those sought in this RFO. List the most recent first. 

REFERENCE 1 

Name of Firm 

 

Street address City State Zip Code 

    

Contact Person Telephone number 

  

Dates of service Value or cost of service 

  

Brief description of service provided 

 

REFERENCE 2 

Name of Firm 

 

Street address City State Zip Code 

    

Contact Person Telephone number 

  

Dates of service Value or cost of service 

  

Brief description of service provided 

 

REFERENCE 3 

Name of Firm 

 

Street address City State Zip Code 

    

Contact Person Telephone number 

  

Dates of service Value or cost of service 

  

Brief description of service provided 
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                                                                                                       Attachment 3 
 

Attachment 3 

Payee Data Record 

This page is intentionally left blank for the STD 204 Payee Data Record. 
 

http://www.documents.dgs.ca.gov/dgs/fmc/pdf/std204.pdf
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Attachment 4 

Statement of Work 
[Use of this form and format is optional.  These instructions must mirror the Statement of Work description requirements in 
the RFO.] 

1. Insert here a brief explanation or description of the overall approaches and/or methods that will be used to accomplish DHCS’ 
Scope of Work. 
      

2. If applicable, explain what is unique, creative, or innovative about the proposed approaches and/or methods. 
      

3. If the Respondent envisions any major complications or delays at any stage of performance, describe those complications or 
delays and include a proposed strategy for overcoming those issues.  Likewise, indicate if the Respondent does not anticipate 
any major complications or delays. 
      

4. If, for any reason, the Statement of Work does not wholly address each DHCS Scope of Work requirement, fully explain each 
omission.  Likewise, indicate if the Statement of Work does not contain any omissions. 
      

5. Indicate the assumptions that were made in developing the Statement of Work in response to DHCS’ Scope of Work.  For each 
assumption listed, explain the reasoning or rationale that led you to that assumption. 
      

6. If applicable, identify the additional Contractor and/or State responsibilities that were included in the Statement of Work that the 
Respondent believes are necessary to ensure successful performance but were omitted from DHCS’ Scope of Work. 
      

Page    of    
[Like or similar electronic versions of this form may be developed for submission with a response.  Use as many pages as are 
necessary to fully detail the Respondent’s Statement of Work for the entire contract term.] 
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Statement of Work 
 

Major Functions, Tasks, and Activities Timeline for 
performance 

Classification of 
responsible party 

Performance Measure and/or 
Deliverables and Completion 
Date 

1. Analyze X data to determine Y 01/01/XX - 3/15/XX Application Analyst Submit report documenting 
analytical techniques and findings 
by 4/30/XX. 

2. Develop recommendations for the design of a 
____.  List pros/cons of each, identify 
preferences and justify chosen design. 

By end of 1st 
quarter of 200X 

Application Analyst Submit list of recommendations by 
3/31/XX. 

3. Develop sample model using ABC design. By end of 2nd 
quarter of 200X 

Technical Leader Submit initial model to DHCS for 
review and approval no later than 
6/30/XX. 

4.  Make design modifications, required by DHCS. Week of XX/XX/XX Application Analyst Re-submit adjusted model for 
approval no later than ________. 

5. Test ___ to confirm proper working action and 
document positive/negative results. 

11/15/XX - 
12/15/XX. 

Technical Leader Complete tests and submit written 
results by 12/31/XX. 

6.  

 

   

7.  

 

   

8.  

 

   

9.  

 

   

 
Page    of    

[Like or similar electronic versions of this form may be developed for submission with a response.  The above sample is intended to 
illustrate the type of information that is required.  Use as many pages as are necessary to fully detail the Respondent’s Statement of 
Work for the entire contract term.]  
 

SAMPLE 



Department of Health Care Services RFO #: 4260-0000023398 
ISO Additional Enterprise Certification Support Services Attachment 5 
 

99  
 

Attachment 5 

Resume Completion Instructions 

Resume 
[Name of Staff Person] 

To the extent possible, the resume for each contract participant should not be lengthy 
(i.e., limited to one-two pages in length) and should only include the following types of 
information.  There is no required order in which to present the information. 

• Person’s formal name 

• Educational credentials, highest grade completed, degrees obtained (if applicable) 
and when obtained (e.g., month and year) 

• Employment history for up to the past five years including employer name, length of 
employment, position or functional title, from and to dates, and a very brief 
description of roles and responsibilities.  Employment data should be presented with 
the most recent employment first and should reflect employment by the Respondent 
unless the person is serving as a subcontractor. 

• Technical, educational, or industry specific certificates (if applicable such as a 
Project Management Professional (PMP) certificate and relevant to the service to be 
performed) and/or licenses and when obtained (e.g., month and year) 

Data to Exclude from a Personal Resume 

To the extent possible, resumes should omit facts of a personal nature including, but not 
limited to: 

• Home address, home telephone number, home or personal email address, personal 
cellular telephone number, driver’s license number  

• Social security number, 

• Gender, marital status, number of children 

• Age and date of birth, 

• Race or ethnicity, 

• Other personal facts including physical description, identification of spouse, 
religious affiliation, political affiliation, personal hobbies, description of state 
of health or medical condition, personal financial information or holdings, etc. 

DHCS cannot ensure protection of any personal or confidential information 
included in a personal resume as all resumes become part of the public contract 
file. 
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Attachment 6 

DVBE Participation Confirmation 

All certified small business, micro business, or DVBE Contractors, subcontractor or 
suppliers must meet the commercially useful function requirements, under Government 
Code Section 14837(d)(4) (for SB) and Military and Veterans Code Section 999(b)(5)(b) 
(for DVBE). 

Please answer the following questions, as they apply to each DVBE subcontractor for 
the goods and services being acquired in this solicitation.  Complete one form for each 
DVBE subcontractor. 

Name of DVBE (as certified by DGS):  

 

Mark all that apply:  ☐ DVBE ☐ Small Business ☐ Micro Business 

Percent of DVBE Use Claimed:       

1. Will the DVBE subcontractor be responsible for the execution of a 

distinct element of the services of the resulting contract? 
☐ Yes ☐ No 

2. Will the DVBE subcontractor be actually performing, managing, or 

supervising an element of the services of the resulting contract? 
☐ Yes ☐ No 

3. Will the DVBE subcontractor be performing work or supplying 

goods on the resulting contract that are normal for its business, 

services, and functions? 

☐ Yes ☐ No 

4. Will there be any further subcontracting by the DVBE 

subcontractor for the resulting contract that is greater than that 

expected to be subcontracted by normal industry practices? 

☐ Yes ☐ No 

5. If providing goods, will the DVBE subcontractor be responsible, 

with respect to products, inventories, materials, and supplies 

required for the contract, for negotiating price, determining quality 

and quantity, ordering, installing, if applicable, and making 

payment.  

☐ Yes ☐ No 

☐ N/A 

 
A “No” response to questions 1-3 or 5, or a response of “Yes” to question 4 may result 
in the Respondent’s proposal being deemed non-responsive and disqualified. 
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The Respondent must identify below the specific elements of the service description 
(i.e., tasks, activities, or functions) that will be performed by the DVBE subcontractor 
identified above.  If goods will be obtained, only list the specific goods that will be 
utilized solely to perform the services sought in this solicitation and identify the service 
elements, tasks, activities, or functions for which the identified goods will be used.  At its 
option, DHCS reserves the right to request the submission of additional clarifying 
information. 
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Attachment 7 

Respondent / Bidder Declaration 

This page is intentionally left blank for the Bidder Declaration. 

 

http://www.documents.dgs.ca.gov/dgs/fmc/gs/pd/gspd05-105.pdf
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Attachment 8 
Follow-on Consultant Contract Disclosure 

Background Information: 

1. PCC Section 10365.5 generally prohibits a person, firm, or subsidiary thereof that 
has been awarded a consulting services contract from submitting a bid for and/or 
being awarded an agreement for, the provision of services, procurement of goods or 
supplies, or any other related action that is required, suggested, or otherwise 
deemed appropriate in the end product of a consulting services contract. 

2. PCC Section 10365.5 does not apply to any person, firm, or subsidiary thereof that 
is awarded a subcontract of a consulting services agreement that totals no more 
than 10 percent of the total monetary value of the consulting services agreement. 

3. Consultants/employees of a firm that provides consulting advice under an original 
consulting contract are not prohibited from providing services as employees of 
another firm on a follow-on contract, unless the persons are named contracting 
parties or named parties in a subcontract of the original contract. 

4. PCC Section 10365.5 does not distinguish between intentional, negligent, and/or 
inadvertent violations. A violation could result in disqualification from bidding, a void 
contract, and/or imposition of criminal penalties. 

Disclosure [Mark one (1) box]: 

☐ I hereby certify that neither my firm nor any subcontractor that my firm intends to use 

under the contract resulting from this procurement, is currently providing consulting 
services to the state under a state contract (or as a subcontractor providing more 
than 10 percent of dollar value of a consulting service contract with the state) or has 
provided such services within five (5) years prior to the release of this DHCS RFO 
that are related in any manner to the services, goods, or supplies being acquired 
pursuant to this DHCS RFO. 

[Sign below.] This option is likely to apply to bidding firms that do not 
currently and/or never have provided consultant services to the state. 

☐ Attached is a disclosure of current and/or prior consulting services provided by my 

firm or a proposed subcontractor to the state under a state contract within five (5) 
years prior to the release of this RFO that may be related in some manner to the 
services, goods, or supplies being acquired pursuant to this RFO.  

[Sign below and attach to this document a detailed disclosure.] 

Name of Firm 

 

Signature Date Signed 

  

Printed/Typed Name Title 
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Attachment 9 

Disable Veteran Business Enterprise Declarations 

This page is intentionally left blank for the Disable Veteran Business Enterprise 
Declarations. 

 

https://www.documents.dgs.ca.gov/dgs/fmc/gs/pd/pd_843.pdf
https://www.documents.dgs.ca.gov/dgs/fmc/gs/pd/pd_843.pdf
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Attachment 10 

CALIFORNIA CIVIL RIGHTS LAWS CERTIFICATION 

Pursuant to Public Contract Code section 2010, if a bidder or proposer executes or 
renews a contract over $100,000 on or after January 1, 2017, the bidder or proposer 
hereby certifies compliance with the following: 

1. CALIFORNIA CIVIL RIGHTS LAWS 

For contracts over $100,000 executed or renewed after January 1, 2017, the 
contractor certifies compliance with the Unruh Civil Rights Act (Section 51 of the 
Civil Code) and the Fair Employment and Housing Act (Section 12960 of the 
Government Code); and 

2. EMPLOYER DISCRIMINATORY POLICIES 

For contracts over $100,000 executed or renewed after January 1, 2017, if a 
Contractor has an internal policy against a sovereign nation or peoples recognized 
by the United States government, the Contractor certifies that such policies are not 
used in violation of the Unruh Civil Rights Act (Section 51 of the Civil Code) or the 
Fair Employment and Housing Act (Section 12960 of the Government Code).  

CERTIFICATION 

I, the official named below, certify under penalty of perjury under the laws of the State of 
California that the foregoing is true and correct. 

Proposer/Bidder Firm Name (Printed) Federal ID Number  

  

By (Authorized Signature) 

 

Printed Name and Title of Person Signing 

 

Date Executed Executed in the County and State of 
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Attachment 11  

Key Staff Qualifications 

Complete this attachment (or a table or spreadsheet similar to it) for each of the proposed key staff. Failure to complete 
this attachment may be cause for rejection of the offer. Insert additional rows as needed to address all requirements. 
 

Qualifications:  
Information Security Specialist #1 

Experience 

# of 
Years 

Name of project(s), staff 
role and the relevant 
experience on the 
project(s). List dates of 
each engagement 

Reference 
information1: 
name, e-mail 
address, phone 
number 

Mandatory 1: Minimum of five (5) years of experience 
applying security policies, standards, testing, modification 
and implementation. 

   

Mandatory 2: At least three (3) years of that experience 
(M1) must be in information security analysis. 

   

Mandatory 3: Bachelor’s Degree in an IT-related or 
Engineering field. Additional qualifying experience may 
be substituted for the required education on a year-for-
year basis. 

   

Mandatory 4: Minimum of one (1) year of experience 
reviewing compliance with HIPAA security standards and 
alignment with Health Care Industry Security Approaches 
pursuant to Cybersecurity Act of 2015, Section 405(d). 

   

 

1 List at least two (2) references in this column. Two (2) references are not required for each row; instead, a minimum of 
two (2) references is required for each staff person.  
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Qualifications:  
Information Security Specialist #1 

Experience 

# of 
Years 

Name of project(s), staff 
role and the relevant 
experience on the 
project(s). List dates of 
each engagement 

Reference 
information1: 
name, e-mail 
address, phone 
number 

Mandatory 5: Minimum of one (1) year of experience 
reviewing compliance with the most current NIST SP 
800-53, “Security and Privacy Controls for Federal 
Information Systems and Organizations” and/or NIST SP 
800-171, “Protecting Controlled Unclassified Information 
in Nonfederal Systems and Organizations“. 

   

Mandatory 6: Minimum of one (1) year of experience 
reviewing compliance with the Open Web Application 
Security Project (OWASP). 

   

Mandatory 7: Minimum of one (1) year of experience 
assessing AWS and Azure systems and environments. 

   

Desirable 1: The MES assessor should possess a 
combination of privacy and security experience and 
relevant assessment certifications. Examples of 
acceptable privacy and security experience may include, 
but are not limited to: 

• Reviewing compliance with the Federal Information 
Security Management Act 
• Participating in the Federal Risk and Authorization 
Management Program (FedRAMP)-certified third-
party assessment organization 

• Experience assessing the implementation of the 
Center for Internet Security (CIS) benchmarks. 
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Desirable 2: The assessor organization should have 
relevant security and privacy accreditations, and the 
assessor’s team leads should have relevant security and 
privacy certifications. Examples of relevant auditing 
certifications are: 

• Certified Information Privacy Professional 

• Certified Information Privacy Manager 

• Certified Information Systems Security Professional 

• Fellow of Information Privacy 

• HealthCare Information Security and Privacy 
Practitioner 

• Certified Internal Auditor 

• Certified Risk Management Professional 

• Certified Information Systems Auditor 

• Certified Government Auditing Professional 

• Certified Expert HIPAA Professional 

• AWS Certified Cloud Practitioner 

• AWS Certified Security Specialist 

   

Desirable 3: More than one (1) year experience 
reviewing compliance with the following: 

• HIPAA security standards and alignment with Health 
Care Industry Security Approaches pursuant to 
Cybersecurity Act of 2015, Section 405(d) 
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Qualifications:  
Information Security Specialist #1 

Experience 

# of 
Years 

Name of project(s), staff 
role and the relevant 
experience on the 
project(s). List dates of 
each engagement 

Reference 
information1: 
name, e-mail 
address, phone 
number 

• NIST SP 800-53, “Security and Privacy Controls for 
Federal Information Systems and Organizations” 
(most current) and/or NIST SP 800-171, “Protecting 
Controlled Unclassified Information in Nonfederal 
Systems and Organizations“ 

• OWASP 

Desirable 4: More than one (1) year assessing AWS and 
Azure systems and environments 
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Qualifications:  
Information Security Specialist #2 

Experience 

# of 
Years 

Name of project(s), staff 
role and the relevant 
experience on the 
project(s). List dates of 
each engagement 

Reference 
information2: 
name, e-mail 
address, phone 
number 

Mandatory 1: Minimum of five (5) years of experience 
applying security policies, standards, testing, modification 
and implementation. 

   

Mandatory 2: At least three (3) years of that experience 
(M1) must be in information security analysis. 

   

Mandatory 3: Bachelor’s Degree in an IT-related or 
Engineering field. Additional qualifying experience may 
be substituted for the required education on a year-for-
year basis. 

   

Mandatory 4: Minimum of one (1) year of experience 
reviewing compliance with HIPAA security standards and 
alignment with Health Care Industry Security Approaches 
pursuant to Cybersecurity Act of 2015, Section 405(d). 

   

Mandatory 5: Minimum of one (1) year of experience 
reviewing compliance with the most current NIST SP 
800-53, “Security and Privacy Controls for Federal 
Information Systems and Organizations” and/or NIST SP 
800-171, “Protecting Controlled Unclassified Information 
in Nonfederal Systems and Organizations“. 

   

Mandatory 6: Minimum of one (1) year of experience 
reviewing compliance with the Open Web Application 
Security Project (OWASP). 

   

Mandatory 7: Minimum of one (1) year of experience 
assessing AWS and Azure systems and environments. 

   

 

2 List at least two (2) references in this column. Two (2) references are not required for each row; instead, a minimum of 
two (2) references is required for each staff person.  
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Qualifications:  
Information Security Specialist #2 

Experience 

# of 
Years 

Name of project(s), staff 
role and the relevant 
experience on the 
project(s). List dates of 
each engagement 

Reference 
information2: 
name, e-mail 
address, phone 
number 

Desirable 1: The MES assessor should possess a 
combination of privacy and security experience and 
relevant assessment certifications. Examples of 
acceptable privacy and security experience may include, 
but are not limited to: 

• • Reviewing compliance with the Federal Information 
Security Management Act 

• Participating in the Federal Risk and Authorization 
Management Program (FedRAMP)-certified third-
party assessment organization 

• Experience assessing the implementation of the 
Center for Internet Security (CIS) benchmarks. 
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Qualifications:  
Information Security Specialist #2 

Experience 

# of 
Years 

Name of project(s), staff 
role and the relevant 
experience on the 
project(s). List dates of 
each engagement 

Reference 
information2: 
name, e-mail 
address, phone 
number 

Desirable 2: The assessor organization should have 
relevant security and privacy accreditations, and the 
assessor’s team leads should have relevant security and 
privacy certifications. Examples of relevant auditing 
certifications are: 

• Certified Information Privacy Professional 

• Certified Information Privacy Manager 

• Certified Information Systems Security Professional 

• Fellow of Information Privacy 

• HealthCare Information Security and Privacy 
Practitioner 

• Certified Internal Auditor 

• Certified Risk Management Professional 

• Certified Information Systems Auditor 

• Certified Government Auditing Professional 

• Certified Expert HIPAA Professional 

• AWS Certified Cloud Practitioner 

• AWS Certified Security Specialist 
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Qualifications:  
Information Security Specialist #2 

Experience 

# of 
Years 

Name of project(s), staff 
role and the relevant 
experience on the 
project(s). List dates of 
each engagement 

Reference 
information2: 
name, e-mail 
address, phone 
number 

Desirable 3: More than one (1) year experience 
reviewing compliance with the following: 

• HIPAA security standards and alignment with Health 
Care Industry Security Approaches pursuant to 
Cybersecurity Act of 2015, Section 405(d) 

• NIST SP 800-53, “Security and Privacy Controls for 
Federal Information Systems and Organizations” 
(most current) and/or NIST SP 800-171, “Protecting 
Controlled Unclassified Information in Nonfederal 
Systems and Organizations“ 

• OWASP 

   

Desirable 4: More than one (1) year assessing AWS and 
Azure systems and environments. 
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Attachment 12 

Sample Work Order Authorization 

 

WOA Number: 

Title of WOA: 

Amendment: 

Dates: 

Background: 

Work Description: 

Requirements: 

References: 

Tasks and Work Products: 

Below is a list of Tasks and any associated Work Products that were assigned in the planning meeting and require 
development or revision by the Contractor due to this Work Order Authorization (WOA).  

Enter Tasks and/or Work Products as they were defined in the planning meeting: 

Cost: 

Not-to-Exceed Cost 

Staff Number Staff Name Classification Labor Hours Rate Per Hour Cost 

1      

2  
    

Not-to-Exceed Cost Total  
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Contractor Tasks and Responsibilities: 

 

Acceptance Criteria: 

 

State Responsibilities: 

 


