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REQUEST FOR OFFER 

 
 
You are invited to review and respond to the California State Teachers’ Retirement System (CalSTRS), Request 
for Offer (RFO), entitled Cloud Security and Governance Architect. Read this document carefully. In 
submitting your Offer, you must comply with the instructions, terms and conditions stated in this RFO and in 
your TDDC MSA contract.  

 
Your Offer must be received in the office of CalSTRS via email no later than December 15, 2022, by 2:00 p.m. 
Pacific Time (PT). Offers received after the specified date and time may be rejected. 
 
You may request clarification of the content of this RFO by submitting written questions to: 
 

Penny Palmertree 
IT Procurement Specialist 

Procurement@CalSTRS.com 
 
Refer to Attachment IV, Frequently Asked Questions, prior to submitting any written questions. Any 
additional questions must be received by December 2, 2022, by 2:00 p.m. PT. Questions received by this date 
will be answered in writing, without identifying the source of query.  
 
Any attempt by a firm responding to this Offer to initiate contact with any member of the Teachers’ Retirement 
Board and/or CalSTRS staff, other than the CalSTRS contact listed above, regarding this RFO process may 
disqualify the firm from further consideration.  
 
Please note that no verbal information given will be binding upon the California State Teachers’ Retirement 
System unless such information is incorporated into this RFO via an addendum. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

mailto:Procurement@CalSTRS.com
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GENERAL INFORMATION 

 
A. INTRODUCTION 

 
The California State Teachers’ Retirement System (CalSTRS), with a portfolio valued at $288.4 billion as 
of September 30, 2022, is the largest educator-only pension fund in the world. CalSTRS administers a 
hybrid retirement system, consisting of traditional defined benefit, cash balance and voluntary defined 
contribution plans. CalSTRS also provides disability and survivor benefits. CalSTRS serves California’s 
949,000 public school educators and their families from the state’s 1,700 school districts, county offices of 
education and community college districts. CalSTRS operates under sections of the California Education 
Code known as the Teachers’ Retirement Law, which established the State Teachers’ Retirement Plan with 
CalSTRS as the administrator.  
 
The purpose of this RFO is to select up to one (1) experienced Cloud Security and Governance Architect 
with detailed knowledge and experience of cloud security supporting a pension or financial services 
organization with a focus on the Business Intelligence & Data Warehouse cloud platform and 
implementation. The Cloud Security and Governance Architect will work within the CalSTRS Technology 
Services Branch.   
 
CalSTRS will only accept one (1) offer per Vendor (Respondent) for this RFO. Each offer shall only 
include one (1) proposed project person. 
 
The services required are described in Exhibit A, Statement of Work, included in this document. The 
selected Respondent/contract person is responsible for any travel costs that they may incur while providing 
the services identified in the Statement of Work. All work will be performed on-site at the CalSTRS 
headquarter facility in West Sacramento, CA; however, some work may be performed remotely as directed 
and approved by CalSTRS management. See Sample Agreement for additional information and 
requirements. 
 
The total services period may be up to 36 months, with an option to extend up to 24 additional months, at an 
estimated average of 160 work hours per month at the rate negotiated at contract execution. Any contract 
resulting from this RFO may be amended to add time or funds, at the sole discretion of CalSTRS. 
 
The proposed project person selected as a result of this RFO will be under the direction of the CalSTRS 
Chief Technology Officer or designee and may be assigned one or more teams/programs/projects during the 
services period.  
 

B. BACKGROUND 
 
CalSTRS is currently pursuing multiple initiatives and efforts in support of its strategic goal of Digital 
Transformation. These efforts include the implementation of Business Intelligence and Data Warehouse 
capabilities, adoption of cloud computing solutions where feasible and cost effective migration of 
applications to a cloud data center, and implementation of a modernized pension administration system to 
replace multiple legacy systems. 
 
CalSTRS along with vendor recently performed an organization-wide assessment analyzing the many 
benefits of implementing Business Intelligence and Data Warehousing (BI & DW) at CalSTRS. The 

http://www.calstrs.com/
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candidate selected for this position will provide security expertise assisting CalSTRS with implementation 
of Cloud solutions working in coordination with CalSTRS BI & DW implementation project team, other 
Enterprise Cloud initiatives while also working alongside CalSTRS staff to provide knowledge transfer. 

 
For more information about the CalSTRS organization, mission, vision, and strategic and business plans, 
go to www.CalSTRS.com. 

 
C. QUALIFICATIONS REQUIREMENTS 
 

Proposed project person must meet all of the following minimum qualifications to CalSTRS’ satisfaction to 
be given further consideration. Failure to satisfy any of the minimum qualifications upon submittal of the 
Offer may result in the immediate rejection of the Offer.  

      
     Minimum Administrative Qualifications 

 
 As of the Offer Due Date:  
 

1. The Respondent must hold a current Technology, Digital and Data Consulting (TDDC) Master Service 
Agreement (MSA) base contract number 5-22-70-25 with the California Department of General Services 
and must comply with the instructions, terms and conditions stated in the MSA. 

 
2. The Respondent must submit all data/information and attachments requested in the offer format 

described below under Section D, Subsection 2, Offer Requirements. Failure to submit Attachment I - 
Information and Offer Sheet and Attachment II - Proposed Project Person Skill Summary Sheet, 
by the Offer Due Date, will be grounds for immediate rejection of the submission. 

 
Minimum Technical Qualifications  
 
As of the Offer Due Date, the proposed project person must have the following listed experience, 
knowledge, skills and abilities, as evidenced by Attachment II, Proposed Project Person Skill 
Summary Sheet and resume:  
 
1. At least 4 years of experience with cloud-based technologies like AWS and knowledge of potential 

security risks involved in workload transitions from on-premises to cloud. 
 

2. At least 5 years of previous client facing, and security advisory experience. 
 

3. At least 4 years of experience with enterprise security solution design and implementation skills 
covering Identity and Access Management (IAM), Infrastructure security (network & endpoint), privacy 
and data security application security. 

 
4. At least 4 years of experience working with multiple AWS accounts and several VPCs in each account 

and managing the monitoring of security settings at an enterprise level. 
 

5. University degree in Computer Science or equivalent experience with security technologies. CalSTRS 
may request a copy of the degree. 
 

http://www.calstrs.com/
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Desirable Technical Qualifications 

It is desirable for the proposed project person to have the following listed experience, knowledge, skills and 
abilities as evidenced by Attachment II, Proposed Project Person Skill Summary Sheet and resume: 

1. Serve as the subject matter expert (SME) on Cloud Security.

2. Provide specific guidance regarding security requirements and mitigations for securing business use
cases with defense in depth.

3. Create secure design patterns and libraries for cloud applications in AWS, Azure, GCP in areas such as
data protection, key management, authentication, and authorization.

4. Act as a lead advocate on security related subjects having to do with AWS, public cloud, virtualization,
container technologies, infrastructure transformation, networking, and/or data center operations.

5. IT security (e.g., CISSP) or Cloud Security-related certifications (e.g., vendor neutral (CCSK, Certified
Cloud Professional/Architect) or Cloud vendor certification (VMware VCP, AWS Certified Solutions
Architect, Google, IBM).

6. Clear understanding of Customer Requirements, Security Risk, Threat Analysis must understand the IT
regulatory control structures.

7. Understanding of industry regulatory and compliance requirements like FedRAMP, PCI-DSS, NIST,
HIPAA.

8. CCSP (Certified Cloud Security Professional) and/or security certifications, such as CISSP, CISA,
CRISC, CISM, and AWS Certified Security Specialist. CalSTRS may request a copy of the
certifications.

9. IT security (e.g., CISSP) or Cloud Security-related certifications (e.g., vendor neutral (CCSK, Certified
Cloud Professional/Architect) or Cloud vendor certification (VMware VCP, AWS Certified Solutions
Architect, Google, IBM). CalSTRS may request a copy of the certifications.

10. Experience deploying automated AWS infrastructure using AWS CloudFormation, AWS Python SDK,
Control Tower, AWS Config and AWS Organizations (Service Control Policies).

D. OFFER REQUIREMENTS AND INFORMATION

1. Time Schedule

CalSTRS will use its best efforts to adhere to the time schedule. However, CalSTRS reserves the right to
amend the time schedule, as it deems necessary or appropriate.

Events Date 

Written Question Submittal Due Date December 2, 2022 by 2:00 p.m. PT 
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Events Date 

Offer Due Date December 15, 2022 by 2:00 p.m. PT 

Estimated Start Work Date February 2023 

2. Offer Requirements

To be eligible, an Offer must include all of the following listed attachments:

a. Attachment I, Information and Offer Sheet

b. Attachment II, Proposed Project Person Skill Summary Sheet

c. Attachment III, Proposed Project Person Business Reference Sheet

One (1) Business Reference Sheet must be completed for each proposed project person. Business
references should be able to verify the proposed project person’s experiences, within the last 10
years, and to verify the other information provided regarding such person.

d. Proposed Project Person’s Resume

e. Current Master Service Agreement (MSA)

One (1) copy of the Respondent’s current, completed and signed STD 213 MSA, final rate sheet  and
all supplements issued by the Department of General Services.

3. Submission of Offer

a. The Offer must be submitted via email to Procurement@CalSTRS.com and received no later than
the Offer Due Date and time specified on the cover page of this RFO. Late and incomplete Offers
may be rejected.

b. It is the Respondent’s responsibility to respond with all data/information requested; provide
data/information that is deemed adequate for CalSTRS to determine/verify the proposed project
person’s ability to perform the tasks/activities defined in Exhibit A, Statement of Work; and submit
all data/information in the Offer format described in Section D, Subsection 2, Offer Requirements.

c. It is the Respondent’s responsibility to check for and review any addenda and consider such
modifications when preparing its submissions.

d. By submittal of an Offer, the Respondent declares that any proposed project person is in compliance
with all experience, qualification, and education requirements stipulated in the MSA agreement.

e. If a Respondent has assigned contract person to CalSTRS under an existing agreement, the
Respondent should not offer the same contract person for this RFO if the current term of the existing
agreement and the estimated start of these RFO services will overlap. These Offers, if received, may
be rejected at CalSTRS discretion.

mailto:Procurement@CalSTRS.com
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f. This RFO and all Offers in response to this RFO will be made a part of the resulting contract file. All
documents submitted in response to this RFO will become the property of the State of California and
may be subject to review by or release to the public under the California Public Records Act,
Government Code 6250 et seq.

g. CalSTRS encourages Respondents to submit their Offers early.

h. CalSTRS accepts no responsibility for any technical difficulties associated with the electronic
submission and transmission of any Offer.

i. CalSTRS will not disseminate the competitive processes and attachments hereto in any other format
(i.e. Microsoft Word).

j. Costs for developing Offers and in anticipation of award of an agreement are entirely the
responsibilities of the Respondents and shall not be charged to CalSTRS.

k. Respondents may modify their Offer, after its submission, by withdrawing their original Offer and
resubmitting a new Offer prior to the Offer Due Date. Offer modifications submitted in any other
manner, oral or written, or after the Offer Due Date will not be considered.  Respondents may
withdraw their own Offer by submitting a written withdrawal request to the CalSTRS Contact via
email at Procurement@CalSTRS.com. Respondents may thereafter submit a new Offer prior to the
Offer Due Date.

l. CalSTRS may modify the RFO prior to the Offer Due Date by issuing an addendum.

m. Respondents are cautioned to not rely on CalSTRS to discover and report to the Respondent any
defects or errors in the submitted documents. Respondents, before submitting their documents,
should carefully proofread for errors and ensure adherence to the RFO requirements.

n. CalSTRS reserves the right to cancel this RFO at any time and has the right to reject all Offers.
CalSTRS is not required to award an agreement.

4. Comparison Process

a. Upon receipt, Offers will be checked for the presence or absence of required content. Incomplete
Offers may be rejected. No assumptions will be made by CalSTRS regarding the intentions of the
Respondent in submitting the Offer.

b. Offers and any subsequent presentations should be submitted with the most favorable terms the
Respondent can offer.

c. If CalSTRS is unable to execute an agreement with the most qualified and responsible Respondent,
CalSTRS reserves the right to award the agreement to the next qualified and responsible
Respondent.

mailto:Procurement@CalSTRS.com
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d. Offers will be reviewed to determine best value using the following phases:

PHASES 

1 SATISFACTION OF MINIMUM ADMINISTRATIVE 
AND TECHNICAL QUALIFICATIONS 

Pass/Fail 

2 TECHNICAL QUALIFICATION REVIEW 70 points 
3 COST COMPARISON 30 points 

PHASE 2 + PHASE 3 SCORE 100 points 

4 INTERVIEWS (OPTIONAL) 100 points 
REFERENCE CHECKS (OPTIONAL) Pass/Fail 

5 COST NEGOTATIONS Pass/Fail 

1) In Phase 1, the Respondent’s offer will be reviewed for the minimum administrative
qualifications and the Respondent’s proposed project person will be reviewed for the minimum
technical qualifications. Both the minimum administrative and technical qualifications must be
met to CalSTRS’ satisfaction to be given further consideration. Failure to satisfy any of the
minimum qualifications may result in the immediate disqualification of the offer and/or
applicable proposed project person.

2) Offers meeting the minimum qualifications will move to Phase 2, Technical Qualification
Review. The Proposed Project Person’s expertise, experience, and education will be reviewed
and scored based on the information provided in their Attachment II, Skill Summary Sheet
(which also includes desirable qualifications), and resume.

3) In Phase 3, Cost Comparison, the hourly rate provided in the Respondent’s Attachment I, will be
scored using the cost formula indicated below. The Offer with the lowest hourly rate will receive
the full allotment of points. All other Offers will be scored as follows:

Lowest Hourly Rate x Maximum Number of Points (30) = Respondent’s Score
Respondent’s Proposed Hourly Rate 

4) In Phase 4, highest scoring proposed project person(s) after Phase 2, Technical Qualification
Review and Phase 3, Cost Comparison may be invited for one or more rounds of interviews, at
CalSTRS’ discretion. Reference checks may be conducted.

5) If interviews are conducted, CalSTRS will negotiate rates in Phase 5 with the Respondent whose
proposed project person scored the highest points from Phase 4, subject to passing reference
checks at the option of CalSTRS. If interviews are not conducted, CalSTRS will negotiate rates
in Phase 5 with the Respondent who received the highest total points from Phase 2 and Phase 3,
subject to passing reference checks at the option of CalSTRS.

5. Award

a. If CalSTRS enters into an agreement, it will be with the highest scoring responsible and responsive
Respondent, as detailed above, subject to optional reference checks including passing the cost
negotiation phase, and satisfying all the requirements for this RFO.  Respondents should review the
attached Sample Agreement for a sample of the agreement that will be awarded.
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b. If CalSTRS is unable to execute an agreement with the highest scoring Respondent, CalSTRS 

reserves the right to award to the next highest scoring responsive Respondent in line. 
 
c. The Respondent, if awarded an agreement, must register in the CalSTRS integrated financial 

system, the Supplier Self-Service (SUS) Portal. This portal provides direct access to administering 
product and service delivery with CalSTRS. Click on the hyperlink to register: 
https://www.calstrs.com/supplier-self-service-portal.  

 
d. If at any time during or at the conclusion of this RFO process CalSTRS determines that, in its 

opinion, the results of this process are unsatisfactory, CalSTRS reserves the right to cancel this 
RFO, discontinue this process and decline to award an agreement. 

 
e. In the event of a tie, (i.e. two Respondent’s proposed project persons with the same highest score), 

the award shall be determined by a coin toss. 
 

6. Payment Structure 
 
The payment structure for activities performed under Exhibit A, Statement of Work, is hourly. 

 
Invoices shall be submitted in triplicate not more frequently than monthly in arrears. 
 
Invoice(s) must include: 1) Purchase Order Number, 2) Contractor’s name, address and telephone 
number, 3) total amount of invoice, 4) copies of the Contractor’s weekly status reports that cover the 
invoice dates, and 5) a copy of the timesheet approved/signed by the CalSTRS Contract Manager that 
covers the invoice dates. 
 

7. Services or Procurement Resulting from Agreement 
 
No person, firm, or subsidiary thereof awarded an agreement resulting from this RFO may submit a bid 
for, nor be awarded a contract for, the provision of services, procurement of goods or supplies, or any 
other related action which is required, suggested, or otherwise deemed appropriate in the end product of 
an agreement resulting from this RFO. (Public Contract Code §10365.5). 
 

8. Workers’ Compensation/Employer’s Liability Insurance 
 
Contractor shall maintain statutory workers’ compensation and employer’s liability coverage for all its 
employees who will be engaged in the performance of the agreement, including special coverage 
extensions where applicable. 
 

9. Security 
 
Contractor shall perform a background investigation on all of Contractor’s employees, subcontractors 
and agents assigned to perform the services, or any part of the services, pursuant to the agreement (the 
“Contractor Personnel”), per the provisions of the attached Sample Purchasing Authority Purchase 
Order Agreement, Section G - Affirmative Covenants, Item 10 – Security, and must demonstrate 
compliance with Exhibit E, CalSTRS Contractor Background Investigation Policy. CalSTRS reserves 
the right to conduct a background investigation on the contractor’s personnel, at its sole discretion. 

https://www.calstrs.com/supplier-self-service-portal
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ATTACHMENT I 

 
Information and Offer Sheet 

 
Firm 

Firm Name       

Street Address       

City, State, Zip Code       

MSA & Small Business / DVBE Certification 

MSA Number       

MSA Term Dates       
Certified Small Business Enterprise (Yes or No) 
If Yes, provide DGS certification number.       

Certified Disabled Veteran Business Enterprise (Yes or 
No)  If Yes, provide DGS certification number.       

Administrative Contact 

Name       

Title       

Office Telephone # (Include area code)       

Cell Telephone # (Include area code)       

Email Address       

Authorized Signer 

Name       

Title       

Office Telephone # (Include area code)       

Cell Telephone # (Include area code)       

Email Address       
 

 Proposed Project Person  

Name of Proposed Project Person       
MSA Classification 
(Must be within the scope of your MSAs)       

MSA Maximum Hourly Rate $     /hr 

Proposed Hourly Rate Offered $     /hr 
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ATTACHMENT II 
 

Proposed Project Person Skill Summary Sheet 
 

Firm Name       

Proposed Project Person Name       
 
As of the Offer Due Date, the Proposed Project Person must meet the following MINIMUM 
QUALIFICATIONS to CalSTRS’ satisfaction to be given further consideration. Failure to satisfy any of 
the minimum qualifications may result in the immediate rejection of the offer.  
 
Follow the format prescribed below. The work experiences, skills and abilities listed in each description 
must be verifiable by proposed person references and resumes. A statement such as, Refer to Resume, is not 
acceptable. All fields must be completed.  

MINIMUM TECHNICAL QUALIFICATION 

 
1. At least 4 years of experience with cloud-based technologies like AWS and 

knowledge of potential security risks involved in workload transitions from on-
premises to cloud.  

YES / 
NO 

TOTAL 
NO. OF 
YEARS 

Do you meet the above minimum qualification?             

Provide a detailed description of specific work experience that meets the minimum qualification.  
 
Description 
      
 
 
 
 
 
 
 
 
 
 

Work Location(s) Date Ranges(s)  No. of  
Years From (MM/YYYY) To (MM/YYYY) 
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2. At least 5 years of previous client facing, and security advisory experience.  
 

YES / 
NO 

TOTAL 
NO. OF 
YEARS 

Do you meet the above minimum qualification?             

Provide a detailed description of specific work experience that meets the minimum qualification.  
 
Description 
      
 
 
 
 
 
 
 

Work Location(s) Date Ranges(s)  No. of  
Years From (MM/YYYY) To (MM/YYYY) 

                        
                        
                        
                        

 

3. At least 4 years of experience with enterprise security solution design and 
implementation skills covering Identity and Access Management (IAM), 
Infrastructure security (network & endpoint), privacy and data security application 
security.  

YES / 
NO 

TOTAL 
NO. OF 
YEARS 

Do you meet the above minimum qualification?             

Provide a detailed description of specific work experience that meets the minimum qualification.  
 
Description 
      
 
 
 
 
 
 

Work Location(s) Date Ranges(s)  No. of  
Years From (MM/YYYY) To (MM/YYYY) 
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4. At least 4 years of experience working with multiple AWS accounts and several 

VPCs in each account and managing the monitoring of security settings at an 
enterprise level.  

YES / 
NO 

TOTAL 
NO. OF 
YEARS 

Do you meet the above minimum qualification?             

Provide a detailed description of specific work experience that meets the minimum qualification.  
 
Description 
      
 
 
 
 
 
 

Work Location(s) Date Ranges(s)  No. of  
Years From (MM/YYYY) To (MM/YYYY) 

                        
                        
                        
                        

 

5. University degree in Computer Science or equivalent experience with security   
technologies. CalSTRS may request a copy of the degree. 

YES / 
NO 

TOTAL 
NO. OF 
YEARS 

Do you meet the above minimum qualification?             

Provide a detailed description of the degree, including location degree was issued and dates, that meets the 
minimum qualification.  
 
Description 
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For each DESIRABLE QUALIFICATION, give a brief description of specific work experience that 
meets/exceeds the criteria and demonstrates the number of YEARS entered, as applicable. 
 
Follow the format prescribed below. The work experiences, skills and abilities listed in each description 
must be verifiable by proposed person references and resumes. A statement such as, Refer to Resume, is not 
acceptable.  

DESIRABLE QUALIFICATIONS YEARS 

1. Serve as the subject matter expert (SME) on Cloud Security. 
 
Description 
      
 
 

      

2. Provide specific guidance regarding security requirements and mitigations for securing 
business use cases with defense in depth. 

 
Description 
      
 
 

      

3. Create secure design patterns and libraries for cloud applications in AWS, Azure, GCP in areas 
such as data protection, key management, authentication, and authorization. 

 
Description 
      
 
 
 

      

4. Act as a lead advocate on security related subjects having to do with AWS, public cloud, 
virtualization, container technologies, infrastructure transformation, networking, and/or data 
center operations.  

 
Description 
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5.  IT security (e.g., CISSP) or Cloud Security-related certifications (e.g., vendor neutral (CCSK, 

Certified Cloud Professional/Architect) or Cloud vendor certification (VMware VCP, AWS 
Certified Solutions Architect, Google, IBM). 

 
Description 
      
 
 
 

 
 

6. Clear understanding of Customer Requirements, Security Risk, Threat Analysis must 
understand the IT regulatory control structures. 

 
Description 
      
 
 
 

 
 

7. Understanding of industry regulatory and compliance requirements like FedRAMP, PCI-DSS, 
NIST, HIPAA 
 

Description 
      
 
 

 

 
 

8. CCSP (Certified Cloud Security Professional), and/or security certifications, such as CISSP, 
CISA, CRISC, CISM, and AWS Certified Security Specialist. CalSTRS may request a copy of 
the certifications. 
 

Description 
      

 

 

9. IT security (e.g., CISSP) or Cloud Security-related certifications (e.g., vendor neutral (CCSK, 
Certified Cloud Professional/Architect) or Cloud vendor certification (VMware VCP, AWS 
Certified Solutions Architect, Google, IBM). CalSTRS may request a copy of the certifications. 
 

Description 
      

 

 

10. Experience deploying automated AWS infrastructure using AWS CloudFormation, AWS 
Python SDK, Control Tower, AWS Config and AWS Organizations (Service Control Policies). 
 

Description 
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ATTACHMENT III 

 
Proposed Project Person Business Reference Sheet 

 
Firm Name       

Proposed Project Person Name       
 

Reference 1 
Name of Company/Agency       
Company/Agency City, State       
Contact Person (Name and Title)       
Contact Telephone # (Include area code)       
Contact Email Address       
Dates of Service (Include years and months)       

 
Reference 2 

Name of Company/Agency       
Company/Agency City, State       
Contact Person (Name and Title)       
Contact Telephone # (Include area code)       
Contact Email Address       
Dates of Service (Include years and months)       

 
Reference 3 

Name of Company/Agency       
Company/Agency City, State       
Contact Person (Name and Title)       
Contact Telephone # (Include area code)       
Contact Email Address       
Dates of Service (Include years and months)       
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ATTACHMENT IV 
 

Frequently Asked Questions 
 
The following are frequently asked questions as it pertains to this RFO. Respondents are responsible for 
reviewing these questions and responses.  If this RFO accepts clarifications/questions, see instructions located 
on p.2 for how to submit written questions and the deadline to ensure a response.   
 
Q.1.  Is this a new position? 
 
A.1.  Yes. 
 
Q.2.  If there is an incumbent, are they eligible to be considered for this position? 
 
A.2. N/A 
 
Q.3.   Will phone/webcam interviews be an option if interviews are conducted? 
 
A.3.  Yes, CalSTRS may consider interviews using online collaboration platforms. CalSTRS will determine 

the appropriate platform to use. 
 
Q.4.  What is the anticipated award and start dates for the contract? 
 
A.4.  See Time Schedule in section D.1. 
 
Q.5.  Is there a “remote working” option? 
 
A.5.  No; however, if it is CalSTRS’ directive to work remotely during the contract term then CalSTRS will 

accommodate the selected candidate to work remotely. Remote work requires prior approval from 
CalSTRS Information Security Office (ISO) and must adhere to CalSTRS policies and procedures.  

 
Q.6.   Is the RFO available in a Word document format? 
 
A.6.  In order to maintain the format prescribed, CalSTRS will not disseminate the RFO in Microsoft Word or 

any other format. 
 
Q.7.  Is a MSA required to respond to this RFO? 
 
A.7.  Yes. 
 
Q.8.  How do we become a MSA vendor? 
 
A.8.  Business Entities interested in becoming a MSA contractor may contact the Department of General 

Services’ at DGSITConsultingMSA@dgs.ca.gov and DGS’ site for additional information.  
 
 

mailto:DGSITConsultingMSA@dgs.ca.gov
https://www.dgs.ca.gov/PD/Resources/Page-Content/Procurement-Division-Resources-List-Folder/IT-Consulting-MSA-5167010/TDDC-MSA?search=tddc%20msa
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Q.9.  Which MSA classification do I list on Attachment I if it does not match the CalSTRS position title? 
 
A.9. Respondents may submit a MSA classification that has similar skills/experience and that is an available 

services listed on their MSA and meet the minimum qualifications for that role as described in the MSA 
Scope of Work as well as  all Minimum Qualifications of this RFO are met. 

 
Q.10.  What is the estimated budget for this RFO? 
 
A.10.  In an effort to obtain competitive pricing, CalSTRS will not disclose this information. 
 
Q.11.  How to become a business partner with CalSTRS? 
 
A.11.  Business Entities may become a business partner with CalSTRS by registering in CalSTRS integration 

on-line financial system, the Supplier Self-Service (SUS) Portal.  For more information about the portal 
and additional registration requirements please visit the link https://www.calstrs.com/supplier-self-
service-portal. 

 
Q.12.  How do I update my business information (i.e. address, tax ID, entity name) with CalSTRS? 
 
A.12.  Business Entities will need to complete a Business Partner Form. To request the form please email 

Partners@CalSTRS.com.  
 
Q.13.  Does CalSTRS Headquarters have onsite parking for independent contractors? 
 
A.13.  Monthly parking privileges at CalSTRS Headquarters are available for CalSTRS employees only. 

Independent contractors are responsible for seeking alternative parking locations. One option may be the 
Ziggurat parking at Department of General Services garage at 601 Third Street, West Sacramento. The 
current fee for Ziggurat parking is $120/month. For other parking options, please visit West Sacramento 
Parking Services Website  

 
   

 

https://www.calstrs.com/supplier-self-service-portal
https://www.calstrs.com/supplier-self-service-portal
https://www.cityofwestsacramento.org/government/departments/city-manager-s-office/parking
https://www.cityofwestsacramento.org/government/departments/city-manager-s-office/parking


STATE OF CALIFORNIA              F. SAMPLE AGREEMENT SCO ID: 
STANDARD AGREEMENT AGREEMENT NUMBER 

CalSTRS STD 213 (Rev 2/1/2021) 

1. This Agreement is entered into between the Contracting Agency and the Contractor named below:
CONTRACTING AGENCY NAME 

California State Teachers’ Retirement System (CalSTRS) 
CONTRACTOR NAME 

<contractor> 
2. The term of this Agreement is:

START DATE THROUGH END DATE 

3. The maximum amount of this Agreement is:

$00.00 US Dollars 
<$00.00> and 00/100 Dollars 

4. The parties agree to comply with the terms and conditions of the following and exhibits, which are by this reference made a part of the Agreement.

CalSTRS Terms and Conditions
Exhibit A –  Statement of Work
Exhibit B –  Authorized/Key Personnel
Exhibit C –  Teachers’ Retirement Board Governance Manual – Third Party Economic Interest Disclosure Policy
Exhibit D –  Form 600-H Third Party Economic Interest Disclosure
Exhibit E –  Contractor Background Investigation Policy
Exhibit F –  Certification of Contractor's Employee Background Investigation Form
Exhibit G –  Confidentiality, Non-Disclosure and Acceptable Use Agreement
Exhibit H –  Personal History Statement

IN WITNESS WHEREOF, this Agreement has been executed by the parties hereto. 
CONTRACTOR

CONTRACTOR NAME (if other than an individual, state whether a corporation, partnership, etc.) 

CONTRACTOR BUSINESS ADDRESS CITY STATE ZIP 

PRINTED NAME AND TITLE OF PERSON SIGNING 

BY (Authorized Signature) 

 

DATE SIGNED 

STATE OF CALIFORNIA 
AGENCY NAME 

California State Teachers’ Retirement System 
ADDRESS CITY STATE ZIP 
100 Waterfront Place West Sacramento CA 95605 
PRINTED NAME AND TITLE OF PERSON SIGNING 

Lisa Blatnick, Chief Operating Officer 
 BY (Authorized Signature) 

 
DATE SIGNED

CALIFORNIA DEPARTMENT OF GENERAL SERVICES APPROVAL  Exempt per: 
Exempt from approval by the 
Department of General Services 
Per California Constitution, 
Article XVI, Section 17. 
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A.  GENERAL RESPONSIBILITIES 
 
Contractor 

 
The California State Teachers’ Retirement System, also known as CalSTRS, and <contractor>, 
also known as Contractor, agree to the following terms and conditions, in addition to those 
identified in the State of California, Master Service Agreement (MSA) No. 5-22-70-25-####. See 
Exhibit A, Statement of Work (SOW). 
 

B.  AGREEMENT CONTACTS 
 
1. Contractor 
 

Contractor liaison for services shall be <insert> at telephone number (916) ###-#### and 
E-mail address <insert>. 

 
2. CalSTRS 
 

a) CalSTRS Business Contract Liaison for services shall be <insert> at telephone 
number (916) 414-####, and E-mail address XX@CalSTRS.com, for questions 
related to the services. 
 

b) CalSTRS Business Contract Manager for services shall be <insert> at telephone 
number (916) 414-####, and E-mail address XX@CalSTRS.com, for questions 
related to the services. 

 
C.  TERM  

 
The term of this Agreement shall be from <insert> with the option to extend up to <insert> (##) 
additional months if the Contractor’s MSA (identified above) is current prior to the term expiring. 
 

D.  FEES 
 

The total amount of this Agreement shall not exceed $000,000.00, unless amended in writing, 
approved by all required authorities, and additional funds are authorized. If this Agreement is 
amended to extend the term of the contract, the hourly rate stated below shall not be subject to 
any increases. Fees shall be calculated as follows: 
 
Hours  Position      Per Hour Amount 

 ####  Cloud Security and Governance Architect  $00.00  $000,000.00 
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E.  BUDGET DETAIL AND PAYMENT PROVISIONS 
 

1. Invoicing and Payment 
 

a) For services satisfactorily rendered, and upon receipt and approval of the invoices, 
CalSTRS agrees to compensate the Contractor for actual expenditures incurred in 
accordance with the rates specified herein and made a part of this Agreement. 

 
b) Invoices shall be submitted not more frequently than in monthly arrears to the 

following options: 
 

1. Facilities Mail & Imaging Services, E-mail address FMIS-
CorporateImagingServices@CalSTRS.com; or 

2. CalSTRS Vendor Portal: https://partners.calstrs.com:4343/irj/portal; or 
3. Hard copy, mailed to: CalSTRS, P.O. Box 15275, MS 24, Sacramento, CA 

95851-0275 
 

c) Invoice(s) must include: 1) Agreement Number, 2) Contractor’s name, address and 
telephone number, 3) total amount of invoice, 4) copies of the Contractor’s weekly 
status reports that cover the invoice dates, and 5) a copy of the timesheet 
approved/signed by a State Manager that covers the invoice dates. 
 

2. Budget Contingency Clause 
 

a) It is mutually agreed that if the Budget Act of the current year and/or any 
subsequent years covered under this Agreement does not appropriate sufficient 
funds for the program, this Agreement shall be of no further force and effect. In 
this event, CalSTRS shall have no liability to pay any funds whatsoever to 
Contractor or to furnish any other considerations under this Agreement and 
Contractor shall not be obligated to perform any provisions of this Agreement. 

 
b) If funding for any fiscal year is reduced or deleted by the Budget Act for purposes 

of this program, CalSTRS shall have the option to either cancel this Agreement 
with no liability occurring to CalSTRS, or offer an agreement amendment to 
Contractor to reflect the reduced amount. 

 
c) Pursuant to the Teachers’ Retirement Board (board) policy, any Agreement which 

exceeds $1,000,000 in cumulative value must be approved by the board. If the 
Agreement term spans multiple fiscal years and board approval of the cumulative 
fiscal year value is required, it is mutually agreed that if the board does not approve 
funding for current year and/or any subsequent years, this Agreement shall be of 
no further force and effect. 

 
3. Prompt Payment Clause 
 

Payment will be made in accordance with, and within the time specified in, Government 
Code Chapter 4.5, commencing with section 927. 

SAMPLE
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F.  GENERAL TERMS AND CONDITIONS 
 

1. Approval 
 

This Agreement is of no force or effect until signed by both parties. Contractor may not 
commence performance until approval has been obtained. 
 

2. Titles/Section Headings 
 

Titles or headings are not part of this Agreement, they are for convenience of reference 
only, and shall have no effect on the construction or legal effect of this Agreement. 
 

3. Choice of Law 
 

This Agreement and any controversy or claim arising out of or relating to this agreement, 
or the breach thereof shall be administered, construed, governed and enforced according 
to the laws of the State of California (without regard to any conflict of laws provisions) to 
the extent such laws have not been preempted by applicable federal law. Any suit brought 
hereunder (including any action to compel arbitration or to enforce any award or judgment 
rendered thereby) shall be brought in the state or federal courts sitting in Sacramento, 
California, the parties hereby waiving any claim or defense that such forum is not 
convenient or proper. Each party agrees that any such court shall have in personam 
jurisdiction over it and consents to service of process in any manner authorized by 
California law. 
 

4. Unenforceable Provision 
 

In the event that any provision of this Agreement is unenforceable or held to be 
unenforceable, then the parties agree that all other provisions of this Agreement have full 
force and effect and shall not be affected thereby. 
 

5. Amendment 
 
 No amendment or variation of the terms of this Agreement shall be valid unless made in 

writing and signed by the parties. No oral understanding or agreement not incorporated in 
the Agreement is binding on any of the parties.  

 
6. Force Majeure 
 
 Neither party shall be liable to the other for delay in or failure of performance, nor shall 

any such delay in or failure of performance constitute default, if such delay or failure is 
caused by “Force Majeure.” Such causes may include, but are not restricted to, Acts of 
God or of the public enemy, acts of the State in its sovereign capacity, fires, floods, power 
failure, disabling strikes, epidemics, quarantine restrictions, and freight embargoes.   
Contractor confirms that the goods/services to be provided to CalSTRS are not affected 
by the current COVID-19 Pandemic and that Contractor is able to perform under the 
Agreement. 

SAMPLE



 
Request for Offer 5000002510 

Technology Services 
Cloud Security and Governance Architect 

Page 4 of 12 
 

  

Contractor will only be permitted on-site at CalSTRS Headquarters or offices if explicit 
authorization is provided by an executive officer of CalSTRS. Contractor and its personnel 
are required to observe and follow all CalSTRS policies and guidelines relating to the 
COVID-19 Pandemic (including without limitation, providing evidence of COVID-19 
vaccination and/or submitting to testing requirements, completing a health screening 
questionnaire, complying with visitor policies, wearing masks, temperature screenings 
before entry, physical distancing, etc.), in addition to any mandatory orders issued by 
government authorities. 

 
7. Signatures & Counterparts 

 
This Agreement may be executed in one or more counterparts, each of which shall be 
deemed an original, but all of which together shall constitute one and the same instrument. 
The parties agree to the terms of this Agreement and have caused this Agreement and its 
exhibits to be signed by their duly authorized representatives. Any manually executed 
signature page to this Agreement and its exhibits delivered by a party by facsimile or 
electronic mail in .PDF form shall be deemed to be an original signature 
hereto.  Additionally, CalSTRS may provide the option for the parties to electronically 
sign this Agreement and exhibits via DocuSign or by other electronic means prescribed 
by CalSTRS.  Any counterpart delivered using any of foregoing methods shall be deemed 
to have been duly and validly delivered with the same force and effect as original 
signatures, which together shall constitute one and the same instrument. 

 
8. Intellectual Property  

 
Contractor expressly acknowledges and agrees that all discoveries, inventions, processes, 
designs, plans, works of authorship, and trade secrets, whether of a technical nature or not, 
made or developed by Contractor alone or in conjunction with any other person or entity 
while accomplishing the Agreement (Intellectual Property), shall be the sole and exclusive 
property of CalSTRS and CalSTRS may use or reuse the Intellectual Property, in whole 
or in part, in all media, whether now or later existing, throughout the universe in 
perpetuity, including but not limited to the exclusive right to reproduce, perform and 
exploit the Intellectual Property, and all information regarding the Intellectual Property, 
concurrent with the discovery or development of the Intellectual Property. If the 
Intellectual Property or the results and proceeds thereof constitute “works of authorship” 
within the scope of U.S. Copyright Law, the foregoing shall be deemed “works made for 
hire” and CalSTRS shall be considered the sole author and owner of all rights comprised 
in the copyright and/or patent thereof and shall have the exclusive right to seek patent 
and/or copyright protection in CalSTRS name. In the event that any Intellectual Property 
does not constitute “works made for hire,” Contractor hereby assigns all rights thereto 
exclusively to CalSTRS for any and all purposes of CalSTRS. At all times during its term 
and after the termination of the Agreement, Contractor shall assist CalSTRS in obtaining 
and maintaining, for CalSTRS benefit, protection of the Intellectual Property and 
Contractor shall execute and cause its subcontractors to execute such further instruments 
as CalSTRS may reasonably require as evidence of ownership of such rights. Contractor 
agrees that he/she will not use or disclose any Intellectual Property owned by CalSTRS 
without the express written permission of CalSTRS. 
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G.  AFFIRMATIVE COVENANTS 
 

1. Reports and/or Meetings 
 

a) Contractor shall provide oral or written progress reports as requested by CalSTRS 
to determine if Contractor is performing to expectations or is on schedule, to 
provide communication of interim findings, and shall afford occasions for 
discussing and resolving problems encountered. 

 
b) Contractor shall meet with CalSTRS staff and/or the board upon request to discuss 

progress on the Agreement or to present findings, conclusions and 
recommendations. 

 
2. Additional Documents 
 

Contractor and CalSTRS agree to execute such additional documents, and perform such 
further acts, as may be reasonable and necessary to carry out the provisions of this 
Agreement. 
  

3. Reportable Interests  
 

Contractor shall not directly or indirectly receive any benefit from recommendations made 
to CalSTRS and shall disclose to CalSTRS any personal investment or economic interest 
of Contractor which may be enhanced by the recommendations made to CalSTRS. 
Contractor acknowledges that CalSTRS is subject to provisions of the Fair Political 
Practices laws of California (Government Code section 81000, et seq., and all regulations 
adopted thereunder, including, but not limited to, Title 2, California Code of Regulations, 
section 18700) and Contractor shall comply promptly with any requirement thereunder. If 
required by law, Contractor shall require its Authorized/Key Personnel named, and all 
later substitutions therefore, to file Statements of Economic Interest (Code of Regulations, 
section 22000 et seq.). All such reports shall be filed simultaneously with CalSTRS. 
 

4. Authorized/Key Personnel  
 
Exhibit B, <insert> Authorized/Key Personnel, names certain members of Contractor's 
staff (authorized/key individuals) who will perform the conduct described in the scope of 
services and exercise a significant decision making role in the delivery of services under 
this Agreement. These personnel shall be hereafter referred to (both individually and 
collectively) as "Authorized/Key Personnel." 
 
a) Contractor shall not substitute, replace or reassign Authorized/Key Personnel 

without CalSTRS prior approval. However, with CalSTRS prior approval, the 
parties may agree in writing to a change in these Authorized/Key Personnel. The 
writing shall become a part of this Agreement.  

 
b) This Agreement may be terminated immediately, in CalSTRS sole discretion and 

upon written notice from CalSTRS to Contractor, because of any change in or 
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departure of Contractor's Authorized/Key Personnel.  
 

5. Changes in Control, Organization or Authorized/Key Personnel 
 

Contractor shall promptly, and in any case within five (5) calendar days, notify CalSTRS 
in writing: 1) if any of Contractor's representations and warranties, as set forth in this 
Agreement, cease to be true at any time during the term of this Agreement; 2) of any 
change in Contractor's staff who exercise a significant administrative, policy, or 
consulting role under this Agreement, including without limitation the Authorized/Key 
Personnel; 3) of any change in the majority ownership, control, or business structure of 
Contractor; or 4) of any other material change in Contractor's business, partnership or 
corporate organization. All written notices from Contractor under this provision shall 
contain sufficient information to permit CalSTRS to evaluate the changes within 
Contractor's personnel or organization under the same criteria as was used by CalSTRS in 
its award of this Agreement to Contractor. Contractor agrees to provide CalSTRS with 
such additional information as CalSTRS may request. 

 
6. Contractor Employee Relationship for MSA Vendors 
 

Contractor understands and acknowledges that the personnel provided to CalSTRS under 
this Agreement are the employees of the Contractor or Independent Contractors who have 
a contractual relationship with the Contractor. Contractor agrees to indemnify, defend and 
hold CalSTRS harmless from any and all claims made against it including, but not limited 
to, claims for salaries, liability for tax withholding, workers’ compensation, disability or 
miscellaneous employment benefits, whether based on tort, contract or other theories of 
recovery arising out of injury, disability, or death of Contractors’ employees or 
Independent Contractors. 
 

7. Warranty of Compliance – Termination 
 

Contractor warrants that it has implemented and will enforce CalSTRS Contractor 
Background Investigation Policy, Exhibit E, and agrees that it will promptly notify 
CalSTRS of any changes which become known to them which would affect their 
compliance with said guidelines. In the absence of any notice of such information 
subsequent to the hiring of the Contractor Employee by Contractor, CalSTRS will rely on 
the on-going compliance statement made by Contractor. In the event CalSTRS finds that 
Contractor has failed to properly perform the background check or fails to provide 
CalSTRS with information subsequently known to Contractor after such investigation, 
CalSTRS has the right to immediately terminate the Agreement with Contractor. 
 

8. Knowledge Transfer 
 

 Where appropriate, Contractor’s obligations under the terms of this Agreement include a 
“knowledge transfer” to CalSTRS. “Knowledge transfer” is defined as personal and/or 
technical knowledge or information which will enable, or enhance the ability of, CalSTRS 
staff to maintain and operate contracted-for programs, equipment and facilities. 
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 If the Agreement includes the purchase of equipment, “knowledge transfer” shall also 
include education and training, including all relevant documentation, to enable CalSTRS 
to maintain the equipment based on Contractor’s methodology. The Contractor agrees that 
CalSTRS may reproduce such documentation for its own use in maintaining the 
equipment. 

 
 Any additional training or instruction necessary to realize the “knowledge transfer” shall 

be provided at no additional cost to CalSTRS. 
 
9. Confidentiality 

 
Contractor, in the course of its duties, may handle investment, financial, accounting, 
statistical, personal, technical and other data and information relating to CalSTRS and its 
members. All such information is confidential, and, unless permitted by CalSTRS in 
writing, Contractor shall not disclose such information, directly or indirectly, or use it in 
any way, either during the term of the Agreement or any time thereafter, except as required 
to perform its duties under this Agreement. Any disclosure of information contrary to this 
provision shall be considered a material breach of this Agreement. Contractor warrants 
that only those who are authorized and required to use such materials will have access to 
them. Failure to comply with this provision will subject Contractor to liability, including 
all damages to CalSTRS and third parties. Contractors who may, in the course of their 
duties, have access to any CalSTRS information and/or assets, must individually sign a 
CalSTRS Information Security form entitled Confidentiality, Non-Disclosure and 
Acceptable Use Agreement (Exhibit G) prior to engaging work with CalSTRS.  
 

10. Security 
 
Contractor shall perform a background investigation on all of Contractor’s employees 
assigned to perform any part of the services hereunder, or who shall access any of 
CalSTRS Confidential Information (the “Contractor Personnel”). Contractor’s 
background investigation shall consist of the components prescribed in CalSTRS’ 
Contractor Background Investigation Policy (Exhibit E). All Contractor Personnel must 
successfully complete and pass Contractor’s background investigation prior to providing 
services or accessing Confidential Information hereunder. Compliance with CalSTRS 
Contractor Background Investigation Policy must be affirmed with submission of a 
completed Certification of Contractor’s Employee Background Investigation Form 
(Exhibit F) listing each of Contractor’s Personnel. Contractor shall keep such form 
updated to reflect any changes to its Contractor Personnel. Contractor shall ensure that 
employees of its subcontractors or agents also satisfy appropriate background 
investigation criteria. Contractor shall provide CalSTRS (or its designee) with 
documentation providing evidence of Contractor’s background investigation of 
Contractor Personnel upon the reasonable request of CalSTRS. 
 
Further, all Contractor Personnel must submit to CalSTRS the Personal History Statement 
(Exhibit H) identifying any relatives of the contract employee that are CalSTRS members, 
beneficiaries, or employees. 
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11. Compliance with Statute,  Regulations and Policies 
 
 Contractor warrants and certifies that in the performance of this Agreement, it will comply 

with all applicable statutes, rules, regulations, and orders of the United States and the State 
of California and agrees to indemnify CalSTRS against any loss, cost, damage or liability 
by reason of Contractor’s violation of this provision. 
 
Contractor will only be permitted on-site at CalSTRS Headquarters or offices if explicit 
authorization is provided by an executive officer of CalSTRS.  Contractor and its 
personnel are required to observe and follow all CalSTRS policies and guidelines relating 
to the COVID-19 Pandemic (including without limitation, completing a health screening 
questionnaire, complying with visitor policies, wearing masks, temperature screenings 
before entry, physical distancing, etc.), in addition to any mandatory orders issued by 
government authorities. 
 

H.  CONTRACT CERTIFICATION CLAUSES 
 

1. Contractor Name Change 
 
An amendment is required to change the Contractor’s name as listed on this Agreement. 
Upon receipt  of legal documentation of the name change CalSTRS will process the 
amendment. Payment of invoices presented with a new name cannot be paid prior to 
approval of said amendment. 

 
2. Statement of Compliance – Nondiscrimination  
 

Contractor's signature affixed hereon and dated shall constitute a certification under the 
penalty of perjury under the laws of the State of California that Contractor has, unless 
exempted, complied with the nondiscrimination program requirements of Government 
Code section 12990 (a-f) and Title 2, California Code of Regulations, section 8103 et seq. 

 
3. Americans with Disabilities Act of 1990 (ADA) 
 

Contractor is responsible for ensuring all products and services provided to CalSTRS, 
including without limitation, electronic or information technology and related services, 
reports, presentation slides and other materials which may be posted on or linked to the 
CalSTRS.com website, at the discretion of CalSTRS, comply with the accessibility 
requirements of California Government Code sections 7405 and 11135, and the Web 
Content Accessibility Guidelines 2.0, or a subsequent version, published by the Web 
Accessibility Initiative of the World Wide Web Consortium at a minimum Level AA 
success criteria. CalSTRS reserves the right to ask for proof of conformance, and 
Contractor shall remedy any non-conformance and agrees to manage and resolve any 
accessibility complaints as required by Government Code section 7405(b). 

 
By signing this Agreement, Contractor assures CalSTRS that it complies with the 
Americans with Disabilities Act of 1990, as amended (42 U.S.C. 12101 et seq.), which 
prohibits discrimination on the basis of disability, and Section 508 of the Rehabilitation 

SAMPLE



 
Request for Offer 5000002510 

Technology Services 
Cloud Security and Governance Architect 

Page 9 of 12 
 

  

Act of 1973, as amended (29 U.S.C. 794d et seq.), along with all applicable regulations 
and guidelines issued pursuant to both acts. 
 

4. Labor Code/Workers’ Compensation  
 

Contractor needs to be aware of the provisions which require every employer to be insured 
against liability for Worker’s Compensation or to undertake self-insurance in accordance 
with the provisions within the Labor Code section 3700, and Contractor affirms to comply 
with such provisions, before commencing the performance of work in this Agreement.  

 
5. Drug-Free Workplace Act of 1990 (Act)  
 

Contractor will comply with the requirements of the Act and will provide a drug-free 
workplace by taking the following actions: 
 
a) Publish a statement notifying employees that unlawful manufacture, distribution, 

dispensation, possession or use of a controlled substance is prohibited and 
specifying actions to be taken against employees for violations. 

 
b) Establish a Drug-Free Awareness Program to inform employees about: 

 
1. The dangers of drug abuse in the workplace; 
2. The person's or organization's policy of maintaining a drug-free workplace; 
3. Any available counseling, rehabilitation and employee assistance 

programs; and, 
4. Penalties that may be imposed upon employees for drug abuse violations. 
 

c) Every employee who works on the proposed Agreement will: 
 

1. Receive a copy of the company's drug-free policy statement; and, 
2. Agree to abide by the terms of the company's statements as a condition of 

employment on the Agreement. 
 

Failure to comply with these requirements may result in suspension of payments under 
the Agreement or termination of the Agreement or both and Contractor may be ineligible 
for award of any future State agreements if CalSTRS determines that any of the following 
has occurred: (1) the Contractor has made false certification, or (2) violated the 
certification by failing to carry out the requirements as noted above. (Government Code 
section 8350 et seq.) 
 

6. Unauthorized Alien  
 

Contractor will comply with 8 USC §1324a et seq. and shall not knowingly employ or 
contract with an unauthorized alien to perform work. 
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7. Child Support Compliance Act 
 
a) The Contractor recognizes the importance of child and family support obligations 

and shall fully comply with all applicable state and federal laws relating to child 
and family support enforcement, including, but not limited to, disclosure of 
information and compliance with earnings assignment orders, as provided in 
Chapter 8 (commencing with section 5200) of Part 5 of Division 9 of the Family 
Code; and 

 
b) The Contractor, to the best of its knowledge is fully complying with the earnings 

assignment orders of all employees and is providing the names of all new 
employees to the New Hire Registry maintained by the California Employment 
Development Department. 

  
I.  SPECIAL TERMS AND CONDITIONS 

 
1. Evaluation of Contractor 

 
Pursuant to Public Contract Code section 10369, CalSTRS shall evaluate Contractor's 
performance under the terms and conditions of this Agreement within sixty (60) days after 
the completion of Contractor's performance under this Agreement. If the evaluation 
indicates unsatisfactory performance, a STD 4 (Contract/Contractor Evaluation) will be 
completed and a copy sent to the Department of General Services, Office of Legal 
Services, and to Contractor who may file a response to the evaluation. The evaluation and 
response shall remain on file for thirty-six (36) months and shall not be public records. 
 

2. Third Party Economic Interest Disclosure Policy  
 

a) Policy 
 

The Third Party Economic Interest Disclosure Policy set forth in the Teachers’ 
Retirement Board Governance Manual requires entities and Key Personnel 
engaging in business with CalSTRS to disclose campaign contributions, as defined 
under the California Political Reform Act, valued in excess of $250, prohibits 
providing charitable contributions valued in excess of $250, and gifts in excess of 
the current monetary limit established by the Fair Political Practices Commission, 
as well as requiring the periodic disclosure of campaign contributions, charitable 
contributions, and gifts. A copy of the current policy is attached as Exhibit C and 
Contractor is required to comply with its provisions. 
 

b) Submission of Disclosures 
 

Contractor (Entity) and each of its Authorized/Key Personnel shall, with the 
signing of this Agreement and annually thereafter, submit disclosures of 
contributions and gifts described in this section on a form prescribed by CalSTRS. 
The current disclosure form required to be submitted is Exhibit D, Form 600-H 
Third Party Economic Disclosure. Exhibit D must be submitted on behalf of the 

SAMPLE



 
Request for Offer 5000002510 

Technology Services 
Cloud Security and Governance Architect 

Page 11 of 12 
 

  

Contractor (Entity) and each of its Authorized/Key Personnel (those who signed 
Exhibit B) No other version of this form will be accepted (e.g., annual submittal 
or generic form downloaded from CalSTRS.com). 

 
Annual disclosures shall be due by April 1st of each year and forms will be 
provided to Contractor and its personnel by CalSTRS. 
  

c) Violation of Policy by Contractor 
 

Violations of any of the provisions of this section may, at the discretion of 
CalSTRS, subject the Contractor to disqualification from doing future or 
additional business with CalSTRS for a period of two (2) years. 

 
d) Changes in Laws or Policy 
 

CalSTRS reserves the right to amend, upon prior written notice, the above 
provisions to conform with any subsequent amendments to the political reform 
laws and CalSTRS policies.  

 
J. TERMINATION 
 

1. Termination at Option of CalSTRS 
 

This Agreement may be terminated in whole or in part at any time upon thirty 
(30) calendar days' written notice by CalSTRS, for any reason. Upon receipt of a 
termination notice, Contractor shall promptly discontinue all services affected unless the 
notice specifies otherwise. 
 
In the event CalSTRS terminates all or a portion of this Agreement for any reason, it is 
understood that CalSTRS will provide payment to Contractor for satisfactory services 
rendered prior to the termination, but not in excess of the maximum Agreement amount. 
 

2. Termination for Default 
 
CalSTRS may, by giving two (2) calendar days’ written notice to Contractor, and without 
prejudice to any of its remedies, terminate this Agreement because: 
 
a) The Contractor failed to fulfill its obligations under this Agreement (including, but 

not limited to any attachments to this Agreement); or 
 
b) The Contractor provides inaccurate information or fails to provide information that 

the Contractor knew or should have known existed. 
 
In the event of termination for default, CalSTRS shall pay Contractor only the reasonable 
value of the services rendered. At CalSTRS sole discretion, CalSTRS may offer an 
opportunity to cure any breach(es) prior to terminating for default. 
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3. Termination for Insolvency 
 

Contractor shall notify CalSTRS immediately in writing in the event that Contractor files 
any federal bankruptcy action or state receivership action, any federal bankruptcy or state 
receivership action is commenced against Contractor, Contractor is adjudged bankrupt, or 
a receiver is appointed and qualifies. In the event of any of the foregoing events, or if 
CalSTRS determines, based on reliable information, that there is a substantial probability 
that Contractor will be financially unable to continue performance under this Agreement, 
CalSTRS may terminate this Agreement and all further rights and obligations 
immediately, by giving five (5) days' notice in writing in the manner specified herein.  
 

4. Convenience 
 
If after notice of termination for failure to fulfill agreement obligations, it is determined 
that Contractor had not so failed, the termination shall be deemed effective for the 
convenience of CalSTRS. 
 

5. Completion 
 
In the event of termination for default, CalSTRS reserves the right to take over and 
complete the work by agreement or other means. In such case, Contractor will be liable to 
CalSTRS for any additional cost incurred by CalSTRS to complete the work whether 
reimbursed or not. 
 

6. Effect of Termination 
 
All duties and obligations of CalSTRS and Contractor shall cease upon termination of this 
Agreement, except that: 
 
a) Each party shall remain liable for any rights, obligations, or liabilities arising from 

activities carried on by it under this Agreement prior to the effective date of 
termination. 

 
b) Contractor shall provide for the return of all records of CalSTRS to CalSTRS or 

its designee and shall cooperate fully to affect an orderly transfer of services. 
 
 
 
 
 
 

SAMPLE
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STATEMENT OF WORK 
 
The CalSTRS Cloud Security and Governance Architect Consultant will provide advice, design, and 
implementation regarding Cloud Architecture for both infrastructure and applications in our latest generation 
AWS platforms, Microsoft Azure and Google Cloud. 
 
All work must be performed on-site at the CalSTRS headquarters facility in West Sacramento, CA, unless pre-
approved in writing by CalSTRS management. If it is CalSTRS’ directive to work remotely during the contract 
term, the CalSTRS Contract Manager shall provide a plan for on-site and remote work. Remote work requires 
prior approval from CalSTRS Information Security Office (ISO) and must adhere to CalSTRS policies and 
procedures. The selected Vendor/Contractor is responsible for any travel costs that they may incur while providing 
the services identified in the Statement of Work. 
 
The Cloud Security and Governance Architect is expected to perform the following tasks but not limited 
to: 

1. Develop security strategies, plans and engineering best security practices related to cloud solution 
implementation. 

2. Work closely with architects, business analysts, and ISO on security solution design, implementation, and 
test. 

3. Establish and integrate with security monitoring for cloud services in AWS, Azure, GCP, and Snowflake 
that are highly secure. 

4. Establish data security governance and profiling efforts to ensure data security in rest and transit. 
5. Conduct penetration tests, risk analyses, and ethical hacks on local area networks, wide area networks, 

and virtual private networks. Create secure design patterns and libraries for cloud applications in areas 
such as data protection, key management, authentication, and authorization. 

6. Act as a lead advocate on security related subjects having to do with AWS, public cloud, virtualization, 
container technologies, infrastructure transformation, networking, and/or data center operations. 

7. Working closely with our CalSTRS teams acting as a subject matter expert in AWS Security Architecture, 
supporting our teams with their capability development and skills growth 

8. Serve as the subject matter expert (SME) on Cloud Security. 
9. Practical hands-on experience deploying AWS native security and third-party tooling be appropriate  
10. Support the development of cloud security requirements and interpretation of requirements into cloud 

security capabilities and mitigations for securing business use cases with defense in depth. 
11. Articulate to Business, Leadership, Legal and technology staff, the potential of the cloud and provide 

expert level cloud architectural design guidance so that customers realize excellence in technical strategy. 
12. Use best-of-breed tools to provide cloud architecture for IaaS, PaaS, and SaaS services. 
13. Become the executives’ and technologists’ Trusted Partner who leads high-visibility, high-impact projects 

that span multiple departments and address various business problems. 
14. Will be responsible for understanding complex business IT needs, requirements, and projects scopes, with 

a focus on information security requirements. 
15. Pre-runtime testing of templates, infrastructure as code to reduce misconfiguration risks and merge with 

existing VM and App security practices.  Pre-runtime testing in non-production environments. 
16.  Runtime testing / assurance capabilities including vulnerability management, external attack surface 

management. 
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17. Conduct architecture reviews on cloud implementations and white box security testing to assess and 
validate application security. 

18. Explain and demonstrate vulnerabilities to application/system owners and provide recommendations and 
solution prototypes for mitigation. 

19. Participate in working groups that tailor the company’s security policies and standards for use in cloud 
environments. 

20. Translate security and technical requirements into business requirements and communicate security risks 
to different audiences ranging from business leaders to technical teams. 

21. Design technical solutions, which include creating prototypes and proofs of concept while maintaining a 
security mindset. 

22. Work closely with application developers, architects and system administrators to deliver creative 
solutions to complex technology security challenges and business requirements. 

23. Management of State (or any potential Fed) signoffs / ATOs for cloud systems and being the source of 
knowledge to support projects. 

24. Selection of cloud tooling that supports future requirements like multi-cloud to ensure maximizing of 
resources and better focus on tool capabilities.  

25. Support overall security governance of CalSTRS AWS deployments including defining a strategy for a 
hierarchical governance structure. 

26. Define governance processes to permit deviation from parental policies on a per-risk basis. 

Transfer of knowledge to appropriate CalSTRS employees is required, along with any requested materials 
and content for transfer of knowledge.  
 
Completion Criteria 
 
Deliverables/tasks will include all work assignments identified to be completed. Deliverables/tasks are considered 
complete after CalSTRS’ quality assurance process is completed and approval is granted by designated CalSTRS’ 
reviewers. No payments are due until the deliverables/tasks have been accepted and approved by CalSTRS. 
 
Performance and timeliness of all deliverables/tasks will be monitored by CalSTRS via the submission of 
Contractor’s weekly status reports and through status meetings. Status and actual hours will be reported by 
Contractor on a weekly basis for the deliverables/tasks assigned. Each deliverable/task will be tracked via the 
appropriate program/project schedule and budget in order to monitor progress toward the completion of the 
deliverables/tasks and milestones. 
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<contractor>
 AUTHORIZED/KEY PERSONNEL 

Please list the names and titles of the personnel authorized to conduct business (deliver services) 
on behalf of the Contractor in a decision-making capacity: 

Signature __________________________________________________________ 

Name    __________________________________________________________ 

Title   __________________________________________________________ 

Date  __________________________________________________________ 

E-mail    __________________________________________________________

Signature __________________________________________________________ 

Name    __________________________________________________________ 

Title   __________________________________________________________ 

Date  __________________________________________________________ 

E-mail    __________________________________________________________

Signature __________________________________________________________ 

Name    __________________________________________________________ 

Title   __________________________________________________________ 

Date  __________________________________________________________ 

E-mail    __________________________________________________________

Signature __________________________________________________________ 

Name    __________________________________________________________ 

Title   __________________________________________________________ 

Date  __________________________________________________________ 

E-mail    __________________________________________________________
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TEACHERS' RETIREMENT BOARD GOVERNANCE MANUAL 

G. Third Party Economic Interest Disclosure Policy

It is the policy of CalSTRS to conduct business with vendors, business entities and
investment service providers, managers, partners and/or consultants in a manner which
avoids potential or actual financial conflicts of interest. Consistent with this policy, certain
disclosures involving campaign contributions, charitable contributions and gifts are
required as set forth below.

1. Definitions

For purposes of this Third Party Economic Disclosure Policy only, the following
definitions apply:

a. Entity: The terms “Entity” and “Entities” mean any vendor, business entity
or investment service provider, manager, partner or consultant doing
business directly with CalSTRS.

b. Key Personnel: The term “Key Personnel” means any individual associated
with an Entity that:

i. Negotiates a contract between an Entity and CalSTRS; or
ii. Is a high-level officer or employee of an Entity who exercises

primary responsibility for the work performed pursuant to a contract
between an Entity and CalSTRS; or

iii. Directs or supervises Entity staff regarding work performed pursuant
to a contract between an Entity and CalSTRS; or

iv. Provides services to CalSTRS as a “consultant” pursuant to
Government Code sections 82019, 82048 and California Code of
Regulations, Title 2, Section 18700.3.

c. Gift: The terms “Gift and “Gifts” mean anything of value, whether tangible
or intangible, real or personal property, goods or services, that provides a
personal benefit to an individual when the individual does not provide full
consideration for the value of the benefit received.

2. Campaign Contributions

All Entities and Key Personnel shall disclose campaign contributions, as defined
under the California Political Reform Act, valued in excess of $250, made to or on
behalf of any existing CalSTRS board member, candidates for board member,
controller, treasurer, superintendent of public instruction, CalSTRS officer or
employee.
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3. Charitable Contributions

All Entities and Key Personnel shall disclose any charitable contributions to a
charitable entity, valued in excess of $250 individually or in the aggregate in any
calendar year, made at the request of any board member, or CalSTRS officer or
employee.

4. Gifts

a. No Entity or Key Personnel shall provide gifts to board members exceeding
the current monetary limit established by the Fair Political Practices
Commission individually or in the aggregate in any calendar year. The dollar
amount of this limit is adjusted biennially in each odd numbered year to
reflect the cost of living adjustments made by the Fair Political Practices
Commission to the gift limit contained in Government Code section 89503.

b. All Entities and Key Personnel shall disclose gifts aggregating more than
$50 in value made to board members, or to CalSTRS officers or employees.

5. Recusal

a. Any board member who receives campaign contributions, charitable
contributions, or gifts that individually or in the aggregate exceed the
amount of $250 in a calendar year from an Entity or Key Personnel shall
recuse themselves from any involvement in a matter involving the maker of
the contributions or gifts for a period of 12 months following the date of the
most recent contribution or gift.

b. Any board member who returns, donates, or reimburses the donor for gifts
subject to these restrictions within 30 calendar days of receipt of the gift
shall not be subject to the recusal requirement. Gifts may be returned,
donated or reimbursed as specified in California Code of Regulations, Title
2, Section 18933.

6. Disclosure Filing Timeline

The disclosure of campaign contributions, charitable contributions, and gifts shall
be made on the Third Party Economic Interest Disclosure (Form 600-H) as follows:

a. Upon submission of an initial application or proposal to do business with
CalSTRS (for the preceding 12-month period).

b. At the time a contract is entered into between the Entity and CalSTRS (to
cover the interim period following the submission of a Form 600-H pursuant
to subsection 6(A) above).
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c. Annually, on or before April 1 for the previous calendar year. You are not
required to file an annual Form 600-H under this subsection if a Form 600-
H has been filed with CalSTRS in accordance with subsection (6)(B) between 
October 1 and December 31 of the preceding year.

d. Within five (5) calendar days of a change in Key Personnel, the new Key
Personnel shall file a Form 600-H.

7. Sanctions for Violation of Policy

The general counsel is responsible for causing an investigation of any reported
violation of this policy. Any violation may lead to one or more of the following:
(1) immediate termination of any agreement/contract, (2) CalSTRS withholding
future payments on any existing agreement/contract, and/or (3) disqualification
from future business with CalSTRS for a period of two years following a
determination that a violation has occurred. These sanctions will be at CalSTRS’
sole discretion and upon written notice from CalSTRS to the entity. The general
counsel shall provide a report of violations to the Audits and Risk Management
(ARM) Committee.

8. Application of Policy

Nothing in this policy supersedes any provision of state law. Those Entities engaged
in business with CalSTRS may also have reporting requirements under the Political
Reform Act, California Government Code section 81000 et seq. Also, board
members who are either elected to the board by a CalSTRS constituency or who are
appointed to the board but also serve as an elected official of a local body are subject
to Government Code section 84308, which prohibits the receipt, solicitation or
direction of a campaign contribution of more than $250 while a matter affecting a
financial interest of the maker of the contribution is pending, and for three months
following the date a decision is rendered on the matter. Section 84308 also requires
recusal of the board member from any involvement in the matter if a contribution
over $250 has been received within the preceding 12 months, unless the
contribution was returned no later than 30 days from the time the board member
knew or should have known about the contribution and the matter involving the
maker of the contribution.

Reference: Ed. Code, § 22363; Gov. Code, §§ 82019, 82048; Cal. Code Regs., tit. 2, § 
18700.3. 

History: Amended December 7, 2006; Amended June 6, 2007; Amended February 7, 
2008; Amended April 8, 2016; Amended January 31, 2019; Amended January 31, 2020 [to 
reflect gender-neutral language and change the California Code of Regulations citations in 
subsection 5(b) from section 18943 to section 18933]; Amended November 5, 2021 
[updated Sanctions for Violation of Policy section]. 
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Form 600-H 

1 See Teachers’ Retirement Board Governance Manual Section 4, subsection G (1)(a) and 
(b) for definitions of Entity, Entities and Key Personnel.

Ethics & Compliance 

 

THIRD PARTY ECONOMIC INTEREST DISCLOSURE 
Pursuant to Section 4, subsection G, of the Teachers’ Retirement Board Governance Manual, entitled "Third Party Economic Interest 
Disclosure Policy", any Entity/Entities and its Key Personnel who engage in business with CalSTRS are required to make specific 
public disclosures.1 Entities and each of their Key Personnel must complete and file separate forms. The below identified Entity/Entities 
or its Key Personnel hereby make the following disclosures. (Please attach other sheets if more space is needed for disclosure and 
indicate enclosures.) 

Identification of Filer (Key Personnel or Entity – separate filings required) 

Filing and Disclosure Period 
This disclosure of campaign contributions, charitable contributions, and gifts is in response to the following filing requirement: 

A. At Solicitation of an initial application or proposal to do business with CalSTRS (covers preceding 12-month period)

B. At Contract/Agreement for execution of services (signature) to cover the interim period since the initial application

C. Annual disclosure for the previous calendar year

D. New Key Personnel

Name of Entity: 

Key Personnel or Person 
Making Disclosure: 

Investment Asset 
Class 

If Other: 

Relationship Category 
(Please choose the one that is most appropriate to this relationship): 

Investment 

If Other: 

Non-Investment 

Contractor / Consultant - 
Description of Service Provided: 

Reported 
on behalf 
of Entity 

Mailing 

Number Street City/Locality State/Province Zip 

Telephone: E-mail Address:
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Form 600-H 

2 See Teachers’ Retirement Board Governance Manual Section 4, 
subsection G (1)(c), for definition of “Gift”. 

Ethics & Compliance 

 

1. Disclosure of Campaign Contributions
Disclosure of Campaign Contributions valued in excess of $250 made to or on behalf of any a) existing Teacher’s Retirement Board 
member, b) candidates for Board member, Controller, Treasurer, and Superintendent of Public Instruction, and c) CalSTRS officer 
or employee. The term “contribution” is defined in the Political Reform Act regulations, in Title 2, California Code of Regulations 
(CCR) section 18215. If the business is an Investment Relationship, disclosure of campaign contributions made to the Governor or 
candidates for the governorship must also be made, according to CalSTRS’ Campaign Contribution regulations in Title 5, CCR 
section 24010. 

Nothing to report Attachment is enclosed 

Value of 
Contribution 

Description if other than monetary 
Date of 

Contribution 
Identity of Recipient of Contribution 

2. Disclosure of Charitable Contributions
Disclosure of charitable contributions valued in excess of $250 made at the request of any Teachers’ Retirement Board member or 
CalSTRS officer or employee to any charitable organization. 

Nothing to report  Attachment is enclosed 

Value of 
Contribution 

Description of Contribution 
(monetary or in-kind) 

Date of 
Contribution 

Identity of Recipient of 
Contribution 

Identity of Requester of 
Contribution 

3. Disclosure of Gifts2 

Disclosure of gifts, including meals, entertainment, or travel, valued in excess of $50 made to any Teachers’ Retirement Board 
member or CalSTRS officer or employee. 

Nothing to report  Attachment is enclosed 

Value of Gift Description of Gift Date Gift Given Identity of Recipient of Gift 

I have exercised all reasonable due diligence in preparing this disclosure statement on my own behalf or on behalf of the reporting 
entity identified above. I have reviewed this statement and to the best of my knowledge the information contained herein and in any 
attachments is true and complete. I certify under penalty of perjury under the laws of the State of California that the foregoing is 
true and correct. 

Signature Title

Printed Name Date 
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Form 600-H 

1 See Teachers’ Retirement Board Governance Manual Section 4, subsection G (1)(a) and 
(b) for definitions of Entity, Entities and Key Personnel.

Ethics & Compliance 

 

THIRD PARTY ECONOMIC INTEREST DISCLOSURE 
Pursuant to Section 4, subsection G, of the Teachers’ Retirement Board Governance Manual, entitled "Third Party Economic Interest 
Disclosure Policy", any Entity/Entities and its Key Personnel who engage in business with CalSTRS are required to make specific 
public disclosures.1 Entities and each of their Key Personnel must complete and file separate forms. The below identified Entity/Entities 
or its Key Personnel hereby make the following disclosures. (Please attach other sheets if more space is needed for disclosure and 
indicate enclosures.) 

Identification of Filer (Key Personnel or Entity – separate filings required) 

Filing and Disclosure Period 
This disclosure of campaign contributions, charitable contributions, and gifts is in response to the following filing requirement: 

A. At Solicitation of an initial application or proposal to do business with CalSTRS (covers preceding 12-month period)

B. At Contract/Agreement for execution of services (signature) to cover the interim period since the initial application

C. Annual disclosure for the previous calendar year

D. New Key Personnel

Name of Entity: 

Key Personnel or Person 
Making Disclosure: 

Investment Asset 
Class 

If Other: 

Relationship Category 
(Please choose the one that is most appropriate to this relationship): 

Investment 

If Other: 

Non-Investment 

Contractor / Consultant - 
Description of Service Provided: 

Reported 
on behalf 
of Entity 

Mailing 

Number Street City/Locality State/Province Zip 

Telephone: E-mail Address:
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Form 600-H 

2 See Teachers’ Retirement Board Governance Manual Section 4, 
subsection G (1)(c), for definition of “Gift”. 

Ethics & Compliance 

 

1. Disclosure of Campaign Contributions
Disclosure of Campaign Contributions valued in excess of $250 made to or on behalf of any a) existing Teacher’s Retirement Board 
member, b) candidates for Board member, Controller, Treasurer, and Superintendent of Public Instruction, and c) CalSTRS officer 
or employee. The term “contribution” is defined in the Political Reform Act regulations, in Title 2, California Code of Regulations 
(CCR) section 18215. If the business is an Investment Relationship, disclosure of campaign contributions made to the Governor or 
candidates for the governorship must also be made, according to CalSTRS’ Campaign Contribution regulations in Title 5, CCR 
section 24010. 

Nothing to report Attachment is enclosed 

Value of 
Contribution 

Description if other than monetary 
Date of 

Contribution 
Identity of Recipient of Contribution 

2. Disclosure of Charitable Contributions
Disclosure of charitable contributions valued in excess of $250 made at the request of any Teachers’ Retirement Board member or 
CalSTRS officer or employee to any charitable organization. 

Nothing to report  Attachment is enclosed 

Value of 
Contribution 

Description of Contribution 
(monetary or in-kind) 

Date of 
Contribution 

Identity of Recipient of 
Contribution 

Identity of Requester of 
Contribution 

3. Disclosure of Gifts2 

Disclosure of gifts, including meals, entertainment, or travel, valued in excess of $50 made to any Teachers’ Retirement Board 
member or CalSTRS officer or employee. 

Nothing to report  Attachment is enclosed 

Value of Gift Description of Gift Date Gift Given Identity of Recipient of Gift 

I have exercised all reasonable due diligence in preparing this disclosure statement on my own behalf or on behalf of the reporting 
entity identified above. I have reviewed this statement and to the best of my knowledge the information contained herein and in any 
attachments is true and complete. I certify under penalty of perjury under the laws of the State of California that the foregoing is 
true and correct. 

Signature Title

Printed Name Date 
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CONTRACTOR BACKGROUND INVESTIGATION POLICY 

 PURPOSE: 

POLICY: 

It is the policy of the California State Teachers’ Retirement System (CalSTRS) 
to require all Contractors who contract with CalSTRS to perform services to 
gather and consider relevant background history information in determining if 
certain of Contractor’s employees (“Contractor Personnel”) who provide 
services to CalSTRS meet the general standards for working with CalSTRS and 
safeguarding CalSTRS information.   

Contractor shall comply with all applicable law, rules and regulations related to 
conducting employee background investigations, including without limitation, 
the Fair Credit Reporting Act, the California Investigative Consumer Reporting 
Agencies Act and California Government Code §12952. Contractor shall be 
solely responsible for any failure to conduct its background investigations in 
compliance with applicable law. 

In evaluating the suitability of a particular individual’s work assignment with 
CalSTRS, Contractor must give particular emphasis to the business needs arising 
from CalSTRS’ fiduciary responsibility for CalSTRS funds, its obligation to 
protect the personal data it holds and maintain the integrity of the retirement 
system, and its policy to provide a safe and secure workplace.   

This includes, but is not limited to preventing contractors or Contractor 
Personnel from using their access to CalSTRS facilities, systems or data to: 

• Carry out identity theft or related activities.
• Inappropriately alter member retirement benefits.
• Embezzle funds from CalSTRS.
• Engage in any activity that would damage CalSTRS’ reputation or

member trust.
• Initiate any act of workplace violence, discrimination, or sexual

harassment.

Prior to allowing Contractor Personnel to perform work on behalf of CalSTRS 
under the Agreement or obtain access to CalSTRS information (a “CalSTRS 
Assignment”), Contractor is responsible for conducting an appropriate 
background investigation, including a criminal record check, credit check,  civil 
check, reference check, and verification of education and previous employment 
as allowed by then applicable law (a “Background Investigation”), of any such 
Contractor Personnel. In addition, Contractor must review the driving records of 
any Contractor Personnel who may drive on CalSTRS-related business as a 
regularly assigned duty. The information gathered in this process is subject to 
strict confidentiality provisions in order to protect the privacy of those persons 
whose backgrounds are reviewed under this policy. 

Contractor will review and evaluate all information obtained as part of its 
Background Investigation of any Contractor Personnel and will not assign any 
Contractor Personnel to a CalSTRS Assignment if the Contractor determines, 
based in whole or part on the information obtained as part of the Background 
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Investigation, that the Contractor Personnel is not suitable for the assignment. 
Examples of reasons for which Contractor Personnel may be unsuitable for 
CalSTRS assignment include:  

Criminal Record Checks 

1. Any conviction for any of the following offenses:

• Any form of fraud, deceit or misrepresentation
• Embezzlement
• Forgery
• Identity theft/stolen credit card use
• Any other offense involving misappropriation of assets or

resources, abuse of access to financial or personal records,
unauthorized access to financial or personal records, falsification
of documents or records, crimes of moral turpitude, or crimes
which may be relevant to CalSTRS Assignment

2. Any conviction for offenses related to stealing such as the following:

• Theft, burglary, carjacking or home invasion crimes
• Shoplifting
• Receiving stolen property
• Bad checks

3. Any conviction for any violent crime for such an offense.

Contractor Personnel with convictions other than those specified above, may be 
deemed unsuitable for a CalSTRS Assignment when the record of convictions 
indicates or suggests to the Contractor a continuing pattern of behavior that is 
inconsistent with CalSTRS business objectives specified in the Background 
section, above. 

Contractor is responsible for reviewing the civil litigation history of any 
Contractor to the extend permissible by applicable law. Contractor should not 
assign any Contractor Personnel to a CalSTRS Assignment if the individual’s 
civil litigation history reveals that he or she lacks one or more of the general 
qualifications for a CalSTRS Assignment such as honest, integrity, and/or good 
judgement.  

Credit Checks 

Contractor is responsible for reviewing the credit history of any Contractor, 
consistent with applicable law. Contractor should not assign any Contractor 
Personnel to a CalSTRS Assignment if the individual’s credit history reveals a 
continuing pattern of credit abuse that supports the conclusion that he or she 
lacks one or more of the general qualifications for a CalSTRS Assignment, such 
as honesty, integrity, and/or good judgment. 
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These determinations require careful case-by-case review of any credit 
problems, with particular emphasis on the following questions: 

• Are the credit problems isolated to a particular point in time, or to a
particular vendor with whom the individual may be having a dispute, or
do they constitute a general pattern?

• Are there specific mitigating factors that explain the credit problems, 
such as illness or divorce?

• What effort has the individual made to correct the credit problems?
• How recent are the problems, and what has the credit record been since 

they occurred?

Reference Checks 

Contractor should not assign any Contractor Personnel to a CalSTRS 
Assignment if a reference check gives Contractor reason to believe that the 
individual lacks one or more of the general qualifications for employment such 
as honesty, integrity, and/or good judgment. 

Fraud in Securing Appointment 

Any information Contractor Personnel provides for employment with or to 
provide services to Contractor (on applications, resumes, background 
questionnaires, etc.) must be substantively truthful.  Should the Contractor 
determine that the information it did receive from any Contractor Personnel was 
not substantively truthful,  it shall promptly remove such individual from the 
CalSTRS Assignment to the extend permissible under applicable law.  

Driving Record Checks 

A serious driving violation, such as driving under the influence of alcohol or 
drugs, or reckless driving, within the past three years, may disqualify Contractor 
Personnel from a CalSTRS Assignment, if the nature of the work performed for 
CalSTRS requires driving as a regularly assigned duty. Contractor must review 
driving records  when driving a motor vehicle on a CalSTRS Assignment is a 
regularly assigned duty. 

Prior to any Contractor Personnel performing services under the Agreement, 
Contractor shall certify that it has performed a Background Investigation of such 
Contractor Personnel, reviewed and verified the background information in a 
manner consistent with CalSTRS’ Contractor Background Investigation Policy, 
and determined that the individual(s) is/are qualified for the CalSTRS 
Assignment.  Such certification will be made with submission of the 
“Certification of Contractor’s Employee Background Investigation” form, 
provided to Contractor by CalSTRS. 

In addition, Contractor shall provide CalSTRS with each Contractor Personnel’s 
completed Personal History Statement.  Information the Contractor Personnel 
provides concerning relatives who are CalSTRS members or beneficiaries 
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and/or CalSTRS employees will be used to implement safeguards to prevent the 
individual from working on or accessing the records/accounts of his or her 
relatives.  

Contractor shall review and investigate any relevant information it received or 
becomes aware of subsequent to the date of the Background Investigation 
regarding any Contractor Personnel. Contractor shall immediately notify the 
Human Resources Division of CalSTRS if it receives information which might 
lead the Contractor to believe any Contractor Personnel would be ineligible to 
work on a CalSTRS Assignment, as described in this CalSTRS Contractor 
Background Investigation Policy, had the Contractor known the information at 
the time it conducted the Background Investigation. Contractor shall promptly 
replace any such Contractor Personnel upon CalSTRS request. When requested 
by CalSTRS (generally annually), Contractor shall certify, on a form provided 
by CalSTRS, that it knows of no information that would affect the suitability of 
any Contractor Personnel to work on a CalSTRS Assignment.  

Contractor shall retain documents and files received in the Background 
Investigation throughout the term of the Agreement, shall provide reasonable 
safeguards to ensure security and confidentiality of these documents and files, 
and will work cooperatively with CalSTRS to provide related data or 
information upon CalSTRS’s reasonable request, consistent with applicable law. 

Any request for a waiver of the policy provisions should be directed to the 
Director of the Procurement Management Division, who will thereafter forward 
the request to the CalSTRS CEO for consideration and approval, on a case-by-
case basis.  Exceptions to the Contractor Background Investigation Policy may 
include but are not limited to the following circumstances: 

• Contracted personnel will not have physical access to restricted areas of 
CalSTRS (e.g., printers providing services off-site and delivering 
product)

• Contracted personnel will not have access (physical or electronic) to 
confidential/sensitive data (e.g., lecture style training)
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CERTIFICATION OF CONTRACTOR’S EMPLOYEE 
BACKGROUND INVESTIGATION 

Contractor Firm Name (“Contractor”): 

Contractor, as a condition of providing Services as set forth in the above-referenced Agreement, 
certifies the following: 

1. Contractor has agreed to and will comply with the CalSTRS Contractor Background
Investigation Policy, attached and incorporated into the Agreement.

2. Prior to assigning any of Contractor’s employees (“Contractor Personnel”) to perform the
services called for in the Agreement or providing such individuals access to CalSTRS
information (the “CalSTRS Assignment”), Contractor will perform a background
investigation on such individuals that complies with the CalSTRS Contractor Background
Investigation Policy and applicable law (“Background Investigation”).

3. Contractor has performed a Background Investigation on those Contractor Personnel
identified on page 2 of this exhibit and hereby certifies that such individual(s) is/are
qualified and suitable to work on the CalSTRS Assignment.

4. To the extent Contractor intends to assign any additional Contractor Personnel to the
CalSTRS Assignment hereafter, Contractor agrees to provide CalSTRS with an updated
Certification covering such individual(s) prior to their work on the CalSTRS Assignment.

5. On an annual basis, Contractor agrees to certify, in writing, that it has not received
information related to any Contractor Personnel which would justify removing such
individual from the CalSTRS Assignment.

6. Contractor has been informed and understands that any violation of this certification may
result in the termination of the Agreement, at CalSTRS’ election. The termination of the
Agreement shall not be construed to limit any remedy CalSTRS might have under
applicable law.

I, ______________________________________ (printed name), declare under penalty of 

perjury under the laws of the State of California that the foregoing is true and correct.    

Executed in ____________________________ (city), ____________________________ (state) 

on _________________________________________. 

_________________________________________ __________________________________ 
   Authorized Signature                                                              Title   
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Contractor Personnel 

Contractor agrees to conduct a Background Investigation of the following named Contractor 
Personnel and certify their qualification prior to any CalSTRS Assignment: 

1. 

2. 

3. 

4. 

5.
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Confidentiality, Non-Disclosure and
Acceptable Use Agreement 

 ISO 1949 (Internal Use) (Rev. August 2019) 

Name:  Employer:  CalSTRS  Other Contractor/Entity Name 

By signing this form, I hereby acknowledge that confidential, sensitive, and personally identifiable information is protected from 
disclosure by law, regulation and policy. I further acknowledge t
interest and my own personal interest. I also acknowledge that CalSTRS strictly enforces information security. I understand that 
accessing member accounts of family, friends and acquaintances is strictly forbidden and may result in consequences including 
termination. 

I, _____ agree to protect from disclosure all confidential, sensitive, and personally identifiable information including, but not limited to: 
Member account information.
Claimant and employer information.
Information about individuals that relates to their personal life or identifies or describes an individual.

Employee personnel, medical, or other personally identifiable information.
Methods agencies use to safeguard information, including systems, networks and server configurations, etc.
All security-related devices or information, such as tokens, access cards, User IDs, or related passwords.

I, _____ agree to protect the foregoing information in the following ways: 
Access, inspect, use, store, disclose, or modify information only to perform official duties.
Never access, attempt to access, inspect, store, use, disclose, or modify information, including my own, for curiosity,
personal gain, or any non-business related reason.
Never remove or transport documents containing confidential, sensitive or personal information from CalSTRS or an
approved CalSTRS facility without express written permission.
Video or photographs of non-public areas of CalSTRS is only permitted with CalSTRS issued devices and only if
authorized by your management.

on-public activities without express written permission from
management.
Secure confidential, sensitive, and personal information in approved locations as defined by Enterprise Information
Management.
Comply with all CalSTRS policies, standards and procedures for secure transportation, handling and destruction of all
data.
Return all security devices and immediately cease using User ID and password upon separation from CalSTRS.
Always lock (Ctrl + Alt + Del) computer systems that I have accessed when unattended.

I, _____ acknowledge acceptable activities are those in accordance with the laws and policies of, the United States Government and 
the State of California, and consistent with the policies, purpose, goals, and mission of CalSTRS; as appropriate to my 
assigned job duties and responsibilities. 

I, _____ expressly consent to CalSTRS monitoring of my activities on all devices including, but not limited to: access to systems or 
facilities information, phone, email, network, and server information. I also have no expectation of privacy regarding 
information created, used, and stored using CalSTRS resources.  

REFERENCE 
CalST  seq; Education Code section 22306, Government Code section 
11019.9; Federal Acquisition Regulation (48 CFR 27.402 Policy), and State Administrative Manual section 5300-5360.1 

CERTIFICATION 
I certify that I have read this document and understand information security is strictly enforced. I certify that unauthorized 
access, inspection, use, storage, disclosure, or modification of confidential, sensitive, non-public, or personal information, 
including my own, or any attempt to engage in, or failure to prevent such acts is prohibited and may result in may result in 
disciplinary and/or legal action taken against me.  

Employee/Contractor Name (print)  Signature   Date 
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Confidentiality, Non-Disclosure and
 Acceptable Use Agreement 

 ISO 1949 (Internal Use) (Rev. August 2019) 

REQUIREMENT  

New employees must have a completed form (ISO 1949) on file with the Office of the General Counsel prior to 
being granted access to any CalSTRS systems or information. 

Annually, during the CalSTRS Policy Recertification Acknowledgement process: all employees will be required to 
complete form (ISO 1949) to maintain their access to any CalSTRS systems and information.  

WHERE TO FILE

Route or mail completed forms to: 

CalSTRS Office of the General Counsel- Office of Legal Ethics & Accountability 
PO Box 15275, MS-03 
Sacramento, CA  95851-0275 

ASSISTANCE 

Contact the Information Security Office at (916) 414-1999 (or) ISO@CalSTRS.com if you have questions or need 
assistance completing the form. 
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PERSONAL HISTORY STATEMENT FOR  

CONTRACTED EMPLOYEE NAME 

It is CalSTRS' policy to prevent a conflict of interest that could arise from having employees 
or contracted employees work on, or have access to, the records and accounts of CalSTRS 
employees, members, or beneficiaries with whom they have a personal relationship.   

A member or beneficiary is: (1) any teacher or other certificated staff member in a California 
school district kindergarten through community college who is active or retired from such a 
position; (2) a member of the Cash Balance Program; (3) a member of the Defined Benefits 
Program; or (4) someone who is a survivor of someone who retired from such a position.   

A Personal Relationship, includes, but is not limited to, associations with individuals by: (1) 
blood, adoption, and guardianship (i.e., mother, father, daughter, son, sister, brother, half-sister, half-
brother, grandparents, grandchild, aunt, uncle, niece, nephew, or first cousin); (2) marriage or previous 
marriage  (i.e., current or former spouse, in-laws, stepmother, stepfather, stepson, stepdaughter, 
stepsister, or stepbrother); (3) domestic partnership and/or cohabitation (i.e., current or former 
domestic partner or cohabitants, or their relatives); or (4) any other type of romantic relationship (i.e., 
girlfriend or boyfriend). 

Please provide us the name(s) of any individual(s), to the best of your knowledge, to whom you 
have a personal relationship as defined above, who is currently a member or beneficiary of 
CalSTRS, a current CalSTRS employee or CalSTRS contractor. Follow the instructions below:

1. Insert your name in the Contracted Employee Name space at the top of the page.
2. List the name(s) of persons in the table below for which you have a personal relationship.
3. Place an X next to the name(s) to indicate the applicable relationship category.
4. If you have no relationship(s) as defined above, leave the table below blank.

Name CalSTRS 
Employee 

CalSTRS 
Contractor 

CalSTRS 
Member/Beneficiary 

_________________________________________ _____________________ 
Signature       Date 

_________________________________
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