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REQUEST FOR PROPOSAL LETTER 
 
 

Date:    December 11, 2023 
 
Attention: Proposers 
 
Subject: REQUEST FOR PROPOSAL (RFP) NO. 2000003306  
 CYBERSECURITY SERVICES BENCH 
 
The Los Angeles Unified School District (District or LAUSD) is accepting proposals from qualified 
firms to provide services in support of various IT SPECIALIZATIONS as described below and in 
the accompanying Statement of Work (SOW). The IT specializations are: (1) Software 
Development (2) Performance Tuning (3) IT Enterprise Security (4) Advisory, Project 
Management and Related Services (5) Data Center (6) Enterprise Reporting and Integration (7) 
My Student Information Systems (MiSiS) (8) Cloud Services (9) Special Education Data 
Management System (SEDM) & Student Medical Services Management System (SMSM) (10) 
Enterprise Resource Planning Software (SAP) and (11) Facility Management System.  
 
Proposers can submit for any or all IT SPECIALIZATIONS. 
 
A “bench” is defined as a roster of qualified firms to provide the same services.  Zero-dollar (zero-
based) Master Service Agreements (MSA) are established for each firm on the Bench.  During 
the period of performance, the District intends to issue Work Orders to the firms on the Bench 
according with the hourly rates and terms and conditions of the Master Service Agreement. Work 
Orders will be issued through competitive process among the bench firms.   
 
You are invited to submit a proposal to furnish all of the labor, materials, and other related items 
required for the performance of a contract resulting from this procurement. The resulting 
contract(s) is anticipated to have a term of five (5) years commencing on or about July 1, 2024.  
Funding is contingent on fiscal year availability. 
 
PROPOSAL PACKAGE(S) AND SUBMISSION INSTRUCTIONS  
Complete proposals must be emailed to emily.duong@lausd.net on or before 11:00 a.m. (local 
time) on Monday, January 29, 2024. Proposals received later than the above date and time may 
be rejected.   
 

mailto:leonardo.deleon@lausd.net
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Due to the District’s email system limits, proposers are cautioned to keep a 20MB email size 
limit.  PDF size can be reduced by using products such as Adobe Acrobat DC.  It is the Proposer’s 
responsibility to verify the emailed Proposal was received prior to 11:00 am, January 29, 2024.   
 
Proposers shall clearly label their proposals in the IT Specialization to which they are 
responding: 
 
The following are the IT specializations:  
(1) Software Development 
(2) Performance Tuning 
(3) IT Enterprise Security 
(4) Advisory, Project Management and Related Services 
(5) Data Center 
(6) Enterprise Reporting and Integration 
(7) My Student Information Systems (MiSiS)  
(8) Cloud Services 
(9) Special Education Data Management System (SEDM) & Student Medical Services 
Management System (SMSM)  
(10) Enterprise Resource Planning Software (SAP) 
(11) Facility Management System 
 
 
For example, if a proposer intends to provide services for all eleven specializations, said 
proposer shall submit eleven complete submittal packages, one for each specialization. 
 
Proposals shall be evaluated per specialization since the District intends to establish bench firms 
per specialization. Those firms that are currently on a bench for any specialization above are 
advised to submit proposals. This Cybersecurity Services Bench is a separate bench. 
 
Proposers must submit a separate email to the Contract Analyst to confirm receipt of proposals. 
The only acceptable evidence to establish the time of receipt is a confirmation email from the 
Contract Analyst identified in the Request for Proposal Letter.  
 
Proposers shall clearly label their files as follows: 

 
• Volume I – Technical Proposal  
• Volume II – Certification Forms  
• Volume III – Price Proposal  

 
All files must show all required signatures. 
 
 
GROUND RULES AND ASSUMPTIONS 
 
The ground rules and assumptions for this procurement, incorporated herein are as follows: 
 
1. CONTRACT TYPE – Zero dollar value (zero-based) Master Service Agreement will be 

established for each firm on the bench. During the period of performance, the District 
intends to issue Work Orders with a specific scope of work in accordance with the hourly 
rates and terms and conditions of the Master Service Agreement.    
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2. PERIOD OF PERFORMANCE - The period of performance shall be a term of five (5) 
years. The anticipated effective date will be on or about July 1, 2024.   

 
3. NO OBLIGATION TO ENTER INTO CONTRACT – The District reserves the right to reject 

a firm as non-responsive, regardless of the stage of the procurement process, if there is 
a failure to successfully negotiate price or fees, terms and conditions, or a failure of the 
firm to satisfy any of the final requirements necessary to do business with the District.  

 
4. MODIFICATIONS - The proposer shall submit its basic proposal in strict conformity with the 

requirements of this RFP document.  Proposers are cautioned to limit exceptions, conditions, 
limitations or new provisions in their proposal as such restrictions or new provisions may be 
determined sufficiently significant to cause the proposal’s rejection.  

 
5. ALTERNATE PROPOSALS – Not applicable.  
 
6. PRE-AWARD AUDIT - All proposers doing business with the District are subject to pre-

award audits. The District’s Procurement Services Division may request that the Office of 
the Inspector General (OIG) perform pre-award audits on any contract to be awarded as 
a result of this RFP. 

 
7. EXPENSES – Travel is not applicable. 
 
8. COSTS OF PROPOSING - Any and all costs arising from this RFP process incurred by 

the proposer shall be borne by the proposer, without reimbursement by the District.   
 
9. COMMUNICATIONS WITH THE DISTRICT - All communications with the District 

regarding this procurement shall be governed by the District’s Contractor Code of Conduct 
as referenced herein as Attachment C.   

 
10. CONE OF SILENCE – As described in the Contractor Code of Conduct, this procurement 

is under a “Cone of Silence.”  Except for questions submitted prior to the proposal due 
date and inquires made to the District’s Ethics Office, all communications regarding this 
RFP between potential Proposers and the staff of the District and consultants engaged by 
the District shall be addressed only to the Contract Analyst identified in the Request for 
Proposal Letter.  At no time PRIOR to the District’s public posting of the Board Report 
shall Proposer(s) contact District officials or personnel regarding this RFP or any 
contract(s) to be awarded in response hereto.  To do so may subject the Proposer to 
disqualification.  

 
11. SBE COMPLIANCE - Proposers should use their best efforts to comply with the District’s 

Small Business Enterprises (SBE) Utilization Program’s 25% goal. Proposers are required 
to submit the SBE Utilization Report that is in Section II-B4. See Section II-B4 to this 
RFP for additional information regarding the District’s SBE Utilization Program AND 
MANDATORY SBE REGISTRATION REQUIREMENTS FOR PROPOSERS 
RESPONDING TO THIS RFP. 

 
12. Disabled Veteran Business Enterprise (DVBE) compliance - Proposers should use their 

best efforts to comply with the District’s DVBE Utilization Program’s 5% goal. Proposers 
are required to submit the DVBE Utilization Report that is in Attachment E.  See 
Attachment E to this RFP for additional information regarding the District’s DVBE 
Utilization Program. 
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13. Minority Business Enterprise (MBE) and Women Business Enterprise (WBE) – Proposers 

should complete the MBE Utilization Report and WBE Utilization Report. These are for 
informational purposes only and are not given evaluation points. 

 
14.  Work Based Learning Partnership (WBLP) Plan– A WBLP will be an RFP submittal and 

contract requirement. “Work-based learning partnerships are opportunities for District 
secondary school students to receive practical education relating to real-life work 
experience. They are part of the District’s Linked Learning initiative, which recognizes the 
benefits to students, vendors and our communities by helping students graduate better 
prepared for post-secondary training and careers. The District is asking all vendors to 
consider how they might best expose District students to the careers represented by the 
vendors’ businesses. Vendors can find more information regarding the District’s Linked 
Learning initiative here: https://achieve.lausd.net/LinkedLearningVendors. See evaluation 
criteria “F.” 

 
15.  Proposers will not be permitted to take exceptions to the following provisions within the 

District Terms and Conditions – Section III, Attachment B, otherwise such Proposers may 
be deemed non-responsive: 

 
 A. Audits  
 B. Fingerprinting  
 C. Required Insurance Coverage 
 D. Data Use Agreement 
 E. Indemnification 
 F. Work-Based Learning Partnership (WBLP) 
 G. Americans with Disabilities Act 
 H. Termination for Convenience 
 
KEY EVENTS SCHEDULE 
 
The anticipated schedule for completion of this procurement is shown below.  The dates are 
subject to change. 
 

Milestone Date 
RFP Release December 11, 2023 

Deadline for Final Written Questions December 18, 2023 (COB) 
Proposal Due Date January 29, 2024 at 11:00 a.m. (local time) 

Board of Education Approval Date  June 4, 2024 (tentative) 
Contract Start Date July 1, 2024 (approx.) 

 
PROPOSER QUESTIONS 
 
Final questions regarding this Procurement must be received by the close of business on 
December 18, 2023. Questions shall be in writing and submitted via email in the provided 
downloadable Excel file document titled “Proposer Questions” as an attachment. The e-mail 
shall be to the attention of the Contract Analyst at emily.duong@lausd.net. Verbal inquiries will 
not be accepted.  

 
 

https://achieve.lausd.net/LinkedLearningVendors
mailto:emily.duong@lausd.net
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Sincerely, 
 
Los Angeles Unified School District   
Emily Duong 
Emily Duong 
Contract Administration Analys
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LOS ANGELES UNIFIED SCHOOL DISTRICT 

 
RFP NO.: 2000003306 

Consolidated IT Services Bench  
 

SECTION I 
 

EVALUATION CRITERIA 
 

 
EVALUATION AND SELECTION  
 
Proposals shall be evaluated for responsiveness to the requirements of the RFP and on 
the responsibility of the Proposer.  A Proposal shall be considered responsive if it complies 
in all material respects to the requirements of the RFP document.  Refer to Instructions to 
Proposers IP-11, for the definition of responsibility. A Proposal not meeting the 
requirements may be rejected as being non-responsive and/or non-responsible. 
 
EVALUATION 
 
Any Contract(s) resulting from this RFP shall be awarded to those responsible and 
responsive contractors whose proposals are the most advantageous in terms of meeting 
the technical requirement as defined in the Overview of Services considering the 
Evaluation Criteria stated herein and who offer a justifiably fair and reasonable price. 
Proposals shall be evaluated in the following order: 
 
PHASE I - Minimum Qualification Review: The District shall perform an initial 

responsiveness review to determine compliance to the RFP administrative 
requirements and the minimum qualification requirements as defined 
herein and notify all disqualified Proposers.  Proposers that are deficient in 
meeting the minimum qualifications at the time of Proposal submittal shall 
be deemed non-responsive to this RFP and no further consideration shall 
be granted. 

 
PHASE II -  Evaluation – Technical Evaluation:  Proposals that meet the Phase I 

Minimum Qualification Requirements shall be evaluated based on the 
Phase II evaluation criteria herein. A “competitive range” (short list) shall 
be established.   At the option of the District, Proposers with the highest 
rated written submissions may be invited to give a clarification interview 
with the District regarding proposed services as an additional step in the 
Phase II process. Evaluation of the clarification interview will be 
incorporated into the Phase II Evaluation process.  

 
BASIS OF AWARD 
 
Subject to the provisions herein, contract award of specialization will be made to the 
responsive and responsible proposer(s) that receives the highest per specialization total 
score, with the appropriate consideration given to the evaluation factors stated herein.  
Furthermore, the District reserves the right to reject a firm if there is a failure to negotiate 
the price, terms and conditions. The District reserves the right to make an award to other 
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than the low-cost proposer. The District reserves the right to select as many or as few 
firms that will be in the bench as it determines in its best judgment. 
 
PHASE I - MINIMUM QUALIFICATIONS – Pass/Fail 
 

Proposers shall meet the minimum qualifications requirements at the time of proposal 
submittal.  

 
1 .  Firm must possess a minimum of five (5) years of experience in the specific IT 

specialization(s) that the firm is responding to, for a major organization of at least 
10,000 employees, or for any U.S. government agencies and/or K-12 learning 
institutions.    
  

2. Firm must have a client base of at least three (3) clients whereby the Firm has 
successfully completed one project for the specific IT specialization within the past 
three (3) years. 
 

3. Firm must propose a named Single Point of Contact (POC) with a minimum of five (5) 
years of experience managing projects in the specific IT specialization that the firm is 
responding to.   

   
 
PHASE II - EVALUATION CRITERIA (ON EACH IT SPECIALIZATION SUBMITTED) 
 
The proposer shall be evaluated on the following criteria:  Points 

A. Qualifications and Experience of Firm               30  Points 
B. Qualifications and Experience of Personnel/Resource  15  Points 
C. References       15  Points 
D. Small Business Enterprise (SBE) Utilization Program   5  Points 
E. Work-Based Learning Partnership (WBLP) Plan    5  Points 
F. Price/Cost Proposal         30  Points 

  
Total Points: 100 Points 

 
A. Qualifications and Experience of Firm (30 points maximum) 
 
The proposer’s qualifications and experience shall be evaluated according to the following 
sub-criteria listed below in equal order of importance. 

 
1. The extent to which the qualifications and experience provided shows work done with 

organizations of at least 10,000 employees, government agencies and/or K-12 
learning institutions.   
 

2. The extent to which the firm has a successful track record in the IT Specialization area 
proposed, in which the firm demonstrates quality, depth, timely completions and 
overall complexity of the project?  
 

3. The extent to which firm possess (current or active) relevant certifications in each 
respective IT specialization(s).  
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B. Qualifications and Experience of Personnel/Resources (15 points maximum) 

 
The proposer’s qualifications and experience for its proposed personnel shall be 
evaluated according to the following criteria listed.  Sub criteria are equal order of 
importance. 

 
1. The extent to which the proposed roster of resources shows the qualifications 

and experience in each respective IT specialization(s) for major organizations 
of at least 10,000 employees, government agencies and/or K-12 learning 
institutions.  
 

2. The extent to which the proposed roster of resources shows the qualifications 
and experience in each respective IT specialization(s) and work order 
scenario.     

 
3. The extent to which the firm provides relevant certifications, special skills and 

proficiencies for proposed roster of resources in reach respective IT 
specialization(s).   
 
 

            C. References (15 points maximum) 
 

The proposer’s qualifications and experience shall be evaluated according to the 
following criteria. 

  
Quality, depth and experience of three (3) specific project-level experiences     
whereby the Proposer has successfully completed the project in each 
respective IT specialization. 

 
D. Small Business Enterprise (SBE) Participation (5 points maximum) 

SBE participation will be evaluated for the extent to which SBE Utilization Report 
(II-B4) is completed. Proposers are required to submit all applicable SBE 
certification documentation.  

Firms must be certified as an SBE by LAUSD’s online SAP system at the time of 
proposal submittal to receive maximum points.  

Points will be given proportionately based on the percentage of work that will be 
subcontracted to SBEs. Participation shall be defined as the value in contract 
dollars. For example, a vendor that proposes 25 percent SBE participation will get 
25 percent of the five (5) possible points (i.e. 5 X 0.25 = 1.25) and a certified SBE 
with 100 percent participation would get the full five (5) points. 

 
E. Work Based Learning Partnership (WBLP) Plan (5 points maximum) 
 

The higher-rated opportunities will benefit a larger number of students, cover a 
longer period of time, and do more of the following: 
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1. If an internship, be a paid internship (at least minimum hourly wage and 
transportation assistance), 

2. Lead to a credential or certificate in the industry. 
3. Provide substantive on-the-job training tied to the industry (i.e., work on a 

project that benefits the organization and teaches the student valuable 
workplace skills, not just answering phones or emptying garbage), and/or 

4. Assist with school-based activities (e.g., project-assessments, job-shadowing, 
mentoring, workplace tours, etc.). 

Proposers can receive credit for already-established programs that District 
students can access. 

 
 

F.  Price/Cost (30 points maximum) 
 

The Proposer’s labor rates shall be evaluated based on comparative review 
between proposers of resources covering the entire contract term, both in 
consideration of price realism and price reasonableness. The Price Proposal 
evaluation shall cover the entire contract term in consideration of price realism 
and price reasonableness. The price realism review shall consist of an assessment 
of whether a proposed price is realistic for the work to be performed and whether 
it is reflective of a clear understanding of the Statement of Work. 
 

  
 Vendors are cautioned any unauthorized alteration of the Labor Classifications 
 in any Specialization price proposal may deem the proposal non-responsive. 

 
 

END OF EVALUATION CRITERIA 
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LOS ANGELES UNIFIED SCHOOL DISTRICT 
 

RFP NO.: 2000003306 
Consolidated IT Services Bench 

 
SECTION I (Continued) 

 
PROPOSAL SUBMITTAL REQUIREMENTS 

 
CONTENTS OF PROPOSAL 
 
1.0 GENERAL FORMAT OF PROPOSAL AND SUBMITTAL INSTRUCTIONS 
 
 Proposer shall clearly label their proposals with the IT Specialization they are responding 

to. Proposers shall submit complete proposals  for each IT SPECIALIZATION being 
proposed; 

 
• Volume I – Technical Proposal  
• Volume II – Certification Forms 
• Volume III – Price Proposal 
• Searchable PDF format of the above volumes with all the required signatures. 
• Use separate file for each volume. 
• PDF file name format should be: 

 
“Proposers Name – Volume I – Technical Proposal – “IT Specialization” 
“Proposers Name – Volume II – Certification Forms – “IT Specialization” 
“Proposers Name – Volume III – Price Proposal – "IT Specialization” 

 
Due to the District’s email system limits, proposers are cautioned to keep a 20MB email size 
limit.  PDF size can be reduced by using products such as Adobe Acrobat DC.  

 
 

2.0 PROPOSAL CONTENT - Indicate IT SPECIALIZATION on the cover of the proposal. 
 
 The Proposal shall have the following components and shall be laid out in the format exactly 

as shown here: 
 
 VOLUME I 

 
A. COVER LETTER 
 

The cover letter shall not exceed three (3) single pages and must be signed by an 
authorized representative of the proposing firm.  The summary shall cover the 
following: 
 
1. Briefly summarize your understanding of the requested services. 
 
2. Discuss the firm’s specific role and present the firm’s relevant qualifications 

for performing that role.  Identify the names, address, affiliation, e-mail, and 
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telephone number of the key contact person(s) for both prime and sub-
contractor, if any. 

 
3. Proposer shall acknowledge acceptance of all terms and conditions of the 

District’s Contract and insurance requirements unless otherwise noted. 
Exceptions cannot be taken to the RFP’s Instructions to Proposers (IPs), 
Contractor Code of Conduct, SBE, Section II-B1 and II-B2 certifications.  

 
 If there are any exceptions, comments, and recommended modifications to the 

District’s Sample Contract terms and conditions (Attachment B), these shall be 
submitted in a separate appendix to the Volume I submittal and must be in 
Microsoft Word file format.  

 
 Please use the following notation to propose specific changes to the District’s 

terms and conditions: 
• Red and underlined for inserted text 
• Red and strikethrough for deleted text  

 
Proposers are cautioned to limit exceptions, conditions, limitations or new 
provisions in their proposal as such restrictions and new provisions may be 
determined sufficiently significant to cause the proposal’s rejection. 

  
Proposers will not be permitted to take exceptions to the following provisions 
within the District Terms and Conditions – Section III, Attachment B, otherwise such 
Proposers may be deemed non-responsive: 

 
• Audits  
• Fingerprinting  
• Required Insurance Coverage 
• Data Use Agreement 
• Indemnification 
• Work-Based Learning Partnership  
• Americans with Disabilities Act 
• Termination for Convenience 

 
4. Disclosure of Litigation:  Each Proposer (and each subcontractor/joint venture 

included in the Proposer’s Proposal) shall include a complete disclosure of any 
civil litigation, settlement, arbitration, or proceeding to which it is a party and which 
is pending or was concluded within one year from the date of this RFP.  THIS 
REQUIREMENT IS A CONTINUING DISCLOSURE REQUIREMENT.  Any such 
litigation, settlement, arbitration, or other proceedings commencing after 
submission of a Proposal shall be disclosed in a written statement to the Contract 
Administration Analyst within 30 days of its occurrence.  Details of settlements 
that are prevented from disclosure by the terms of the settlement may be 
annotated as such.  

 
5. Has the Proposer ever defaulted on a contract or been denied a bid award due to 

prior breach of contract or to non-responsibility to perform? If so, provide the facts 
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and circumstances. Provide information on default, breach, non-responsibility, etc., if 
any.  

 
 

B. MINIMUM QUALIFICATION PACKAGE  
 
Proposer shall specify how compliance was achieved for each of the Minimum 
Qualifications requirements listed for each IT SPECIALIZATION proposer 
submits, and if applicable, submit documentation for evidence of compliance.  
Please reference page and section number of your proposal to validate compliance 
with each of the minimum qualifications. Proposers shall meet the minimum 
qualifications requirements at the time of proposal submittal. 
 
Proposers that are deficient in meeting the below minimum qualifications shall be 
deemed non-responsive to this RFP and no further consideration shall be granted. 
 
1.      Firm must possess a minimum of five (5) years of experience in the 

specific IT specialization(s) that the firm is responding to, for a major 
organization of at least 10,000 employees, or for any U.S. government 
agencies and/or K-12 learning institutions.   

 
2.    Firm must have a client base of at least three (3) clients whereby the Firm 

has successfully completed one project for the specific IT specialization 
within the past three (3) years. 

 
3.    Firm must propose a named Single Point of Contact (POC) with a minimum 

of five (5) years of experience managing projects in the specific IT 
specialization that the firm is responding to.   

 
 

C. QUALIFICATIONS AND EXPERIENCE OF FIRM 
 

The Proposer shall submit a qualification statement by addressing the firm’s and 
subcontractor and/or partner’s record of successful experience and technical 
capabilities to perform the types of service required by the Statement of Work.  The 
qualifications statement should, at a minimum, address the following. 

 
1. Discuss the firm’s qualifications and experience in providing the requested 

IT services to organizations of at least 10,000 employees, government 
agencies and/or K-12 learning institutions. Include the size of the firm, the 
number of employees, and the number of years the firm has provided 
requested services.  

 
2.   Discuss the firm’s experience, quality, depth, and timely completions in 

each IT specializations chosen.        
 
3. Describe relevant certifications, special skills and proficiencies relevant of 

the firm and its professional staff in each proposed IT specialization.   
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D. QUALIFICATIONS AND EXPERIENCE OF PERSONNEL/RESOURCES 
 

1. Describe the firm’s capacity to provide personnel and the related IT 
SPECIALIZATION skill-sets and discuss the value that your firm provides in 
ensuring that LAUSD is offered personnel resources that are qualified, 
capable, available, reliable and committed to providing cost-effective services.  
Discuss the specific roles, specializations and responsibilities of the key 
personnel that will manage the overall contract.    
  

2. Provide a summary head-count by staff category of the firm’s or team’s 
professional staff, including separate columns for local Los Angeles, US, and 
off-shore staff resources.  The summary should indicate the extent to which 
resources are full-time employees or are independent contractors or project 
employees.   If categories are different from those requested in the rate cards, 
Proposer should provide a description of the capabilities and experience for 
each level of its professional staff.       

 
3. a.  Describe the firm’s ability to quickly ramp-up to a team that can support 

rapid request for design, development and release cycles for any IT 
SPECIALIZED skill-set proposed.   

 
b.   Provide resumes as requested in each IT work order scenario that will 
support the District.  Describe the education, experience, training and other 
relevant information/accomplishments. 

  
c.  IF APPLICABLE: Describe the Proposer’s ability to provide offshore 
resources, the proposed source of offshore resources (e.g., captive, 
subcontractor, or other), and business relationship with the offshore provider, 
and provide a detailed explanation of its approach to managing offshore 
development and testing resources. The approach shall specify what is being 
proposed and how the work will be  accomplished, communications, dealing 
with time activities, budgets, and schedules, and performance metrics (e.g., 
timelines of schedules releases and bug fixes) for managing offshore 
resources.   
 

 
            E. REFERENCES – For all IT SPECIALIZATIONS  
  Proposer is requested to provide the following information: 

 
1. Provide and discuss at least three (3) project-level experiences whereby the 

Proposer has successfully completed a specific IT Specialization within the 
past three (3) years.  Provide a brief description of the project, your firm’s 
involvement, dates, duration, number of projects/site staff invoiced, the 
outcome, and client contact information.  DO NOT USE LAUSD AS 
REFERENCE. 
 

2. Proposers are to initiate reference request and ensure that they are sent to the 
Contract Analyst via email at emily.duong@lausd.net  prior to close of business 
(COB) January 22, 2024.  Soft copy of the form is provided as a separate 
downloadable attachment. DO NOT LIST LAUSD AS REFERENCE.   

mailto:emily.duong@lausd.net
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3. References may be verified by the District.  The reference information should 

include, at a minimum, the following information. (Name of firm, contact person, 
specific service provided, cost of project, period of performance, phone number 
and e-mail address).  
 

 
 F. WORK BASED LEARNING PLAN (WBLP) 

    
 Requirement to include Work-based Learning Partnership (WBLP) Plan in Proposal 

Description of Purpose of WBLP: 
“Work-based learning partnerships are opportunities for District secondary school students to 
receive practical education relating to real-life work experience. They are part of the District’s 
Linked Learning initiative, which recognizes the benefits to students, vendors and our 
communities of helping students graduate better prepared for post-secondary training and 
careers. The District is asking all vendors to consider how they might best expose District 
students to the careers represented by the vendors’ businesses. Vendors can find more 
information regarding the District’s Linked Learning initiative here: 
http://achieve.lausd.net/LinkedLearningVendors.” 

 
Items to include in WBLP Plan: 
• Nature of WBLP, 
• Frequency, 
• Location (District-provided, Contractor-provided, virtual), 
• For each WBLP occurrence or event: 
o Duration commitment 
o Number of participants permissible,  
o Number of proposer staff actively involved, 
o Prerequisites for eligible participants, if any 

• Opportunity for participant compensation (e.g., scholarships, prizes, transportation costs or 
other expenses, salary), and 

• Discussion of how the WBLP Plan addresses the evaluation criteria. 
 

 
VOLUME ll – CERTIFICATION FORMS 
 

1. Proposer’s Letter/Certification of Acceptance – Section ll-B1  
2. Certification of Compliance with LAUSD Ethics and Integrity Standards – Section II-B2  
3. Insurance Requirements – Section II-B3 (evidence that proposer has or can obtain prior to 

contract award)  
4. Small Business Enterprise Utilization Report – Section II-B4  
5. Disabled Veterans Business Enterprise (DVBE) Utilization Report – Section II-B5  
6. Minority Business Enterprise (MBE) Utilization Report- Section II-B6  
7. Women Business Enterprise (WBE) Utilization Report- Section II-B7  
8. Public Records Act- Section II-B8  

http://achieve.lausd.net/LinkedLearningVendors
http://achieve.lausd.net/LinkedLearningVendors
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VOLUME lll – PRICE PROPOSAL 
 

The proposer shall submit a Price Proposal to perform all services as specified in the Statement 
of Work per IT SPECIALIZATION proposed.  The Proposer shall submit a Price Proposal 
Summary Rate Sheet which can be downloaded for each IT Specialization being submitted in 
its entirety and include it with submittals.  Incomplete price proposals may cause the proposal to 
be deemed non-responsive.  Proposers should provide the best competitive prices on initial 
submission.   
Vendors are cautioned any unauthorized alteration of the Labor Classifications in any 
Specialization price proposal may deem the proposal non-responsive. 
  
 

  
END OF PROPOSAL SUBMITTAL REQUIREMENTS 
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     LOS ANGELES UNIFIED SCHOOL DISTRICT 
 

RFP NO.: 2000003306 
Consolidated IT Services Bench  

 
SECTION I (Continued) 

 
PROJECT OVERVIEW 

 
 
ABOUT LAUSD 
 
As the second largest in the nation, the Los Angeles Unified School District (LAUSD) serves over 
600,000 students in kindergarten through twelfth grade at over 1,000 schools. The District also has 
over 200 independently-operated public charter schools, authorized by the Los Angeles Unified 
School District Board of Education. 
  
Los Angeles Unified's boundaries stretch across 720 square miles and include the City of Los 
Angeles as well as all or parts of 31 municipalities and several unincorporated regions of Southern 
California. 
  
“All youth achieving”, the mission of LAUSD, is reflected in continued double-digit growth on the 
state Academic Performance Index (API); its upward trend in its graduation rate, progress in the 
pass rate on the California High School Exit Exam (CAHSEE) and other academic indicators. 
  
LA schools boast more winners of the United States Academic Decathlon championships-12-than 
any other District in the country. Adding to those impressive victories, outstanding individual student 
and team achievements in: science, mathematics, social studies, language arts, foreign and dual 
languages, business and entrepreneurial skills, the visual and performing arts, and athletics. 
  
Nationally recognized by the Physicians Committee for Responsible Medicine for serving healthy, 
low fat and vegetarian school lunches, LAUSD's standards also call for: whole grains, low sodium, 
locally grown fruits and vegetables and no trans fat; flavored milk or carbonated beverages. 
  
Founded in 1853, the District, today, contains more than 115 new schools and campuses, thanks to 
the nation's largest public works project, funded by bond measures, a testament to the District’s 
broad voter support. 
 
ABOUT INFORMATION TECHNOLOGY SERVICES 
 
The Information Technology Services (ITS), led by the Chief Information Officer, is responsible for 
supporting the District’s instructional mission and operations through deployment of the most 
current, robust, user-friendly, and cost-effective technology solutions.  
 
Our mission is to enable student achievement and operational efficiency through the deployment of 
appropriate technical solutions for our students and their families, our employees, and the 
community. 

o High Performing: We provide schools and offices with the technology they need for 21st 
century teaching and learning. 

o Customer Focused: We provide excellent service and support to our schools and offices. 
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o Proactive: We work proactively with all stakeholders to align our work and support the 
District’s mission. 

o Innovative: We provide innovative solutions to our schools, students, and employees. 
o We support the needs of LAUSD, providing appropriate and effective technological solutions 

to facilitate each student's path to college and career readiness. 
 

Everything we do in the Information Technology Services is aligned to priorities set by the Board of 
Education, Superintendent, and is in concert with industry, state, and national standards. 

o Meet the student information needs of schools and offices by providing a functional My 
Integrated Student Information System. 

o Extend ITS’s service delivery model to provide excellent IT support to schools and offices. 
o Actively collaborate with offices, schools, and stakeholders to align ITS’ work to the District’s 

strategic initiatives. 
o Strengthen ITS to better support the District’s modern technology needs. 
o We have developed an action plan, timeline, and measures of success for each of these 

goals 
o Our IT Strategic Execution Plan outlines our commitment to implementing technology 

solutions to equip our schools with 21st century tools. 
For additional information, please refer to the ITS (Information Technology Services) website 
(http://itd.lausd.net). 
 
PROCUREMENT OBJECTIVES 
 
With this Bench, contractors will be pre-qualified for each IT Specialization. The purpose of this 
solicitation is to establish a source of supply for contractors with IT specialized skills. Due to the 
dynamic nature of each project’s requirements, the District cannot predict the number of projects 
and/or consultants that will be needed throughout the term of the contract. Therefore, the District 
makes no guarantees, either stated or implied, about the demand of resources. 
 
All required services will be awarded through issuance of Work Orders among pre-qualified 
contractors. The District retains the right to also solicit and evaluate proposals from other contractors 
if it believes the District may be better served. 
 
IT SPECIALIZATIONS 
 

(1) Software Development 
(2) Performance Tuning 
(3) IT Enterprise Security 
(4) Advisory, Project Management and Related Services 
(5) Data Center 
(6) Enterprise Reporting and Integration 
(7) My Student Information Systems (MiSiS)  
(8) Cloud Services 
(9) Special Education Data Management System (SEDM) & Student Medical Services 
Management System (SMSM)  
(10) Enterprise Resource Planning Software (SAP) 
(11) Facility Management System 

END OF PROJECT OVERVIEW 

http://itd.lausd.net/
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     STATEMENT OF WORK 
 

 
SCOPE 
The contractor shall provide all service and deliverables as required, described, and 
detailed by this Scope of Services and shall meet all service and delivery timelines as 
required, described, and detailed by the District during each individual solicitation process. 

 
PURPOSE 
The purpose of this solicitation is to establish a supply source for contractors within each 
specialized skills listed in IT SPECIALIZATIONS. 
 
IT SPECIALIZATION I: SOFTWARE DEVELOPMENT 
 
Under the terms of the resulting contract and at the District's request, the Contractor will 
provide consulting services for the District’s various software development tools, including 
but not limited to, Java, Open Source, BMC, Microsoft, Mobile Applications, and various 
other technology skill sets using the classifications of resources listed below (collectively, 
"Resource"). 

 
These Resource classifications are further defined, with regard to descriptions, will indicate 
the technical expertise that will be expected of contractor consultants. Skill sets to be 
provided include, but are not limited to, knowledge of the following: 

 
• Technical Areas 

1. Oracle: 
 Oracle Structured Query Language (SQL) 
 Oracle PL/SQL 
 MySQLOracle IDCS 
 Oracle Discoverer 
 Oracle Designer 
 Oracle Warehouse Builder 
 Oracle Reports 
 Oracle Forms 
 Oracle Portal 
 Oracle Business Intelligence Suite Enterprise Edition Toolset – All Modules 
 Oracle Fusion (SOA BPEL) 
 Static and Dynamic Application Security Testing tools 

 
2. Data Science Environments 

 Data Science Server 
 Visualization Layer 

 
3. Java: 

 Flex 
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 Flash 
 Java, J2EE and Java scripting 
 XML 
 XML Spy or other XML Editor(s) 
 Oracle Java Messaging Service (JMS) or other Message Oriented 

Middleware (MOM) 
 Hibernate/Spring 
 Static and Dynamic Application Security Testing tools 

 
4. Cloud Based Data Warehousing 

 Elasticsearch 
 Snowflake 
 Google BigQuery 
 Amazon RedShift 
 AWS 
 Azure 
 SAP 

 
5. ETL/ELT Streaming 

 Kafka 
 StreamSet 
 NiFi 
 Data Built Tool (DBT) 

 
6. Geospatial 

 ESRI ArcGIS Online 
 ESRI ArcGIS Enterprise 
 ESRI ArcGIS Pro 
 ESRI ArcGIS for Developers 

 
7. Open Source & Other Applications: 

 Pentaho / BIRT (Open Source) 
 Hibernate / Spring 
 HP LoadRunner 
 HP Quality Center 
 Laserfiche 
 HTML, HTML 5 
 Static and Dynamic Application Security Testing toolsUnqork 
 Automated Testing tools (UiPath, Worksoft ,Tosca, or Neoload) 
 Pick System (Rocket Software: Pick Operating System, D3) 

8. BMC: 
 BMC Atrium Discovery and Dependency Mapping (ADDM) 
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 BMC Atrium Core and CMDB 
 BMC IT Service Management (ITSM) 
 BMC TrueSight 
 BMC Blade Logic Suite 
 Control M – Workload Automation Suite 
 BMC Atrium Orchestrator 
 BMC Cloud Lifecycle Management 

 
9. Microsoft: 

• .NET 
 C# 
 VB.NET 
 ASP.NET MVC/MVVM 
 0PowerShell 
 Entity Framework and LINQ 
 RESTful Services and Web API 
 Visual Studio online/Azure development 
 .NET CORE 
 Security Code Analysis 

 
• Microsoft Dynamics CRM 
 Dynamics CRM Setup and Configuration 
 Dynamics CRM sitemap and Ribbon Customization 
 Dynamics CRM UI customization with java script and html 
 Dynamics CRM SDK and extension custom code development with .NET 

and web API 
 Custom workflows, business rules, and plug-ins development 
 SolutionPackager and solution deployment 
 Dynamics CRM online solution 
 Dynamics CRM Dashboard and Reports/Charts development 

 
• SharePoint Services 
 Web Content Management solution 
 Enterprise Content Management solution 
 Business Connectivity Services 
 Social Computing solution 
 Business Intelligent solution 
 E-Discovery solution 
 Mobile Devices solution 
 Customized forms 
 Custom branded UI, Dashboards, and Reports 
 Customized and extended search 
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 Records management and compliance 
 Custom workflows 
 System performance monitoring, governance, and maintenance 
 REST and web API solution 
 SharePoint server and office 365 online integration services 
 PowerApps and Flow 
 PowerBI 

 
• SQL Server 
 SQL Data Integration Services 
 SQL Report Services 
 SQL Master Data Services 
 SQL Data Quality Services 
 SQL Power BI and Analysis Services 
 SQL Programming 

 
• Microsoft Identity Manager 
 REST API solution 
 MIM Identity Management Solution 
 Certificate Management 
 Privileged Access Management 

 
• Active Directory, InfoPath Forms, Microsoft Unified Communications, Microsoft 

System Center Configuration Manager, Windows Operating Systems, Office 
365, Exchange and other Microsoft applications. 

 
• Scripting Languages: 
 Node.Js 
 Angular JS, Angular  
 React JS, React Native 
 JQuery 
 Bootstrap 
 Static and Dynamic Application Security Testing tools 
 Python 
 R 
 Spark 

 
• Mobile Development: 
 Xamarin/Mono 
 SAP Fiori and SAP mobile Apps 
 Kony 
 Ionic 
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 XCode 
 Apache Cordova 
 Unity 
 Static and Dynamic Application Security Testing tools 
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LABOR DESCRIPTION - SOFTWARE DEVELOPMENT 
 

1. Business Analyst 
Business Analysts must understand current information technology and 
conceptualize solutions to business problems in the most effective and cost-
efficient manner. They will typically consult with management to determine 
goals and objectives and then design applications to meet them. They provide 
ongoing support and maintenance for applications to help organizations meet 
business objectives. They participate in the design, development and delivery 
of training to users on application functionality and respond to user requests 
and questions regarding system functionality and enhancements. 

 
2. Developer 

Developers must possess general knowledge in analyzing information, general 
programming skills, software design, software debugging, software 
documentation, software testing, problem solving, teamwork, software 
development fundamentals, software development process, and software 
requirements. They help design and develop programs for desktop and 
distributed environments which include personal computers, client server 
environments, and browser-based or n-tier environments. They also develop 
design specifications and/or translate detailed design specifications into 
computer software code. Also, they will test, debug, and refine the computer 
software code to produce the required product and prepare required 
documentation, including program-level and user-level documentation. 

 
3. Project Manager 

Project Managers must provide competent leadership and be responsible for 
overall direction of a project through successful planning and execution of a 
variety of detailed and diverse elements of project management. They possess 
outstanding interpersonal and communication skills. They complete tasks and 
activities within the required time frames and budget constraints; schedule and 
assign duties to the project team as needed; enforce work standards and 
reviews and resolves work discrepancies to ensure compliance with project 
requirements. 

 
4. Program Manager 

Program Managers must provide competent leadership and be responsible for 
overall project direction of one or more projects through successful planning 
and execution of a variety of detailed and diverse elements of project 
management. They possess outstanding interpersonal and communication 
skills. They complete tasks and activities within the required time frames and 
budget constraints of one or more projects; schedule and assign duties to the 
project team as needed; enforce work standards and reviews and resolve work 
discrepancies to ensure compliance with project requirements. 

 
5. Architect 

Architects must be responsible for providing high-level software design and 
architecture including software modeling, coding standards, tools and 
platforms of complex systems. They must ensure that systems are constructed 
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in a way that best ensures that functional requirements are met as well as also 
ensuring service qualities (performance, scalability, etc.) by reviewing and 
improving on existing systems and making use of new technologies and 
methodologies to seek continual improvement for existing systems. 
 

6. Quality Assurance  
A Quality Assurance must possess general knowledge in developing, 
executing, and implementing test plans and test cases for complex, enterprise 
applications throughout the full lifecycle (SDLC) of the software. Additionally, 
they must be able to write and maintain test manual cases; execute test cases; 
publish test results; and develop quality assurance policy standards. 
 

7. Database Specialist 
At a minimum, a Database Specialist must possess knowledge in: Building 
enterprise-level data integration and data transformations solutions. The 
creation, maintenance, and batch interactive, tabular, graphical, or ad-hoc 
reports. 

 
8. Software Security Vulnerability and Remediation Management 

Software Security analyst will be responsible for analyzing software security, 
identifying Software vulnerabilities, and creating a remediation plan for all 
vulnerabilities. Analyst will be working with various internal and external teams 
to remediate software related vulnerabilities as required. 
 

9. IT Trainer 
The IT Trainer plays a pivotal role in ensuring that employees within our 
organization possess the necessary IT skills to enhance productivity, maintain 
computer workstation security, and stay updated with technological 
advancements. As an IT Trainer, you will be responsible for identifying 
educational needs, designing engaging educational materials, and conducting 
training sessions to empower employees with technical knowledge and best 
practices. 

 
IT Trainer General Responsibilities: 

• Conduct IT Skills Gap Analyses: Assess the IT skill levels of employees 
and identify areas where training is required. 

• Design Technical Manuals: Create comprehensive technical manuals 
using simple and accessible language to facilitate understanding. 

• Role-Specific Training: Conduct specialized training sessions tailored to 
each team's daily tools and software, ensuring relevance and practicality. 

• Research and Recommend Learning Systems: Stay updated with learning 
management systems and recommend suitable platforms for training 

• Apply Educational Methods: Utilize innovative educational techniques, 
including gamification-based platforms, to engage trainees effectively. 

• New Employee Training: Train new hires on the proper usage of hardware 
and software, ensuring a smooth onboarding experience. 

• System Security Training: Conduct organization-wide training sessions on 
system security to safeguard company data and assets. 
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• Evaluate Training Effectiveness: Assess the impact and effectiveness of 
each educational session through feedback and performance metrics. 

• Maintain Training Records: Keep accurate and up-to-date records of 
training curriculum and materials for reference and compliance. 

• Review Company Policies: Be informed about company policies related to 
computer use and cybersecurity and ensure they are communicated 
effectively during training. 

 
10. Organization/Software Change Management (OCM)  

Specializes in facilitating smooth transitions during the 
implementation of IT projects, systems, and applications within our 
school district. In this dynamic role, you will work closely with a diverse 
group of stakeholders, including school district staff, school-based 
staff, administrators, teachers, students, and parents, to ensure that 
changes are effectively managed, and the organization's objectives 
are met. 

  
OCM General Responsibilities: 

• Change Strategy Development: Collaborate with project teams to develop 
comprehensive change management strategies that align with project 
goals and objectives. 

• Stakeholder Engagement: Identify and engage key stakeholders from 
various levels of the organization, understanding their concerns and needs 
regarding IT initiatives. 

• Change Impact Assessment: Conduct impact assessments to evaluate 
how IT projects will affect different user groups, and develop mitigation 
plans to address potential challenges. 

• Communication Planning: Create clear and effective communication plans, 
including messages, channels, and timing, to keep stakeholders informed 
and engaged throughout the project lifecycle. 

• Training and Education: Design and deliver training programs that cater to 
diverse audiences, ensuring that end-users are proficient in new systems 
and applications. 

• Resistance Management: Proactively identify and address resistance to 
change by providing coaching and support to individuals and teams. 

• Feedback Collection: Establish mechanisms for gathering feedback from 
stakeholders and use it to make informed adjustments to the change 
management approach. 

• User Adoption Tracking: Monitor and measure user adoption and utilization 
of IT solutions, providing insights to project teams for continuous 
improvement. 

• Documentation: Develop and maintain change management 
documentation, including change plans, training materials, and user 
guides. 

• Crisis Management: Be prepared to manage unexpected challenges and 
crises related to change management, ensuring minimal disruption to 
operations. 

.
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WORK ORDER SCENARIO 
IT SPECIALIZATION I: SOFTWARE DEVELOPMENT 

 
1. Sample Work Order Scenario – Enterprise Applications .NET Developer 

Provide support for complex projects such as the Consolidated Accountability System 
for Employees system (CASE). CASE is an applications system that allows units 
within Human Resources, General Counsel, Operations and Personnel Commission 
to seamlessly work together to manage the investigation, discipline, mandated 
reporting and dismissal of problematic employees throughout the district. Minimum 
three (3) year experience performing duties/tasks listed below. 
Tasks: 

a) Effectively complete applications development by coordinating requirements, 
schedules and activities; troubleshooting development and production support 
issues across multiple environments and platforms; 

b) Lead the system design and development methodologies and toolset to deliver 
a modernized web-based system application; 

c) Perform unit, integration, and load testing of complex websites, systems 
integration and applications interfaces; 

d) Lead role in the design and implementation of databases architecture, as well 
as expert management of data loads and data quality assurance; 

e) Gather customer software requirements and proposed best software solution 
and technologies to address business needs; 

f) Lead role in establishing and implementing consistent standards, practices, 
and procedures that will facilitate a high-quality application delivery to district 
users; 

g) Effectively work with project management, leadership and business users to 
provide time estimates, schedules for projects and any change revisions, 
communicating regularly with department management and functional users 
on project requirements, activities, and status; 

h) Participate in application design strategy and team code review meetings; 
i) Provide mentoring as lead to other team members as needed; 
j) Ensure knowledge transfer and documentation of all facets of the system 

application for team members and develop user guide and assistance tools to 
end users. 

 
2. Sample Work Order Scenario – Enterprise Applications Business Analyst 

Provide support for complex projects such as Single Plan for Student Achievement 
(SPSA), sponsored by the Office of Federal and State Education Programs. SPSA is a 
written plan developed by the school community describing the school’s programs and 
how resources will be used to meet the supplemental educational and related needs 
of participating students. California Education Code 9 (EC) Section 64001 requires that 
a School Site Council (SSC) develop the SPSA. Minimum three 
(3) year experience performing duties/tasks listed below. Tasks: 

a) Collect functional business requirement documents and diagrams with 
technologies, including JAD, UML modeling, group interviews, facilitated 
sessions, prototyping, Mind mapping, and brainstorming. Assists in technical 
analysis and design to propose the solution based on the LAUSD technical 
environment and technical stack. 

b) Strong experiences in business requirements gathering technologies, including 
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JAD, UML modeling, group interviews, facilitated sessions, prototyping, Mind 
mapping, and brainstorming. 

c) Create and manage work orders for enhancements, bug fixes, incident change 
requests tracking in the Team Foundation Server (TFS). 

d) Schedule and coordinate stakeholder meetings to review and design business 
process reengineering and new system process; documenting meeting results 
and follow up with any action items with business users and development team. 

e) Conduct user acceptance testing, regression testing, and integration testing on 
release items and creating testing plans and scripts. 

f) Create training material and provide end user training to large user groups using 
PowerPoint slideshows and work with multi-media developers to create 
training contents. 

g) Use SQL Server T-SQL and Oracle PL/SQL to create queries on the SQL 
database tables and investigate data issues. 

h) Maintain SharePoint project site for the project team, sponsors, and 
stakeholders. 

i) Good knowledge and experience in Agile and Waterfall methodologies and 
practices in software development life cycle. 

j) Provide customer support and help identify the root causes of system 
performance issues and bugs. 

k) Knowledge transfer to LAUSD ITS technical and development teams regarding 
install, configuration, and deployment of environments and portal, application, 
reports, data integration and system administration with detain 
documentations. 

l) Provide business end users training 
 

3. Sample Work Order Scenario – Enterprise Applications Quality Assurance Specialist 
Provide support for complex projects such the Unified Enrollment system. ITS is 
charged with the development of an in-house application system, thus the goal of the 
Unified Enrollment project is to modernize and consolidate the online parent 
application processes and systems (e.g., different district enrollment choices 
programs, including Magnet, Permits with Transportation, Open Enrollment, School for 
advance Studies, Inter-district Permits, Dual Language immersion, and Zone of Choice 
program) to an improved user interface, including consolidation of the look of various 
programs to a unified one. Further, implementation of a school search tool will be 
completed to allow parents to view school and programs, select interests, compare 
options, and rank schools. 
Minimum three (3) year experience performing duties/tasks listed below. 

 
Tasks: 

a) Develop test cases and scripts for applications and reports, which encompass 
a full spectrum of testing including, but not limited to, regression testing of 
existing production functionality, integration testing from data entry to outbound 
interfaces with other systems, user acceptance testing, etc. 

b) Execution, validation and documentation of test cases/scripts, documentation of 
defects into a tracking system and performing necessary follow-ups. 

c) Perform technical testing for solution provided. 
d) Develop SQL queries or scripts as part of the testing cycle. 
e) Cross-train LAUSD personnel on assigned modules. 
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f) Provide technical assistance to functional business owners 
g) Transfer knowledge to LAUSD personnel. 

 
4. Sample Work Order Scenario – Enterprise Applications Project Manager 

Provide support for complex projects such the Summer School Application/Beyond the 
Bell After School Program Student Tracking. Mandate includes rewriting the existing 
Summer School Staff Application using ASP.NET MVC framework from Java, further 
developing and integrating systems to provide modernization, facilitation, and support 
to end users from the Division of Special Education, Beyond the Bell, Human 
Resources Division, Personnel Commission, Local District Offices, School 
Administrators and School Staff applying for Summer Schools. The newly developed 
application system will allow existing LAUSD employees to apply for desired summer 
school jobs, the administrators to select principals, and principals to select teachers 
and other staff members for summer school, creating business efficiencies to ease the 
summer staff application and selection processes. Minimum three (3) year experience 
performing duties/tasks listed below. 
Tasks: 

a) Collect functional business requirements using interviews, document analysis, 
business process descriptions, use cases, task, and workflow analysis. 

b) Create and manage work orders for enhancements, bug fixes, and incident 
change requests, budget allocations in the TFS or Azure DevOps. 

c) Schedule team meetings to review and discuss new requests with business 
units and cross- functional teams. Provide and distribute meeting minutes. 

d) Coordinate user testing on release items and creating testing scripts. 
e) Manage SharePoint or MS Teams project site for the project timeline, task, 

communication and document collection. 
f) Negotiate the performance of activities with team members and their managers 

if operating in a matrix environment. 
g) Coach to clarify assignments and deliverables; mentor others in the project 

management practices; review quality of work and manage integration of team 
members’ work. 

h) Co-create a project charter with the team, including the definition of completion 
criteria. 

i) Manage and communicate a clear vision of the project’s objectives and 
motivate the project team to achieve them; create a project environment that 
enables peak performance by team members. 

j) Organize the work into manageable activity clusters (phases) and determine 
an effective approach to completing the work. 

k) With Estimator(s), compile a complete and accurate estimate of a project, 
utilizing reserves appropriately, with Project Planner(s), prepare project plan 
and obtain management approval. 

l) Analyze risks, establish contingency plans and identify trigger events and 
responsibility for initiating, mitigating action. Oversee activities of Risk 
Administrator. Gather stakeholder input, rank the top project risks in terms of 
total impact. 

m) Work with Planner/Scheduler/Controller in tracking and reporting on progress 
to plan, cost and schedule reporting and change control. 

n) Analyze the actual performance against the plan and make adjustments 
consistent with plan objectives. 
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o) Manage relationships with project stakeholders, including internal and external 
clients and vendors, keeping the stakeholders informed of progress and issues 
to manage expectations on all project requirements and deliverables. 

p) Involve functional expertise and subject matter expert staff in design reviews 
and key decisions. 

q) Manage outsourced software development vendors involved in the project(s). 
 
 
 
 

END OF SPECIALIZATION I
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2.  IT SPECIALIZATION II – PERFORMANCE TUNING  
Under the terms of the resulting contract and at the District's request, the Contractor will 
provide consulting services for performance database tuning services skill sets to the 
District using the classifications of resources listed below (collectively, "Resource"). 
These Resource classifications are further defined, with regard to descriptions, will 
indicate the technical expertise that will be expected of contractor consultants. Skill sets 
to be provided include, but are not limited to, knowledge of the following: 

 
1. Technical Area 

Performance Tuning is the process of improving overall system performance. 
Performance issues typically occur when there is an increase in system workload 
resulting in some degree of decreased performance. The goal of any performance 
tuning activity is to optimize system performance ensuring timely response times 
for highly critical system resources and applications. 

 
a) Provide support for the following components of the LAUSD infrastructure 

environment. 
i. Oracle databases 
ii. Application performance 
iii. Oracle PL/SQL 
iv. Operating systems (i.e. Linux) 
v. Databases tuning parameters 
vi. Operating system tuning parameters 
vii. Key SQL statements 
viii. Oracle OBI Foundation Suite and ODI 
ix. Oracle Golden Gate 
x. Microsoft SQL Server 
xi. Execution plans of key SQL statements 
xii. Improved access (database indexes) 
xiii. Database and Schema statistics 
xiv. Monitoring of the databases 
xv. Kafka 
xvi. Elasticsearch 

b) Storage, OS storage, network performance and other related services 
c) Oracle database upgrade and migrations. 
d) Project support and maintenance for database activities. 

 
 

2. Requirements 
Firm shall perform the following tasks including but not limited to: 
a) Assess critical performance issues and problems and establish numeric 

values that categorize acceptable behavior. 
b) Identify and establish acceptable system performance metrics before system 

modification. 
c) Identify single or multiple components of the system which may limit or affect 

performance or capacity. This is also known as “bottlenecks”. 
d) Modify single or multiple components of the system to remove the bottleneck. 
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e) Measure the performance of the system after modification. 
f) If the modification improves system performance, then adopt the modification. 
g) If the modification denigrates system performance even more then revert 

back to original state. 
h) Perform code-optimization, load balancing, caching strategy, distributed 

computing and self-tuning as requested. 
i) Provide reports and recommendations as requested. 
j) Other performance tuning activities as requested. 
k) Review all Oracle database and establish performance baselines. This 

review must include current performance levels and must provide findings 
and recommendations for performance improvements. 

l) Provide five (5) on-site visits On-site visits shall occur every 2 months. The 
actual schedule will be mutually agreed upon. During these tuning sessions, 
Contractor will work with applicable District staff for any tuning requirements. 

m) Review and analyze all Oracle databases in LAUSD monthly to identify 
changes, trends, bottlenecks to proactively prevent issues 

n) Provide all findings and recommendations must be provided in written format 
and via remote and/or onsite presentation to District staff at District’s 
discretion. 

o) Coordinate all performance tuning activities with LAUSD’s System Support 
and Continuity team who will open a Memorandum of Change (MOC) for 
changes and/or modification.
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LABOR DESCRIPTION 
IT SPECIALIZATION II: PERFORMANCE TUNING 
 

1. DBA (Data Base Administrator) 
Provide efficient services and help in maintaining databases in secure and high-
performance environment. 
DBA (A) – Provide the ability to: 

1. Maintain databases in highly functional status, pre-detecting and resolve database 
general issues on CPU, memory, and disk space. 

2. Complete implementation including database installation, upgrade, patching, 
and database maintenance. 

3. Basic analysis on database performance. 

DBA (B) - Provide the ability to: 
1. Lead communication with application groups that are responsible for analyzing 

user requests, developing execution plan, and managing the implementation. 
2. Lead troubleshooting on issues and in charge of the implementation of fix 
3. Analyze database behavior and provide recommendation for better performance. 

DBA (C) – Provide the ability to: 
1. Lead communication with application groups, responsible for designing database 

strategy and architecture. 
2. Lead the analysis and recommendations on data flow and security in databases 

for providing an efficient, secure database environment. 
3. Recommend new trend software/technology for databases that can provide 

better value to LAUSD. 
2. ASA (Application Server Administrator) 

Provide new technology, strategy and efficient services to help improving the current 
Middle Tier services and developing new more efficient and secure application services. 

 
ASA (A)– Provide the ability to: 

1. Maintain current application servers in highly functional status, pre-detecting and 
resolve general issues on system resources, server/database connections and 
application codes. 

2. Complete implantation including software installation, upgrade, patching, and 
configuration. 

3. Basic analysis on application performance. 
 

ASA (B) - Provide the ability to: 
1. Lead communication with application groups that are responsible for analyzing 

user requests, developing execution plan, and managing the implementation. 
2. Lead troubleshooting on issues and in charge of the implementation of fix 
3. Analyze application services behavior and provide recommendation for better 

performance. 

ASA (C) – Provide the ability to: 
1. Lead the communication with application group and management that are 

responsible for designing middle Tier strategy and architecture. 



 

 
RFP NO.: 2000003306 
ISSUED DATE December 11, 2023 
TITLE:  Cybersecurity Services Bench 

 

35 

2. Lead the analysis and recommendations on application functionality and 
procedures for providing easy maintain, efficient, and secure environment. 

3. Recommend new trend software and technology of Middle Tire on market that can 
provide better value to LAUSD.
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WORK ORDER SCENARIO 
IT SPECIALIZATION II: PERFORMANCE TUNING 

 
1. Middle tier application: 

 
a. Task Overview - Middle tier application specialist should be able to lead 

communication with application groups that are responsible for analyzing user 
requests, developing execution plan, and managing the implementation. 
Understandings of the network, security and database environments that middle-ware 
applications are built around. Expertise in Installing, Tuning, Troubleshooting, 
Upgrade and Migration of Application and Web servers’ issues with Weblogic, OBIEE 
and other emerging technologies. 

 
b. Activity Scenarios: 

 
1. Provide 24x7 on-call production support and troubleshooting 

problems related to Web Servers, WebLogic Application Servers. 
 

2. Involved in migration of Data Center Servers for installing and 
configuring Applications like WebLogic and Web Servers with 
standalone and cluster modes. 

 
3. Work with different development teams with application migration or 

transformation timeline in lower environments (daily) and rollout to 
productions (weekly). 

 
4. Monitor and review the daily logfiles in all middleware servers 

proactively. 
 

5. Deliver shell/ Perl/Python scripting with other configuration 
management tools to setup event alerts notices. 

 
2. DBA: 

 
a. Task Overview - Database administrator should be able to maintain 

databases in highly functional status, pre-detecting and resolve database issues on 
application, CPU, memory, and disk side. Should be well versed with complete 
implementation including database installation, upgrade, patching, and database 
maintenance. Lead troubleshooting on issues and in charge of the implementation of 
any fix. Analyze database behavior and provide recommendation for better 
performance. Well versed in handling databases of varying sizes from 8gb - 10tb. 
Expert in handling the issues related to RAC, ASM and SSO with different applications. 

 
b. Activity Scenarios: 

 
1. Provide 24x7 on-call production support and troubleshooting problems 

related to database and critical ongoing projects. 
2. Involved in migration of Data Center Servers, installing and configuring 

applications database with tool and new technologies like data guard 
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and Actifio (backup tools). 
3. Work with different development teams with application migration or 

transformation timeline in lower environments (daily) and rollout to 
productions (weekly). 

4. Monitor and review the daily logfiles in all database servers proactively. 
5. Well versed with new emerging technologies and tool used for ETL like 

Kafka, Elastic search, log stash. 
 
 
 
 
     END OF SPECIALIZATION II
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3.  IT SPECIALIZATION III – IT ENTERPRISE SECURITY 
Under the terms of the resulting contract and at the District's request, the Contractor will 
provide consulting services for Enterprise Security Services skill sets to the District using 
the classifications of resources listed below (collectively, "Resource"). These Resource 
classifications are further defined, with regard to descriptions, will indicate the technical 
expertise that will be expected of contractor consultants. Skill sets to be provided include, 
but are not limited to, knowledge of the following: 

 
1. Cyber Security - is the protection of internet-connected systems, including 

hardware, software and data, from cyberattacks. The purpose of cybersecurity is 
to help prevent cyberattacks, data breaches and identity theft and can aid in risk 
management (i.e. denial of service, phishing, spear phishing, password attack, 
scripting attack, etc.) The areas to be covered are as follows: 

a. Network Security 
b. Application Security 
c. Endpoint Security 
d. Data Security 
e. Identity Management 
f. Database and Infrastructure 
g. Cloud Security 
h. Mobile Security 
i. Training 
j. Vulnerability management 

 
2. Penetration Testing – is also called pen testing or ethical hacking, is the practice 

of testing a computer system, network or web application to find security 
vulnerabilities that an attacker could exploit. This is designed to assess the 
organization’s security vulnerabilities so that it can be remediated. 

 
3. Forensic Analysis – involves the collection and analysis of security events where 

an organization’s rules of security is circumvented and/or breached. The goal is to 
identify, preserve, extract, analyze and report forensic evidence using various 
security techniques. 

 
2. GRC – Involves the development and management of governance, risk, and 

compliance of the overall security program. The activities involve developing and 
updating program elements including policies and procedures that comply with 
security standards such as ISO 27001, NISTCSF, as well as developing metrics 
and monitoring, process improvement. GRC is comprised of: 
 Governance – systems and processes in place to direct and control the 

cybersecurity program 
 Risk Management - Implementing a risk methodology that includes risk 

assessment,and mitigation, as well as establishing the programs risk 
tolerance. 

 Compliance – Ensures that the District’s program complies with cybersecurity 
standards such as:  

• ISO 27001 Compliance 
• NIST CSF
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LABOR DESCRIPTION 
IT SPECIALIZATION III: IT ENTERPRISE SECURITY 
 

1. Security Specialist 
Provide an in-depth understanding of security threats, technologies, and 
countermeasures to help design and implement necessary organizational 
secure measures, policies and protocols. Necessary skillsets in these 
areas, including but are not limited to Forensic Investigation, Analysis, 
Assessments, Assurance, Compliance, Governance and Strategies. 

 
i. Security Manager – provides the ability to lead internal and external 

groups that are responsible for protecting IT assets from security 
threats. 

ii. Security Auditor - provides the ability to identify vulnerabilities within 
a system from a previous cyber-attack or prevention of future 
attacks by identifying current and potential security issues. 

iii. Security Analyst – provides analysis, recommendations and 
business case documentation and procedures that defend against 
all forms of security attacks. 

iv. Security Engineer – installs, configures, and operates a variety of 
security devices to protect District systems, networks and data. 

v. Security Architect – A cybersecurity architect is a senior-level IT 
professional responsible for designing, implementing, and 
maintaining an organization's cybersecurity infrastructure. This 
includes gathering requirements, creating design and architecture, 
and recommending tools and platforms for complex systems. They 
work closely with other IT professionals, such as network engineers 
and security analysts, to identify and mitigate security risks, protect 
sensitive data, and comply with security regulations. 

 
2. Identity and Access Management Specialist 

i. Identity and Access Management Engineer – Installs, configures, 
and operates Identity and Access Management solutions to protect 
complex District systems 

ii. Identity and Access Management Architect – Architects, designs, 
provides analysis and recommendations regarding Identity and 
Access Management solutions to protect complex District systems 
 

3. Project Manager 
i. Project Managers must provide competent leadership and be 

responsible for overall direction of a project through successful 
planning and execution of a variety of detailed and diverse elements 
of project management. They possess outstanding interpersonal 
and communication skills. They complete tasks and activities within 
the required time frames and budget constraints; schedule and 
assign duties to the project team as needed; enforce work 
standards and reviews and resolves work discrepancies to ensure 
compliance with project requirements.
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WORK ORDER SCENARIO 
SPECIALIZATION III: IT ENTERPRISE SECURITY 
 

1. Cybersecurity 
a. Task Overview - Plan, implement, upgrade, and troubleshoot a variety of 

security infrastructures and network security solutions to protect the District 
against advanced cyberattacks, hacking, and persistent threats. Minimum 
three (3) year experience performing duties/tasks listed below. 

 
b. Activity Scenarios: 

1. Respond to information system and/or network security breaches 
2. Perform the incident response lifecycle including the discovering 

an attack and then effectively containing the damage, eradicating 
the attacker’s presence, and restoring the integrity of the network 
and systems. 

3. Install, and configure, and maintain a variety of technical security 
controls products that support network security monitoring, 
encryption, web vulnerability scanning, intrusion and detection, 
network traffic filtering, and configuration control. 

4. Train staff on installation, configuration, administrative use and 
maintenance of information security and network security 
solutions 

5. Document and/or diagram existing information security 
architecture, systems and processes 

6. Identity and document improvement opportunities for current 
information security operations, procedures and infrastructure 

7. Troubleshoot network security problems 
8. Firewall Administration (Palo Alto) 

a. Install and/or configure software updates, syslog, log 
forwarding, email alerts, threat prevention, decryption, 
VPN, QoS 

b. Segment network using interfaces, zones, and security 
policies 

c. Capture and/or review traffic statistics, logs, NetFlows, 
data packets , and threats to identify trends and issues 

d. Control access to web content 
e. Schedule, validate, preview, and commit firewall 

configuration changes 
f. Backup and restore configuration 
g. Ensure High Availability to maintain state information 

between multiple nodes and synchronize data across 
disparate locations. 

h. Configure authentication for administrators, and end-
users for a variety of services (e.g., SSO, certificates, 
LDAP, Radius) 

i. Manage digital certificates, certificate profiles, and 
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cryptographic keys to ensure secure communication 
sessions 

j. Generate predefined and custom reports to monitor 
network and interpret and communicate status to 
management 

k. Defining policy rules based on user group membership, 
user-to-IP mapping and other operational needs. 

2. Penetration Testing 
a. Task Overview – Determine the potential for unauthorized access to District 

information systems and networks and evaluate current security breach 
readiness. Minimum three 
(3) year experience performing duties/tasks listed below. 

 
b. Activity Scenarios 

1. Perform a variety of simulated external, internal and targeted 
cyberattacks against District networks, web applications, wireless 
networks, physical facilities, general staff (social engineering) and 
system administrators from a “hackers” perspective to evaluate 
potential breach of protected District information. 

2. Use passive methods to gather information on District information 
systems, networks, and Cloud Service Providers in order to 
perform effective reconnaissance. 

3. Scan District networks and Cloud Service Providers to enumerate 
computing devices that are responsive to intrusions and map all 
known and unknown vulnerabilities. 

4. Use data gathered in the reconnaissance and scanning phase to 
validate if the vulnerabilities are exploitable using custom 
payloads. 

5. Conduct a cyber-risk assessment to identify, estimate, and 
prioritize current risk to District operations. 

6. Document penetration test process and deliver a written report 
that includes data obtained from the network, and any information 
regarding exploitation of vulnerabilities and the attempt to gain 
access to sensitive District systems. 

 
3. Computer Forensic Analysis 

a. Task Overview – Identify, preserve, recover, analysis, and present 
information from computers, phones, servers, and other storage devices to 
assist in investigations and incident response. Minimum three (3) year 
experience performing duties/tasks listed below. 

1. Work with law enforcement to investigate cybercrimes by 
recovering and preserving digital data and evidence from 
computers, networks, phones and other data storage devices. 

2. Use advanced techniques such as file system timeline analysis, 
registry analysis, and memory inspection to detect unknown and 
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latent malware, rootkits, and data on compromised assets. 
3. Analyze computer source code to determine whether intellectual 

property infringement or theft has occurred in District systems. 
4. Draft technical reports and prepare evidence for court 
5. Identify additional systems/networks compromised by cyber 

attacks 
6. Conduct, lead, and coordinate data breach and security incident 

investigations 
7. Provide expert counsel to internal legal staff about electronic 

evidence in civil, criminal, or administrative cases 
8. Train District staff on computer evidence collection and 

preservation procedures 
4. Professional Services 

a. Task Overview – perform technical/non-technical assessment and provide 
recommendations, changes, etc. as applicable to the cybersecurity or GRC 
projects.  Minimum five (5) years' experience in the various cybersecurity 
principles and GRC. Duties and tasks may include: 

 
1. Application of relevant regulations, standards and frameworks, such as 

ISO 27001, ISO 22301, NIST CSF/800-53, CJIS, FERPA, HIPAA, PCI-
DSS, etc. 

2. Assess the Districts Cybersecurity program including governance 
structure, information security risk management program, compliance 
program, identify gaps, provide recommendations for improvements 

3. Develop policies and procedures that support compliance with 
cybersecurity standards and best practices 

4. Conduct risk assessments to identify and assess the cybersecurity 
risks facing the District. 

5. Develop a vulnerability management plan to identify and remediate 
vulnerabilities in IT systems and networks. 

6. Develop incident response plans and run books to help respond to and 
recover from cybersecurity incidents. 

7. Conduct tabletop exercises to test compliance with Incident response, 
disaster recovery, and business continuity processes 

8. Certify the District for ISO 27001 Compliance  
9. Identify and recommend technical solutions and tools that can support 

the GRC program 
10. Develop cybersecurity training and awareness tools and materials for 

the District and targeted work groups 
11. Conduct cybersecurity training 

 
 

 
 
 
    END OF SPECIALIZATION III
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4.  IT SPECIALIZATION IV – ADVISORY, PROJECT MANAGEMENT AND RELATED 
SERVICES  
Under the terms of the resulting contract and at the District's request, the Contractor will provide 
consulting services for IT Advisory and Project Planning Services skill sets to the District using 
the classifications of resources listed below (collectively, "Resource"). These Resource 
classifications are further defined, with regard to descriptions, will indicate the technical expertise 
that will be expected of contractor consultants. 
 

1. Technical Areas 
a) IT Advisory – the process by which business goals, missions and objectives are 

aligned with technology investments and other IT assets and services to deliver on 
the District strategy drive necessary innovation and streamline internal operations. 

 
b) Project Management - is the discipline of carefully projecting or planning, 

organizing, motivating and controlling resources to complete specific tasks and 
meet specific success criteria. The selected contractor will successfully provide 
project management services helping the District achieve all project goals and 
objectives while considering all applicable constraints such as scope, time, quality 
and budget. 

 
c) Quality Assurance - is the process of monitoring phases of the development 

process to ensure design quality. The selected contractor will ensure that any 
agreed-upon processes, standards and procedures are followed, and ensuring that 
problems are identified and remediated. 
 

d) Third Party Oversight - Third party oversight is the approach to risk management. 
It is considered part of GRC – Governance, Risk and Compliance.  The purpose is 
to ensure that all laws and regulations are complied with in the process of vetting 
and selecting the vendors.  The components of 3rd party of oversight include the 
policy stating that the organization is committed to managing risk arising from 
engagement of 3rd parties and the approval of the policy by the Board of 
Education.  The organization needs to develop a framework through which it 
manages the risk.  This includes establishing roles and responsibilities for 
oversight.  Oversight needs to be data based. Variances from agreed upon 
performance need to be monitored, reported and acted upon. 
 

e) Independent Validation and Verification (IVV) – IVV entails having an 
independent party perform testing to ensure quality of development outcomes.  It 
is part of Software Validation and Verification.  Validation is concerned with 
checking that the software meets the user's needs, and Verification is concerned 
with checking that the system is well engineered.  The performer of IVV is not under 
the control of the organization performing software development.  The activities 
under IVV are broad in technical and management aspects.  The managerial 
independence of IVV and technical prowess are mandatory features of IVV 
assessment of the software development process and outcomes. 

 
f) Data Analysis – is the process of organizing, collecting and analyzing data to 

discover and implement business improvements. The selected contractor will 
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assist the District in extracting data for the purpose of obtaining useful information 
to support the decision-making process. 

 
2. Requirements 

1. Develop internal policies, procedures, and baselines for managing the project 
including but not limited to: 

a. Ongoing analysis, process improvements and recommendations regarding 
the project work plan and resource allocation 

b. Assist in establishing a comprehensive tracking database to manage and 
organize of all related project activities 

c. Provide review, tracking and analysis of work papers for distribution to District 
personnel 

d. Coordinate with staff to define and implement workflow and checklist for 
the District’s Functional deliverable review process and acceptance process. 
Reports to be review include but are not limited to the following: 

i. Feature Acceptance Report 
ii. Acceptance Test Report 
iii. Post-Implementation Report 

e. Coordinate with staff to define and implement workflow and checklist for 
the District’s Technical deliverable review process and acceptance 
process. 

f. Coordinate with staff to define and implement work flow for the District’s 
Document deliverable review and acceptance process for the following: 

i. Sketch 
ii. Build, Stabilize and Release 
iii. Time and Materials 

2. Participate and provide recommendations during the functional quality assurance 
processes which includes the following: 

a. Requirements Definition 
b. Functional Acceptance Reports 
c. Use Cases and Test Designs 
d. Build, Stabilize and Release Estimates 
e. Contract amendments 
f. Acceptance Test Reports 
g. System Documentation 
h. Post-Implementation Reports 
i. Other documents, reports and deliverables 

3. Assist and participate during the technical sketch process. 
4. Provide oversight and technical quality assurance to ensure that appropriate plans 

and procedures are implemented for the following areas: 
a. Architecture 
b. Data Migration 
c. Data Validation and Quality 
d. Personalization 
e. Environments 
f. Reporting Environment 
g. High Availability 
h. Security 
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i. Performance 
j. Testing Infrastructure and Automation 

5. Review, evaluate and document all policies and procedures of project activities 
including but are not limited to: 

a. Code Review 
b. Issue and Problem Management 
c. Test Case Configuration Management 
d. Release and Build Management 

6. Lead periodic assessment, report findings, observations and process improvements 
7. Evaluate current processes and recommend changes, improvements as needed 
8. Provide guidance and develop necessary Transition Strategy and Plan for the project 
9. Advice IT Leadership including Chief Information Officer, Chief Strategy Officer, 

Executive Sponsors and his/her designees 
10. Identify and implement business process improvements as approved 
11. Perform other duties as assigned and mutually agreed upon
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LABOR DESCRIPTION 
 
SPECIALIZATION IV: ADVISORY, PROJECT MANAGEMENT AND RELATED SERVICES 

1. IT Advisory 
IT Advisory must provide management-level support to: 

i. Develop, maintain and implement an IT strategic plan that translates 
business requirements into tactical IT services, projects, programs, and 
portfolios and reflects the , District’s current architectural, operational, 
implementation, and planning environment. 

ii. Develop and maintain a technology direction plan, in accordance with the IT 
strategic plan, that sets realistic expectations of what current technology 
can offer in terms of support to the business. The plan should consider but, 
not limited to procurement plan, standards, contingency plan, migration 
strategies, and current enterprise architecture. 

iii. Develop and implement an effective governance framework to ensure that 
IT investments are aligned and delivered in accordance with District 
strategies and objectives. 

iv. Develop and implement a monitoring framework that defines the scope, 
method, and process to be followed for monitoring IT projects, programs, 
portfolios, and services that contribute to achieving District strategies and 
objectives 

 
2. Project Manager 

Program Manager must provide competent leadership and be responsible 
for the overall direction of one or more projects direction, programs, or 
portfolios of one or more projects through successful planning and 
execution of a variety of detailed and diverse elements of project 
management to achieve specific strategic business objectives. They 
possess outstanding interpersonal and communication skills. They 
complete tasks and activities within the required time frames and budget 
constraints of one or more projects; schedule and assign duties to the 
project team as needed; enforce work standards and reviews and resolve 
work discrepancies to ensure compliance with project requirements. 

 
3. Program Manager 

Program Manager must provide competent leadership and be responsible 
for overall project direction of one or more projects through successful 
planning and execution of a variety of detailed and diverse elements of 
project management. They possess outstanding interpersonal and 
communication skills. They complete tasks and activities within the 
required time frames and budget constraints of one or more projects; 
schedule and assign duties to the project team as needed; enforce work 
standards and reviews and resolve work discrepancies to ensure 
compliance with project requirements. 

 
4. Architect 

Architects must be responsible for providing high-level, software or 
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infrastructure design and architecture. They must ensure that systems are 
constructed in a way that best ensures that functional requirements are met 
as well as also ensuring service qualities (performance, scalability, etc.) by 
reviewing and improving on existing systems and making use of new 
technologies and methodologies to seek continual improvement for 
existing systems. 
 

5. Quality Assurance 
A Quality Assurance must possess general knowledge in developing, 
executing, and implementing test plans and test cases for complex, 
enterprises. Additionally, they must be able to write and maintain test 
manual cases; execute test cases; publish test results; and develop quality 
assurance policy standards. 

 
6. Business Analyst 

Business Analysts must possess an understanding of current information 
technology with an ability to conceptualize solutions to business problems 
in the most effective and cost- efficient manner. They will typically consult 
with management to determine goals and objectives and then design 
applications to meet them. They provide ongoing support and maintenance 
for applications to help organization meet business objectives. They 
participate in the design, development and delivery of training to users on 
application functionality and respond to user requests and questions 
regarding system functionality and enhancements.
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WORK ORDER SCENARIO 
SPECIALIZATION IV: ADVISORY, PROJECT MANAGEMENT AND RELATED SERVICES 
 

Sample Work Order Scenario – IT Advisor 
Provide professional services support for a broad range of IT governance and 
project management activities. Minimum five (5) year experience performing 
duties/tasks listed below. 
Tasks: 

a) Engaging with business and senior management in aligning IT strategic 
planning 

b) with current and future business needs 
c) Work with the business to ensure that IT investments have solid business 

cases. 
d) Assess the performance of existing information systems in terms of 

contribution to business objectives, functionality, stability, complexity, 
costs, strengths and weaknesses. 

e) Develop a balanced scorecard that provides an all-around view of IT 
performance in delivering value to the business through IT projects, 
programs, portfolios and services. 

 
Sample Work Order Scenario – Project Manager 
Provide project management support for complex technology projects. 
Minimum three (3) year experience performing duties/tasks listed below. 
Tasks: 

a) Plans, develops, implements, and 
coordinates projects in a variety of areas 
supporting the program from conception to 
completion 

b) Provides issue resolution and assists in risk management process 
c) Works with vendors to identify gaps between product and business 
d) requirements and provides resolutions 
e) Coordinates the software analysis and design effort by working with 
f) business process owners to gather requirements and develop 
g) technical/functional specifications documents 
h) Coordinates data validation and cleansing effort by working with 
i) vendors and school users 
j) Drives user acceptance testing by creating test cases with process 
k) owners and ensures timely execution and signoff 
l) Coordinates the development of a common project vision 
m) Assists in the development of project plans, 

implementation plans, and schedules. 
n) Designs and develops solutions to complex business problems 
o) throughout the software development life cycle 
p) Other related duties as mutually agreed upon and assigned. 

 
Sample Work Order Scenario – Business Analyst 
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Provide data analysis support for complex technology projects. Minimum three (3) year 
experience performing duties/tasks listed below. 
Tasks: 

a) Coordinate activities needed between LAUSD project stakeholders, 
program offices, project, and technical teams to gather and document 
business requirements and identify key data points. 

b) Work collaboratively with teams involving Unified Enrollment systems, 
policy, and program teams to organize data gathering activities from 
various stakeholders and program offices. 

c) Compile, calculate, and report conclusions on various data sets, as 
per business requirements. 

d) Determine and establish a method to regularly collect and organize 
data in order to optimize statistical efficiency and data quality. 

e) Develop and review metrics and performance trends, identify root causes and 
process improvements, including ability to identify data errors and 
inconsistencies, as per business requirements. 

f) Perform statistical calculations for data/trend interpretations; compile 
and interpret trends, analyze fluctuations, correlations, and/or 
patterns. 

g) Develop, prepare, and present a variety of reports about program 
performance in statistical, graphic (charts, graphs, etc.), or narrative 
forms (deliverables determined based on target audience). 

h) Consult with administrative staff and recommend improvements in the 
evaluation of all related processes and software systems and make 
recommendations. 

i) Analyze data, trends, demographic projections, program outcomes, 
and identify performance metrics and indicators. 

j) Meet regularly with the project teams and sponsors to report overall 
data analysis and evaluation. 

k) Analyze source data and perform data audits to ensure accuracy and 
conformance to established data standards and defined business 
requirements. 

l) Analyze source data against business requirements and provide 
recommendations, if needed. 

m) Provide source data cleansing recommendations as needed. 
n) Transfer knowledge to LAUSD personnel. 

 
 

END OF SPECIALIZATION IV
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5.  IT SPECIALIZATION V – DESIGN, DEVELOPMENT AND RAPID RESPONSE - DATA 
CENTER 
Under the terms of the resulting contract and at the District's request, the Contractor will provide 
consulting services for Design, Development and Rapid Response using the classifications of 
resources listed below (collectively, "Resource"). These Resource classifications are further 
defined, with regard to descriptions, will indicate the technical expertise that will be expected of 
contractor consultants. 
 
Design, Development and Rapid Response is the discipline of establishing service, quality, cost, 
and satisfactory goals and selecting and managing third party providers to consistently meet these 
stated goals. The selected contractor will provide Design, Development and Rapid Response for 
the District in the areas such as establishing goals, monitoring performance, evaluating strengths 
and weaknesses, and etc. 
 
Skill sets to be provided include, but are not limited to, knowledge of the following: 
 

A. Data Center Services 
Firm(s) shall assist and support the District’s effort for consolidation of Data Center-
related initiatives and activities. These services will provide expertise and support 
to all production and non-production environments for the Data Center. 

 
1.0 Technical Areas 

a) Palo Alto 
b) VMware 
c) BMC 
d) F5 
e) Server 
f) Storage 
g) Staff Augmentation 
h) Data Center Management Services 
i) Optimization Services 
j) Cloud Migration Services 

 
2.0 Requirements 

Firm shall perform the following tasks including but not limited to: 
a) Installation Services 

i. Server Installation and Services 
ii. Storage Installation and Services 
iii. BMC Software Installation and Services 
iv. VMWare Software Installation and Services 
v. Palo Alto Installation and Services 
vi. F5 Installation and Services 
vii. Other Equipment Installation, Upgrades, Services 

b) Optimization Services 
i. Assessment Services 
ii. Database and Application Optimization 
iii. Database and Application Tuning 
iv. Server Optimization 
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v. Storage Optimization 
vi. Network Optimization 
vii. Cloud Optimization 
viii. Other Data Center Optimization Services 

c) Data Center Management, Support and Implementation 
i. Staff Augmentation 
ii. Design, Development and Rapid Response – Server, Storage, Network, 

Security, Database (SQL, Oracle), Application (VmWare, BMC) 
d) Cloud Migration Services
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LABOR DESCRIPTION 
 
IT SPECIALIZATION V: DESIGN, DEVELOPMENT AND RAPID RESPONSE - DATA CENTER 

1. Project Manager 
Project Managers must provide competent leadership and be responsible for 
overall direction of a project through successful planning and execution of a 
variety of detailed and diverse elements of project management. They possess 
outstanding interpersonal and communication skills. They complete tasks and 
activities within the required time frames and budget constraints; schedule and 
assign duties to the project team as needed; enforce work standards and 
reviews and resolves work discrepancies to ensure compliance with project 
requirements. 

 
2. Business Analyst 

Business Analysts must possess an understanding of current information 
technology with an ability to conceptualize solutions to business problems in 
the most effective and cost-efficient manner. They will typically consult with 
management to determine goals and objectives and then design applications 
to meet them. They provide ongoing support and maintenance for applications 
to help organization meet business objectives. They participate in the design, 
development and delivery of training to users on application functionality and 
respond to user requests and questions regarding system functionality and 
enhancements. 

 
3. IT Subject Matter Expert 

Provides extremely high-level subject matter proficiency for work described in 
the task. Provides advanced technical knowledge and analysis of highly 
specialized applications and operational environment, high-level functional 
systems analysis, design, integration, documentation, training, and 
implementation advice on complex problems that require doctorate level 
knowledge of the subject matter for effective implementation. 

 
4. IT Administrator 

Oversee and maintain all aspects of the computer infrastructure. This includes 
maintaining servers and infrastructure related to the data center. 
Installs new hardware and software releases, system upgrades, evaluates and 
installs patches and resolves software related problems. 
Performs systems backups and recovery. Maintains data files and monitors 
system configuration and ensure data integrity. 
Provide OS Support (RH Linux and Windows). 
Provides VMWare, Active Directory, and Exchange support. 

 
5. Storage Administrator 

The Storage Administrator is responsible for management of all centralized 
storage technologies. Assisting in development and product engineering as it 
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relates to these technologies. Managing and maintaining the company’s 
storage-based systems and deployment of these storage technologies. 
Perform activities related to install, configure, and managing SAN devices and 
fiber switches. 

6. Backup Administrator 
The Backup Administrator is responsible for management of all centralized 
backup and restore operations. Assisting in development and product 
engineering as it relates to these technologies. Managing and maintaining the 
company’s backups systems. 
Perform activities related to install, configure, and managing infrastructure 
related to backup systems. 

 
7. Enterprise Scheduler Technical Administrator 

The Enterprise Scheduler Technical Administrator is responsible for 
maintaining and management of the Enterprise Scheduling application. 
Provide guidance and support to supported teams in understanding their needs 
and providing solutions to improve performance of their file transfers, jobs, and 
its efficiencies. 
Perform activities related to install, configure, and managing infrastructure 
related to the enterprise scheduling system. 

 
8. IT Automation Administrator 

The IT Automation Administrator is responsible for automating repetitive 
processes and streamline processes in the server and network monitoring 
space. 
Responsible for creating workflows, remediation, audits, compliance, patching, 
configuration management, and building automation, scheduling using 
automation scripts. 
Perform activities related to install, configure, and managing infrastructure 
related to the IT Automation systems. 

 
9. Enterprise Monitoring Administrator 

The Enterprise Monitoring Administrator is responsible for managing 
the enterprise monitoring infrastructure. 
Responsible for administration, operations, configuration, optimization, of 
monitoring applications, services, and infrastructure. 
Perform activities related to install, configure, and managing infrastructure 
related to the Enterprise Monitoring systems. 

 
10. Infrastructure Solution Architect 

Infrastructure Solution Architects design and implement information systems 
to support the enterprise infrastructure of an organization. They ensure that 
all systems are working at optimal levels and support the development of new 
technologies and systems requirements. This role requires in-depth 
knowledge of infrastructure platforms to be applied towards strategic 
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planning, idea generation, solutions architecture, and project delivery 
coordination. Proficiency in infrastructure technology areas including server 
hardware, operating systems, networking, storage, virtualization, automation, 
and orchestration, and cloud architecture. 

 
11. Disaster Recovery Architect 

Disaster Recovery Architects are subject matter experts and responsible for 
developing solutions that assist infrastructure and applications and enhance 
their ability to consistently and efficiently recover critical information systems 
and data in the event of a Disaster. 
They provide expertise in the design, development, implementation and testing 
of DR technology solutions 
Establish application to infrastructure mappings and application dependencies. 
Proficiency in infrastructure technology areas including server hardware, 
operating systems, networking, storage, virtualization, automation, and 
orchestration, and cloud architecture.
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WORK ORDER SCENARIO 
IT SPECIALIZATION V: DESIGN, DEVELOPMENT AND RAPID RESPONSE – DATA CENTER 
 

1. Sample Work Order Scenario – Project Manager for deploying a new IT 
Application Monitoring Tool. The objective of project is to deploy a new IT 
Monitoring tool that will allow us to manage, monitor, and tune the response time 
performance of our Enterprise Reporting application. 

Tasks: 
• Ensure that all projects are delivered on-time, within scope and within 

budget 
• Assist in the definition of project scope and objectives, involving all relevant 

stakeholders and ensuring technical feasibility 
• Ensure resource availability and allocation 
• Develop a detailed project plan to monitor and track progress 
• Manage changes to the project scope, project schedule and project costs 

using appropriate verification techniques 
• Measure project performance using appropriate tools and techniques 
• Report and escalate to management as needed 
• Manage the relationship with the client and all stakeholders 
• Perform risk management to minimize project risks 
• Create and maintain comprehensive project documentation 
• Meet with business owners to take detailed ordering briefs and clarify 

specific requirements of each project 
• Track project performance, specifically to analyze the successful 

completion of short and long- term goals 
 

2. Sample Work Order Scenario – IT Administrator for deploying new module to 
refresh legacy MiSiS systems. The objective of this project is to upgrade existing 
MiSiS servers from Windows Server 2012 to the latest OS. 

Tasks 
• Gather requirements 
• Deploy server using VMWare 
• Harden servers 
• Monitor and maintain system health and security 
• Design backup processes for server and associated data 
• Create accounts for all users and assign security levels 
• Establish a disaster recovery protocol 
• Provide end-to-end technical support and problem resolution 
• Schedule and perform regular server maintenance 

 
3. Sample Work Order Scenario – IT Subject Matter Expert to perform a storage 

assessment. The objective of this project is to perform audit of the Storage Area 
Network to make sure its optimally configured so we can maximize it’s use. 
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Tasks 
• Define Requirements. 
• Create an Architecture Design of the current solution. 
• Perform analysis of how the Storage is setup and how its allocated to 

servers. 
• Identify performance bottlenecks and issues. 
• Make recommendations and provide an action plan to address issues and 

provide a move forward plan. 
• Provide report for management and technical team for review. 

 
4. Sample Work Order Scenario – Data Center Management and Monitoring 

System Study to perform an assessment of the current system used for Data 
Center monitoring and management. The objective of this project is to assess if 
the currently deployed is capable of meeting future IT needs for a hybrid cloud 
environment. 

Tasks 
• Define Requirements. Understand use cases in use and desired but not 

implemented. 
• Perform in depth analysis of how the current tools are setup (event 

management, notifications, patching, configuration management) and how 
it’s being used. 

• Identify maturity level of solution, areas of improvement, and cost savings 
• Make recommendations to keep solution or recommend a new solution. 

Provide cost benefit analysis of moving to new solution (if applicable) 
• Provide report for management and technical team for review. 

 
 
 
     END OF IT SPECIALIZATION V
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6.  IT SPECIALIZATION VI – ENTERPRISE REPORTING AND INTEGRATION 
Under the terms of the resulting contract and at the District's request, the Contractor will provide 
consulting services for Design, Development and Rapid Response using the classifications of 
resources listed below (collectively, "Resource"). These Resource classifications are further 
defined, with regard to descriptions, will indicate the technical expertise that will be expected of 
contractor consultants. 
 
Design, Development and Rapid Response is the discipline of establishing service, quality, cost, 
and satisfactory goals and selecting and managing third party providers to consistently meet these 
stated goals. The selected contractor will provide Design, Development and Rapid Response for 
the District in the areas such as establishing goals, monitoring performance, evaluating strengths 
and weaknesses, and etc. 
 
Skill sets to be provided include, but are not limited to, knowledge of the following: 
 

A. Enterprise Reporting and Integration 
Firm shall assist and support the District’s effort for consolidation of enterprise 
reporting systems. The District requires support for the following areas: Oracle 
Business Intelligence (OBI), Oracle Data Integrator (ODI), Oracle, GoldenGate, 
SQL Integrator Services (SSIS), Elasticsearch, Snowflake, Google BigQuery, 
Amazon RedShift, Kafka, StreamSet, NiFi, Data Build Tool (DBT), ESRI ArcGIS, 
Oracle JDeveloper, Oracle Fusion Middleware, Oracle Alta UI, Oracle Application 
Development Framework (ADF) FACES, React JS, Bootstrap, CSS, JavaScript, 
HTML5 WebLogic, and PowerBI. 

 
These services will provide expertise and support to all production and non-
production environments for enterprise reporting systems. 

 
3.0 Technical Areas 

a) Implementation 
i. Solution Architecture 
ii. High Availability/Scalable Architecture 
iii. Data Architecture 
iv. Oracle Business Intelligence 12c Integration and Development 
v. Oracle Data Integrator (ODI) 12c Integration and Development 
vi. Oracle GoldenGate 12c/19c Integration and Development 
vii. SQL Server Integrator Services (SSIS) 2016 Integration and 

Development 
viii. Elasticsearch Integration and Development 
ix. Snowflake Integration and Development 
x. Google BigQuery Integration and Development 
xi. Amazon RedShift Integration and Development 
xii. Kafka Integration and Development 
xiii. StreamSet Integration and Development 
xiv. NiFi Integration and Development 
xv. Data Build Tool (DBT) Integration and Development 
xvi. ESRI ArcGIS Integration and Development 
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xvii. MS Azure API Integration and Development 
xviii. Apigee API Integration and Development 
xix. Oracle ADF Faces 
xx. ADF Fusion Web Application 
xxi. Java Development 
xxii. Web Logic 
xxiii. Oracle JDeveloper 12c (12.2.1) 
xxiv. Alta UI Implementation 
xxv. React JS/ Bootstrap/CSS/JavaScript/HTML5 
xxvi. Responsive Web Design 
xxvii. Accessibility 508 
xxviii. Performance and Stress Testing 

 
b) User Engagement 

i. KPI Development 
ii. Business Analysis 
iii. User Research 
iv. Visual/Data Visualization Design 
v. UX Design 
vi. User Acceptance Testing 
vii. Content Strategy 
viii. Technical Writing 
ix. Project Management 

 
4.0 Requirements 

Firm shall perform the following tasks including but not limited to: 
 

a) Analyze requirements definition and scope documentation 
b) Recommend appropriate solutions based on business requirements 
c) Design reporting and analytic solutions to meet business requirements 
d) Perform ODI installation/configuration/administration following current 

best practices 
e) Perform OBI Foundation Suite 

installation/configuration/administration following current best 
practices 

f) Perform Oracle GoldenGate installation/configuration/administration 
following current best practices 

g) Perform Elasticsearch, Snowflake, Google BigQuery, and/or 
Amazon RedShift installation/configuration/administration following 
current best practices 

h) Perform Kafka, StreamSet, NiFi, and/or Data Build
 Tool (DBT) installation/configuration/administration 
following current best practices 

i) Perform ArcGIS and/or ESRI installation/configuration/administration 
following current best practices 

j) Design and prototype Data architecture/Data Model following current 
best practices 

k) Design and develop interfaces, ETL Mappings, Packages, Knowledge 
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Modules and load plans to extract data from various source systems 
and load data to Oracle Data Mart 

l) Design and develop real-time data architecture to transfer data from 
MSSQL to Oracle staging area(s) 

m) Design and develop large-scale complex data warehousing and 
analytic systems utilizing Elasticsearch, Snowflake, Google BigQuery, 
and/or Amazon RedShift 

n) Design and develop large-scale complex data streaming 
integration/streaming analytics to and from various sources utilizing 
Kafka, StreamSet, NiFi, and/or Data Build Tool (DBT) 

o) Design and develop complex interactive and 3D geospatial applications 
utilizing ESRI ArcGIS 

p) Design and develop APIs using MS Azure API or Apigee API to transfer 
data between internal and external 3rd party systems 

q) Develop and automate job workflows with reliable error/exception 
handling and rollback framework 

r) Develop test plan and conduct unit testing to ensure all business 
requirements are implemented. 

s) Document the ETL detailed design and test results 
t) Performance tuning of all ETL developed objects 
u) Conduct timing and capacity testing to ensure production support 

capability 
v) Provide level of effort estimates for the creation/modification of OBI 

Foundation Suite/OBIEE Repository objects 
w) Provide level of effort estimates for the development of BI reports 
x) Design and develop BI Reports (Pre-defined and Ad-hoc), Dashboards, 

Web catalog, 
Answers, Delivers, BIP, and iBots 

y) Create both pre-defined and ad-hoc reports 
z) Performance tuning of BI Reports. Troubleshoot BI Reports problems 
aa) Design and optimize the physical, logical and presentation layers 

within the OBI Foundation Suite/OBIEE Repository 
bb) Develop, configure, customize, and troubleshoot OBI Foundation 

Suite/OBIEE Repository objects such as data models, meta data 
hierarchies, and others. 

cc) Migrate OBI Foundation Suite/OBIEE objects between work 
environments 

dd) Analyze problems and provide recommendations for OBI Foundation 
Suite/OBIEE Repository and Middle Tier configurations 

ee) Prepare detailed documentation for all objects developed 
ff) Design and develop personalized performance dashboards leveraging 

the Performance Dashboard’s framework, per role/level across the 
district featuring relevant KPIs incorporating the Monitor Analyze Drill 
Model (MAD Model). 

gg) Optimize the performance dashboards to be leveraged as a Launchpad 
that drives action for the educators and staff by providing key insight 
and action suggestions in the context of their workflow accessible on 
any device. 

hh) Organize and prioritize the Launchpad information and data 
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visualization to allow user to focus on critical-impact-insight first and 
provide proactive measurements to alert & mitigate risks. 

ii) Design system so that it is accessible across all devices and browsers, 
compatible with the American with Disability Act (ADA) compliant with 
accessibility 508 guidelines. 

jj) Develop and customize React JS, Bootstrap, CSS, JavaScript, and/or 
HTML5 technologies and create wrappers for consistent UI display 
across different browsers, devices and operating systems. 

kk) Design and develop At-a-Glance pages per entity that are 
interconnected to roll up across levels and create a snapshot 360-
degree view of the entity across all data warehouses to consolidate and 
streamline access and information consumption. Entities include but 
are not limited to: Central Office, Local District, School, Program, 
Principal, Teacher, Class, and Student. The information will roll up 
across levels maintaining security model and permissions of the logged 
in user. 

ll) Organize and prioritize the At-a-Glance information and data 
visualization informed by user research to identify frequency and 
urgency of information and best content strategy to promote actionable 
insight delivery and productivity. 

mm) Identify user groups and create user personas and associated UX 
journey maps to capture the needs of the end user across touch points 
and incorporated into the design. 

nn) Create User Experience implementation documentation to highlight 
UI/UX patterns and the strategies. 

oo) Design the information to be humanized and recognizable across 
district to promote consistency in terms of colors, graphics and content 
strategy (labels). 

pp) Design and develop all user interfaces to comply with LAUSD Design 
Standards and incorporation of LAUSD vision for building user friendly 
systems. 

qq) Create a detailed project management plan with weekly alignment 
checks, status updates on progress and govern the projects production 
pipeline to ensure success. 

rr) Organize and lead user contextual inquires with all types of users and 
levels across the district to gather usage information from end user and 
address their current pain points in the new system design to promote 
usability and accessibility. 

ss) Create use case and functional specification documents that captures 
the process flows across user and system interaction. 

tt) Develop interactive prototypes to conduct focus groups for user 
acceptance incorporating individual user Testing and A/B Testing. 

uu) Conduct baseline testing on current reporting system’s performance in 
terms of user task completion time and system response time in order 
to compare to final stats upon project completion. 

vv) Analyze application performance and adjust various tuning parameters 
to maintain peak data performance and compatibility across devices, 
operating systems and browsers. 

ww) Interact with implementation staff, other District Information Technology 
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Services (ITS) staff, and other stakeholders to analyze current systems 
and utilize the results in the implementation of the new system. 

xx) Perform systems analysis, programming, and development on complex 
Enterprise- wide projects. 

yy) Perform technical analyses of business requirements to identify 
solutions. 

zz) Confer with management, operating unit personnel, and end users to 
define the scope of the information requirements and evaluate 
alternative approaches. 

aaa) Design new functionalities to meet the District’s requirements and 
improve system efficiency. 

bbb) Develop integration processes and programs using Oracle’s 
JDevelopment tools. ccc) Perform development tasks, including application 
architecture, data modeling, object 

modeling, interface design, workflow design, development, and system 
and integration testing. 

ddd) Identify, investigate, analyze, and recommend solutions to software or 
data integration problems. 

eee) Software design and development, test, implement, maintain, and 
enhance programs that require innovative and/or diversified 
approaches to the resolution of problems. 

fff) Identify, investigate, analyze, and recommend solutions to 
software problems including custom programs, reports, interfaces, 
conversions, forms, and workflows. 

ggg) Provide security design and configuration expertise across the ADF 
Fusion application to implement solutions to meet management’s 
control and usability requirements. 

hhh) Provide technical support to develop and maintain required software to 
support system functionality. 

iii) Partner with LAUSD teams to resolve security-related issues. 
jjj) Act as leader in development, implementation and adherence to 

District’s design standards. 
kkk) Plan, schedule, lead, coordinate, delegate, and review the 

programming and development of complex technology projects. 
lll) Mitigate risk to projects and resolve technical problems threatening 

success of projects. 
mmm) Design and develop all interfaces in accordance to the Federal U.S 

Web Design Standards 
nnn) Design the system to be device, browser and operating system 
agnostic. 
ooo) Design the system to visualize data with the capability to toggle 

between different display options to add value to the end user’s 
experience.
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LABOR DESCRIPTION 
IT SPECIALIZATION VI: ENTERPRISE REPORTING AND INTEGRATION 
  

1. Project Manager 
Project Managers must provide competent leadership and be responsible for 
overall direction of a project through successful planning and execution of a 
variety of detailed and diverse elements of project management. They possess 
outstanding interpersonal and communication skills. They complete tasks and 
activities within the required time frames and budget constraints; schedule and 
assign duties to the project team as needed; enforce work standards and 
reviews and resolves work discrepancies to ensure compliance with project 
requirements. 

 
2. Release Manager 

Release Managers are techno-functional experts, having a good level of 
understanding of the functional needs, the technical design and build, plan 
releases and manage the releases for successful delivery. They should be 
familiar with agile methodology, sprints and scrum processes, and manage 
closely each release. They act as the bridge between the development team 
and the project/business teams, provide regular updates, clarifications and 
details. They are responsible for the release management lifecycle, focusing 
on coordinating various aspects of production and projects into one integrated 
solution. They are responsible for ensuring that resources, timelines, and the 
overall quality of the process are all considered and accounted for. 

 
3. Business Analyst 

Business Analysts must possess an understanding of current information 
technology with an ability to conceptualize solutions to business problems in 
the most effective and cost-efficient manner. They will typically consult with 
management to determine goals and objectives and then design applications 
to meet them. They provide ongoing support and maintenance for applications 
to help organization meet business objectives. They participate in the design, 
development and delivery of training to users on application functionality and 
respond to user requests and questions regarding system functionality and 
enhancements. 

 
4. Data Analyst 

Data Analysts are skilled data engineers, familiar with common data systems 
including Oracle, MySQL, SQL, Postgres, MongoDB etc., with ability to analyze 
ER Diagrams and system architecture diagrams to understand the systems 
and their relationships, analyze tables and other details in the databases, run 
data queries and other analysis to gain a deeper understanding of the content 
of the application and the relationship among the various entities. The data 
analysts serve as the key resources to understand the source systems for 
integration, determine the correct way to do the joins among related entities with 
suitable rules and conditions, and provide critical inputs to the data architects 
to design the target system. They also provide detailed guidance and support 
to the ETL architects and ETL developers to develop the correct mapping and 
validate the data between the source and target systems. 
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5. Business Intelligence (BI) Architect 

Architects must be responsible for providing high-level software design and 
architecture including software modeling, coding standards, tools and platforms 
of complex systems. They must ensure that systems are constructed in a way 
that best ensures that functional requirements are met as well as also ensuring 
service qualities (performance, scalability, etc.) 
by reviewing and improving on existing systems and making use of new 
technologies and methodologies to seek continual improvement for existing 
systems. 

 
6. Data Warehouse Architect 

Data Warehouse Architect are senior technical resources with wide exposure 
to data modeling and developing data structures across a wide variety of 
technology and methodologies, data-related disciplines and technologies, 
particularly for enterprise-wide data architectures, data management, data 
governance, and data warehousing. They are responsible to design and build 
the infrastructure required for optimal extraction, transformation, and loading 
of data from a wide variety of data sources using various ETL technologies and 
methods. They create and maintain an optimal data pipeline architecture, and 
assemble large, complex data sets that meet functional / non-functional 
business requirements. They identify, design, and implement internal process 
improvements: automating manual processes, optimizing data delivery, re-
designing infrastructure for greater scalability, etc. They build the infrastructure 
required for optimal extraction, transformation, and loading of data from a wide 
variety of data sources using Oracle ODI, MS SQL and various other 
technologies, both on-premise and in the cloud. 

 
7. Solution Architect 

Solution Architects must be responsible for providing high-level software 
design and architecture including software modeling, coding standards, tools 
and platforms of complex systems. They are primarily responsible for taking 
the business requirements and converting them into a cohesive system 
solution, that includes aspects related to data integration, data warehouse 
design, data rendering and the presentation to the business users with proper 
UI/UX design and security. They must ensure that systems are constructed in 
a way that best ensures that functional requirements are met as well as also 
ensuring service qualities (performance, scalability, etc.) by reviewing and 
improving on existing systems and making use of new technologies and 
methodologies to seek continual improvement for existing systems. 

 
8. Cloud/Modern Technology Architect 

Modern Technology Architect are experienced technology professionals, aware 
of the industry leading technologies and practices, and those who are able to 
understand the current business needs, anticipate the future needs and 
recommend technology and solutions that help the organization make best use 
of the technology advancements and meet their future needs better. They 
should be conversant with all platforms and different branches of technology , 
both on-premises (Oracle, Microsoft, Elastic, Ignite, Druid and other open source 
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technologies) and cloud technologies, including Amazon, Google and Microsoft 
offerings, latest data ingestion solutions including Kafka, Confluent, Stramsets, 
Databricks, Fivetran, AWS Glue, Apache Spark and other technologies, data 
transformation solutions including DBT, Airflow and other licensed and open 
source solutions, data storage and analytical layers including Oracle 
Autonomous, Google Storage, AWS S3, Google Big Query, Snowflake etc. The 
expert needs to be able to recommend different architectures with pros and 
cons and guide the management to take a suitable decision. 

 
9. Business Intelligence (BI) Developer 

BI Developers / Developers must possess general knowledge in analyzing 
information, general programming skills, software design, software debugging, 
software documentation, software testing, problem solving, teamwork, software 
development fundamentals, software development process, and software 
requirements. They help design and develop programs for desktop and 
distributed environments which include personal computers, client server 
environments, and browser-based or n-tier environments. They also 
develop design 
specifications and/or translate detailed design specifications into computer 
software code. Additionally, they will test, debug, and refine the computer 
software code to produce the required product as well as prepare required 
documentation, including both program-level and user-level documentation. BI 
developer should be able to use a variety of systems to deliver the analytical 
solution – Oracle OBIEE, OBIEE extensions with Javascript components 
including D3.js, ReactJS based UI with Javascript components, Kibana and 
Google Data Studio. 

 
10. Extract, Transfer, Load (ETL) Developer 

ETL developer is primarily responsible for transportation of data from a large 
set of source systems to the target system, as well as transformations within 
the target system to support the complex data warehousing and data-mart 
requirements determined by the data architect. The ETL developer requires to 
be familiar with various technologies including Oracle ODI, Kafka, Confluent, 
StreamSets, FiveTran etc. The ETL developer should be able to work with the 
data analyst to understand the data relationships and follow the direction of the 
data architect to build out the ETL system to transport the data and handle the 
transformations. The developer requires to follow the industry best practices in 
handling the transformations using Oracle ODI, DBT and other systems as 
required. The developer should be able to understand the processes 
established by other developers and third-party solution providers, 
troubleshoot issues and fix them as needed 

 
11. UI/UX Designer 

UI/UX Designers is to make sure that every analytical page designed is of high 
quality, embracing industry standards as well as District’s preferences. The 
designer should be able to interact with the business analysts and business 
users and convert their concepts into one or more alternate designs. The 
output of the design should be high fidelity prototypes that clearly outlines the 
data story, and it’s fit to meet the business requirements. The designer should 
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be able to explain the pros and cons of each approach, take feedback and 
make changes to the prototype. During the course of development or delivery, 
if changes are preferred or required, the designer should engage with the 
business analysts and business users to make suitable changes to 
accommodate the requirements. The designer should be creative, have skills 
to create modern designs and flat layouts, and have a flair for producing 
analytical outputs. 

 
12. Quality Assurance Engineer 

Quality Assurance Engineer possess general knowledge in developing, 
executing, and implementing test plans and test cases for complex, enterprise 
applications throughout the full life cycle (SDLC) of the software. Additionally 
the must be able to write and maintain test manual cases execute test cases 
,publish test results and develop quality assurance policy standards. 

13. GeoSpatial Architect- 
GeoSpatial Architect is responsible for high end technical visioning, systems 
architecture, advanced data modeling and geoprocessing. The GIS Systems 
Architect applies Geographic Information System (GIS) and Database 
technology to provide GIS database support to critical mapping applications 
and support services. In this role, the GIS Systems Analyst performs research, 
analysis, design and creation of data products and geospatial databases. 
Additionally, this role requires collaboration with the Database Administrator to 
develop and maintain spatial databases, tune spatial content, and ensure the 
reliability of data content. The role requires performing various tasks related to 
planning, setup, configuration, development and maintenance of geo-spatial 
solutions, including applying sophisticated 
geospatial analysis techniques to data sets, Manage and create ArcGIS 
services, manage ESRI versions and versioning schemes, perform data 
manipulation, model design, development and integration tasks in an Oracle 
database environment, establish best practices to be followed by data 
conversion/maintenance staff, assist in documenting and developing client 
business application requirements, create geoprocessing tasks using model 
builder, provide on-going support for GIS programs and functions requiring 
programming and analysis and troubleshoot problems associated with existing 
GIS applications, tools and data. 

 
14. Geo Spatial Developer 

Geo-Spatial developer is an expert in developing solutions with GIS 
applications, including ESRI, integrated with Business Intelligence solutions 
to produce more comprehensive analytics. The developer should be creative, 
collaborative, independent and experienced geographic information systems 
(GIS) professional to work with an interdisciplinary team developing and 
applying geo-spatial models to enrich the analytics, including those being 
driven within the Whole Child initiative. The GIS developer will be the data 
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and modeling expert, often participating in several projects at a time. Primarily, 
this role includes: running and managing the geo-spatial systems, creating 
and integrating layers and shapes; compiling and creating input data for these 
models and related analyses; creating and maintaining spatial databases; 
contributing maps, graphics, and text for reports and other publications; and 
presenting findings to stakeholders. Secondary roles include technical 
support of internal and external users, interfacing with software developers for 
tool development, developing geoprocessing scripts to automate workflows, 
and developing course material and delivering training to users. 

 
15. API Framework Specialist 

API Framework Specialist requires experience in designing an elaborate API 
mechanism, using state of the art API management framework, including 
APIGEE and API development framework, including Loopback, to effectively 
support the API plans of the district. The role requires an expert with 
experience in supporting API for both internal and external use, both in-bound 
and out-bound. The resource requires to establish the required monitoring 
processes to determine the usage of API and the resource demands of APIs 
and design an architecture that can be scaled suitably to meet the demands. 
The API system should support all protocols including REST, SOAP, XML-
RPC and JSON-RPC. 

 
16. API Developer 

API developer is the technical resource with expertise in running data queries 
against various data sources, including Oracle, SQL, MySQL, MongoDB, 
Elastic Search, Google Big Query, Snowflake and others, to create and 
publish API using API frameworks including Loopback. The developer 
requires familiarity using API Management framework including Google 
APIGEE, and support design, build and maintenance a large set of both 
internal and external APIs, both inbound and outbound. The resource 
requires to be familiar with the best practices of API development and 
maintenance. 

 
17. Elastic Stack Developer 

Elastic Stack Developer should be experienced in using Logstash, Kibana, 
Elastic Search and Elastic Search queries for large scale implementation of 
Elastic Stack as the data mart layer for analytics. The developer should be 
familiar with designing nodes and 
shards for performance, load data from various sources using logstash, 
manage logstash pipelines, use Kibana to validate the data, develop elastic 
queries with suitable parameters, including security parameters, and publish 
them as API for consumption from the dashboard frontend. 

 
18. Elastic Stack Architect 
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Elastic Stack Architect is an expert in Elastic Stack, including Elastic Search, 
Logstash and Kibana, with experience in designing, setup and configuring 
large scale node clusters of Elastic for supporting complex analytics for a 
large set of users. Elastic is used as the primary layer for providing data for 
the analytical front end used by over 30000 users, with over 4 Tb of data. The 
expert should be able to design the nodes, the indices and shards, monitor 
them regularly, recommend performance and implement improvements with 
new configurations, manage scalability, and ensure that the elastic cluster 
performs as needed to meet the requirements. 

 
19. UI Framework Architect 

UI framework architect is a technical lead, conversant with all the modern UI 
frameworks, including React, Angular, Vue and other JavaScript framework, 
and has the knowledge and experience to build large scale analytical 
applications with theme-based modern look and feel, modular build, single 
page architecture with re-usable components, with capability to integrate 
JavaScript components from custom as well as public libraries, including 
D3, and capability to integrate rest services and microservices from both 
internal and external sources, including geospatial, public data and other 
published APIs. The architect is expected to engage with business and 
continuously work on improving the usability, user experience and features 
of the framework. 

 
20. Middle-tier Specialist 

Middle tier specialist should be able to lead communication with application 
groups that are responsible for analyzing user requests, developing 
execution plan, and managing the implementation. Understandings of the 
network, security and database environments that middle-ware applications 
are built around. Expertise in Installing, tuning, troubleshooting, Upgrade 
and Migration of Application and Web server issues with Weblogic, OBIEE 
and other emerging technologies or Monitoring tools in Cloud and Container 
(Docker/Kubernetes) as plus. Lead the analysis and recommendations on 
data flow and security patching for middle tier application to provide secure 
environment including problem analysis, troubleshooting and service 
recovery commitment. Specialist should be well versed with new 
technologies like Kafka, Elasticsearch or DevOps or Monitoring tools in 
Cloud and Container (Docker/Kubernetes) that can provide better value to 
LAUSD. 

 
21. Database Administrator 

Database administrator should be able to maintain databases in highly 
functional status, pre-detecting and resolve database issues on application, 
CPU, memory, and disk side. Should be well versed with complete 
implementation including database installation, upgrade, patching, and 
database maintenance. Lead troubleshooting on issues and in charge of the 
implementation of any fix. Analyze database behavior and provide 
recommendation for better performance. Well versed in handling databases 
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of varying sizes from 8gb - 10tb. Expert in handling the issues related to 
RAC, ASM and SSO with different applications. 

 
22. Data Scientist 

Capable of analyzing large datasets and developing predictive models using a 
variety of methods including regression, K-Means, time series, and neural 
networks.  Can deploy custom solutions that adapt to the latest data. Analytics 
Engineer – A member of the Data Science and/or Analytics Team who specializes 
in installing tools on a shared server, proving access and training to data scientists, 
and managing the version control process.     Also, this person is capable of 
managing ETL and ELT processes, and writing documentation. 
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WORK ORDER SCENARIO 
IT SPECIALIZATION VI – ENTERPRISE REPORTING AND INTEGRATION 

 
1. Sample Work Order Scenario – Project Manager for deploying a new IT 

Application Monitoring Tool. The objective of project is to deploy a new IT 
Monitoring tool that will allow us to manage, monitor, and tune the response time 
performance of our Enterprise Reporting application. 

Tasks: 
• Ensure that all projects are delivered on-time, within scope and within 

budget 
• Assist in the definition of project scope and objectives, involving all relevant 

stakeholders and ensuring technical feasibility 
• Ensure resource availability and allocation 
• Develop a detailed project plan to monitor and track progress 
• Manage changes to the project scope, project schedule and project costs 

using appropriate verification techniques 
• Measure project performance using appropriate tools and techniques 
• Report and escalate to management as needed 
• Manage the relationship with the client and all stakeholders 
• Perform risk management to minimize project risks 
• Create and maintain comprehensive project documentation 
• Meet with business owners to take detailed ordering briefs and clarify 

specific requirements of each project 
Track project performance, specifically to analyze the successful 
completion of short and long- term goals 

 
2. Sample Work Order Scenario – IT Administrator for deploying new module to 

refresh legacy MiSIS systems. The objective of this project is to upgrade existing 
MiSIS servers from Windows Server 2012 to the latest OS. 

Tasks 
• Gather requirements 
• Deploy server using VMWare 
• Configure database servers 
• Monitor and maintain system health and security 
• Design backup processes for server and associated data 
• Create accounts for all users and assign security levels 
• Establish a disaster recovery protocol 
• Provide end-to-end technical support and problem resolution 
• Schedule and perform regular server maintenance 
• Create database management procedures 

 
3. Sample Work Order Scenario – Modern Technology Architect to evaluate and 

suggest the most appropriate technology for College and Career Readiness data 
panel. 
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Tasks 
• Find the best technology solution among all possible options to support the 

business needs 
• Document and present the structure, characteristics, behavior and other 

aspects of selected software and hardware to project stakeholders 
• Define features, phases and solutions requirements 
• Provide road map to implement the new technology 

 
4. Sample Work Order Scenario – ETL Developer to load data to College and Career 

Readiness data panel. 

Tasks: 
• Consult with data management teams to get a big-picture idea of the data 

storage needs 
• Identify the source data and business rules for the data need 
• Design the data model to support the report needs. 
• Design and code data mappings to load the data 
• Extract source data and transfer to reporting environment 
• Troubleshoot design and code data mappings 

 
5. Sample Work Order Scenario – BI Developer to build reports for College and 

Career Readiness data panel. 
 

Tasks: 
• Translate business needs to technical specifications 
• Design, build and deploy BI solutions 
• Maintain and support data analytics platforms 
• Create tools to store data 
• Conduct unit testing and troubleshooting 
• Evaluate and improve existing BI systems 
• Collaborate with teams to integrate systems 
• Develop and execute database queries and conduct analyses 
• Create visualizations and reports for requested projects 
• Develop and update technical documentation 

 
6. Sample Work Order Scenario – Business Analyst to gather and develop detailed 

business and technical requirement for College and Career Readiness data panel. 

Tasks: 
• Gather and analyze data for business needs 
• Facilitate the negotiation of requirements amongst multiple stakeholders 
• Identify and document comprehensive business requirements 
• Perform acceptance tests on analysis to ensure quality before delivery to 

management. 

END OF SPECIALIZATION VI
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7.  IT SPECIALIZATION VII – MISIS 
 

Under the terms of the resulting contract and at the District's request, the Contractor will 
provide consulting services for Design, Development and Rapid Response using the 
classifications of resources listed below (collectively, "Resource"). These Resource 
classifications are further defined, with regard to descriptions, will indicate the technical 
expertise that will be expected of contractor consultants. 

 
Design, Development and Rapid Response is the discipline of establishing service, 
quality, cost, and satisfactory goals and selecting and managing third party providers to 
consistently meet these stated goals. The selected contractor will provide Design, 
Development and Rapid Response for the District in the areas such as establishing goals, 
monitoring performance, evaluating strengths and weaknesses, etc. 

 
Skill sets to be provided include, but are not limited to, knowledge of the following: 

 
A. My Integrated Student Information Systems (MiSiS) Technical Areas 

1. Microsoft: 
• .NET 
 C# 
 VB.NET 
 ASP.NET MVC/MVVM 
 PowerShell 
 Entity Framework and LINQ 
 RESTful Services and Web API 
 Visual Studio online/Azure development 
 .NET CORE 
 Security Code Analysis 

• Microsoft Dynamics CRM 
 Dynamics CRM Setup and Configuration 
 Dynamics CRM sitemap and Ribbon Customization 
 Dynamics CRM UI customization with java script and html 
 Dynamics CRM SDK and extension custom code development with .NET and 

web API 
 Custom workflows, business rules, and plug-ins development 
 SolutionPackager and solution deployment 
 Dynamics CRM online solution 
 Dynamics CRM Dashboard and Reports/Charts development 

• SharePoint Services 
 Web Content Management solution 
 Enterprise Content Management solution 
 Business Connectivity Services 
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 Social Computing solution 
 Business Intelligent solution 
 E-Discovery solution 
 Mobile Devices solution 
 Customized forms 
 Custom branded UI, Dashboards, and Reports 
 Customized and extended search 
 Records management and compliance 
 Custom workflows 
 System performance monitoring, governance, and maintenance 
 REST and web API solution 
 SharePoint server and office 365 online integration services 
 PowerApps and Flow 

• SQL Server 
 SQL Data Integration Services 
 SQL Report Services 
 SQL Master Data Services 
 SQL Data Quality Services 
 SQL Power BI and Analysis Services 
 SQL Programming 

• Microsoft Identity Manager 
 REST API solution 
 MIM Identity Management Solution 
 Certificate Management 
 Privileged Access Management 

• Active Directory, InfoPath Forms, Microsoft Unified Communications, Microsoft 
System Center Configuration Manager, Windows Operating Systems, Office 
365, Exchange etc. 

 
2. Oracle: 

 Oracle Structured Query Language (SQL) 
 Oracle PL/SQL 
 Oracle Discoverer 
 Oracle Designer 
 Oracle Warehouse Builder 
 Oracle Reports 
 Oracle Forms 
 Oracle Portal 
 Oracle Business Intelligence Suite Enterprise Edition Toolset – All Modules 
 Oracle Fusion (SOA BPEL) 
 Static and Dynamic Application Security Testing tools 
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5.0 MiSiS RAPID RESPONSE & SUPPORT SERVICES 
Rapid Response Support Services, and the responsibilities and roles of the contractor 
selected to provide such Rapid Response and Support Services (sometimes referred to 
as production support and sysadmin) include but are not limited to: 

 
1. Perform release management: correct lower priority bugs and small enhancements 

in managed release processes. 
2. Provide performance management: monitor application performance and identify 

and correct performance problems. 
3. Participate in infrastructure enhancements: work with District infrastructure 

resources to plan and install needed infrastructure changes and enhancements. 
4. Perform service level management: monitor application performance against 

defined service levels. 
5. Oversee batch jobs: work with District personnel to schedule and monitor execution 

of batch jobs. 
6. Perform SQL Server Application DBA activities: tune views and SQL stored 

procedures and work with District system DBAs to improve application 
performance. 

7. Perform interface management: monitor and manage inbound and outbound 
interfaces to resolve exceptions. 

8. Provide capacity management: work with infrastructure resources to monitor and 
resolve capacity issues. 

9. Provide security management: work with District personnel to ensure a secure 
MiSiS environment. 

10. Monitor business continuity: work with District Disaster Recovery resources to 
ensure continuity in the event of a disruption. 

11. Provide Level 2 and level 3 help desk support: research and resolve problems that 
cannot be addressed by the contracted level1 help desk. 

12. Execute emergency fixes and correct high severity software bugs. 
Perform other related activities as needed to manage the MiSiS application.
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LABOR DESCRIPTION  
IT SPECIALIZATION VII – MISIS 
 
 

1. Business Analyst 
Business Analysts must possess an understanding of current information 
technology with an ability to conceptualize solutions to business problems 
in the most effective and cost- efficient manner. They will typically consult 
with management to determine goals and objectives and then design 
applications to meet them. They provide ongoing support and maintenance 
for applications to help organizations meet business objectives. They 
participate in the design, development and delivery of training to users on 
application functionality and respond to user requests and questions 
regarding system functionality and enhancements. 

 
2. Developer 

Developers must possess general knowledge in analyzing information, 
general programming skills, software design, software debugging, software 
documentation, software testing, problem solving, teamwork, software 
development fundamentals, software development process, and software 
requirements. They help design and develop programs for desktop and 
distributed environments which include personal computers, client server 
environments, and browser-based or n-tier environments. They also 
develop design specifications and/or translate detailed design 
specifications into computer software code. Additionally, they will test, 
debug, and refine the computer software code to produce the required 
product as well as prepare required documentation, including both program-
level and user-level documentation. 

 
3. Project Manager 

Project Managers must provide competent leadership and be responsible 
for overall direction of a project through successful planning and execution 
of a variety of detailed and diverse elements of project management. They 
possess outstanding interpersonal and communication skills. They 
complete tasks and activities within the required time frames and budget 
constraints; schedule and assign duties to the project team as needed; 
enforce work standards and reviews and resolves work discrepancies to 
ensure compliance with project requirements. 

 
4. Project Director 

Project Directors must provide competent leadership and be responsible for 
overall project direction of one or more projects through successful 
planning and execution of a variety of detailed and diverse elements of 
project management. They possess outstanding interpersonal and 
communication skills. They complete tasks and activities within the 
required time frames and budget constraints of one or more projects; 
schedule and assign duties to the project team as needed; enforce work 
standards and reviews and resolve work discrepancies to ensure 
compliance with project requirements. 
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5. Architect 

Architects must be responsible for providing high-level software design and 
architecture including software modeling, coding standards, tools and 
platforms of complex systems. They must ensure that systems are 
constructed in a way that best ensures that functional requirements are met 
as well as also ensuring service qualities (performance, scalability, etc.) by 
reviewing and improving on existing systems and making use of new 
technologies and methodologies to seek continual improvement for 
existing systems. 

6. Quality Assurance Analyst 
A Quality Assurance must possess general knowledge in developing, 
executing, and implementing test plans and test cases for complex, 
enterprise applications throughout the full lifecycle (SDLC) of the software. 
Additionally, they must be able to write and maintain test manual cases; 
execute test cases; publish test results; and develop quality assurance 
policy standards. 

 
7. SQL Server Integration Services (SSIS) Developer 

An SSIS Developer must possess knowledge in the Microsoft Integration 
Services platform for building enterprise-level data integration and data 
transformations solutions, maintaining existing SSIS code, and running 
SSIS batch jobs to meet requirements. 

 
8. SQL Server Reporting Services (SSRS) Developer 

An SSRS Developer must possess the ability to create, maintain and batch 
interactive, tabular, graphical, or ad-hoc reports from relational, 
multidimensional, or XML-based data sources.
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WORK ORDER SCENARIO 
IT SPECIALIZATION VII – MISIS 

 
1. Sample Work Order Scenario –Developer (.NET) 

Provide support for complex projects such as the My Integrated Student Information 
Systems (MiSiS). MiSiS is an application system that allows units within Human 
Resources, General Counsel, Operations and Personnel Commission to seamlessly 
work together to manage the investigation, discipline, mandated reporting, and 
dismissal of problematic employees throughout the district. Minimum three (3) year 
experience performing duties/tasks listed below. 

 
Tasks: 

 
a) Effectively complete applications development by coordinating requirements, 

schedules, and activities; troubleshooting development and production support 
issues across multiple environments and platforms; 

b) Lead the system design and development methodologies and toolset to deliver a 
modernized web-based system application; 

c) Perform unit, integration, and load testing of complex websites, systems 
integration and applications interfaces; 

d) Lead role in the design and implementation of databases architecture, as well as 
expert management of data loads and data quality assurance; 

e) Gather customer software requirements and proposed best software solution and 
technologies to address business needs; 

f) Lead role in establishing and implementing consistent standards, practices, and 
procedures that will facilitate a high-quality application delivery to district users; 

g) Effectively work with project management, leadership, and business users to 
provide time estimates, schedules for projects and any change revisions, 
communicating regularly with department management and functional users on 
project requirements, activities, and status; 

h) Participate in application design strategy and team code review meetings; 
i) Provide mentoring as lead to other team members as needed; 
j) Ensure knowledge transfer and documentation of all facets of the system 

application for team members and develop user guide and assistance tools to end 
users. 

 
2. Sample Work Order Scenario – Business Analyst 

Provide support for complex projects such as Single Plan for Student Achievement 
(SPSA), sponsored by the Office of Federal and State Education Programs. SPSA is a 
written plan developed by the school community describing the school’s programs and 
how resources will be used to meet the supplemental educational and related needs 
of participating students. California Education Code 9 (EC) Section 64001 requires that 
a School Site Council (SSC) develop the SPSA. Minimum three (3) year experience 
performing duties/tasks listed below. 
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Tasks: 
 

a) Collect functional business requirement documents and diagrams with 
technologies, including JAD, UML modeling, group interviews, facilitated 
sessions, prototyping, Mind mapping, and brainstorming. Assists in technical 
analysis and design to propose the solution based on the LAUSD technical 
environment and technical stack. 

b) Strong experiences in business requirements gathering technologies, including 
JAD, UML modeling, group interviews, facilitated sessions, prototyping, Mind 
mapping, and brainstorming. 

c) Create and manage work orders for enhancements, bug fixes, incident change 
requests tracking in the Team Foundation Server (TFS). 

d) Schedule and coordinate stakeholder meetings to review and design business 
process reengineering and new system process; documenting meeting results 
and follow up with any action items with business users and development team. 

e) Conduct user acceptance testing, regression testing, and integration testing on 
release items and creating testing plans and scripts. 

f) Create training material and provide end user training to large user groups using 
PowerPoint slideshows and work with multi-media developers to create 
training content. 

g) Use SQL Server T-SQL and Oracle PL/SQL to create queries on the SQL 
database tables and investigate data issues. 

h) Maintain SharePoint project site for the project team, sponsors, and 
stakeholders. 

i) Good knowledge and experience in Agile and Waterfall methodologies and 
practices in software development life cycle. 

j) Provide customer support and help identify the root causes of system 
performance issues and bugs. 

k) Knowledge transfer to LAUSD ITS technical and development teams regarding 
install, configuration, and deployment of environments and portal, application, 
reports, data integration and system administration with detain 
documentations. 

l) Provide business end users training 
 

3. Sample Work Order Scenario – Quality Assurance Specialist 

Provide support for complex projects such the Unified Enrollment system. ITS is 
charged with the development of an in-house application system, thus the goal of the 
Unified Enrollment project is to modernize and consolidate the online parent 
application processes and systems (e.g., different district enrollment choices 
programs, including Magnet, Permits with Transportation, Open Enrollment, School for 
advance Studies, Inter-district Permits, Dual Language immersion, and Zone of Choice 
program) to an improved user interface, including consolidation of the look of various 
programs to a unified one. Further, implementation of a school search tool will be 
completed to allow parents to view school and programs, select interests, compare 
options, and rank schools. 
Minimum three (3) year experience performing duties/tasks listed below. Tasks: 

a) Develop test cases and scripts for applications and reports, which encompass a 
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full spectrum of testing including, but not limited to, regression testing of existing 
production functionality, integration testing from data entry to outbound interfaces 
with other systems, user acceptance testing, etc. 

b) Execution, validation and documentation of test cases/scripts, documentation of 
defects into a tracking system and performing necessary follow-ups. 

c) Perform technical testing for solution provided. 
d) Develop SQL queries or scripts as part of the testing cycle. 
e) Cross-train LAUSD personnel on assigned modules. 
f) Provide technical assistance to functional business owners 
g) Transfer knowledge to LAUSD personnel. 

 
4. Sample Work Order Scenario – Project Manager 

Provide support for complex projects such the Summer School Application/Beyond the 
Bell After School Program Student Tracking. Mandate includes rewriting the existing 
Summer School Staff Application using ASP.NET MVC framework from Java, further 
developing and integrating systems to provide modernization, facilitation, and support 
to end users from the Division of Special Education, Beyond the Bell, Human 
Resources Division, Personnel Commission, Local District Offices, School 
Administrators and School Staff applying for Summer Schools. The newly developed 
application system will allow existing LAUSD employees to apply for desired summer 
school jobs, the administrators to select principals, and principals to select teachers 
and other staff members for summer school, creating business efficiencies to ease the 
summer staff application and selection processes. Minimum three (3) year experience 
performing duties/tasks listed below. 

 
Tasks: 

 
a) Collect functional business requirements using interviews, document analysis, 

business process descriptions, use cases, task, and workflow analysis. 
b) Create and manage work orders for enhancements, bug fixes, and incident 

change requests, budget allocations in the TFS or Azure DevOps. 
c) Schedule team meetings to review and discuss new requests with business 

units and cross- functional teams. Provide and distribute meeting minutes. 
d) Coordinate user testing on release items and creating testing scripts. 
e) Manage SharePoint or MS Teams project site for the project timeline, task, 

communication, and document collection. 
f) Negotiate the performance of activities with team members and their managers 

if operating in a matrix environment. 
g) Coach to clarify assignments and deliverables; mentor others in the project 

management practices; review quality of work and manage integration of team 
members’ work. 

h) Co-create a project charter with the team, including the definition of completion 
criteria. 

i) Manage and communicate a clear vision of the project’s objectives and 
motivate the project team to achieve them; create a project environment that 
enables peak performance by team members. 

j) Organize the work into manageable activity clusters (phases) and determine 
an effective approach to completing the work. 
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k) With Estimator(s), compile a complete and accurate estimate of a project, 
utilizing reserves appropriately, with Project Planner(s), prepare project plan 
and obtain management approval. 

l) Analyze risks, establish contingency plans, and identify trigger events and 
responsibility for initiating, mitigating action. Oversee activities of Risk 
Administrator. Gather stakeholder input, rank the top project risks in terms of 
total impact. 

m) Work with Planner/Scheduler/Controller in tracking and reporting on progress 
to plan, cost and schedule reporting and change control. 

n) Analyze the actual performance against the plan and make adjustments 
consistent with plan objectives. 

o) Manage relationships with project stakeholders, including internal and external 
clients and vendors, keeping the stakeholders informed of progress and issues 
to manage expectations on all project requirements and deliverables. 

p) Involve functional expertise and subject matter expert staff in design reviews 
and key decisions. 

q) Manage outsourced software development vendors involved in the project(s). 
 
 
                           END OF SPECIALIZATION VII
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8.  IT SPECIALIZATION VIII – CLOUD SERVICES  
 

A. SCOPE 
 

This  is to establish a source of supply ofcontractors for each specialized technology for 
(I) CLOUD HOSTING PROVIDERS, (II) CLOUD MIGRATION SERVICES and (III) 
CLOUD MANAGEMENT SERVICES. Each of these components is described below. 
The Contractor shall provide all services and deliverables, as required, described and 
detailed by this general scope of services. 

 
I. SECTION I: CLOUD HOSTING PROVIDERS 
Cloud Service Providers should identify and describe their service offerings by 
Cloud Service Model (i.e. SaaS, IaaS or PaaS), along with additional sub-
categories and descriptors. 

 
The following sub-categories and descriptors serves as a general list and do not 
make up the complete list. 

 
Cloud Service Providers must either identify the category of service from the list 
below or provide the additional sub-category and descriptors of their service 
offering within one of the three Cloud Service Models. 

 
1. Software as a Service (SaaS) 

• Analytics 
• Business Continuity/Disaster Recovery 
• Cloud and Infrastructure Management Tools 
• Training products (SAP enable Now) 
• Collaboration 
• Customer Relationship Management 
• Data Management 
• E-Discovery 
• Electronic Records Management 
• ERP, Bi, Ariba, Concur, SuccessFactors. BTP, IAS etc. 
• GIS 
• Human Resource. S4/H4 Hana 
• Internet Filtering 
• Licensing and Registration Systems 
• Office Productivity 
• Message Filtering 
• Meeting Planning, hosting, conferencing 
• Mobile Data Management 
• Point of Sale (POS) 
• Procurement Systems 
• Project and Portfolio Management (PPM) Tools 
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• Security 
• Travel Management 
• VOIP 
• Workflow and Electronic Signature 

 

2. Platform as a Service (PaaS) 

• Analytics 
a. Business Intelligence 
b. Data Warehouse 

• Database 
a. MS SQL 
b. Oracle 

• Development, Testing and Deployment 
a. Containers 
b. Services and APIs 
c. Mobile 
d. Internet of Things 
e. Tools 
f. Runtime environments 

• Electronic Records Management 
• E-Discovery 
• GIS 
• Integration (iPaaS) 
• Open Source 

3. Infrastructure as a Service (IaaS) 
• Computer/Infrastructure Services 

a. Compute 
b. Operating systems or Hypervisors 

• Disaster Recovery 
a. Business Continuity 
b. High Availability / Failover /Disaster Recovery platform 

• GIS 
• Storage 

a. File 
b. Block 
c. Object 
d. Archive 
e. Cache 
f. Content Delivery Networks (CDN) 
g. Litigation Hold 

• Network 
a. Virtual network 
b. Load balancer 
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c. DNS and Gateway (e.g. VPN or Application) 
d. Firewall 
e. Traffic manager 
f. Direct link 

 

• PC/Desktop “aaS” 
 

• Security 
a. Identity & Access Management 
b. Encryption 
c. Data Loss Prevention (DLP) 
d. Web Security 
e. Email Security 
f. Network Security 
g. Security Information and Event Management (SIEM) 
h. Intrusion Management 
i. DDOS Monitoring / Management 

 
4. LAUSD Data including backups must reside in a Data Center located in the 

continental US only. 
 

5. All of the Cloud Service Based Models must follow the NIST definition of 
cloud computing found in NIST Special Publication 800-145. This cloud 
model is composed of five essential characteristics, three service models, 
and four deployment models. 

 
6. Proposer’s cloud-based service model(s) must meet the five essential 

characteristics which include: 
a) On-demand self-service. A consumer can unilaterally provision 

computing capabilities, such as server time and network storage, 
as needed automatically without requiring human interaction with 
each service provider. 

 
b) Broad network access. Capabilities are available over the 

network and accessed through standard mechanisms that 
promote use by heterogeneous thin or thick client platforms (e.g., 
mobile phones, tablets, laptops, and workstations). 

 
c) Resource pooling. The provider’s computing resources are pooled 

to serve multiple consumers using a multi-tenant model, with 
different physical and virtual resources dynamically assigned and 
reassigned according to consumer demand. There is a sense of 
location independence in that the customer generally has no 
control or knowledge over the exact location of the provided 
resources but may be able to specify location at a higher level of 
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abstraction (e.g., country, state, or datacenter). Examples of 
resources include storage, processing, memory, and network 
bandwidth. 

d) Rapid elasticity. Capabilities can be elastically provisioned and 
released, in some cases automatically, to scale rapidly outward 
and inward commensurate with demand. To the consumer, the 
capabilities available for provisioning often appear to be unlimited 
and can be appropriated in any quantity at any time. 

e) Measured service. Cloud systems automatically control and 
optimize resource use by leveraging a metering capability1 at 
some level of abstraction appropriate to the type of service (e.g., 
storage, processing, bandwidth, and active user accounts). 
Resource usage can be monitored, controlled, and reported, 
providing transparency for both the provider and consumer of the 
utilized service. 

 
7. Proposer must provide at least one of the following cloud-based service 

models in order to be considered for award. These three cloud-based 
service models align with NIST requirements and standards. The cloud-
based services models are defined as: 

 

a) Software as a Service (SaaS) - as used in this Master Agreement 
is defined as the capability provided to the consumer to use the 
provider’s applications running on a cloud infrastructure. The 
applications are accessible from various client devices through a 
thin client interface such as a Web browser (e.g., Web-based 
email), or a program interface. The consumer does not manage 
or control the underlying cloud infrastructure including network, 
servers, operating systems, storage, or even individual 
application capabilities, with the possible exception of limited user 
specific application configuration settings. 

 
b) Infrastructure as a Service (IaaS) - as used in this Master 

Agreement is defined the capability provided to the consumer is 
to provision processing, storage, networks, and other 
fundamental computing resources where the consumer is able to 
deploy and run arbitrary software, which can include operating 
systems and applications. The consumer does not manage or 
control the underlying cloud infrastructure but has control over 
operating systems, storage, deployed applications; and possibly 
limited control of select networking components (e.g., host 
firewalls). 

 
c) Platform as a Service (PaaS) - as used in this Master Agreement 

is defined as the capability provided to the consumer to deploy 
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onto the cloud infrastructure consumer-created or acquired 
applications created using programming languages and tools 
supported by the provider. This capability does not necessarily 
preclude the use of compatible programming languages, 
libraries, services, and tools from other sources. The consumer 
does not manage or control the underlying cloud infrastructure 
including network, servers, operating systems, or storage, but 
has control over the deployed applications and possibly 
application hosting environment configurations. 

8. Proposer must have the ability to provide cloud-based services through the 
following deployment methods: 

a) Private cloud. The cloud infrastructure is provisioned for exclusive 
use by a single organization comprising multiple consumers (e.g., 
business units). It may be owned, managed, and operated by the 
organization, a third party, or some combination of them, and it 
may exist on or off premises. 

 
b) Community cloud. The cloud infrastructure is provisioned for 

exclusive use by a specific community of consumers from 
organizations that have shared concerns (e.g., mission, security 
requirements, policy, and compliance considerations). It may be 
owned, managed, and operated by one or more of the 
organizations in the community, a third party, or some 
combination of them, and it may exist on or off premises. 

 
c) Public cloud. The cloud infrastructure is provisioned for open use 

by the general public. It may be owned, managed, and operated 
by a business, academic, or government organization, or some 
combination of them. It exists on the premises of the cloud 
provider. 

 
d) Hybrid cloud. The cloud infrastructure is a composition of two or 

more distinct cloud infrastructures (private, community, or public) 
that remain unique entities, but are bound together by 
standardized or proprietary technology that enables data and 
application portability (e.g., cloud bursting for load balancing 
between clouds) 

 
9. Proposers may optionally document the service model of cloud computing 

(e.g. IaaS, PaaS, SaaS, or a combination thereof, that most closely describes 
their offering, using the definitions in The NIST Definition of Cloud Computing 
SP 800-145. 

 
The following guidance is offered for the proper selection of service models. 
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NIST’s service models provide the RFP with a set of consistent sub-
categories to assist ordering activities in locating and comparing services 
of interest. Service model is primarily concerned with the nature of the 
service offered and the staff and activities most likely to interact with the 
service. Proposers should select a single service model most closely 
corresponding to their proposed service based on the guidance below. It 
is understood that cloud services can technically incorporate multiple 
service models and the intent is to provide the single best categorization 
of the service. 

 
Proposers should take care to select the NIST service model most 
closely corresponding to each service offered. Proposers should not 
invent, proliferate or select multiple cloud service model sub-categories 
to distinguish their offerings, because ad-hoc categorization prevents 
consumers from comparing similar offerings. Instead Proposers should 
make full use of the existing NIST categories to the fullest extent 
possible. 
For example, in the RFP an offering branded by a contractor as “Storage 
as a Service” would be properly characterized as Infrastructure as a 
Service (IaaS), storage being a subset of infrastructure. Services branded 
as “LAMP as a Service” or “Database as a Service” would be properly 
characterized under the RFP as Platform as a Service (PaaS), as they 
deliver two kinds of platform services. Services branded as “Travel 
Facilitation as a Service” or “Email as a Service” would be properly 
characterized as species of Software as a Service (SaaS) for the RFP. 
However, Proposers must include branded descriptions of the service in 
the full descriptions of the service’s capabilities. 

 
END OF SECTION I – CLOUD HOSTING SERVICES SOW 
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II. SECTION II: CLOUD MIGRATION SERVICES 
 

Proposer must be able to perform, including but not limited to, the scope of 
services and technical requirements as listed below. 

 
1. Provide data center consolidation, planning, discovery, application mapping, 

migration planning, and execution. 
 

2. Provide various methodologies for a comprehensive data center 
consolidation plan, determining correct architectural choices based on the 
characteristics of each application and workloads. 

 
3. Provide how they will factor in performance, scalability, reliability, security, 

and cost in their approach for either a hybrid or public cloud solution. 
 

4. Review, determine and provide guidance as to which applications or 
workloads can be migrated to a hybrid or public cloud solution. 

 
5. Provide various approaches to the security and safety of student data and 

meeting LAUSD data compliance requirements. 
 

6. Discover and gather IT asset information, utilizations, requirements, and 
specifications for each software and hardware asset in the Data Center. 

 
7. Review, determine and provide guidance regarding dependencies, 

application mapping, application security requirements, application usage, 
and SLAs. 

 
8. Provide various methodologies in developing a strategy and roadmap for 

data center consolidation, strategy in alignment with the strategic IT vision 
of LAUSD for disaster recovery and business continuity. 

 
9. Review, determine and provide guidance regarding short and long-term cost 

savings, reduce TCO, accommodate long term growth, and leverage 
private/public/hybrid cloud solutions 

 
10. Review, determine and provide guidance regarding transition and migration 

plan with estimated timelines for migration of IT assets. 
 

11. Provide various methodologies on successful migration plans and ensure a 
successful migration of assets to a cloud solution. 

 

12. Provide other various cloud migrations services as needed 
 

END OF SECTION II – CLOUD MIGRATION SERVICES SOW
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III. SECTION III: CLOUD MANAGEMENT SERVICES 
 

Proposer must be able to perform the scope of services and technical requirements 
as listed below. 

• General Service 
1. Provide and execute various approaches for providing Cloud Managed 

Services, performance tuning, and security hardening. 
2. Implement various platforms and tools used you use for remote 

management, monitoring, access, documentation, project management, 
reporting, and automation. 

3. Define tiers/levels of service 
4. Provide model for dedicated staffing assignments vs. rotating positions 
5. Provide technical support for special projects 
6. Review, determine and provide guidance with transition to cloud 

providers, co- location facilities, and data migration 
7. Provide technical support and implementation for cloud console 

operations improvement 
 

• Planning and Project Service 
1. Provide various ad-hoc project services, including architecture and 

implementation, strategic planning and forecasting, Disaster Recovery 
and Business Continuity planning as well as pricing models for any 
additional costs, if relevant. 

2. Provide proactive approach to system enhancements and upgrades 
3. Provide communication strategy for communicating routine and urgent 

notifications to end users, business units, and management including: 
system upgrades, outages, remediation, security warnings (virus alerts, 
phishing concerns, system breaches), etc. 

 

• Help Desk Support 
1. Provide Solution for end user support including staffing model. 
2. Implement hours of operation both during and outside normal business 

hours, weekend and holidays 
3. Determine and provide available options for contact outside of normal 

Help Desk hours, if needed 
4. Determine and implement SLA response time options 
5. Determine and implement standards for ticket resolution and customer 

satisfaction surveys. 
 

• Network 
1. Provide various installation, maintenance, configuration management, 

patching and monitoring for network devices. 
2. Provide mechanisms to stay current with security and configuration 
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standards and best practices. 
3. Provide communications methods and approaches to communicating 

with end users about outages, maintenance cycles, etc. 
4. Provide various approaches to performing regular security audits, 

addressing breaches/intrusion, preventing loss of data and functionality 
as well as reducing downtime. 

 

• Reporting and Documentation 
1. Provide various approaches to documenting implementation of new 

technology, general management, and operations. 
2. Provide Weekly and monthly dashboard reporting on the health if the 

systems, network, and overall environment. 
3. Provide other reporting tools as requested/needed. 

 
END OF SECTION III – CLOUD MANAGEMENT SERVICES SOW 
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LABOR DESCRIPTION 
IT SPECIALIZATION VIII – CLOUD SERVICES 
 

LAUSD Information Technology Division (ITS) requires a team of various 
levels of Cloud Services expertise to support and assist the District on an 
as-needed basis. The Contractor shall provide the resources on demand to 
the District. 

 
The District shall pre-screen resume submission. ITS shall issue Task 
Order(s) with a defined statement of work to be performed and the required 
skill category. Contractor shall not begin work without a valid Task Order. 
The District reserves the right to unilaterally request to replace a personnel 
resource or cancel the entire order upon a 2-day written notice. Contractor 
shall assign a Project Manager who will manage the performance and 
interface with the District. 
The goal is to have resources to support and assist the District will any 
cloud service’s needs. Each project/task may require contractors with one 
or more of the following skills: 
1. Junior Cloud Consultant 
2. Cloud Consultant 
3. Senior Cloud Consultant 
4. Cloud Architect 
5. Cloud Enterprise Architect 
6. Project Manager 
7. Project Director
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WORK ORDER SCENARIO 
IT SPECIALIZATION VIII – CLOUD SERVICES 
 

A. PROJECT APPROACH 
1. Discuss your technical solution and provide comprehensive and detailed 
approach in meeting the cloud provider technical requirements. Proposer 
must identify the cloud service model(s) and deployment model(s) it intends 
to provide to LAUSD. 

 
2. Proposer must provide an assessment of its various cloud hosting 
services and compare them against the District’s required services. 
Proposers must explain whether they intend to provide all solutions and/or 
services directly or through the use of Subcontractors. Any Subcontractor 
that the Proposer chooses to use in fulfilling the requirements of the RFP 
must also meet all requirements of the RFP, as applicable to the Solutions 
provided. 

 
3. Proposer must demonstrate its understanding of the requested cloud 
services, and illustrate how it has the necessary means to provide sufficient 
performance expectations and deliverables. 
 
4. Proposer must describe its security practices in place to secure data and 
applications, including threats from outside the service center as well as 
other customers co-located within the same service center. 

 
5. Proposer must describe how it will not access LAUSD user accounts or 
data, except in the course of data center operations, response to service or 
technical issues, as required by the express terms of any resulting 
agreement. 

 
6. Proposer must describe its data confidentiality standards and practices 
to ensure data confidentiality. This must include not only prevention of 
exposure to unauthorized personnel, but also managing and reviewing 
access that administrators have to stored data. Where applicable, Proposer 
must be able to accept and execute LAUSD’s Data Use Agreement. 

 
7. Proposer must describe how it manages the end of life activities of 
closing down a service to LAUSD and safely de-provisioning it before the 
proposer is no longer contractually obligated to maintain the service, 
include planned and unplanned activities. A Proposer’s response should 
include detail on how the Proposer maintains security of the data during 
this phase of an SLA, if the Proposer provides for redundancy during 
migration, and how portable the data is during migration. 

 
8. Specify your data disposal procedures and policies and destruction 
confirmation process. 

 
9. Proposer must describe how it intends to provide an orderly return of data 
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back to the LAUSD, include any description in your SLA that describes the 
return of data to a customer. 

 
10. Proposer must describe the ability to migrate all LAUSD data, metadata, 
and usage data to a successor Cloud Hosting solution provider. 

11. Proposer must describe what transition support is provided when 
server migrations occur including but not limited to different compute tiers 
in Proposer’s cloud structure or moving from Proposer’s cloud solution back 
to LAUSD on prem. 

 
12. Describe how you would respond to the following situations; include any 
contingency plan or policy: 

 
a. Extended downtime. 
b. Suffers an unrecoverable loss of data. 
c. Proposer experiences a system failure. 
d. Ability to recover and restore data within 4 business hours in the 

event of a severe system outage. 
e. Describe your Recovery Point Objective (RPO) and Recovery Time Objective 

(RTO). 
f. Describe your methodologies for the following backup and restore services: 
g. Method of data backups 
h. Method of server image backups 
i. Digital location of backup storage (secondary storage, tape, etc.) 

 
Alternate data center strategies for primary data centers within the continental United 
States. 
 
13. Specify standard encryption technologies and options to protect 
sensitive data, depending on the particular service model that you intend 
to provide. 
14. Proposer must describe its Service Level Agreements, including but 
not limited to: a. ability to guarantee reliability and uptime greater than 
99.5% 

a. uptime service and related Service Level Agreement (SLA) criteria 
b. consequences/SLA remedies if the Proposer fails to meet incident response time 

and incident fix time 
c. procedures and schedules for any planned downtime 
d. ability to print historical, statistical, and usage reports locally 
e. the standard lead-time for provisioning services 

 
15. Describe in detail how you process emergency or rush services 
implementation requests by LAUSD describe its scale-up and scale-down, 
and whether it is available 24x365. 

 
16. Provide a specific point-by-point response, in the order listed, to each 
requirement in the Statement of work section of the RFP. Proposers must 
not provide links to a website as part of its response. 
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17. Describe a plan on how the Proposer will incorporate existing 
agreements for “Bring Your Own License” (BYOL) programs. 

     END OF SPECIALIZATION VIII
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9.  IT SPECIALIZATION IX – SPECIAL EDUCATION DATA MANAGEMENT SYSTEM (SEDM) 
& STUDENT MEDICAL SERVICES MANAGEMENT SYSTEM(SMSM) 
 

STATEMENT OF WORK 
 

Contractor shall perform and furnish staff augmentation services for all or a 
significant amount of skill set/staffing areas in the Special Education Data 
Management System (SEDM) &  Student Medical Services Management System 
(SMSM)Special Education Data Management System (SEDM) &  Student 
Medical Services Management System (SMSM) Services category on an as-
needed basis.  
 
Contractor shall provide the resources on demand to the District. The District’s 
Information Technology Services (ITS) shall issue Work Order with a defined 
statement of work to be performed and the required skill category. Contractor 
shall not begin work without a valid Work Order. The District reserves the right to 
unilaterally request to replace a staff resource or cancel the entire order upon a 
2-day written notice. 
 
Special Education Data Management System (SEDM) &  Student Medical 
Services Management System (SMSM)Special Education Data Management 
System (SEDM) &  Student Medical Services Management System (SMSM) is a 
web-based software system utilized District-wide for the management of online 
Individualized Education Programs (IEPs) and tracking of related services (such 
as speech and language, physical therapy, vision and hearing screenings, 
nursing services, etc.) provided to students during the course of their education. 
Special Education Data Management System (SEDM) & Student Medical 
Services Management System (SMSM) Special Education Data Management 
System (SEDM) &  Student Medical Services Management System (SMSM) 
allows administrators to monitor IEP timelines and delivery of services and 
generate reports to ensure compliance with special education laws and 
regulations. Special Education Data Management System (SEDM) & Student 
Medical Services Management System (SMSM) Special Education Data 
Management System (SEDM) &  Student Medical Services Management System 
(SMSM) is also a behind-the-scenes billing system that electronically invoices 
Medi-Cal and other insurance companies to seek reimbursement for services 
delivered to students. Upcoming enhancements will include: Audiometry (ARU); 
District Validation Review (DVR); Individualized Service Plan (ISP); Parent 
Portal; Infant and Family Service Plan (IFSP). 
 
REQUIREMENTS 
 
1. Application support: 

a. Prompt availability of Special Education Data Management System 
(SEDM) & Student Medical Services Management System 
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(SMSM)Special Education Data Management System (SEDM) &  
Student Medical Services Management System (SMSM) resources 
for all the issues that need immediate attention. 

b. Dedicated time of the development team to resolve bugs and 
issues reported in the system. 

c. Reverse engineering of the code and provide business rules when 
requested. 

d. Technical support of the core application as well as all LAUSD 
customized modules. 

e. Response to investigate application and database downtime issues 
while working with 

f. LAUSD internal teams. 
g. f) Support to various initiative taken by LAUSD to enhance and 

optimize the system and database performance. 
h. g) Maintain and support changes to the interfaces with other 

systems and applications. 
i. h) Technical support to the LAUSD internal development team 

when needed. 
j. Regular meetings of technical team with LAUSD ITS to address 

issues/concerns/new features/enhancements and provide 
solution/recommendations. 

k. No cost minor enhancements to the existing core or customized 
modules. 

l. No cost analysis, feasibility study, functional and technical review, 
and recommendations for major enhancements and new projects. 

2. Application maintenance: 
a. Constant addition of new features and functionality. 
b. Upgrades to user interface that is in line with latest industry and 

web standards. 
c. Browser compatibility with newer browser versions while 

maintaining support to older versions. 
d. Certify system to the highest standards in EHR industry. 
e. Regular addition of new modules and application framework 

upgrades. 
f. Upgrades to the latest and stable database versions that includes 

compatibility analysis, required app modifications, testing, and 
upgrade support. 

3. Gap Analysis: 
a. Special Education Data Management System (SEDM) & Student 

Medical Services Management System (SMSM) will engage a 
senior business analyst who can understand what Special 
Education Data Management System (SEDM) & Student Medical 
Services Management System (SMSM) currently offers or “As Is”. 
Then meet with Special Education Data Management System 
(SEDM) & Student Medical Services Management System 
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(SMSM)-ITS, SPED, and senior ITS members to identify wish list or 
“Desired State”. 

b. Perform the analysis of gaps between “as is” and “desired state”. 
c. Work with Special Education Data Management System (SEDM) & 

Student Medical Services Management System (SMSM) team and 
identify what items under “Desired State” are 

i. “Enhancements” 
ii.  Should have been “Part of Special Education Data 

Management System (SEDM) &  Student Medical Services 
Management System (SMSM) Upgrade” i.e. UI update, IEP 
dashboard for user, IEP module mods etc. 

d. d) Present these gap analyses to all LAUSD stakeholder and get 
their consent. 

e. e) Perform competitive analysis and gather ideas and features that 
can be beneficial for 

f. LAUSD, from various IEP tracking products out in the market. This 
can include: 

i. Auto fill IEP forms based on the historic data gathered. 
Questionnaire based interactive forms instead of the flat 
HTML forms. 

ii. Automatic creation, tracking, and assignment of services 
based on IEP 

iii. One click reviews of providers caseloads and service 
sessions assignments 

iv. Drag and drop calendar single/multiple caseloads scheduling 
v. Personalized dashboard to keep the users informed about 

the upcoming tasks and assigned tasks 
4. Details Project Plan and Proposal: 

a. Based on the above Gap Analysis prepare detailed plan to reach 
“Desired State”. 

b. Provide project plan with timelines and phases for items identified 
as “Part of upgrade” 

i. There are no-cost associated with these upgrades. 
c. Submit cost proposals with timelines for items identified as 

enhancements. 
5. Native App for iOS 

a. Special Education Data Management System (SEDM) &  Student 
Medical Services Management System (SMSM) will offer iOS app, 
as is, at no user or license cost. 

b. Provide cost proposal for required customization and changes. 
6. Existing and upcoming features. Present existing and upcoming features that 

Special Education Data Management System (SEDM) &  Student Medical 
Services Management System (SMSM) offers as part its core application. 
These features include: 
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a. Action driven service dashboard to easily track service delivery, IEP 
prescription, missing services, and overdue session notes. 

b. Action driven IEP dashboard to easily track IEP due dates, 
Assessments, and IEP Tests. 

c. Infant and Family Service Plan Portal 
d. District Validation Review Portal 

 
 
LAUSD Information Technology Services (ITS) requires a team of various levels 
of Special Education Data Management System (SEDM) &  Student Medical 
Services Management System (SMSM)’s 
Education Suite Enterprise Edition (WES) expert analysts, programmers, project 
managers, and 
technical trainers to support and assist with the continued functional 
enhancement and support of 
the Special Education Data Management System (SEDM) &  Student Medical 
Services Management System (SMSM) Software on an as-needed basis. The 
Contractor shall provide the resources on 
demand to the District. 
 
The District shall pre-screen resume submission. ITS shall issue Task Order(s) 
with a defined statement of work to be performed and the required skill category. 
Contractor shall not begin work without a valid Task Order. The District reserves 
the right to unilaterally request to replace a personnel resource or cancel the 
entire order upon a 2-day written notice.  
 
Contractor shall assign a Project Manager who will manage the performance and 
interface with the District. The goal is to have resources to assist with the 
development and implementation of enhancements and software changes 
required for the Special Education Data Management System (SEDM) & Student 
Medical Services Management System (SMSM). 
 
Each project/task may require contractors with one or more of the following skills: 

1. Special Education Data Management System (SEDM) & Student 
Medical Services Management System (SMSM) Project Manager 

2. Special Education Data Management System (SEDM) & Student 
Medical Services Management System (SMSM) Project 
Coordinator 

3. Special Education Data Management System (SEDM) & Student 
Medical Services Management System (SMSM) Database 
Administrator 

4. Special Education Data Management System (SEDM) & Student 
Medical Services Management System (SMSM) Software 
Development Services 

5. Senior Business Analyst 
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6. Business Analyst 
7. Special Education Data Management System (SEDM) &  Student 

Medical Services Management System (SMSM) Billing Coordinator 
8. Special Education Data Management System (SEDM) &  Student 

Medical Services Management System (SMSM) system Architect 
9. Special Education Data Management System (SEDM) &  Student 

Medical Services Management System (SMSM) Training 
Resources 

 
 

END OF SPECIALIZATION IX 
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10.  IT SPECIALIZATION X – ERP SERVICES 
 

STATEMENT OF WORK 
 

SAP Services 
Contractor shall perform and furnish SAP staff augmentation services for 
all or a significant amount of skill set/staffing areas in the SAP Support 
Services category on an as-needed basis. Contractor shall provide the 
resources on demand to the District. The District’s Information Technology 
Division (ITS) shall issue Work Order with a defined statement of work to 
be performed and the required SAP skill category. Contractor shall not 
begin work without a valid Work Order. The District reserves the right to 
unilaterally request to replace a staff resource or cancel the entire order 
upon a 2-day written notice. 

 
Contractor shall assist and support the District’s SAP ERP system. The 
level and patch information for each of the SAP component is shown in the 
table below. The District requires support for the following SAP modules but 
not limited to: FI, CO, FM, GM, AR, CR, AP, AM, PS, HCM (HR, Payroll, 
Time, PA & OM), SCM, SRM, WM, MM, Travel, ESS, MSS, SUS, eRC, 
BW, HANA,, Portal, GRC,TREX, Xi/Pi, and Solution Manager. These 
services will provide expertise and support to all production and non-
production environments for the SAP system. The services shall include 
SAP related projects and upgrades as defined by the District. Contractor 
shall assign a Project Manager who will manage the performance and 
interface with the District. 

 
The District’s SAP system information: 
SID Component NetWeaver - Level/Patch-stack 
PA1 SAP NetWeaver 7.3 730 - 09 
PB1 SAP BW SAP NetWeaver 7.4 
PE1 EHP6 FOR SAP ERP 6.0 SP Stack 24 
GRP SAP GRC Access Control 10.1 
PO1 SAP SOLUTION MANAGER 7.2 SP Stack 10 
PP1 SAP NetWeaver 7.3 730 - 09 
PP4 SAP NetWeaver 7.3 730 - 09 
PR1 SAP ERP 6.0 EHP 7 SP stack 18 
PS1 SAP SRM 7.0 EHP3 SP Stack16 
PV1 SAP SRM 7.0 EHP3 SP Stack16 
PX1 SAP NetWeaver 7.4 SP Stack 2 
PG1 SAP Gateway SAP Gateway 2.0 
PLT SAP LT replication server SAP NetWeaver 7.5 
Ariba SAP Ariba SaaS 
Concur SAP Concur Solution SaaS 
Success Factor Success Factor SaaS 
DL1 SAP LAMA On AWS and as well as SaaS 
SAP BTP SAP BTP SaaS 
SAP IAS SAP BTP SaaS 
TBD S4H4 / S4HANA S/4 Hana 
SAP VIM  Invoice Capture Center, Archive 

Center, Directory Services, Capture 
Center and Web Viewer 

VIM 
 

BSI BSI BSI12 
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A. Technical Skill Set/Staff 

1. SAP Basis Administration 
2. SAP HANA Administration 
3. SAP ASC Database Administration 
4.  Solution Manager Administration 
5. SAP LAMA and PCA administration. 
6. SAP SaaS application interface administration 
7. SAP BTP, IAS, CC etc administration 
8. SAP SaaS application access management. 
9. SAP data Protection and Audit support. 
10. OpenText Administration 
11. Business Objects Administration 
12. Oracle Database Specialist 
13. SAP Portal Development 
14. SAP ABAP Development 
15. SAP Workflow Development 
16. SAP eRecruit Development 
17. SAP Fiori, Gateway Development 
18. SRM and SUS Development 
19. SAP XI/PI/PO Development 
20. SAP Systems and Programming Manager 
21. SAP BW ETL and Query Development 
22. SAP HANA SQLScript Development 
23. Business Objects Development 
24. SAP Concur 
25. SAP Ariba 
26. SAP SuccessFactors 
27. Business Objects Reports and Analytics Development 
28. OpenText and SAP VIM Development 
29. SAP testing tool worksoft, Tricentis, UIPath 
30. AP Security Administration (with HCM structural authorization) 
31. SAP GRC Administration 
32. SAP Saas Application security administration. 
33. OpenText Security Administration 
34. BMC Control-M Job Scheduling and Controlling Specialist 
35. SAP Data Archiving Specialist 
36. SAP Training 
37. SAP Performance and Stress Testing 
38. C 
39. Azure Virtual Desktop Specialist 
40. SAP testing specialist using following tools (Tricentis, UIPATH, worksoft.) 
41. Data Sync Manager 
42. BSI 

 
B. SAP Functional Analyst Staff 

1. Finance: FI, CO, FM, GM, AR, CR, AP, AM, PS, CLM, Plant Maintenance 
2. HCM: HR, Payroll, CATS (Time), Benefits, eRecruit, PA, OM, ESS, MSS, 
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SuccessFactors 
3. Procurement: SCM, SRM, WM, MM, SUS, Travel, Concur, Ariba 
4. Business Intelligence: BW on HANA, Business Objects 

 
1. REQUIREMENTS 
Contractor shall provide the following tasks but not limited to the following: 

 
1. Apply SAP Basis skills and best practices to install, upgrade, and 

maintain all aspects of an SAP enterprise software system on Linux, 
Unix and Windows platforms. 

2. Analyze system performance and adjust various tuning parameters to 
maintain optimum utilization including application server load 
balancing, operation modes, background jobs, and spool 
management. 

3. Resolve problems related to SAP software,application procedures by 
identifying strategies for problem resolution and by implementing 
processes to prevent service disruption. 

4. Interact with SAP implementation staff, other District Information 
Technology Division (ITS) staff, and other stakeholders to analyze 
proposed changes to SAP. 

5. Perform SAP system and client maintenance including client copy, 
export, and import, system profile maintenance, and administration of 
the SAP Online Support System (OSS) and notes implementation. 

6. Perform systems analysis, programming, and development of complex 
Enterprise wide SAP projects. 

7. Perform technical analyses of business requirements to identify 
solutions. 

8. Confer with management, operating unit personnel, and customers to 
define the scope of the information requirements and evaluate 
alternative approaches. 

9. Design new functionalities to meet the District’s requirements and 
improve system efficiency. 

10. Develop integration processes and programs using SAP’s 
development tools. 

11. Perform development tasks, including: application architecture, data 
modeling, object modeling, interface design, workflow design, 
development, and unit, system and integration testing. 

12. Provide design alternatives and solutions for portals & content 
management applications functionality. 

13. Design and development of SAP enterprise portal applications. 
14. Design, build and maintain portal content as well as linking portal 

design and user management to user and role-based security. 
15. Identify, investigate, analyze, and recommend solutions to software 

integration problems. 
16. Software design and development, test, implement, maintain, and 

enhance SAP programs that require innovative and/or diversified 
approaches to the resolution of problems. 

17. Identify, investigate, analyze, and recommend solutions to software 
problems including custom programs, reports, interfaces, conversions, 
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forms, and workflows. 
18. Develop programs using SAP’s Legacy System Migration Workbench 

and/or Batch Data 
19. Conversion Utility Facilities to convert data from external systems to 

the SAP enterprise system and to facilitate periodic mass changes to 
data in the system. 

20. Participate in the on-going maintenance, support, troubleshooting, and 
integration of developed applications. Manage competing task priorities 
for developers and communicate status and issues to department 
managers and project managers. 

21. Instruct assigned programming personnel in applying innovative and 
advanced analytical and programming techniques to the resolution of 
problems. 

22. Provide training and mentor lower-level technical staff; provide 
knowledge transfer to District personnel. 

23. Provide security design and configuration expertise across supported 
applications, including, but not limited to SAP ECC, BW HANA, 
eRecruit, HCM, ESS, MSS and Portals, and SRM to implement 
solutions to meet management control and usability requirements. Also 
provide deep knowledge of the underlying security authorization 
concept architecture and the associated security-related authorization 
object field values and how they affect business processing. 

24. Provide timely and effective production support. 
25. Provide technical support to develop and maintain required software to 

support system functionality. 
26. Analyze SAP security problems and resolve quickly. 
27. Partner with business process teams to resolve security-related issues. 
28. Work with the Integration team to manage security in both ECC and 

BW landscapes. 
29. Configure and resolve issues in CUA (Central User Administration). 
30. Provide consulting support services to resolve system issues including 

security issues during each Release and during Production Support. 
31. Develop and maintain all required documentation. 
32. Act as leader in development, implementation and adherence to 

District-sponsored security processes. 
33. Develop solutions for SOD (Segregation of Duties) reporting by 

identifying control issues in Role assignments in the Production 
environments in response to any audit requirements. 

34. Lead the work of IT professionals and perform the most complex tasks. 
35. Plan, schedule, lead, coordinate, delegate, and review the 

programming and development of complex SAP technology projects. 
36. Establish and implement technical procedures for work performed by 

assigned staff. 
37. Mitigate risk to projects and resolve technical problems threatening 

success of projects. 
38. Formulate and compile training manuals and other training aids. 
39. Develop curriculum. 
40. Provide training and responsible for the successful execution of 

training. 
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41. Provide Program/curriculum evaluation and assessment. 
42. Ensure effective training by maintaining excellent presentation skills, 

such as effective interaction between trainers and trainees and 
enthusiasm for subject matter. 

43. Formulate and develop measurement tools to determine training 
effectiveness and progress. 

44. Provide expertise and assistance to the overall architecture and 
configuration of SAP’s Business Warehouse (BW) HANA . 

45. Analyze, design and develop BW on HANA and BW for HANAreports 
and analytics based on functional requirements. 

46. Develop complex technical BW and BW for HANA retractor 
specifications. 

47.  
48. Develop technical blueprint and perform data mapping, logical and 

physical data modeling. 
49. Create new and customize standard BW objects – extractors, ODS’s, 

infocubes, multi- providers, queries. 
50. Maintain and enhance BW objects – extractors, retractors, ODS, 

infocubes, queries. 
51. Performance tuning of BW HANA and BOBJ; optimize data models and 

queries. 
52. Provide technical support in identifying, analyzing, and recommending 

solutions to resolve technical problems related to BW HANA. 
53. Develop test scripts for conducting performance and stress testing of 

the SAP system. 
54. Execute performance and stress testing of the SAP systems including 

SAP ECC, SRM, eRC, ESS, MSS, SUS, Portal, concur, Ariba, SAP 
SuccessFactors and BW HANA. 

55. Develop, configure and implement schema changes for SAP Payroll & 
H4S4. 

56. Develop, configure and implement schema changes for SAP Time 
Management & H4S4. 

57. Provide knowledge and expertise of, but not limited, to the SAP 
modules listed above. 

58. Configure SAP modules pertaining to, but not limited to, the SAP 
modules listed above. 

59. Configure and customize SAP Fiori out of the box and custom 
applications 

60. Develop and customize Web and Mobile frontend and ABAP backend  
services in heterogeneous SAP environment 

61. Oracle OBIEE System and Security administration to install, configure, 
manage, maintain and access control on the environment connected 
to SAP BW System or Business Suite on Hana. 

62. Configure and build SAP BW reports on Oracle OBIEE environment, 
integrated with District’s Enterprise reporting 

63. Build, configure, manage and monitor SAP batch jobs on BMC Control-
M Schedule automation tool. Develop new job automation scenarios 
and administer Control-M tool 

64. Configure, develop, and implement data archiving functionality. 
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65. Develop and execute testing script on LAUSD’s Testing software for 
SAP environment accessed through AVD, Web and Mobile. 

66. Other SAP- related staff augmentation duties as assigned by official 
District representative(s). 

 



 

 
RFP NO.: 2000003306 
ISSUED DATE December 11, 2023 
TITLE:  Cybersecurity Services Bench 

 

104 

LABOR CATEGORIES 
IT SPECIALIZATION X – ERP SERVICES 
 
CATEGORY – SAP SERVICES 

1. SAP Basis Administration 
2. SAP  HANA Administration 
3. SAP ASC Administrator 
4. Solution Manager Administration 
5. SAP LAMA and PCA administration. 
6. SAP SaaS application interface administration 
7. SAP BTP, IAS, CC etc administration 
8. SAP SaaS application access management. 
9. SAP data Protection and Audit support. 
10. OpenText Administration 
11. Business Data warehouse Administration 
12. ODatabase tuning Specialist 
13. SAP Portal Development 
14. SAP ABAP Development 
15. SAP Workflow Development 
16. SAP Success Factors Development 
17. SAP Fiori, Gateway Development 
18. SRM and SUS Development 
19. SAP XI/PI/PO Development 
20. SAP Systems and Programming Manager 
21. SAP BW ETL and Query Development 
22. SAP HANA SQLScript Development 
23. Business Data Warehouse Reports and Analytics Development 
24. OpenText and SAP VIM Development 
25. SAP Security Administration (with HCM structural authorization) 
26. SAP GRC Administration 
27. OpenText Security Administration 
28. BMC Control-M Job Scheduling and Controlling Specialist 
29. SAP Data Archiving Specialist 
30. SAP Training 
31. SAP Performance and Stress Testing 
32. Citrix Specialist with Load Runner for SAP 
33. SAP Functional Analyst HCM: HR, Payroll, CATS (Time), Benefits, eRecruit, PA, 

OM, ESS, MSS, SuccessFactors 
34. SAP Functional Analyst - Finance (FI, Public Sector Budget, CO, FM, GM, AR, 

CR, AP, AM, PS, CLM, Plant Maintenance) 
35. SAP Functional Analyst - Procurement (SCM, SRM, MM, WM, SUS, Travel, 
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Concur, Ariba) 
36. SAP Functional Analyst - Business Intelligence (BW HANA, Business Objects) 
37. OpenText Functional Analyst 
38. SAP interfaces Analyst 
39. SAP cloud Analytics cloud specilist 
40. SAP IAG Specialists. 
41. Azure Virtual Desktop 
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WORK ORDER SCENARIO 
IT SPECIALIZATION X – ERP SERVICES 

Sample Work Order Scenario #1 

SERVICES 
1. Sample Work Order Scenario #1 - SAP Payroll Module Configuration Support 
Provide SAP Payroll Module Configuration support for complex projects 
such as worker’s compensation 

 
Tasks: 
a. Modify the design of the existing inbound interface to correctly prorate 

the amount paid by third- party worker’s compensation administrator 
b. Modify the design of existing outbound interface to correctly calculate the earning 

amount 
c. Provide expert advice and support to the BASE/SAP Payroll team on 

workers compensation and third-party administrator. 
d. Provide technical expert advice to the BASE/SAP Payroll team on payroll 

schema configuration for concurrent employment processing. 
e. Modify the existing payroll schema to calculate the amount and pay employee. 
f. Transfer knowledge to LAUSD Personnel. 

 
2. Sample Work Order Scenario #2 - SAP Time Module Configuration Support 
Provide SAP Time Module Configuration support for a complex project 
such as FMLA leave processing. 

 
Tasks: 
a. Participate in the resolution and appropriate application of the new rules 

to the Time schema and/or FMLA configuration tables. 
b. Design and develop the overall FMLA implementation solution 

spanning the Time schema, FMLA workbench, CATS and/or custom 
tables. 

c. Setup the process to represent and manage FMLA leave using a blend 
of FMLA configuration/Custom tables or any other SAP master data. 

d. Modify the time schema to set up the 12-week validation rules and any 
concurrent leave that falls under FMLA leaves. 

e. Modify CATS exits for usage and/or updates to FMLA workbench or 
custom tables 

f. Develop reports needed to help the business to manage the FMLA 
process 

g. Should do knowledge Transfer to LAUSD Personnel. 
 

3. Sample Work Order Scenario #3 - Procurement Module Configuration 
Support 

The District wants to add an additional warehouse to its Enterprise Structure under a 
new Plant to sell furniture and software items to its schools through the use of Stock 
Transport Orders (STO). Assume the District has only one company code and one 
Purchasing Organization. 
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Tasks 
a. Provide the high-level design of the new warehouse with Storage 

Types, Storage Sections, Picking Areas, Put-Away, Picking Strategy, 
and Outbound Processes. The design shall take into account the 
Security of Software items, integration with Inventory Management, 
Materials Management, and Financial Management. 

b. Provide the financial configurations that will be required. 
c. Provide the configuration that will be required to establish the new 

Warehouse under a new plant 
d. Provide a proposed Enterprise Structure of the new Warehouse. 
e. Provide a project plan on how long it will take to establish the new 

Warehouse. 
 

4. Sample Work Order Scenario #4 - SAP ABAP Programming Support 
LAUSD is planning to implement BMC Remedy Asset Management (RAM) 
to track, manage and maintain all IT assets procured via on-premise SAP 
systems (Shopping cart created in SAP SRM and PO are created in SAP 
ECC with SRM Extended classic scenario). District planning to build 
integration between SAP and Remedy Asset Management (RAM) systems 
and would like vendors to propose a feasible solution that minimizes the 
effect on existing production environment. 
BMC Remedy Asset Management (RAM) is a cloud-based solution and 
published various WebService APIs to be consumed by third-party systems.  
 
The following is a list of the out-of-the- box interface forms available for 
BMC Asset Management: 
a. AST:PurchaseRequisitionInterface_Create — Creates a purchase 

requisition and related work information record 
b. AST:PurchaseLineItemInterface_Create — Creates a purchase line 

item and related work information record Note: A PO can be created 
depending on the input status. 

c. AST:WorkInfoInterface_Create — Creates a work information record for 
either purchase requisition or purchase line item 

d. AST:PurchaseRequisitionInterface — Queries and modifies a purchase 
requisition 

e. AST:PurchaseOrderInterface — Queries and modifies a PO 
f. AST:PurchaseLineItemInterface — Queries and modifies a purchase 

line item The following is a list of the web services available for BMC 
Asset Management. 

g. AST_PurchaseRequisitionInterface_Create_WS — Supports the 
creation of parent purchase requisitions and child purchase line items.  

h. It also supports the creation of a work information record for parent and 
child items. A PO can be created depending on the status of the 
purchase requisition and purchase line items. 

i. AST_PurchaseRequisition_QueryModify_WS — Queries and modifies 
purchase requisitions and its work information records and purchase 
line items 

j. AST_PurchaseOrder_QueryModify_WS — Queries and modifies a PO 
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and its purchase line items 
k. AST_PurchaseLineItem_QueryModify_WS — Queries and modifies 

purchase line items and its work information records and return records 
l. AST_WorkInfoInterface_Create — Supports the creation of work 

information records for either a purchase requisition or purchase line 
item For more information on these web services, see the BMC 
Remedy IT Service Management 

 
2.5 Sample Work Order Scenario #5 SAP administrative services 
Infrastructure: 

1. Infrastructure management – Provision Cloud environments, 
proactively manage all systems and adhere to defined 
service levels. 

2. Cloud side network and its integration with LAUSD network  
3. Service management – 24X7 monitoring of SAP systems and 

incident management.  
4. Cyber Security deployment and maintenance of security 

configurations, processes and policies for full Cyber Security 
operations to secure SAP environment (storage, OS, 
network, database, applications and interfaces). 

5. End to end compliance risk management for cloud real 
estate.  

6. Tenant administration and architectural support.  
7. Advanced reporting of environment and growth forecasting. 

Application and database size analyses and deploy changes 
in the cloud.  

8. End-user support.  
9. Manage Moves, adds or changes in hyperscale environment. 
10. Policy management.  
11. Predict and report Cloud real estate cost of SAP environment 

 
SAP application: 

1. Schedule and upgrade to keep system up to date. 
2. Upgrade to keep systems secure. 
3. Upgrade to keep systems integrated.  

Support:  
1. Monitor, manage and resolve problem tickets/ work orders/ change 

orders etc.,  logged in district application (Remedy). 
2. Monitor, manage and support add-hoc users requests. 
3. Create, manage, coordinate system changes. 
4. Support the ad-hoc system refresh requests. 

a. Housekeeping task such as monitoring, health check, backup 
and recovery, issue detection and resolution etc. 

b. Application Managed service 
i. OS and DB related maintenance and housekeeping 
ii. Application related maintenance, updates and upgrades 
iii. Application vulnerability and threat detection, 

neutralization, and management 
iv. Application Availability and accessibility 
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v. Plan and implement Disaster recovery, support and 
manage disaster recovery 

c. incidents and conduct annual DR test exercises 
5. District might plan further migrations such as S4HANA, H4S4., 

Managed services resources to support requests from those projects 
Upgrades: 
1. Schedule and upgrade to keep system up to date including EHP and 

Version upgrades.  
2. Upgrade/Update to keep systems secure. 
3. Upgrade/Update to keep systems integrated.  
Support:  
1. Monitor, manage and resolve problem tickets/ work orders/ change 

orders etc., logged in district application (Remedy). 
2. Monitor, manage and support add-hoc users requests.  
3. Create, manage, coordinate system changes.  
4. Support the ad-hoc system refresh requests.  
5. SAP Housekeeping task such as monitoring, health check, backup and 

recovery, issue detection and resolution etc. 
6. Support the future migration from SAP ECC to SAP S/4HANA and 

manage ripple effect on applications and skills like SAP® Fiori, SAP 
S/4HANA, SAP BPC, SAP IBP, and many others  

 
 

END OF SPECIALIZATION X 
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7. IT SPECIALIZATION XI – FACILITY MANAGEMENT SYSTEM 
 

STATEMENT OF WORK 
 

Under the terms of the resulting contract and at the District's request, the 
Contractor will provide consulting services in support of systems related to the 
management of District facilities.  These systems include but are not limited to 
Computerized Maintenance Management Systems/Asset Work Management 
System (CMMS/AWMS), Construction Program and Project Management, 
Computer-Aided Facility Management (CAFM). 
 
Skill sets to be provided include, but are not limited to, knowledge of the following:  
  
  
Technical Areas  
 
1. CMMS/AWMS  

• IBM Maximo  
2. Computer Aided Facilities Management  

• Autodesk CAD Product Suite  
• Autodesk Revit (BIM)  
• ESRI ArcGIS platform  
• Oracle Spatial  

3. Construction Program and Project Management  
• Primavera P6  
• Bluebeam  
• SketchUp  
• Enercalc  

4. Software Development  
• Java, J2EE, JSP  
• Spring/Hibernate   
• .NET Core  
• .NET Web API  
• ASP .NET MVC  
• Oracle APEX  
• TCL  
• Python  
• JavaScript  
• TypeScript  
• HTML/CSS  
• XML  

5. Open Source  
• JQuery  
• D3 JS  
• OpenLayers   
• OpenACS   
• NodeJS  



 

 
RFP NO.: 2000003306 
ISSUED DATE December 11, 2023 
TITLE:  Cybersecurity Services Bench 

 

111 

• AngularJS  
• React, React Native  

6. Databases and Reporting  
• Oracle RDBMS  
• Oracle Spatial  
• SAP HANA  
• Jasper Reports   
• Power BI 
• Tableau 
• PostgreSQL  
• PostGIS  
• SQL Server  

7. Identity Management  
• Oracle OCI IDM  
• Okta  
• CyberArk  
• ENtrust  
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IT SPECIALIZATION XI – FACILITY MANAGEMENT SYSTEMS 
 
LABOR DESCRIPTION 

  
1. Business Analyst  

Business Analysts must possess an understanding of current information 
technology with an ability to conceptualize solutions to business problems in 
the most effective and cost- efficient manner. They will typically consult with 
management to determine goals and objectives and then design applications 
to meet them. They provide ongoing support and maintenance for 
applications to help organization meet business objectives. They participate 
in the design, development and delivery of training to users on application 
functionality and respond to user requests and questions regarding system 
functionality and enhancements.  

  
2. Developer  

Developers must possess general knowledge in analyzing information, 
general programming skills, software design, software debugging, software 
documentation, software testing, problem solving, teamwork, software 
development fundamentals, software development process, and software 
requirements. They help design and develop programs for desktop and 
distributed environments which include personal computers, client server 
environments, and browser-based or n-tier environments. They also develop 
design specifications and/or translate detailed design specifications into 
computer software code. Additionally, they will test, debug, and refine the 
computer software code to produce the required product as well as prepare 
required documentation, including both program-level and user-level 
documentation.  

  
  

3. Project Manager  

Project Managers must provide competent leadership and be responsible for 
overall direction of a project through successful planning and execution of a 
variety of detailed and diverse elements of project management. They 
possess outstanding interpersonal and communication skills. They complete 
tasks and activities within the required time frames and budget constraints; 
schedule and assign duties to the project team as needed; enforce work 
standards and reviews and resolves work discrepancies to ensure 
compliance with project requirements.  

  
4. Project Director  

Project Directors must provide competent leadership and be responsible for 
overall project direction of one or more projects through successful planning 
and execution of a variety of detailed and diverse elements of project 
management. They possess outstanding interpersonal and communication 
skills. They complete tasks and activities within the required time frames and 
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budget constraints of one or more projects; schedule and assign duties to the 
project team as needed; enforce work standards and reviews and resolve 
work discrepancies to ensure compliance with project requirements  

  
  

5. Architect  

Architects must be responsible for providing high-level software design and 
architecture including software modeling, coding standards, tools and 
platforms of complex systems. They must ensure that systems are 
constructed in a way that best ensures that functional requirements are met 
as well as also ensuring service qualities (performance, scalability, etc.) by 
reviewing and improving on existing systems and making use of new 
technologies and methodologies to seek continual improvement for existing 
systems.  

  
6. Quality Assurance Analyst  

A Quality Assurance must possess general knowledge in developing, 
executing, and implementing test plans and test cases for complex, enterprise 
applications throughout the full lifecycle (SDLC) of the software. Additionally, 
they must be able to write and maintain test manual cases; execute test 
cases; publish test results; and develop quality assurance policy standards. 



 

 
RFP NO.: 2000003306 
ISSUED DATE December 11, 2023 
TITLE:  Cybersecurity Services Bench 

 

114 

IT SPECIALIZATION XII – FACILITY MANAGEMENT SYSTEMS 
 
WORK ORDER SCENARIO 
 
  

1. Sample Work Order Scenario –Developer (.NET)  
Provide support for projects such as the Electronic Capacity Assessment 
Review (ECAR).  ECAR  is an web-based application allows LAUSD 
Principals report classroom utilization at their campus. Minimum three (3) year 
experience performing duties/tasks listed below.  

  
Tasks:  

  
a) Effectively complete applications development by coordinating 

requirements, schedules and activities; troubleshooting development and 
production support issues across multiple environments and platforms;  

b) Lead the system design and development methodologies and toolset to 
deliver a modernized web-based system application;  

c) Perform unit, integration, and load testing of complex websites, systems 
integration and applications interfaces;  

d) Lead role in the design and implementation of databases architecture, as 
well as expert management of data loads and data quality assurance;  

e) Gather customer software requirements and proposed best software 
solution and technologies to address business needs;  

f) Lead role in establishing and implementing consistent standards, practices, 
and procedures that will facilitate a high-quality application delivery to 
district users;  

g) Effectively work with project management, leadership and business users 
to provide time estimates, schedules for projects and any change revisions, 
communicating regularly with department management and functional 
users on project requirements, activities and status;  

h) Participate in application design strategy and team code review meetings;  
i) Provide mentoring as lead to other team members as needed;  
j) Ensure knowledge transfer and documentation of all facets of the system 

application for team members and develop user guide and assistance tools 
to end users.  

  
2. Sample Work Order Scenario – Business Analyst  

Analysis and requirements for new functionality for   projects such as 
Electronic Capacity Roadshow (ECAR).  Meet with stakeholders to and 
provide guidance for developers.(Minimum three (3) year experience 
performing duties/tasks listed below.  

  
Tasks:  

  
a) Collect functional business requirement documents and diagrams with 

technologies, including JAD, UML modeling, group interviews, facilitated 
sessions, prototyping, Mind mapping, and brainstorming. Assists in 
technical analysis and design to propose the solution based on the LAUSD 
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technical environment and technical stack. 
b) Strong experiences in business requirements gathering technologies, 

including JAD, UML modeling, group interviews, facilitated sessions, 
prototyping, Mind mapping, and brainstorming.  

c) Create and manage work orders for enhancements, bug fixes, incident 
change requests tracking in the Team Foundation Server (TFS).  

d) Schedule and coordinate stakeholder meetings to review and design 
business process reengineering and new system process; documenting 
meeting results and follow up with any action items with business users and 
development team.  

e) Conduct user acceptance testing, regression testing, and integration testing 
on release items and creating testing plans and scripts.  

f) Create training material and provide end user trainings to large user groups 
using PowerPoint slideshows and work with multi-media developer to 
create training contents.  

g) Use SQL Server T-SQL and Oracle PL/SQL to create queries on the SQL 
database tables and investigate on data issues.  

h) Maintain SharePoint project site for the project team, sponsors, and 
stakeholders.  

i) Good knowledge and experiences in Agile and Waterfall methodologies and 
practices in software development life cycle.  

j) Provide customer support and help identifying the root causes of system 
performance issues and bugs.  

k) Knowledge transfer to LAUSD ITS technical and development teams 
regarding install, configuration, and deployment of environments and portal, 
application, reports, data integration and system administration with detain 
documentations.  

l) Provide business end users training  
 

3. Sample Work Order Scenario – Project Manager  
Project management support for projects such as Electronic Capacity 
Assessment Roadshow.  Provide Minimum three (3) year experience 
performing duties/tasks listed below.  

  
Tasks:  

  
a) Collect functional business requirements using interviews, document 

analysis, business process descriptions, use cases, task, and workflow 
analysis.  

b) Create and manage work orders for enhancements, bug fixes, and 
incident change requests, budget allocations in the TFS or Azure 
DevOps.  

c) Schedule team meetings to review and discuss new requests with 
business units and cross- functional teams. Provide and distribute meeting 
minutes.  

d) Coordinate user testing on release items and creating testing scripts.  
e) Manage SharePoint or MS Teams project site for the project timeline, 

task, communication and document collection.  
f) Negotiate the performance of activities with team members and their 
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managers if operating in a matrix environment.  
g) Coach to clarify assignments and deliverables; mentor others in the 

project management practices; review quality of work and manages 
integration of team members’ work.  

h) Co-create a project charter with the team, including the definition of 
completion criteria.  

i) Manage and communicate a clear vision of the project’s objectives and 
motivate the project team to achieve them; create a project environment 
that enables peak performance by team members.  

j) Organize the work into manageable activity clusters (phases) and 
determine an effective approach to completing the work.  

k) With Estimator(s), compile a complete and accurate estimate of a 
projects, utilizing reserves appropriately, with Project Planner(s), prepare 
project plan and obtain management approval.  

l) Analyze risks, establish contingency plans and identify trigger events and 
responsibility for initiating, mitigating action. Oversee activities of Risk 
Administrator. Gather stakeholder input, rank the top project risks in terms 
of total impact.  

m) Work with Planner/Scheduler/Controller in tracking and reporting on 
progress to plan, cost and schedule reporting and change control.  

n) Analyze the actual performance against the plan and make adjustments 
consistent with plan objectives.  

o) Manage relationships with project stakeholders, including internal and 
external clients and vendors, keeping the stakeholders informed of 
progress and issues to manage expectations on all project requirements 
and deliverables.  

p) Involve functional expertise and subject matter expert staff in design 
reviews and key decisions.  

q) Manage outsourced software development vendors involved in the 
project(s).  

 
END OF SPECIALIZATION XI 
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SECTION I (Continued) 
 

 
INSTRUCTIONS TO PROPOSERS 

 
INST.  
NO.  DESCRIPTION 
lP-1 EXAMINATION OF RFP DOCUMENTS 

lP-2 INTERPRETATION OF RFP DOCUMENTS 

lP-3 PREPARATION OF PROPOSAL 

lP-4 MODIFICATION AND ALTERNATIVE PROPOSALS 

lP-5 PRE-PROPOSAL CONFERENCE 

lP-6 ADDENDA 

lP-7 SIGNING OF PROPOSAL AND AUTHORIZATION TO NEGOTIATE 

lP-8 WITHDRAWAL OF PROPOSALS 

lP-9 INSURANCE REQUIREMENTS 

lP-10 SUBMISSION OF PROPOSAL 

lP-11 PROPOSAL EVALUATION PROCESS 

lP-12 DEBRIEFING 

lP-13 PUBLIC RECORDS ACT 

lP-14 DISTRICT RIGHTS 

lP-15 DISTRICT OWNERSHIP OF PRODUCTS 

lP-16 COMMUNICATION WITH THE DISTRICT 

lP-17 DISQUALIFICATION OF PROPOSERS 

lP-18 EXECUTION OF CONTRACT 

lP-19 FINGERPRINTING 

lP-20 FILING OF PROTESTS 

lP-21 SMALL BUSINESS ENTERPRISE (SBE) UTILIZATION PROGRAM 

IP-22 LAUSD’S ETHICS STANDARDS 

IP-23 MANDATORY LOBBYING DISCLOSURE 

IP-24 PRE-AWARD AUDITS 
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LOS ANGELES UNIFIED SCHOOL DISTRICT 
 

SECTION I (Continued) 
 

INSTRUCTIONS TO PROPOSERS 
 
To be considered by the District for a contract award, proposals shall be prepared and submitted in 
accordance with these Instructions to Proposers. 
 
IP-1  EXAMINATION OF RFP DOCUMENTS 
 
  The proposer shall be solely responsible for examining the enclosed RFP Documents, including 

any addenda issued during the Proposal period and for informing itself with respect to any and all 
conditions that may in any way affect the amount or nature of the proposal or the performance of 
the services in the event the proposer is . No relief for error or omission will be given. 

 
IP-2  INTERPRETATION OF RFP DOCUMENTS 
 

Prospective proposers with questions regarding interpretation or clarification of the RFP 
document shall put all questions in writing and submit them via to the District’s Vendor 
Registration website (http://psd.lausd.net/procurementOpportunities.asp). The District’s 
responses to requests for interpretation or clarification which require a change in the Statement 
of Work or in the RFP requirements will be made in writing via RFP addendum.  

   
The proposer must acknowledge receipt of any and all addenda in the proposer’s Proposal 
Letter. The District shall not be bound by, and the proposer shall not rely on, any oral 
interpretation or clarification of this RFP document. 

 
IP-3  PREPARATION OF PROPOSAL 
 
  Each proposal must be formatted in accordance with the requirements specified in Proposal 

Submittal Requirements. Accordingly, each proposal must include the Proposal Letter/Certificate 
of Acceptance provided with the RFP documents. The Proposal Letter/Certificate of Acceptance 
and any other certifications or forms that require a signature for the proposer shall be executed 
by an authorized signatory as described in IP-7, the instructions entitled "SIGNING OF 
PROPOSAL AND AUTHORIZATION TO NEGOTIATE." All Proposals shall be prepared by and 
at the expense of the proposer. 

 
IP-4  MODIFICATIONS AND ALTERNATIVE PROPOSALS 
 
  The proposer shall submit its basic proposal in strict conformity with the requirements of this RFP 

document. Proposers are cautioned to limit exceptions, conditions, limitations or new provisions 
in their proposal as such restrictions and new provisions may be determined sufficiently significant 
to cause the proposal’s rejection. 

 
  In addition to submitting proposals that conform in every respect to the requirements of this RFP, 

proposers may also submit alternate proposals in response to this RFP as complete separate 
offers, if the alternate proposals offer technical improvements or modifications that are to the 
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overall benefit of the District. The District reserves the right to accept or reject any alternate 
proposal. Oral, e-mailed, faxed, or telephonic proposals and/or modifications will not be 
considered. 

 
IP-5   PRE-PROPOSAL CONFERENCE 
 
  The District may conduct a pre-proposal conference. In that event, proposers are invited to 

attend. Unless specifically stated in the RFP, attendance is not mandatory to be considered for 
award of a contract. Should the District elect not to hold a pre-proposal conference, its decision 
shall not relieve the potential proposer of the proposer’s sole responsibility for informing itself 
with respect to any and all conditions as required by Instruction to Proposers IP-1, entitled 
EXAMINATION OF RFP DOCUMENTS. 

 
IP-6  ADDENDA 
 

The District reserves the right to revise the RFP Documents prior to the proposal submittal due 
date. Such revisions, if any, will be made by addenda to this RFP. Notice of the online 
availability of such addenda will be furnished, without additional charge, to all those who have 
downloaded this RFP. 
 
If an addendum includes significant changes, the proposal submittal due date may be 
postponed by the number of days that the District considers appropriate for Proposers to revise 
their proposals. The announcement of a new due date, if any, will be included in the addendum. 
In any event, the last addendum will be issued no later than five (5) working days prior to the 
proposal submittal due date. 
 
Proposers shall acknowledge receipt of all addenda to the RFP documents in the proposer’s 
Proposal Letter. Failure to acknowledge receipt of all addenda may render the proposal non-
responsive. 
 

IP-7  SIGNING OF PROPOSAL AND AUTHORIZATION TO NEGOTIATE 
 
  All proposals submitted shall be executed by the proposer or by its authorized representative. In 

addition, the proposer must identify those persons authorized to negotiate on its behalf with the 
District in connection with this RFP. 

 
IP-8  WITHDRAWAL OF PROPOSALS 
 
  A proposal may be withdrawn by the proposer by means of a written request signed by the 

proposer or its properly authorized representative. Such written request shall be delivered to the 
Contract Analyst identified in the Request for Proposal Letter prior to the due date and time for 
submittal of proposals.  

 
lP-9  INSURANCE REQUIREMENTS 
 

As part of its proposal, the proposer shall provide the District with satisfactory evidence of 
insurance coverage as indicated in the RFP document, and shall confirm that such coverage 
is in full force by providing properly executed certificates of insurance. Alternatively, if the 
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proposer will obtain the required insurance coverages prior to the District’s issuance of the 
executed contract, a letter from the proposer’s insurance agent or broker may be used to 
demonstrate satisfactory intent to provide coverage. However, properly executed certificates 
of insurance indicating that the required coverages are in full force must then be provided to 
the District prior to the proposer’s receipt of a fully executed contract.  

 
IP-10  SUBMISSION OF PROPOSAL 
 
  Each proposal must be received by the District at the address shown on the Request for Proposal 

Letter at or before the due date and time shown in that letter. It is the Proposer's sole responsibility 
to ensure that its proposal is received as stipulated. The District may leave unopened any proposal 
received after the date and time for receipt of proposals. Any such unopened proposal may be 
returned to the proposer. 

 
IP-11  PROPOSAL EVALUATION PROCESS  
 

The proposal evaluation period will close upon the District’s completion of its review and 
evaluation of proposals received. The District shall not give notice to the proposers of the close 
of the proposal evaluation process. A proposal not meeting the requirements set forth in this 
RFP may be rejected as being non-responsive and/or as reflecting a proposer who is non-
responsible. 
 
All proposals shall be evaluated for responsiveness to the requirements of the RFP and to the 
responsibility of the proposer. A proposal shall be considered responsive if it complies in all 
material respects to the requirements of the RFP documents.  
  
Responsibility is defined as the apparent ability of the proposer to meet and successfully 
complete the requirements of the contract that is to result from the procurement. Responsibility 
includes consideration of a proposer’s trustworthiness, the quality of past performance, 
financial ability, and fitness and capacity to do the proposed work in a satisfactory manner. 
Proposers may be required to present further evidence that they have successfully performed 
similar work of comparable magnitude or provide other proof satisfactory to the District that 
they are competent to successfully perform the work.  
 
In addition, the District reserves the right to request payment and performance bonds as the 
District deems appropriate. 

   
lP-12  DEBRIEFINGS 
 
  Debriefing requests must be received by the District within ten (10) calendar days after the 

District’s issuance of the Notice of Intent to Award. No debriefing shall take place until after the 
execution of the contracts that result from this procurement. Requests for debriefings must be 
submitted in writing. Debriefings shall be confined to a discussion of the proposer’s proposal and 
that proposal’s advantages and disadvantages in relation to the requirements of the RFP. The 
debriefing shall not include point-by-point comparisons of the debriefed proposer’s proposal with 
those of other proposers. Moreover, the debriefing shall not reveal any information prohibited from 
disclosure. 
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IP-13  PUBLIC RECORDS ACT 
 
  Responses to this RFP shall be subject to the provisions of the California Public Records Act.  
 
  Those elements in each Proposal that are trade secrets as that term is defined in Civil Code 

section 3426.1(d) or otherwise exempt by law from disclosure and that are prominently marked 
as "TRADE SECRET," "CONFIDENTIAL," or "PROPRIETARY" may not be subject to disclosure. 
However, it is incumbent on the proposer to assert any rights to confidentiality and to seek and 
obtain a court order prohibiting the release of such information. Under no circumstances will the 
District be responsible or liable to the proposer or any other party for the disclosure of any such 
labeled information, whether the disclosure is required by law or a court order or occurs through 
inadvertence, mistake, or negligence on the part of the District or its officers, employees, and/or 
contractors.  

   
  The proposer, at its sole expense and risk, shall be responsible for prosecuting or defending any 

action concerning the information contained in the proposer’s proposal and shall hold the District 
harmless from all costs and expenses, including attorneys’ fees, in connection with such action. 

 
IP-14  DISTRICT RIGHTS 
 
  The District may investigate the qualifications of any proposer under consideration, require 

confirmation of information furnished by a proposer, and require additional evidence of 
qualifications to perform the services described in this RFP. Furthermore, the District reserves the 
right to: 

 
1. Reject any or all of the Proposals, 
2. Issue subsequent RFPs for the same statement of work, 
3. Cancel the entire RFP, 
4. Remedy errors in the RFP,; 
5. Reduce the scope of work if in the best interest and at the sole discretion of the District; 
6. Appoint evaluation committees to review proposals; 
7. Seek the assistance of technical experts to review proposals; 
8. Approve or disapprove the use of particular subcontractors and suppliers; 
9. Establish a short list of proposers eligible for discussions, clarifications or interviews after 

review of written proposals; 
10. Negotiate with any, all, or none of the proposers; 
11. Solicit best and final offers from all, some or none of the proposers; 
12. Award a contract to one or more (or none) of the proposers;  
13. Accept other than the lowest priced proposal; 
14. Waive informalities and irregularities in proposals; 
15. Award a contract without discussions or negotiations; 
16. Disqualify proposers upon evidence of collusion with intent to defraud or other illegal practices 

on the part of the proposers; 
 
 This RFP does not commit the District to enter into a contract nor does it obligate the District to pay 

for any costs incurred in the preparation and submission of proposals or in anticipation of a contract.  
 
IP-15 DISTRICT OWNERSHIP OF PRODUCTS 
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 Excluding licensed software and other mutually agreed upon products, all deliverables and products 

developed and delivered in association with any contract awarded as a result of this RFP shall be 
the property of and belong solely to the District. 

 
IP-16 COMMUNICATIONS WITH THE DISTRICT  
 
 All communications shall be in writing. All communications regarding this RFP between potential 

proposers and the staff of the District (including District consultants) shall be addressed only to the 
Contract Analyst identified in the Request for Proposal Letter, except for proposer questions 
submitted prior to the proposal due date and inquiries of the District’s Ethics Office.  

 
 At no time prior to the District’s Notice of Award shall proposer(s) contact other District officials or 

personnel regarding this RFP or any contract(s) to be awarded in response hereto. To do so may 
subject the proposer to disqualification. 

 
lP-17 DISQUALIFICATION OF PROPOSERS 
 

Contractors, subcontractors or suppliers that do not comply with all requirements associated with the 
RFP documents may be found non-responsive. 

 
Any person, firm, corporation, joint venture, partnership, or other interested party that has been 
compensated by the District or a by a contractor engaged by the District for assistance in preparing 
the RFP documents and/or any cost estimate related to this procurement shall be considered to have 
gained an unfair competitive advantage in proposing and shall be precluded (unless the District 
obtains a waiver) from submitting a proposal in response to this RFP.  

 
After the RFP is issued, any person, firm, corporation, joint venture/partnership, or other interested 
party that has discussions regarding this RFP with anyone other than the Contract Analyst may be 
considered to have gained an unfair competitive advantage. Said interested person may be 
disqualified from participating in this RFP process. Potential proposers shall adhere to current District 
policy governing the conduct of all contractors of the District. The current District Contractor Code of 
Conduct can be found at the District’s website: https://achieve.lausd.net/ethics. 

  
IP-18 EXECUTION OF CONTRACT 
  
 The proposer to whom an award is made shall execute the contract within seven (7) calendar days 

after receiving a Notice of Intent to Award unless that timeframe requirement is waived by the District. 
Under no circumstances shall a contractor be entitled to payment from the District for any work begun 
prior to there being a fully-executed contract in place. The District may require appropriate evidence 
that the persons executing a contract for the proposer are duly authorized to do so. 

 
IP-19 FINGERPRINTING 
 
 If the nature of the work is such that the proposer and its staff will have any interaction with the 

District's pupils outside of the immediate supervision and control of the pupil’s parent or guardian 
or a school employee, that proposer will be required to comply with the fingerprinting requirements 
of California Education Code Section 45125.1 and as detailed in the LAUSD contract. In addition, 
to the extent known at the time of the proposal submittal, the proposer must include with the 
proposer’s proposal a list of the names of staff members who may interact with pupils in the 
course of the proposer’s performance of the services that are the subject of this RFP. 

 

https://achieve.lausd.net/ethics
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IP-20 FILING OF PROTESTS FOR NEGOTIATED PROCUREMENTS  
 

All District procurements shall be conducted in a manner which assures that all prospective 
contractors are afforded fair and equal consideration and the award of District contracts preserves 
and protects the integrity of the procurement process. To that end, any interested party who 
desires to raise concerns regarding a District award shall have the right to have its complaint 
considered and resolved administratively by the District in an expeditious manner. “Interested 
party,” as used herein, means an actual or prospective offeror whose direct economic interest 
would be affected by the award of a contract or by the failure to award a contract. 
 
All protests shall be filed, handled, and resolved in a manner consistent with the District’s protest 
procedures. The District will respond to each substantive issue raised in the protest. Protests relating 
to the content of this Request for Proposal document must be filed within ten (10) calendar days after 
the issuance of the RFP document. 
 
Protests relating to a recommendation for contract award must be filed by an “interested party” within 
five (5) business days after release to proposing firms of the Notice of Intent to Award letter. Failure 
to file a timely protest is a failure to exhaust an administrative remedy and shall act as a waiver of 
the right to challenge the recommendation for contract award. 
 
All protests shall be filed in writing with the District’s Chief Procurement Officer, or designee, Los 
Angeles Unified School District, 333 South Beaudry Avenue, 28th Floor, Los Angeles CA 90017. No 
other location shall be acceptable. The protest shall, at a minimum, contain the following: 
 

• The name and address of the interested party and its relationship to the procurement; 
• Identification of the proposed procurement or contract; 
• Substantive description of the nature of the protest; 
• All documentation supporting the allegations of the protest; 
• Statement of the specific relief requested;  
• Identification of the provision(s) of the solicitation, regulations, or laws upon which the protest 

is based; and  
• Signature of an authorized executive with the authority to bind the company.  

 
The Chief Procurement Officer, or designee shall, make a determination on the protest normally 
within (10) working days after its receipt. The Chief Procurement Officer, or designee, has the 
authority to make a final determination and the decision shall constitute the protestor’s final 
administrative remedy. 

 
IP-21 SMALL BUSINESS ENTERPRISE (SBE) UTILIZATION PROGRAM 

 
 Firms submitting proposals for this RFP shall be responsible for the submission of plans to utilize 

SBE firms as part of their proposal response per the 25% SBE goal established by the District’s 
Board of Education. 

 
 SBE credit may be gained from the utilization of SBE firms in either prime or subcontracting 

capacities. 
 

 Responding firms will detail, per SBE Utilization Reports, the percentage or amount of any 
proposal amount to be assigned to SBE firms. 
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 For further details, please see Section II-B4 - Small Business Enterprise (SBE) Utilization 
Program.  

 
IP-22 LAUSD’S ETHICS STANDARDS 
 
 The District’s Contractor Code of Conduct, included as Attachment C, was adopted to enhance 

public trust and confidence in the integrity of the District’s decision-making process, and sets forth 
the ethical standards and requirements that all contractors and their representatives are expected 
to adhere to in their dealings with or on behalf of the District. 

 
 Contractors are responsible for ensuring that all their representatives understand and comply with 

the duties and requirements outlined in the Code and to ensure that their behavior, decisions, and 
actions demonstrate the letter and spirit of this Code. Contractors are encouraged to use training 
resources made available by the District’s Ethics Office and are expected to proactively manage 
any potential ethics concerns that may arise in the course of doing business with the District.  

 
IP-23 MANDATORY LOBBYING DISCLOSURE 
 
 To promote transparency and maintain a fair and open playing field, the District’s Board of 

Education enacted an updated Lobbying Disclosure Code in 2006. The Code applies to vendors, 
contractors, consultants, and other outside organizations that seek to influence District decisions. 
If you or your organization is seeking to influence a purchasing, policy, site selection or any other 
District decision – you may be required to register under the Lobbying Disclosure Code. 

 
 Please note that lobbying activities are defined broadly and include sales and marketing efforts 

directed towards District employees. To learn about the specific criteria that trigger the need for 
organizations and individuals to register, visit the Ethics Office website at 
https://achieve.lausd.net/ethics (click on “Lobbying Disclosure”) or call the Ethics Office at: 213-
241-3330 before your organization begins any efforts to promote products or services at LAUSD.  

 
IP-24 PRE-AWARD AUDITS 
 

1. Definition. A pre-award audit, conducted by the District’s Office of the Inspector General (OIG), 
examines the reasonableness of a contractor’s cost proposal. It may also include an 
examination of the contractor’s internal controls, accounting and billing systems, and financial 
capabilities. 

 
2. All proposers doing business with the District are subject to pre-award audits. The District’s 

Contract Administration Branch may request that the OIG perform pre-award audits on all 
contracts valued at over $5 million. The Contract Administration Branch may request pre-
award audits for contracts valued at $5 million or less. 

 
 

 
END OF INSTRUCTIONS TO PROPOSERS 

 
 

END OF SECTION I 
 

https://achieve.lausd.net/ethics
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SECTION II -  

 
CERTIFICATION FORMS 

 
 

GENERAL INSTRUCTIONS 
 
Proposals should adhere to the following requirements for completing the Certification Forms: 
 
• Certification Forms are to be completed in accordance with the directions thereon and the Instructions 

to Proposers. 
 

• All required explanatory narratives and supplementary data are to be included with the Certification 
Forms as indicated. 
 

• Identify the proposer where indicated on each Certification Form. 
 

• Unless otherwise specified, Certification Forms requiring signature(s) must be executed by the person 
who signs the Proposal Letter. 
 

• Use of black ink and/or typewritten entries is preferred on the Certification Forms and all additionally 
requested information. 

 
Failure to comply with any of the above requirements may render the proposal non-responsive. 
 
 
Certifications forms have been provided as a separate downloadable attachment. 

 
 

END OF SECTION II
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SECTION III 
 

ATTACHMENT A 
 

RESERVED 
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SECTION III 
 

ATTACHMENT B   
 

DISTRICT TERMS AND CONDITIONS  
 

The following is the District’s term and conditions. Proposers are advised to read the Contract in its 
entirety. Any EXCEPTIONS to be taken shall be clearly noted, redlined and identified in the Proposers 
proposal. Unless exceptions are listed, there shall be no negotiation of these terms and conditions.  
 
Exceptions will not be accepted to the following terms and conditions: 
 

• Audits  
• Fingerprinting  
• Required Insurance Coverage 
• Data Use Agreement 
• Indemnification 
• Work-Based Learning Partnership (WBLP) 
• Americans with Disabilities Act 
• Termination for Convenience 

 
 
The District reserves the right to reject a firm, as non-responsive, regardless of the stage of the 
procurement process, if there is a failure to successfully negotiate price/fees, terms and 
conditions, or failure of the firm to satisfy any of the final requirements necessary to do 
business with the District. 
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MASTER INFORMATION TECHNOLOGY 
SERVICES AND SUPPORT AGREEMENT 

 
BETWEEN 

 
THE LOS ANGELES UNIFIED SCHOOL DISTRICT 

 
AND 

 
Vendor 

Street Address 
City, Zip 

POC 
Email  

 
 
 

  
 
 

Period of Performance:  Month Day, Year (the “Effective Date”) through Month 
Day, Year  

 
 
Contractor Service Area(s): Pursuant to Schedule A of this Agreement 

Cybersecurity Services Bench 
  

 
 Contract Type:   Bench – Master Services Agreement 
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MASTER INFORMATION TECHNOLOGY  
SERVICES AND SUPPORT AGREEMENT 

 
THIS MASTER INFORMATION TECHNOLOGY SERVICE AND SUPPORT AGREEMENT (this 
“Agreement”) is made and entered into as of the Day of Month, 20XX, between The Los Angeles Unified 
School District (“LAUSD” or the “District”), and the entity named on the cover page to this Agreement 
and identified as “Contractor” by the parties’ signatures below (“Contractor”). 
 
1. BACKGROUND AND OBJECTIVES 

1.1 Background 
(a) This Agreement is entered into as part of LAUSD’s “Bench Contract Program,” a program 

whereby District enters into an indefinite number of contracts for the future provision of 
information technology services related to LAUSD’s operations.  LAUSD anticipates 
contracting with a variety of potential service providers for such services on a nonexclusive 
basis. 

(b) The Bench Contract Program covers the following types of services: (Name of Services).    

(c) This Agreement sets forth the general terms and conditions governing the contractual 
relationship between LAUSD and Contractor for Contractor’s participation in the Bench 
Contract Program.  Work performed under this Agreement will be pursuant to specific 
terms and conditions set forth in one or more Work Orders executed by the parties 
hereunder. 

(d) Contractor is an established provider of services in the Contractor Service Area described 
below.  Contractor represents that it has, and will have, the skills, qualifications, expertise 
and experience necessary to perform and manage the services described in each Work 
Order in an efficient, cost-effective manner with a high degree of quality and 
responsiveness, and that it has performed and continues to perform similar services for 
other customers in such manner. 

1.2 Objectives 

LAUSD’s objectives in entering into this Agreement include obtaining:  
(a) high quality services in the Contractor Service Area provided in a cost-effective manner;  

(b) a flexible relationship with Contractor under which Contractor will be highly responsive 
to LAUSD requirements as LAUSD may establish them from time to time; and 

(c) consistent and effective management of the relationship between Contractor and LAUSD. 
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2. DEFINITIONS 

2.1 Certain Definitions 

As used in this Agreement and the Schedules, capitalized terms will have the meanings set forth in 
this Article 2 
(a) “Affiliate” means any entity controlled by, controlling, or under common control with, a 

party, where “control” means the possession of the power, directly or indirectly, to direct 
the management and policies of a party whether through the ownership of voting securities, 
contract or otherwise.  

(b) “Charges” means the amounts payable to Contractor by LAUSD as payment in full for 
Services provided under each Work Order.  All Charges will be in U.S. Dollars. 

(c) “Change Order” means an amendment to any Work Order executed by a duly authorized 
representative of Contractor and by District’s Chief Information Officer (or by a District 
officer authorized by the Chief Information Officer to execute Change Orders in his or her 
absence). 

(d) “Confidential Information” means any and all confidential information of LAUSD and/or 
LAUSD’s employees or students and includes, but is not limited to, LAUSD Data, all 
LAUSD student records and personnel records, and the minutes of any and all meetings 
between Contractor and LAUSD regarding this Agreement or the Services.  Except to the 
extent that LAUSD is nonetheless required to maintain applicable information or data as 
confidential, Confidential Information excludes: (i) information independently developed 
by Contractor for a party other than LAUSD without the use of confidential information of 
LAUSD; (ii) information that is or becomes publicly known through no wrongful act of 
Contractor or of any third party; and (iii) any information obtained by Contractor without 
an obligation of confidentiality from a third party who did not receive it directly or 
indirectly from LAUSD. 

(e) “Contractor Commercial Software” means any software used to provide the Services 
that is commercially available off-the-shelf software owned by Contractor or a third party, 
which Contractor makes generally available for licensing by end users and which does not 
result, in whole or in part, from development or customization efforts under this 
Agreement. 

(f) “Contractor Customized Software” means any software used to provide the Services in 
which Contractor or third parties have all right, title, and interest (including ownership of 
copyright), but which is customized or otherwise modified by Contractor pursuant to the 
terms of an applicable Work Order for use by LAUSD.  “Customizations” means those 
features, functions, interfaces or other aspects of the Contractor Customized Software that 
have been specifically developed or customized for District.  Contractor Customized 
Software will include any and all bug fixes and other nonmaterial revisions to Contractor 
Customized Software, regardless of whether District has funded such bug fixes or other 
revisions. 
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(g) “Contractor Personnel” means Contractor’s employees and subcontractors (as well as 
any employees or subcontractors of those subcontractors) performing the Services. 

(h) “Contractor Service Area” means the contractor service area(s) identified on the cover 
page attached hereto, as defined more specifically in Schedule A.  The Contractor Service 
Area may also include related consulting services, as described in more detail in an 
applicable Work Order. 

(i) “Deliverable” means a deliverable to be delivered or provided by Contractor under an 
applicable Work Order as specified therein, and may be Contractor Commercial Software, 
Contractor Customized Software, Work Product, Documentation, Code Documentation or 
any other items identified for delivery in the applicable Work Order.  “System 
Deliverables” are those software and software-related deliverables that Contractor will 
deliver to District under this Agreement and that require installation or operation in 
connection with or following such delivery. 

(j) “District” and “LAUSD” mean the Los Angeles Unified School District, each and every 
subdivision or unit thereof constituted now and in the future (including, if applicable, 
schools and or territories within Los Angeles County, California not currently serviced by 
the Los Angeles Unified School District, charter schools in Los Angeles County, and other 
entities with whom the Los Angeles Unified School District contracts to provide 
educational and education-related services to students resident in Los Angeles County), 
and each and every entity succeeding in the future to the responsibility of the Los Angeles 
Unified School District (including, if applicable, such other entities described in this 
definition) to provide educational services to students resident in Los Angeles County at 
any level of education. 

(k) “Documentation” means all operator guides, operating procedures (including any special 
year-end procedures), user manuals, training aides, installation guides, testing criteria, 
functional and detailed specifications and other technical documents with respect to a 
Deliverable or any portion or component thereof.  “Code Documentation” is a specific 
type of Documentation (sometimes described as “internal software code”) comprising the 
written text that accompanies computer software source code, describing the functionality 
incorporated in the source code, its data structure, algorithms and application program 
interfaces, and explaining how the computer software performs its functions. 

(l) “Final Criteria” has the meaning given in Section 7.1.   

(m) “Final Deliverable” means all related Deliverables under a Work Order or a series of 
related Work Orders, where such Deliverables are intended or required to operate as a 
system or otherwise to perform interrelated functions. 

(n) “Initial Acceptance Period” has the meaning given in Section 7.2.   

(o) “Key Contractor Personnel” has the meaning given in Section 9.2(a). 
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(p) “LAUSD Data” means information (regardless of format) entered into software or 
equipment by or on behalf of LAUSD, as well as information derived from this 
information. 

(q) “LAUSD Information” means all information, in any form, furnished or made available 
directly or indirectly to Contractor by LAUSD or otherwise obtained by Contractor from 
LAUSD, including: (i) all information of LAUSD or any LAUSD Affiliates to which 
Contractor has had or will have access, whether in oral, written, graphic or machine-
readable form; (ii) all Work Product; and (iii) all Confidential Information. 

(r) “LAUSD Information Security Policies” means the written security policies and 
procedures that are in effect during the Term for the security of LAUSD facilities and 
LAUSD Information; as such policies may be modified, amended or replaced from time to 
time and provided to Contractor. 

(s) “LAUSD Software” means software owned by LAUSD and includes software developed 
by LAUSD internally and software developed by third parties for ownership by LAUSD.  

(t) “Pass-Through Expenses” means reasonable and actual out-of-pocket expenses incurred 
by Contractor for equipment, materials, supplies or other Services provided to LAUSD, 
but not including Contractor’s overhead costs, administrative expenses or other mark-ups. 

(u) “Schedule” means any schedule, exhibit, agreement or other document either (i) attached 
to this Agreement; (ii) attached to any Work Order; or (iii) executed by the parties at any 
time hereafter, if such document states that it is a schedule or exhibit to this Agreement or 
any Work Order. 

(v) “Services” means services within the Contractor Service Area to be performed under a 
Work Order.  

(w) “Term” means the initial term of this Agreement described in Section 4.1 and any and all 
renewal terms entered into pursuant to Section 4.2. 

(x) “Term of Nondisclosure” means, with respect to any Confidential Information, a period 
of five years from the last date of disclosure of any such Confidential Information, or such 
longer time as may be required by law.  Contractor understands and agrees that, for certain 
kind of Confidential Information (such as, by way of example only, LAUSD student 
records and student information protected by FERPA, HIPAA, and State student data 
privacy laws), the Term of Nondisclosure may be a period of time with no expiration date. 

(y) “Virus” means any computer virus or other “contaminant,” including any codes or 
instructions that are designed to (or permit or enable anyone to) inappropriately access, 
modify, delete, damage or disable any aspect of the LAUSD information technology 
environment.  
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(z) “Work Order” means a written agreement between LAUSD and Contractor implementing 
specific services and identifying certain deliverables to be provided by Contractor under 
the terms of this Agreement.  A form of Work Order is attached hereto as Schedule D. 

(aa) “Work Product” means any tangible or intangible work product that is a literary or other 
work of authorship made specifically for and delivered to District by Contractor as part of 
the Services, either solely or jointly with others, including by independent contractors, 
Contractor’s employees or agents, during the course of or in relation to the performance of 
this Agreement.  Work Product shall include Documentation, where such Documentation 
is made specifically for District.  Notwithstanding anything herein to the contrary, nothing 
shall waive or otherwise impair District’s, Contractor’s or a third-party’s ownership of or 
other rights in any portions of Work Product, data, information or other intellectual capital, 
developed or acquired prior to or otherwise developed independent of this Agreement or 
any applicable Work Order, or derivatives thereof (collectively, the “Pre-Existing Items”).  
No party shall gain any ownership rights in the other party’s Pre-Existing Items or any 
derivative works thereof. 

2.2 Other Definitions 

To the extent not defined above, other capitalized terms used in this Agreement, the Schedules and 
the Work Orders will be defined in the context in which they are used and have the meanings there 
indicated. 
 

3. MASTER AGREEMENT - GENERAL 

3.1 Agreement 

This Agreement contains general contractual terms for Services to be provided to LAUSD by Contractor 
under Work Orders to be prepared, negotiated and executed by LAUSD and Contractor pursuant to the 
terms of this Agreement.  Separate Work Orders will be entered into for discrete Services.  Each Work 
Order shall incorporate by reference and be subject to the terms of this Agreement including all of its 
Schedules, and shall describe the Services covered by the Work Order, the provisions for payment, the 
terms for performance, applicable service levels, and other provisions that are specific to the Work Order.   
 
3.2 Interpretation and Precedence 

This Agreement, the Schedules attached hereto, the Work Orders and any Schedules attached thereto are 
to be interpreted so that all of the provisions are given as full effect as possible.  In the event of a conflict 
between these documents, the following order of precedence will apply:  

(a) This Agreement;  
(b) any Schedule to this Agreement;  
(c) the Work Order (provided, however, that the Work Order may contain an exception to or 

deviation from this Agreement with respect to the applicable Work Order only if specifically 
agreed upon in writing by District’s Chief Information Officer); and 

(d) any Schedule to the Work Order.  
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3.3 No Implied Agreement; Nonexclusivity 

(a) Nothing in this Agreement obligates LAUSD or Contractor to enter into any Work Order.   

(b) Except as expressly agreed upon under a Work Order, nothing in this Agreement requires 
LAUSD to purchase products or Services from Contractor.  LAUSD may request 
information, proposals, or competitive bids from third parties on the same or different terms 
than as provided in this Agreement.   

(c) Contractor may provide products and services to any other parties on terms that are the 
same as or different than those provided herein, provided that Contractor complies with all 
of its obligations of confidentiality contained herein. 

(d) Except for express agreement for the purchase of specified amounts of Services set forth 
in a Work Order, LAUSD may obtain services similar to, identical to, or in addition to or 
outside the scope of the Services at any time during the Term from a third party or provide 
them internally.  LAUSD shall have no obligation to obtain from Contractor any services 
that are not included within the definition of Services as described in a specific Work Order.  
Any Services that are limited to specific locations under a Work Order apply only to such 
locations. 

(e) Contractor acknowledges that LAUSD may be considering, and may in the future consider, 
the development and implementation of ideas, products and technologies similar to or the 
same as those that may be owned or controlled by Contractor.  Nothing in this Agreement 
will prevent LAUSD from pursuing any such ideas or pursuing the development and 
implementation of products or technologies similar to or related to Contractor’s, either 
internally or through third parties.   

4. TERM 

4.1 Agreement Term 

The term of this Agreement shall begin on Month Day, Year and shall continue through Month 
Day, Year unless terminated pursuant to the terms of this Agreement. 

4.2  RESERVED 

4.3  Work Order Term 

The term of each Work Order shall be as stated in such Work Order but in no event shall a Work 
Order term extend beyond the Term unless District has specifically agreed in writing.  If this 
Agreement is terminated for any reason, each Work Order hereunder shall also terminate unless 
District has specifically directed otherwise in writing.   
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5.  SERVICES - GENERAL 

5.1 General 

The Services to be provided under this Agreement are limited to those within the Contractor 
Service Area and will only be performed subject to a Work Order approved by District.   
 

5.2 Resources 

Except as otherwise expressly provided in this Agreement or a Work Order, Contractor will be 
responsible for providing all facilities, personnel and other resources necessary to provide the 
Services. 
 

5.3 Premier Customer 

Contractor will treat LAUSD as a premier customer.  As a premier customer of Contractor, 
LAUSD shall be entitled to: 
 

(f) Disaster Recovery Priority 

In the event of a disaster at a Contractor facility used to provide the Services, with respect 
to resources engaged in recovery efforts stemming from such disaster that Contractor must 
allocate between or among Contractor’s customers, no other Contractor customer will 
receive higher priority than LAUSD with respect to those resources. 

(g) Priority Staffing 

Contractor shall make a good faith effort throughout the Term to ensure that Contractor’s 
best qualified personnel resources are assigned to the LAUSD account. 

5.4       Licenses and Permits 

Contractor will be responsible for obtaining, at Contractor’s cost, all applicable licenses, 
authorizations and permits required of Contractor to perform this Agreement.  Contractor will pay all 
fees and taxes associated with such licenses, authorizations and permits. 

5.5 RESERVED 

5.6 RESERVED 

5.7 Equal Employment Opportunity 
It is the policy of District that, in connection with all work performed under District agreements, there 
shall be no discrimination against any employee or applicant for employment because of race, color, 
religious creed, national origin, ancestry, marital status, sex, sexual orientation, age, disability or 
medical condition and therefore Contractor agrees to comply with applicable federal and state laws.  
In addition, Contractor agrees to require like compliance by all subcontractors performing Services. 
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5.8 Certification Regarding Debarment, Suspension, Ineligibility, or Voluntary Exclusion for 
Award 

(a) By signing this Agreement, Contractor certifies that Contractor and any of its principals: 

(i) Are not presently debarred, suspended, proposed for debarment, declared 
ineligible, or voluntarily excluded for the award of contracts by any Federal 
agency; and 

(ii) Have not, within the three-year period preceding the Effective Date, been 
convicted of or had a civil judgment rendered against them for: commission 
of fraud or a criminal offense in connection with obtaining, attempting to 
obtain, or performing a Federal, state or local government contract or 
subcontract; violation of Federal or state antitrust statutes relating to the 
submission of offers; or commission of embezzlement, theft, forgery, bribery, 
falsification or destruction of records, making false statements, tax evasion, or 
receiving stolen property; and are not presently indicted for, or otherwise 
criminally or civilly charged by a Government entity with, commission of any 
of these offenses. 

(b) It shall be a material breach of this Agreement if, at any time during the Term hereof, 
Contractor shall be: debarred, suspended, proposed for debarment, or declared ineligible 
for the award of contracts by any Federal agency; or, convicted of or have a civil judgment 
rendered against it for: commission of fraud or a criminal offense in connection with 
obtaining, attempting to obtain, or performing a Federal, state or local government contract 
or subcontract; violation of Federal or state antitrust statutes relating to the submission of 
offers; or commission of embezzlement, theft, forgery, bribery, falsification or destruction 
of records, making false statements, tax evasion, or receiving stolen property. 

5.9 Conflict of Interest  

Contractor agrees to comply with, and cause all Contractor Personnel to comply with, the 
Contractors’ Code of Conduct attached hereto as Schedule C, as such Code of Conduct may be 
amended by LAUSD from time to time and provided to Contractor.  Contractor will take all 
necessary steps to avoid the appearance of a conflict of interest and will have an ongoing duty to 
disclose to District any and all circumstances that pose a potential conflict of interest.  Should a 
conflict of interest issue arise, Contractor agrees to fully cooperate in any inquiry and to provide 
District with all documents or other information reasonably necessary to enable District to 
determine whether or not a conflict of interest existed or exists.  Any breach of this section shall 
constitute grounds for immediate termination of this Agreement, in addition to any other remedies 
District may have. 

 
5.10 Fingerprinting 

(a) For those Contractor Personnel who will have contact with District pupils, Contractor will 
comply with this Section 5.10, pursuant to California Education Code Section 45125.1. 
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(i)  Contractor will provide District with a list, by school site, of the names of 
Contractor Personnel who may have contact with District pupils (collectively, 
the “Affected Persons”), and will update this list for changes in Contractor 
Personnel. 

(ii)   Contractor will require the Affected Persons to submit to fingerprinting in 
accordance with Education Code Section 45125.1. 

(iii) Contractor will prohibit each Affected Person from having contact with 
District pupils until the California Department of Justice has ascertained that 
such Affected Person has not been convicted of any violent or serious offense 
which, if committed in California, would have been punishable as a violent or 
serious felony (under California Penal Code Sections 667.5(c) and 1192.7(c), 
respectively). 

(iv) Contractor hereby certifies and confirms, and upon request will separately 
certify in writing to District, that neither Contractor nor any Affected Persons 
have been convicted of any violent or serious offense described in Section 
5.10(a)(iii) above. 

(b) In addition to the foregoing, District may require Contractor and Affected Persons to 
submit to tuberculosis testing and additional background checks and testing at District’s 
sole and absolute discretion. 

6. SERVICES – RESPONSE TO WORK ORDER REQUESTS 

6.1 Work Order Requests 

(a) Should LAUSD desire to obtain Services from Contractor, LAUSD will initiate a request 
for Services by providing such request in writing (a “Work Order Request”) to 
Contractor.  Subject to Section 3.3, Contractor may elect, within the time frame specified 
in a Work Order Request, to prepare and deliver to LAUSD a proposal in response to such 
Work Order Request (a “Services Proposal”).  Contractor will prepare all Services 
Proposals in good faith.  Contractor will be under no obligation to prepare any Services 
Proposal hereunder; provided, however, that if Contractor determines not to prepare a 
Services Proposal for any Work Order Request, Contractor will promptly notify LAUSD 
that Contractor will not respond to the applicable Work Order Request. 

(b) Once submitted to LAUSD, a Services Proposal shall constitute an offer by Contractor to 
provide the Services described therein on the terms set forth therein, and shall be 
irrevocable for a period of sixty (60) calendar days.  LAUSD may provide Contractor with 
comments regarding a Services Proposal, and Contractor shall respond to such comments, 
if any.  A Services Proposal will become effective only when a detailed Work Order has 
been drafted by the parties and accepted and executed by LAUSD, subject to any required 
approvals within LAUSD.  LAUSD is under no obligation to accept any Services Proposal.   
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(c) Contractor’s failure to respond to a Work Order Request as required under Section 6.1 (a)  
above will initially be without prejudice to Contractor’s ability to respond to subsequent 
Work Order Requests; provided, however, that if LAUSD should receive no response from 
Contractor to three separate Work Order Requests, and Contractor is not performing 
Services under any Work Order then in effect, LAUSD will be entitled to terminate this 
Agreement immediately upon written notice to Contractor. 

6.2 Changes to Work Orders 

Any change to a Work Order shall be made by Change Order executed pursuant to the change 
control procedures described in Section 11.4. 
 

6.3 Work Order Service Levels 

Each Work Order will, if required by LAUSD, include service levels applicable to certain specified 
Services under the Work Order.   
 

7. SERVICES – APPLICATION MAINTENANCE AND ENHANCEMENT 

The provisions of this Article 7 shall only apply to the extent that Contractor is required under a Work 
Order to deliver a Deliverable to District. 
 
7.1 Development of Acceptance Testing Criteria 

Unless otherwise specified in a Work Order, at least sixty (60) calendar days prior to the date on 
which Contractor is scheduled to deliver a System Deliverable, Contractor shall deliver to District 
its specifications and proposed acceptance test criteria for such System Deliverable. The 
specifications and proposed acceptance test criteria, once approved by the parties in writing, shall 
be the criteria used in acceptance testing of a System Deliverable (the “Final Criteria”).  
Contractor will not commence development of any System Deliverable hereunder until the parties 
have approved acceptance test criteria in writing, or, in the absence of such approval, District has 
specifically authorized Contractor in writing to commence development. 
 

7.2 Acceptance Testing 

(a) Following delivery to District of a System Deliverable and the installation or other 
implementation thereof, the System Deliverable shall be subject to acceptance testing by 
District. If District notifies Contractor that a System Deliverable does not satisfy or 
conform to the Final Criteria within the time period prescribed in the applicable Work 
Order (the “Initial Acceptance Period”), Contractor shall, at no cost to District, take 
whatever action is necessary to correct any deficiencies within thirty (30) calendar days 
after District’s notification to Contractor. 

(b) Upon completion of corrective action by Contractor, District will subject the revised 
System Deliverable to acceptance testing.  If, upon the expiration of the sixty (60) day 
period after the end of the Initial Acceptance Period, the System Deliverable still does not 
conform to the Final Criteria, District may: (i) immediately terminate, under Article 20 
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herein (but without any requirement of a 30-day cure period), the applicable Work Order, 
along with, in District’s discretion, any related Work Order(s); or (ii) require Contractor, 
at no cost to District, to continue (even beyond this sixty (60) day period) to correct the 
deficiencies and to take whatever action is necessary so that the System Deliverable shall 
conform to the Final Criteria, while reserving the right to terminate (as specified in (i) 
above) at any time so long as the System Deliverable fails to conform to the Final Criteria. 

(c) Notwithstanding the foregoing, if Contractor fails to cure a deficiency within one hundred 
twenty (120) calendar days after receipt of notification thereof from District, Contractor 
may elect to cease curing the deficiency if Contractor (a) notifies District that it will cease 
curing the deficiency and (b) promptly refunds District for all amounts paid under the Work 
Order and any related Work Order(s) for the System Deliverable(s).  However, in the event 
that District has accepted a portion or component of the System Deliverable(s) in 
accordance with Article 7.3, and District desires to retain such portion or component, the 
refund owed to District shall be equitably reduced by the amount that such portion or 
component represents of the System Deliverable(s) taken as a whole. 

7.3 Acceptance Notice 

When, in District’s reasonable judgment, a System Deliverable has satisfied the Final Criteria, 
District shall give Contractor written notice thereof.  At the completion of installation of any Final 
Deliverable, the Final Deliverable shall operate for a period of sixty (60) consecutive calendar days 
in conformity with its Documentation (which shall include, if applicable and without limitation, 
Final Criteria).  If a Final Deliverable does not operate for a period of at least sixty (60) consecutive 
days in conformity with its Documentation, District may (i) immediately terminate, under Article 
20 herein (but without any requirement of a 30-day cure period), the applicable Work Order, along 
with, in District’s discretion, any related Work Order(s), and, at District’s request, Contractor shall 
promptly reimburse District any amounts paid for the non-conforming Final Deliverable; or (ii) if 
the parties agree in writing that it is commercially reasonable under the circumstances, Contractor 
shall, at no cost to District, continue correction of deficiencies for a period of time agreed to by the 
parties so that the Final Deliverable shall conform to its Documentation, while reserving the right 
to terminate (as specified in (i) above) at any time so long as the Final Deliverable fails to conform 
to its Documentation.  Acknowledgement in writing by District of such operation for said sixty 
(60) day period shall constitute final acceptance of the Final Deliverable involved.  
 

7.4 Other Deliverables 

For any Deliverable that is not a System Deliverable, the applicable Work Order will set forth the 
acceptance criteria and other testing required for District to evaluate and accept (or, where 
necessary, reject) such Deliverable; provided, however, that in no case will a Deliverable be 
accepted by District until District has provided Contractor with District’s written acceptance 
thereof. 
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8. SERVICE LEVELS; PERFORMANCE STANDARDS; EQUIPMENT AND FACILITIES 

8.1 Service Levels 

Work Orders may include quantitative service levels to be met by Contractor.  Unless otherwise 
agreed, Contractor’s performance of the Services against applicable service levels will be 
measured on a monthly basis.  With respect to each Service that has an associated service level, 
Contractor shall provide such Service throughout the Term in a manner that meets or exceeds the 
associated service level.  Regardless of whether a Work Order includes service levels, Contractor 
shall perform all Services and obligations promptly, diligently and in a workmanlike and 
professional manner, using qualified individuals. 
 

8.2 Performance Standards 

Regardless of whether there exists an associated Service Level, Contractor shall perform all 
Services and obligations promptly, diligently and in a workmanlike and professional manner, 
using qualified individuals. 

8.3 Measurement and Monitoring Tools 

Contractor shall implement measurement and monitoring tools and procedures reasonably 
designed to measure its performance of the Services and assess such performance against any 
applicable service levels.  Contractor shall provide LAUSD with a monthly report of service level 
performance under any applicable Work Order.  Upon LAUSD’s request, Contractor shall provide 
LAUSD with access to the measurement and monitoring tools described herein, and to any 
information that they generate. 
 

8.4 Failure to Meet Service Levels 

Contractor acknowledges that its failure to meet one or more service levels may have a material 
adverse effect on the business and operations of LAUSD and that the actual amount of damage 
sustained by LAUSD because of such failure may be impossible or extremely difficult to 
determine.  Accordingly, any Work Order may provide that if Contractor fails to meet a service 
level, LAUSD shall have the option, but not the obligation, to recover the amounts specified in 
such Work Order as service level credits against amounts owed to Contractor by LAUSD. 
 

8.5 Equipment 

(a) The terms of this Section 8.5 shall only apply to the extent that Contractor provides or 
maintains equipment and tools in order to provide the Services under a Work Order. 

(b) Except as otherwise specified in a Work Order, each party will be responsible for providing 
and maintaining its own equipment and tools, and Contractor will be responsible for 
providing all equipment and tools necessary to provide the Services. 

(c) If LAUSD shall make available to Contractor any computer, communications or other 
equipment owned or leased by LAUSD, Contractor shall: (i) use such equipment for the 
sole purpose of providing the Services and shall not use such equipment to provide services 
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to or for the benefit of any third party; (ii) comply with any directions from LAUSD 
concerning the use and location of such equipment; and (iii) return such equipment to 
LAUSD, upon termination of the applicable Work Order, in the same condition it was in 
when delivered or provided to Contractor, ordinary wear and tear excepted. 

8.6 Facilities 

(a) The terms of this Section 8.6 shall only apply to the extent that Contractor is responsible 
for providing (i) a facility in order to provide or perform Services, or (ii) a data center for 
the hosting of applications or the storage of LAUSD Data. 

(b) Except as specifically set forth in a Work Order, Contractor will be responsible for 
providing all space and equipment necessary to provide the Services at its own or other 
facilities.  Contractor will seek LAUSD’s prior approval for any relocation of the facilities 
at and from which the Services are provided and will manage any such changes in 
accordance with the change control procedures described in Section 11.4. 

(c) With respect to any Contractor data center from which applications are hosted by 
Contractor on LAUSD’s behalf or at which LAUSD Data is stored, Contractor shall 
establish and maintain proper and adequate facilities, equipment and supplies, and a 
properly trained and adequate staff, including necessary management and support staff.  
Such data center shall operate twenty-four (24) hours per day, seven (7) days per week.   

(d) Throughout the Term, Contractor shall maintain adequate physical and logistical security 
measures and safeguards at Contractor facilities (including security measures and 
safeguards specific to those areas of the facilities that are partitioned from the rest of the 
facilities and dedicated to the provision of the Services) to guard against the destruction, 
loss or alteration of any LAUSD property or LAUSD Data that is maintained or stored at 
such facilities.   

(e) The security measures and safeguards maintained at Contractor facilities shall be no less 
rigorous than those maintained by LAUSD as of the Effective Date at similar LAUSD 
facilities and shall be no less rigorous than those maintained by Contractor for its other 
facilities.  Such security measures shall include at a minimum: 

(i) With respect to any Contractor data center at which LAUSD Data is stored, 
providing security guards and technical support engineers on a 24x7 basis and 
maintaining access controls which include, at a minimum (1) restricting access 
to the data center and any portions of the data center containing LAUSD Data, 
and (2) monitoring and logging access to the data center. 

(ii) With respect to any Contractor facilities at which the Services are performed, 
maintaining access controls to such facilities (particularly with respect to the 
areas of such facilities from which the Services are performed or Confidential 
Information is stored), which controls will include, at a minimum (1) 
inspecting identification and allowing only authorized personnel to enter such 
facilities, (2) monitoring and logging access to such facilities, (3) utilizing 
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equipment that does not allow for the physical download of Confidential 
Information (e.g., computers with disabled CD burners and disk drives 
without removable disks), and (4) printing hard copy only as necessary to 
perform the Services, providing LAUSD with reasonable access to print logs 
maintained by Contractor, and maintaining policies requiring the shredding 
of documents and prohibiting the removal of hard copies from the applicable 
secured areas of Contractor’s facilities. 

8.7 Use of LAUSD Property and Facilities 

(b) If LAUSD shall make space in any LAUSD facility available to Contractor, Contractor 
shall: (i) use such space for the sole purpose of providing the Services to LAUSD and not 
for the benefit of or the provision of services to any third party; (ii) comply with all policies 
and procedures governing access to and use of LAUSD facilities; and (iv) return such space 
to LAUSD in the same condition it was in when provided to Contractor, ordinary wear and 
tear excepted.  Except as otherwise provided in an applicable Work Order, LAUSD shall 
provide LAUSD facilities and access to normal office resources (e.g., fax, telephone and 
copier support) at no charge to Contractor.  LAUSD facilities are made available to 
Contractor on an "as is, where is" basis, with no warranties whatsoever. 

(c) Contractor shall be responsible and liable for any damage to LAUSD property caused by 
Contractor or any Contractor Personnel in connection with performance of this Agreement.  
Contractor shall, at Contractor’s own expense, replace or repair all damaged property to its 
original condition. 

9. PERSONNEL 

9.1 Qualifications of Contractor Personnel 

(a) Contractor shall provide all necessary personnel, adjudged by Contractor as qualified to 
perform the Services.  District shall have the right to accept or reject assignment of any 
Contractor Personnel. Contractor will assign an adequate number of Contractor Personnel 
to perform the Services.  The timing for transfer, reassignment or replacement of 
Contractor Personnel will be closely coordinated with the requirements for timing and 
other elements of the Services so as to maintain continuity in the performance of the 
Services.   

(b) All Contractor Personnel shall be required to comply with the LAUSD Information 
Security Policies.  Contractor Personnel working at LAUSD facilities shall be subject to 
LAUSD-required verification (which may include, without limitation, background checks 
and finger printing).  In hiring Contractor Personnel for the LAUSD account, Contractor 
will follow industry standard hiring practices, which will be available for review upon 
request by LAUSD. 

(c) All Contractor Personnel shall be required to execute a confidentiality agreement with 
Contractor that includes terms at least as restrictive as the terms in this Agreement and in 
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any confidentiality agreement between Contractor and District, and such other terms as 
may be imposed by law on District and its contractors. 

9.2 Key Contractor Positions 

(a) The key personnel assigned to perform the Services and their respective roles will be 
identified in each Work Order (the “Key Contractor Personnel”).  Contractor shall not 
change any Key Contractor Personnel or reassign any of the Key Contractor Personnel to 
other projects without District’s prior written approval and until a satisfactory replacement 
has been approved by District.  Contractor shall submit to District written documentation 
of the qualifications for a proposed replacement to any of the Key Contractor Personnel. 

(b) Contractor will designate an individual as its “project executive” for each Work Order, to 
serve as the onsite manager for the delivery of Services thereunder and have overall 
responsibility for Contractor’s performance of the Services thereunder.  For each Work 
Order, Contractor’s project executive will (i) be one of the Key Contractor Personnel, (ii) 
serve as the single point of accountability for Contractor for the Work Order, (iii) manage 
and supervise the Contractor Personnel, and (iv) have such additional roles and 
responsibilities as may be outlined in the Work Order or designated by Contractor.   

 
9.3 Contractor Employees Assigned to LAUSD Account 

In the event that LAUSD determines in good faith that the continued assignment to LAUSD’s 
account of any of the Contractor Personnel is adversely affecting LAUSD, then LAUSD will give 
Contractor written notice to that effect.  Promptly after receipt of such notice, Contractor will use 
commercially reasonable efforts to resolve any problems with the relevant Contractor Personnel.  
If, following such efforts, LAUSD requests replacement of the relevant Contractor Personnel, 
Contractor will replace the relevant Contractor Personnel with Contractor Personnel of equal 
ability and qualifications as expeditiously as possible.  Notwithstanding the foregoing, in the event 
that LAUSD in good faith requests the immediate removal of any of the Contractor Personnel from 
the LAUSD account, Contractor shall immediately remove such person from the LAUSD account 
and at no charge to LAUSD promptly replace such person with another person of equal ability and 
qualifications. 

 
 

10. SOFTWARE AND INTELLECTUAL PROPERTY RIGHTS AND OBLIGATIONS 

10.1 Software Generally 

Except as otherwise specified in a Work Order, each party will be responsible for providing and 
maintaining its own software, and Contractor will be responsible for providing all software 
necessary to provide the Services. 
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10.2 Software Owned or Licensed by LAUSD; Work Product 

(a) LAUSD Software 

 Each Work Order will specify any LAUSD Software that Contractor is authorized to use to perform 
the Services and shall specify the rights of Contractor regarding use of such LAUSD Software.  
LAUSD will retain all rights to LAUSD Software.  Pursuant to the terms of an applicable Work Order, 
Contractor will be granted a license during the term of such Work Order to use and access LAUSD 
Software for the sole purpose of providing the Services.  Contractor will cease use of such LAUSD 
Software upon expiration or termination of the applicable Work Order.  Without limiting the 
foregoing, District shall retain all right, title and interest in and to any other proprietary material that 
District supplies to Contractor.  With respect to any District Pre-Existing Items provided to Contractor 
hereunder, District hereby grants Contractor only those rights and licenses necessary for Contractor 
to fulfill its obligations under each Work Order.   

 
(b) Work Product 

Except as otherwise agreed in writing by the parties under an applicable Work Order, LAUSD will 
own all right, title and interest in and to the Work Product, including (but not limited to) ownership 
of copyright therein, and Contractor hereby assigns and agrees to assign to LAUSD, its successors, 
assigns or designees, all of Contractor’s rights in and to any such Work Product.  Contractor will 
provide to LAUSD all copies of such Work Product (including, if applicable, the source code and 
Code Documentation for any software that constitutes Work Product), and LAUSD will have the 
exclusive right to copyright such material.  District hereby grants and agrees to grant to Contractor 
an irrevocable, nonexclusive, worldwide, paid-up license to use, execute, reproduce, display, 
perform, and prepare derivative works based on, Work Product, only for Contractor’s internal 
purposes; provided, however, that Contractor may make further use of the Work Product by 
complying with the terms of Section 10.6 below.  Contractor will be responsible for ensuring that 
no Contractor Personnel retain rights to any Work Product in contravention to the grant of rights 
set forth herein. 

 
(c) Third Party Software 

Each Work Order will specify any third party software required in order to perform the Services 
and Contractor will not use in connection with any Work Order or introduce into District any third 
party software without District’s written consent.  All licenses to third party software may be 
retained by LAUSD in LAUSD’s discretion.  Any consents or agreements necessary to enable 
Contractor’s use or operation of third party software shall be obtained by Contractor with such 
reasonable assistance from LAUSD as is requested by Contractor.  Contractor will comply with 
the licenses for any third party software licensed by LAUSD and used by Contractor in relation to 
the Services.  The respective financial, operational and other obligations of the parties with respect 
to any third party software shall be set forth in each applicable Work Order. 

10.3 Contractor Software and Other Intellectual Property 

(a) Each Work Order will identify any Contractor Commercial Software that will be used to 
provide the Services, and Contractor Commercial Software (together with any applicable 
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Documentation) shall be provided under the terms of Contractor’s standard license 
agreement for such software.  Contractor shall install, operate and maintain at its expense 
any Contractor Commercial Software needed to provide the Services. 

(b) Pursuant to the terms of an applicable Work Order, Contractor shall grant to District with 
respect to all Contractor Customized Software and any Documentation owned by 
Contractor or a third party, a nonexclusive, worldwide, perpetual, royalty free, fully paid 
license permitting District internal use of such Contractor Customized Software and 
Documentation, which license shall, at District’s option, be transferable to any Affiliate of 
District.  As used in this Section, “internal use” shall mean use of the Contractor 
Customized Software on any or all central processing units at any or all locations owned 
or leased by District, any locations used by independent agents who contract with District, 
or any locations used by District employees or District subcontractors.  Contractor shall 
also provide District with any nonproprietary software (including Code Documentation 
therefor) utilized by Contractor to develop any System Deliverable.  

(c) Unless specifically set forth under the terms of an applicable Work Order, District shall not 
be subject to any upgrade, maintenance, transfer, or other fees based upon District’s use of 
any Contractor Commercial Software or Contractor Customized Software.  

(d) Contractor also grants and agrees to grant to District a nonexclusive, worldwide, perpetual, 
royalty free, fully paid license to use the source code, Code Documentation, and any 
software tools necessary to maintain or modify the Contractor Customized Software and, 
to the extent applicable, the Work Product.  To the extent that LAUSD’s use of any 
Contractor Commercial Software, Contractor Customized Software, Contractor Pre-
Existing Items or Work Product would constitute an infringement of any patent, know-
how, trade secret or other proprietary rights of Contractor or any third-party licensor of 
Contractor, Contractor further grants and agrees to grant to District a nonexclusive, 
worldwide, perpetual, royalty free, fully paid license (or, if applicable, sublicense) to such 
patents, know-how, trade secrets or other proprietary rights, to the extent necessary to 
permit District to make full use of the Contractor Commercial Software, Contractor 
Customized Software, Contractor Pre-Existing Items or Work Product as set forth herein. 

10.4 Modifications 

District shall have the right, in its sole discretion, to independently modify Work Product and 
Customizations for LAUSD-specific functions, through the services of its own employees or of 
independent contractors.  Subject to any contrary terms in an applicable Work Order, District shall 
be the owner of any such modifications.  Contractor shall not disclose such modifications to any 
third parties and shall not incorporate any such modifications into Contractor Commercial 
Software for distribution to third parties (or otherwise commercially exploit such modifications in 
any way) unless Contractor first obtains the written consent of District and complies with the terms 
of Section 10.6 below. 
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10.5 Proprietary Notices 

District agrees that any copies of the Contractor Commercial Software, Contractor Customized 
Software, Contractor Pre-Existing Items, and Documentation shall bear all copyright, trademark, 
and other proprietary notices properly included therein by Contractor or a third party. District may 
add its own copyright or other proprietary notice to any copy of the Contractor Customized 
Software or Documentation that contains permitted modifications made by District. 
 

10.6 Royalties 

Contractor shall pay to District a royalty of two percent (2%) of all third party fees that are 
generated, billed or received by Contractor for Contractor’s use or sublicensing of the Work 
Product or any Customizations in connection with any product or service distributed by Contractor 
or its Affiliates (“Revenues”), such royalty to be based upon the usual billing price for such 
products and services. Royalty payments, if any, shall be due annually on June 30, and, when due, 
must be accompanied by a statement of accounts setting forth all Revenues received as of May 31 
of that same year.  Contractor shall keep accurate books of accounts and shall keep and maintain 
all records, documents and other instruments relating to Revenues in such detail as shall enable 
District to ascertain royalties due under this Agreement in accordance with District’s audit rights 
set forth under Section 12.1 below. 
 

10.7  Invention Assignment 

Contractor shall cause each of Contractor's employees, subcontractors, or subcontractors' 
employees charged with performance of a Work Order or granted access to confidential 
information to execute an agreement in a form acceptable to the District recognizing LAUSD's 
ownership rights and concurring with the obligations of Contractor as set forth herein. 
Contractor shall ensure that Contractor's employees, subcontractors or subcontractors' 
employees comply with the provisions of such confidentiality and invention agreement and 
shall be responsible for enforcing such agreement with respect to such personnel. 

 
10.8 Registrations 

In the event any intellectual property created under this Agreement and owned by LAUSD shall 
be determined by LAUSD to be copyrightable or patentable or otherwise registrable, Contractor 
shall assist LAUSD in obtaining and maintaining registrations and in vesting LAUSD with full 
title. 
 

10.9 Residual Knowledge 

Nothing contained in this Agreement shall restrict either party from the use of any general ideas, 
concepts, know-how, methodologies, processes, technologies, algorithms or techniques retained 
in the undocumented mental impressions of such party's personnel relating to the Services which 
either party, individually or jointly, develops or discloses under this Agreement, provided that in 
doing so such party does not (a) infringe the intellectual property rights of the other party or third 
parties who have licensed or provided materials to the other party, or (b) breach its confidentiality 
obligations under this Agreement or under agreements with third parties. 
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10.10  Non-Exclusivity 
 

Contractor acknowledges that LAUSD may be considering, and may in the future consider, the 
development and implementation of ideas, products and technologies similar to or the same as 
those that may be owned or controlled by Contractor. Nothing in this Agreement will prevent 
LAUSD or any LAUSD Affiliates from pursuing any such ideas or pursuing the development 
and implementation of products or technologies similar to or related to Contractor's, either 
internally or through third parties. 
 

11. CONTRACT AND PROJECT MANAGEMENT 

11.2 Reserved 

11.3 Meetings 

(a) Meeting Schedule 

Each Work Order may include a schedule for regular project management meetings between the parties, 
and the parties shall hold such meetings as are set forth therein.   
 

(b) Meeting Agenda 

Contractor will prepare and circulate an agenda sufficiently in advance of each project management 
meeting to give participants an opportunity to prepare for the meeting.  Contractor will incorporate into 
such agenda items that LAUSD desires to discuss.  At LAUSD’s request, Contractor will prepare and 
circulate minutes promptly after a meeting.  
 
11.3 Performance Reports 

A Work Order may require Contractor to provide monthly performance reports, which will be delivered 
to LAUSD within fifteen (15) calendar days after the end of each month of the term of the Work Order, 
describing Contractor’s performance of the Services in that month.  Each monthly performance report 
will, to the extent applicable: (a) separately address Contractor’s performance against any service levels; 
(b) describe the status of each key project, problem resolution effort and any other initiative; (c) explain 
deviations from service levels and include for each deviation a plan for corrective action; (d) set forth the 
utilization of resources for the month and utilization trends; and (e) provide LAUSD a projection of the 
Charges for the following month.  Contractor will also provide such other reports as may be required 
under an applicable Work Order. 
 
11.4 Change Control Procedures 

(a) No changes or additions may be made to any Work Order without the written agreement 
of LAUSD as evidenced by a duly executed Change Order. 

(b) Contractor will not take an action or make a decision which may have a material effect on 
LAUSD or which adversely affects the function or performance of, or decreases the 
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resource efficiency of, the Services, including implementing changes in technology or 
equipment and software configuration, without first obtaining LAUSD’s written approval, 
which approval LAUSD may withhold in its sole discretion as respects any change which 
may have an adverse effect on LAUSD or the Services. 

11.5 Subcontracting 

(a) Contractor will not enter into any subcontract for the provision of the Services without the 
prior written consent of LAUSD.  

(b) Subcontractors approved by LAUSD shall be set forth in the applicable Work Order.  With 
respect to any subcontract related to the delivery or performance of Services, Contractor 
will include in such subcontract provisions substantially similar to those provisions of this 
Agreement material to the subcontractor’s performance under such subcontract. 

(c) LAUSD shall have the right to revoke its prior approval of an authorized subcontractor if 
the subcontractor’s performance is deficient, if misrepresentations were made concerning 
the subcontractor at the time of LAUSD’s approval, or for other factors related to any 
LAUSD experience with the subcontractor. 

(d) Contractor will remain responsible for obligations, services and functions performed by 
subcontractors to the same extent as if these obligations, services and functions were 
performed by Contractor’s employees.  Contractor will be LAUSD’s sole point of contact. 

11.6 Improvements in Technology 

(a) Prior to using any new software or equipment to provide the Services, Contractor will have 
verified, to the extent possible in a test environment, that the item has been properly 
installed, is operating in accordance with its specifications and is performing its intended 
functions in a reliable manner.  Contractor will move programs from development and test 
environments to production environments in a controlled and documented manner, 
reasonably calculated to avoid introduction of unauthorized changes into the relevant 
production environment. 

(b) Contractor will keep the equipment, software and other technologies Contractor provides 
in performing the Services current, and LAUSD will receive the benefits of upgrades in 
technology through increases in efficiency and productivity.  Contractor will proactively 
seek out new technologies by surveying key suppliers to identify advances or changes in 
technology which are appropriate and beneficial to LAUSD.  LAUSD is, however, under 
no obligation to implement any such new technologies.   

12. AUDITS 

12.1 Audit Rights 

(a) Contractor shall maintain, and District shall have the right to examine and audit, all of the 
books, records, documents, accounting procedures and practices and other evidence 
regardless of form (e.g., machine-readable media such as disk, tape, etc.) or type (e.g., 
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databases, applications software, database management software, utilities, etc.), sufficient, 
at a minimum, to the extent permitted or required by any laws and regulations applicable 
to LAUSD or Contractor, to (i) with respect to Services or Deliverables supplied on a cost 
or cost-plus basis, properly reflect all costs claimed to have been incurred or anticipated to 
be incurred in performing this Agreement; (ii) with respect to Services performed on an 
hourly basis, properly reflect the hours billed; (iii) to the extent Contractor is performing 
operations involving LAUSD Data, verify the integrity of LAUSD Data and examine the 
systems that process, store, support and transmit that data; (iv) examine and verify 
Contractor’s disaster recovery planning and testing, business resumption and continuity 
planning and testing, contingency arrangements and insurance coverage; and (v) review 
other areas of performance as set forth in the this Agreement or any Work Order, including, 
without limitation, any royalties due under Section 10.6 hereof.   

(b) Contractor shall make said evidence (or to the extent accepted by District, photographs, 
micro-photographs or other authentic reproductions thereof) available to District at 
District’s or Contractor’s offices (to be specified by District) upon reasonable notice and 
without charge to District.  Said evidence shall be provided to District within five (5) 
working days after a written request from District.  Contractor shall, at no cost to District, 
furnish reasonable assistance for such examination/audit.  Contractor and its subcontractors 
and suppliers shall keep and preserve all such records for a period of at least 3 years from 
and after final payment or, if this Agreement is terminated in whole or in part, until 3 years 
after the final Agreement close-out.  District’s rights under this section shall also include 
access to Contractor’s offices for the purpose of interviewing Contractor’s employees who 
might reasonably have information related to such records. 

(c) Any information provided on machine-readable media shall be provided in a format 
accessible and readable by District.  Contractor’s failure to timely provide records or access 
shall preclude Contractor from receiving any payment due under the terms of this 
Agreement until such records or access are provided to District.  Contractor shall also be 
responsible for ensuring that it obtains and maintains sufficient information and records to 
permit District to evaluate the performance of Contractor’s subcontractors and suppliers in 
accordance with the requirements of this section. 

12.2 Audit Follow-Up 

Contractor shall meet to review each audit report promptly after the issuance thereof at the request 
of LAUSD to mutually agree upon an appropriate and effective manner in which to respond to the 
deficiencies identified and changes suggested by the audit report.  If an audit reveals an overcharge, 
Contractor will promptly refund such overcharge (net of any undercharges). 
 

12.3 Records Retention 

Until (a) the earlier of three (3) years after the expiration or termination of this Agreement or three 
(3) years from District’s last payment for specific goods or services under this Agreement; or (b) 
if pending matters relating to this Agreement (e.g., disputes) are open as of such date, the date such 
pending matters are closed, Contractor will maintain and provide access upon request to the 
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records, documents and other information required to meet LAUSD’s audit rights under this 
Agreement. 

 

13. CHARGES 

13.1 General 

Subject to the other provisions of this Agreement, LAUSD shall pay to Contractor the Charges.  
Except as otherwise expressly set forth in this Agreement, LAUSD shall not be obligated to pay 
any amounts to Contractor for its performance of the Services and its other obligations under this 
Agreement other than the amounts set forth in the Work Orders.  Contractor’s rates charged to 
LAUSD for the Services will not exceed those set forth on Contractor’s schedule of rates set forth 
attached hereto as Schedule B (Contractor’s Rates) without LAUSD’s prior written approval.  
The aggregate dollar amount value of purchase orders issued to Contractor under this agreement 
shall not exceed the total dollar amount authorized by the District’s Board of Education.   
 

13.2 Pass-Through Expenses 

(a) If a Work Order provides that a Pass-Through Expense is to be paid by LAUSD directly, 
Contractor will promptly provide LAUSD with the original third-party invoice for the Pass-
Through Expense.  If a Work Order provides that a Pass-Through Expense is to be paid by 
Contractor, Contractor will act as payment agent for LAUSD and will pay third-party 
charges comprising the Pass-Through Expense.  For each Pass-Through Expense, 
Contractor will review the corresponding invoiced charges to determine whether the 
charges are proper and valid and should be paid, and will provide LAUSD with a statement 
to that effect.  Where Contractor is paying a Pass-Through Expense on LAUSD's behalf, 
Contractor will provide LAUSD with a reasonable opportunity to review the applicable 
invoice.  Following this review, Contractor will pay the amounts due and will invoice 
LAUSD for the charges. 

(b) Contractor will use commercially reasonable efforts to minimize Pass-Through Expenses.  
With respect to services or materials paid for on a Pass-Through Expense basis, LAUSD 
reserves the right to: (i) obtain these services or materials directly from a third party; (ii) 
designate the third party source for these services or materials; (iii) designate the particular 
services or materials (e.g., equipment make and model) that Contractor will obtain, 
provided that if Contractor demonstrates to LAUSD that this designation will have an 
adverse impact on Contractor’s ability to meet applicable service levels, this designation 
will be subject to Contractor’s approval; (iv) require Contractor to identify and consider 
multiple sources for these services or materials or to conduct a competitive procurement; 
and (v) review and approve the Pass-Through Expense for these services or materials 
before entering into a contract for these services or materials. 

13.3 Incidental Expenses 

Except as expressly provided in an applicable Work Order, those expenses that Contractor incurs 
in performing the Services (e.g., travel and lodging, document reproduction and shipping, and long 
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distance telephone) shall be included in Contractor’s rates.  Accordingly, Contractor’s expenses 
are not separately reimbursable by LAUSD unless, on a case-by-case basis, LAUSD has agreed in 
advance and in writing to reimburse Contractor for particular expenses. 
 

13.4 Taxes  

(a) Each party shall pay any real property taxes or personal property taxes on property it either 
owns or leases from a third party or any other taxes, fees or costs related to equipment or 
the lease of equipment. 

(b) Contractor shall pay any sales, use, excise, transfer, value-added, services, consumption, 
and other taxes and duties imposed on any goods and services acquired, used or consumed 
by Contractor in connection with the Services.  As part of the Charges, LAUSD shall pay 
when due any sales, use, excise, value-added, services, consumption and other taxes and 
duties imposed on its acquisition of goods and Services from Contractor.  Such taxes shall 
be included in the Charges for any applicable Work Order and shall not be charged to 
LAUSD separately.  LAUSD shall withhold taxes as required by law and any such 
withholding shall reduce the payment otherwise required to be made to Contractor.  
Contractor shall be responsible for properly calculating and invoicing applicable taxes on 
the Services.  Interest and penalties imposed with regard to taxes shall be borne by the same 
party who bears the responsibility for remitting the tax.   

(c) The parties shall cooperate to determine accurately their respective tax liabilities and to 
reduce such liabilities to the extent permitted by law.  Contractor invoices to LAUSD shall 
separately state the amount of any taxes Contractor is collecting from LAUSD.  Each party 
shall provide to the other any resale certificates, exemption certificates, information 
regarding out-of-state or out-of-country sales or use of equipment and services, and such 
other similar information as the other party may reasonably request. 

14. INVOICING AND PAYMENT 

14.1 Invoices 

(a) Invoices must (a) reference this Agreement number and the related purchase order number, (b) be 
signed and submitted by the Contractor via email in PDF format to invoices@lausd.net, and (c)  
itemize services, service date(s), and payment rate(s) consistent with the terms of this Agreement.  
Contractor shall not generate invoice until goods have been received by the District and/or 
services have been provided by the vendor and accepted by the District.  The invoice date shall 
not be before the date goods and/or services have been accepted by the District.  Any invoice(s) 
failing to meet the requirements set forth in this section will not be considered for payment within 
45 days and may be rejected and/or returned to the Contractor for correction.  Additional 
documentation shall be furnished by the Contractor to the District’s Accounts Payable Branch 
upon request. Late payment of an invoice shall not constitute a breach of this Agreement.   

   When submitting invoices, Contractor will ensure that: 

• Each invoice contains a unique invoice number; 
• Only one invoice per PDF file is submitted (while each file may contain multiple pages); 

mailto:invoices@lausd.net
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• Supporting documents, if applicable, are added at the end of the invoice PDF file; 
• The invoice PDF file is clear and readable and does not contain any handwritten notations; 
• The invoice is on white background or white paper (with no colored paper or shaded areas); 
• The invoice does not contain inverted areas (i.e., white characters on black background); and 
• Standard fonts are used in the invoice (no cursive, italics, etc.).  

 
(b) For Services provided on a time and materials basis, Contractor will include with each 

invoice a chronological, itemized listing of the activities performed under the applicable 
Work Order during the prior month, showing: the date of service; a description of each 
item of work; the number of hours expended by Contractor Personnel on each item or work; 
and the hourly rate(s) for Contractor Personnel performing Services. 

(c) For Services provided on a fixed-fee or milestone basis, Contractor will include with each 
invoice a status report for such Services, and will include therein a copy of LAUSD’s 
written acceptance of any Deliverable(s) for which payment is sought. 

14.2 Payment 

(a) Subject to Section 14.5 each invoice delivered pursuant to Section 14.1 shall be due and 
payable within forty-five (45) calendar days after the date such invoice is received by 
LAUSD. 

(b) To the extent LAUSD is entitled to a credit (including, without limitation, any service level 
credit) pursuant to this Agreement or any Work Order, Contractor shall provide LAUSD 
with such credit on the first invoice delivered after such credit is earned.  If the amount of 
any credit on an invoice exceeds the amount owing to Contractor reflected on such invoice, 
Contractor shall pay the balance of the credit to LAUSD within forty-five (45) calendar 
days after the invoice date, unless LAUSD agrees in writing to carry over the balance of 
the credit to subsequent Contractor invoices.   

14.3 Proration 

All periodic Charges (excluding those based upon actual usage or consumption of Services) shall 
be computed on a 30-day calendar month basis and shall be prorated for any partial month. 
 

14.4 Refunds 

If either party (a “rebate recipient”) should receive a refund, credit or other rebate for goods or 
services paid for by the other party, the rebate recipient shall promptly notify the other party and 
shall pay such amount to the other party (or, if applicable, provide a credit on the next invoice) 
within thirty (30) calendar days after receipt thereof.  Any amount that remains unpaid thirty (30) 
calendar days after receipt by the rebate recipient will begin to accrue interest at the prime rate of 
Citibank of New York. 
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14.5 Set Off and Disputed Charges 

(c) Notwithstanding any other provision of this Agreement, a party who is owed any 
undisputed amount by the other party may, at its option, set off any such undisputed amount 
as a credit against any amounts it otherwise owes to the other party. 

(d) If LAUSD disputes in good faith any portion of an invoice, LAUSD shall pay the 
undisputed amount of such invoice when due and may, at its option, withhold the disputed 
portion pending resolution of the dispute.  If LAUSD withholds any payment pursuant to 
this Section, LAUSD shall notify Contractor in writing of the basis for such withholding.  
Upon resolution of the dispute, LAUSD shall pay to Contractor any amount then 
determined to be owing to Contractor. 

 
15. DATA AND INFORMATION  

15.1 Public Records 

This Agreement and its Work Orders are subject to the California Public Records Act. Those 
elements of any document provided to District that are Contractor trade secrets, as defined in Cal. 
Civil Code §3426.1(d), or otherwise exempt by law from disclosure and which are prominently 
marked as “TRADE SECRET,” “CONFIDENTIAL” or “PROPRIETARY” may be protected 
from disclosure; provided, however, that if disclosure is deemed to be required by law or by court 
order then District shall not in any way be responsible or liable (to Contractor or to any third party) 
for any disclosure made under the California Public Records Act, including (without limitation) 
any disclosure of Contractor documents marked as “TRADE SECRET,” “CONFIDENTIAL” or 
“PROPRIETARY.”  In addition, District shall have no obligation to resist any disclosure deemed 
to be required by law or by court order. 

15.2 Ownership and Protection of LAUSD Information 

(a) Confidential Information (and any derivative works thereof or modifications thereto) is 
and will remain the exclusive property of LAUSD or its licensors, employees, or 
students, as applicable.  Contractor will not possess or assert any lien or other right 
against or to Confidential Information.  No Confidential Information, or any part thereof 
(including any LAUSD Data), will be sold, assigned, leased, or otherwise disposed of to 
third parties by Contractor or commercially exploited by or on behalf of Contractor, its 
employees or agents.   

(b) During the course and scope of its services hereunder, Contractor may gain knowledge of 
or have access to Confidential Information, or otherwise have Confidential Information 
disclosed to it.  Contractor understands that Confidential Information is made available to 
it only to the extent necessary to perform its duties within the course and scope of this 
Agreement, and Contractor and the Contractor Personnel will use Confidential 
Information for no other purpose. Contractor agrees that neither it nor the Contractor 
Personnel shall, directly or indirectly, disclose or distribute any Confidential Information 
to any third party or use Confidential Information for the benefit of itself or any third 
party without LAUSD’s prior written consent.  Contractor will disclose Confidential 
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Information only to Contractor Personnel with a need to access such information as a 
necessary part of the performance of the Services. 

(c) Contractor acknowledges and agrees that LAUSD Data includes confidential student and 
employee information that is protected by applicable laws and standards, including 
FERPA and HIPAA.  Contractor Personnel may, by nature of the Services, have the 
ability to defeat security provisions on LAUSD devices and may, by the nature of their 
work, have access to systems and devices containing Confidential Information, but have 
no need to actually access such Confidential Information in order to perform Services.  
Contractor therefore agrees to use its best efforts to avoid unnecessary exposure by 
Contractor Personnel to Confidential Information.  Contractor further agrees to comply, 
and agrees to require Contractor Personnel to comply, with all applicable laws relating to 
the access, use and disclosure of Confidential Information and any LAUSD Data 
embodied therein.  Contractor agrees to inform LAUSD whenever access is sought by 
Contractor or Contractor Personnel to student or employee data files. 

(d) In the event the Contractor needs to have access to Confidential Information of students, 
Contract agrees to further comply with the requirements of California Education Code 
section 49073.1 and enter into a Data Use Agreement, substantially in the form of 
Schedule E, attached hereto and made a part hereof.  Contractor agrees to inform 
LAUSD whenever access is sought by Contractor or Contractor Personnel to student or 
employee data files. 

(e) Upon request, Contractor will propose, for LAUSD review and approval, policies and 
procedures for informing Contractor Personnel of restrictions regarding access to and use 
of Confidential Information and for monitoring compliance with such restrictions and 
with the terms of this Article 15.   

(f) Contractor will cooperate, and will cause Contractor Personnel to cooperate, fully in 
resolving any actual or suspected acquisition or misuse of Confidential Information. 

(g)  Data Privacy  
 

If Contractor is an operator of an Internet website, online service, online application, or 
mobile application, Contractor shall comply with the requirements of California Business 
and Professions Code sections 22580 through 22585 (notwithstanding statute operative 
dates), and LAUSD policy as follows:  

 
(i)  Contractor shall not (a) knowingly engage in targeted advertising on the 
Contractor’s site, service or application to District students or their parents or legal 
guardians; (b) use a student’s personally identifiable information (“PII”) or other 
non-public information (e.g., metadata) to amass a profile about a District student; 
(c) sell information, including PII; or (d) disclose PII without the District’s written 
permission. 
 
ii)  Contractor will store and process LAUSD Data in accordance with commercial 
best practices, including appropriate administrative, physical, and technical 
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safeguards, to secure such data from unauthorized access, disclosure, alteration, and 
use. Such measures will be no less protective than those used to secure Contractor’s 
own data of a similar type, and in no event less than reasonable in view of the type 
and nature of the data involved.  Without limiting the foregoing, Contractor 
warrants that all electronic District data will be encrypted in transmission using 
secure hypertext transfer protocol (HTTPS) with transport layer security (TLS) 
protocol version 1.2 to enable secure communications over the internet and 
encrypted in transit using cryptographic protocol TLS 1.2 or greater and encrypted 
at rest using a key no less than 128 bits in length.  
 
iii) Contractor shall delete a student’s covered information upon request of the 
District. 

 
(h) Single Sign On (SSO).   Use of District Single Sign-on for Students and Staff. 
 
It is the intent of the District to facilitate the log on process to all external services including 
online learning tools and accounts, learning management systems and the like using single 
sign-on (SSO). The District requires all service providers/contractors to align their 
product(s) to the following requirements, complying with all federal, state and District 
rules and policies regarding security of data transferred for the purposes of 
authorization.       
                                                        
NOTE: Contractors are reminded that protocol versions specified at the time of execution 
of this Agreementnot may not be current.  It is the responsibility of the Contractor to verify 
the protocol versions used are the currently available versions that support versions being 
used by the District.  
 
For Authentication: 
 
The District uses implementation of the current version of Security Assertion Mark-up 
Language (SAML) using the current version of Active Directory Federated Services 
(ADFS) for authentication. The Contractor must support SAML or the use of Azure AD 
via SAML or OpenID Connect (OIDC). If the system is deployed on premise in the 
District’s Data Center, the current version of Active Directory (AD), which leverages 
LDAP, may be used as well as SAML.  
For Authorization: 
 
Authorizations must support role-based management.  
 
The District requires data exchanged with vendors via flat file be accomplished in an 
automated manner using SFTP or File transfer Protocol over Secure Socket Layer 
(FTPS).  The process must not require manual intervention by LAUSD staff in order to 
complete transfers.  Additionally, the file must be encrypted using Pretty Good Privacy 
(PGP) keys.  It is preferred that the vendor log into the District’s Secure File Transfer (SFT) 
system to retrieve and upload files. 
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15.3 Return of Data 

At no cost to LAUSD, Contractor shall upon (a) request by LAUSD at any time, and (b) upon 
termination or expiration of this Agreement, promptly return to LAUSD, in the format and on the 
media in use as of the date of request, all or any requested portion of Confidential Information that 
may be in Contractor’s possession or control and shall permanently delete any electronic copies of 
any such Confidential Information, in accordance with the applicable version of BUL-6916, “Data 
Destruction and Disposal.” 
 

15.4 Security 

(a) Contractor and Contractor Personnel will comply with the LAUSD Information Security 
Policies.   

(b) Contractor  shall take appropriate security measures to protect the confidentiality, 
integrity, and availability of Confidential Information that it creates, receives, maintains, 
or transmits on behalf of the District and to prevent any use or disclosure of Confidential 
Information other than as provided by the Agreement. Appropriate security measures 
include, but are not limited to, the implementation of the best practices as specified by the 
ISO 27001/2, NIST, or similar security industry guidelines. Contractor shall provide, 
upon the District’s request, evidentiary documentation of Contractor’s current 
implementation of information security practices. 

(c) In addition to the restrictions applicable to other Confidential Information, LAUSD Data 
will be stored separately from Contractor’s property or any property or data of third 
parties and will not be comingled with Contractor’s or any third party’s data.  Contractor 
will utilize commercially reasonable efforts, including the use of systems security 
measures, to guard against the unauthorized access, alteration, reassure or corruption of 
LAUSD Data.  Such measures will include the use of software that (i) requires all users 
to enter a unique role-based user identification and password before gaining access to the 
information systems; (ii) controls and tracks the addition and deletion of users;  (iii) 
controls and tracks user access to areas and features of the information system; and (iv) 
requires all users to have a need-to-know and need-to-use 

(d) Contractor shall employ the most current version of a virus detection mechanism to 
detect and eradicate malicious code (e.g., viruses, worms, Trojan horses) in any 
Deliverable or LAUSD’s information technology environment.  Contractor will not 
willfully or negligently insert or include, or permit or cause any third party under its 
control to insert or include, any Virus into any Deliverable or LAUSD’s information 
technology environment.  Contractor will use commercially reasonable efforts to reduce 
the likelihood that any Virus is introduced into any software or LAUSD’s information 
technology environment, and will test Deliverables for Viruses.  In the event a Virus is 
introduced into Contractor Off-The-Shelf Software, Contractor Customized Software, 
Work Product, LAUSD Software or any other part of the LAUSD information 
technology environment by Contractor or any third party under its control who has access 
to such materials, Contractor will remove such Virus and will provide all necessary 
services to minimize the impact of such Virus, all at no cost to LAUSD.  In such event, 
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Contractor will be liable for loss of data or records of LAUSD to the extent such loss of 
data or records is due to the willful or negligent introduction of such Virus into a 
Deliverable or the LAUSD information technology environment by Contractor or any 
third party under its control who has access to such Deliverable, or any part thereof, or 
any part of the LAUSD information technology environment.   

15.5 Destroyed or Lost Data 

(a) Contractor will not delete or destroy any LAUSD Data or media on which LAUSD Data 
resides without prior written authorization from LAUSD.  In the event any LAUSD Data 
is lost or destroyed due to any act or omission of Contractor, including any breach of the 
security procedures described in this Article 15 and any Work Order, and such LAUSD 
Data cannot be fully restored by a reload under Section 1.1(b) below, Contractor shall be 
responsible for the prompt regeneration or replacement of such LAUSD Data.  Contractor 
shall prioritize this effort so that the loss of LAUSD Data will not have an adverse effect 
upon LAUSD’s business or the Services.  LAUSD agrees to cooperate with Contractor to 
provide any available information, files or raw data needed for the regeneration of the 
LAUSD Data.  If Contractor fails to regenerate the lost or destroyed LAUSD Data within 
a time reasonably set by LAUSD (or within a reasonable time, if no such time is set), then 
LAUSD may obtain data reconstruction services from a third party, and Contractor shall 
cooperate with such third party as requested by LAUSD.  In addition to any other damages 
incurred by LAUSD, Contractor will be responsible for the actual costs incurred by 
LAUSD for the reconstruction of LAUSD Data by a third party.  In the event it is 
determined that LAUSD Data has been lost or destroyed as a result of the willful conduct 
of Contractor or its employees, contractors or agents, LAUSD may terminate the applicable 
Work Order or this Agreement pursuant to Section 20.3. 

(b) Without limitation to Contractor’s obligations regarding data regeneration set forth in 
Section 15.5(a) above, in the event of the loss of, damage to, or corruption of data caused 
by Contractor or any Contractor Personnel, Contractor shall, promptly and without charge 
to LAUSD, reload such data as shall be issued by LAUSD to Contractor from LAUSD 
back-up stores, provided that LAUSD has kept proper and adequate back-up copies of such 
data. 

15.6 Unauthorized Uses and Disclosures 

Without limiting Districts other rights in respect of a breach of this Article 16, Contractor will: 

(a) only install software and hardware on District systems, including but not limited to 
network infrastructure, software, devices, cloud, and other virtualized environments, that 
have been authorized for use by the District; 

(b) only connect to District systems using authorized devices; 

(c) only use District systems to conduct District business necessary to perform the Services; 
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(d) promptly notify District of any unauthorized possession, use, knowledge, or attempted 
possession, use, or knowledge of Confidential information by any person or entity that 
may become known to Contractor; 

(e) promptly furnish District with full details of the unauthorized possession, use, or  
knowledge, or attempt thereof, and assist District in investigating or preventing the 
recurrence of any unauthorized possession, use, or knowledge, or attempt thereof, of 
Confidential Information; 

(f) cooperate with District in any litigation or investigation against third parties deemed 
necessary by District to protect its rights in Confidential Information to the extent such 
litigation or investigation relates to the Services; and 

(g) use diligent efforts to prevent a recurrence of any such unauthorized possession, use, or 
knowledge, or attempt thereof, of District’s Confidential Information. 

15.7 Reporting and Mitigating the Effect of Unauthorized Uses and Disclosures 

Contractor will comply with the following obligations in connection with the use or disclosure of 
Personally Identifiable Information that is not expressly permitted by this Agreement, and that takes 
place while such information is in the custody or control of Contractor or a Contractor Agent (a 
“Security Incident”). 

(a) Contractor will report to District each Security Incident of which it becomes aware.  The 
initial report of a Security Incident will be made by telephone call to the [District 
Relationship Manager] no later than twenty-four (24) hours after Contractor becomes 
aware of the Security Incident.  The initial report will be followed by a written report to 
District no later than three (3) days after the date on which Contractor became aware of 
the Security Incident. 

(b) The written report of the Security Incident will include: (1) the date the Security Incident 
occurred; (2) a description of the unauthorized uses or disclosures involved in the 
Security Incident; (3) the number of Data Subjects affected by the Security Incident; (4) 
to the extent possible, the identities of the Data Subjects whose Personally Identifiable 
Information has been, or is reasonably believed by Contractor to have been, accessed, 
acquired, used or disclosed during the Security Incident; (5) the types of Personally 
Identifiable Information involved in the Security Incident; and (6) the steps Contractor 
has taken to investigate the Security Incident, mitigate potential harm to the affected Data 
Subjects, and prevent further Security Incidents, including steps Contractor believes the 
affected Data Subjects should take to protect themselves against potential harm resulting 
from the Security Incident. 

(c) Contractor will promptly supplement the written report with additional information about 
the Security Incident as Contractor obtains the information, including Contractor’s 
assessment as to whether the Security Incident is reportable under applicable laws. 
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(d) To the extent that any applicable law requires that the affected Data Subjects or any 
governmental authorities be notified of a Security Incident, Contractor will be responsible 
at its cost and expense for: 

(i) at District’s request, and where possible under law, providing such notices to Data 
Subjects or governmental authorities containing the information required by 
applicable law, provided that Contractor will provide District’s prior approval of 
any content, form and timing of such notice; 

(ii) conducting any forensic and security review and audit in connection with such 
Security Incident; 

(iii) providing any forensic and security review and audit in connection with such 
Security Incident; 

(iv) providing remediation services and other reasonable assistance to such Data 
Subjects as are (1) required by law, (2) requested by governmental authorities, (3) 
requested by District, or (4) consistent with customary industry practice; and 

(v) reasonably cooperating with District and its Affiliates in responding to such 
Security Incident. 

15.8 Residuals 

Notwithstanding anything else contained within this Agreement, Contractor may use in its business 
activities the ideas, concepts and know-how that are contained in District’s Confidential 
Information or that are developed or provided by District or jointly developed by the parties under 
any Work Order, and which are retained in the unaided memories of Contractor Personnel who 
have had access to such ideas, concepts and know-how under this Agreement.  Nothing contained 
in this paragraph modifies any of Contractor’s obligations with respect to the Confidential 
Information. 

 
16. CERTAIN REPRESENTATIONS, WARRANTIES AND COVENANTS 

For purposes of this Article 16, all matters to which Contractor represents are true on the Effective 
Date, and all matters to which Contractor warrants shall continue throughout the Term. 

 
16.1 General Matters  
 

Contractor represents and warrants that it is a corporation duly incorporated, validly existing and is in 
good standing under the laws of the state in which it is incorporated, and is good standing in each 
other jurisdiction where the failure to be in good standing would have a material adverse effect on its 
business or its ability to perform its obligations under this Agreement.  Contractor represents and 
warrants that it has all necessary corporate power and authority to own, lease and operate its assets 
and to carry on its business as presently conducted and as it will be conducted pursuant to this 
Agreement.   
 
Contractor represents and warrants that it has full power and authority to enter into this Agreement 
and each Work Order and to perform hereunder and thereunder, and Contractor will exercise 
commercially reasonable efforts to ensure that such entry and performance do not and will not violate 
any rights of any third party.  Contractor represents and warrants that it has all necessary corporate 
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power and authority to enter into this Agreement and each Work Order and to perform its obligations 
thereunder.  The execution and performance of this Agreement and the consummation of the 
transactions contemplated hereby have been and will be duly authorized by all necessary corporate 
actions on its part.  This Agreement constitutes a legal, valid and binding obligation of Contractor, 
enforceable against it in connection with its terms and the terms of each Work Order. 
 

16.2 Efficiency and Cost Effectiveness 

Contractor will render the Services in as efficient a manner as is commercially reasonable and will 
exercise reasonable care to control resources (such as lighting, heating and other utilities) at LAUSD 
facilities used in providing Services.  Contractor will provide the Services using technology that is 
reasonably intended to enable LAUSD to take advantage of relevant technological advancements. 

 
16.3 Non-infringement and Ownership 

If a Deliverable or any Services violate or infringe upon the rights of any third party, including, 
without limitation, any patent rights, copyright rights, trademark rights, trade secret rights, or other 
proprietary rights of any kind, District may seek the remedies set forth in Section 18.2.  Contractor 
is and shall be (a) either the owner of, or authorized to use, the software and related material used 
in connection with the Services, which is not otherwise owned by LAUSD, and (b) sufficiently 
authorized to grant to LAUSD the rights, title, interest and/or ownership, specified in Article 10 
or the applicable Work Order, in and to materials, information, Documentation, Work Product, or 
other Deliverables developed by Contractor for LAUSD as part of the Services.  Contractor will 
use commercially reasonable efforts to perform its responsibilities under this Agreement in a 
manner that does not infringe, or constitute an infringement or misappropriation of, the patent, 
copyright, trademark, trade secret or other proprietary rights of a third party. 
 
Contractor shall have sufficient title and rights to license to District, to the extent specified in 
Article 10 or any applicable Work Order, all Contractor Commercial Software, Contractor 
Customized Software, and Deliverables.   
 

16.4 Inducements 

Contractor represents and warrants to LAUSD that Contractor has not violated and will not violate 
any applicable laws or regulations, or any LAUSD policies of which Contractor has been given notice, 
regarding the offering of inducements in connection with this Agreement.  In the event that Contractor 
does not comply with the foregoing, LAUSD will have the right to terminate this Agreement for cause 
without affording Contractor an opportunity to cure. 
 

16.5 Compliance with Laws 

At all times during the Term of this Agreement, Contractor shall comply with all federal, state, 
and local laws and regulations that are applicable to its performance of the Services.  To the 
extent applicable, Contractor shall, as of the date of final acceptance of any System Deliverable, 
make such System Deliverable comply with all applicable federal, state and local laws and 
regulations.  Contractor shall further provide District with reasonable assistance in complying 
with all federal, state, and local laws and regulations applicable to District under any Work 
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Order. 
16.6 Year 2000 

  All System Deliverables will operate on date-related data using four-digit year fields and will function 
in such a way that all date-related functionalities and data fields include the indication of century and 
millennium, and perform calculations that involve a four-digit year field. 

 
16.7 Facilities and Conditions 

 The facilities used by Contractor to provide the Services to LAUSD will comply with the following 
standards related to Contractor’s work force and facilities: 
(a) Contractor shall not use forced or compulsory labor in any form, including, but not 

limited to, prison, indentured, political, bonded or otherwise.  Deposits or similar 
arrangements shall not be required as a condition of employment. 

(b) Contractor shall not use child labor in any facility providing Services to LAUSD. 

(c) Contractor shall not discriminate based on race, creed, gender, marital or maternity status, 
religious or political beliefs, age or sexual orientation.  Contractor decisions related to 
hiring, salary, benefits, advancement, termination or retirement shall be based solely on 
the ability of an individual to do the job. 

(d) Contractor management practices shall recognize the dignity of the individual employees, 
the rights of free association and collective bargaining, and the right to a work place free 
of harassment, abuse or corporal punishment. 

(e) Contractor shall provide each employee at least the legal minimum wage or the 
prevailing industry wage where the facility is located, whichever is higher.  Contractor 
shall provide each employee a clear, written accounting for each wage period and shall 
not deduct from employee pay for performance or disciplinary issues. 

(f) Contractor shall provide employees with a safe and healthy workplace that does not 
expose employees to hazardous conditions.  Contractor shall have written health, safety 
and environmental guidelines, including those applying to employee residential facilities, 
where applicable.   

16.8 Warranty on Performance of Deliverables  
 

  Except as may otherwise be set forth in a Work Order or under any license agreement for Contractor 
Commercial Software, for a period of one (1) year from the date of final acceptance of any Deliverable 
(including, but not limited to any Final Deliverable), such Deliverable (and for any Final Deliverable, 
the Final Deliverable and each System Deliverable therein) shall perform in accordance with all Final 
Criteria and Documentation therefor, and any other criteria agreed to by District and Contractor in the 
computer hardware and/or software environments with which such System Deliverable was intended 
to operate at the time of installation; provided, however, that this warranty shall not apply to the extent 
that any Deliverable is modified by LAUSD or any third party without Contractor’s written 
authorization. 
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16.9 Accuracy of Documentation 

 Except as may otherwise be required by a Work Order, all Documentation shall be complete and 
describe the applicable System Deliverable and components thereof accurately so as to enable a staff 
consisting of a reasonable number of information systems professionals with ordinary skills and 
experience to fully utilize the System Deliverable for all purposes for which it is being acquired by or 
intended for use by District.  To the extent required by a Work Order, all Code Documentation shall 
be complete and describe the source code and all components thereof accurately so as to enable 
computer programmers of ordinary skill and experience who are knowledgeable of the subject matter 
to fully utilize the source code to understand, support, modify, and otherwise use the software to 
which it relates. 

 
16.10 No Claims 

Contractor represents that there is no action, suit, proceeding, or material claim or investigation 
pending or threatened against it in any court, or by or before any federal, state, municipal, or other 
governmental department, commission, board, bureau, agency, or instrumentality, domestic or 
foreign, or before any arbitrator of any kind, that, if adversely determined, might adversely affect any 
Deliverable or restrict Contractor’s ability to complete the transactions contemplated by this 
Agreement, or restrict District’s right to use any Deliverable under this Agreement. Contractor knows 
of no basis for any such action, suit, claim, investigation, or proceeding. 
 

16.11 Third Party Warranties 

To the extent that it is legally able to do so, Contractor will assign and transfer to District all warranties 
received from the supplier (other than Contractor) of any component of any System Deliverable.  As 
applicable, suppliers may provide their own warranties directly to District. 

 
16.12 Disclaimer 

THE WARRANTIES SET FORTH IN THIS AGREEMENT ARE IN LIEU OF ALL OTHER 
WARRANTIES, EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. 

 
16.13 Americans with Disabilities Act (ADA) 

 Contractor warrants that it complies with California and federal disabilities laws and regulations. 
(Americans with Disabilities Act of 1990,42 U.S.C. 12101 et seq).  Contractor hereby warrants 
the products or services it will provide under this Contract comply with the accessibility 
requirements of Section 508 of the Rehabilitation Act of 1973, as amended (29 U.S.C. 794d), 
and its implementing regulations set forth at Title 36, Code of Federal Regulations, Part 1194. 
Contractor agrees to promptly respond to and resolve any complaint regarding accessibility of 
its products or services. Contractor further agrees to indemnify and hold harmless District from 
any claims arising out of Contractor’s failure to comply with the aforesaid requirements. Failure 
to comply with these requirements shall constitute a material breach of this Contract. 
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17. INSURANCE 

17.1 Certification 

Contractor in executing this Agreement hereby certifies, pursuant to Section 1861 of the 
California Labor Code, as follows: 
I am aware of the provisions of Section 3700 of the Labor Code, which require every employer to be 
insured against liability for workers’ compensation or to undertake self-insurance in accordance with 
the provisions of that code, and I will comply with such provisions before commencing the 
performance of the work of this contract. 
 

17.2 Required Insurance Coverages 

Contractor shall, at its sole cost and expense, maintain in full force and effect during the Term the 
following insurance coverage from a California licensed insurer with an A minus (A-), VII, or better 
rating from A.M. Best, sufficient to cover any claims, damages, liabilities, costs and expenses (including 
counsel fees) arising out of or in connection with Contractor’s fulfillment of any of its obligations under 
this Agreement or either party’s use of the Services or Deliverables or any component or part thereof: 

(a) Except as set forth in subsection (f) below, Commercial Form General Liability 
Insurance, including both bodily injury and property damage, with limits as follows: 

(i) $1,000,000 per occurrence; 
(ii) $   100,000 fire damage; 
(iii) $       5,000 medical expenses; 
(iv) $1,000,000 personal & advertising injury; 
(v) $3,000,000 general aggregate; 
(vi) $3,000,000 products/completed operations aggregate; 

(b) Business Auto Liability Insurance for owned scheduled, non-owned or hired automobiles 
with a combined single limit of no less than $1 million per occurrence. 

(c) Workers’ Compensation and Employers Liability Insurance in a form and amount 
covering Contractor’s full liability under the California Workers’ Compensation 
Insurance and Safety Act and in accordance with applicable state and federal laws, as 
follows: 

(i) Part A – Statutory Limits 
(ii) Part B - $1,000,000/$1,000,000/$1,000,000 Employers Liability 

If Contractor is not subject to the California Workers’ Compensation Insurance and Safety 
Act, then in lieu of the foregoing requirements, Contractor will complete, execute and 
deliver to LAUSD the Workers’ Compensation Statement attached hereto as Schedule F.  

(d) Except as set forth in subsection (e) below, Errors & Omissions (Professional Liability) 
coverage, when applicable, with limits of $1,000,000 per occurrence and $2,000,000 in the 
aggregate. For cyber insurance, the coverage is $1,000,000 per occurrence and 
$2,000,000 aggregate.  
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(e) For Sexual Abuse and Molestation Coverage when working at school site and students 
are present, $1,000,000 per occurrence/$2,000,000 aggregate.  

(f) If the Contractor Service Area is or includes Database Administration, Document 
Management, Network Project Management, Software Applications, Software Support, or 
Program and Project Management, for any Work Order in any of the foregoing service 
areas that exceeds or is reasonably expected to exceed $500,000 in Charges, Contractor’s 
Commercial General Liability Insurance, Errors & Omissions, and Cyber Liability limits 
will be $2,000,000 per occurrence under Section 17.2(a)(i), (d) above and $5,000,000 
general aggregate under Section 17.2(a)(v), (d) above, and provided, further, that if any 
Work Order exceed or is reasonably expected to exceed $1,000,000 in Charges, 
Contractor’s Commercial Form General Liability Insurance, Errors & Omissions, and 
Cyber Liability limits will be $5,000,000 per occurrence under Section 17.2(a)(v), (d) 
above and $10,000,000 general aggregate under Section 17.2(a)(v), (d) above. 

17.3 Evidence of Insurance 

Contractor, upon execution of this contract and periodically thereafter upon request, shall furnish 
District with certificates of insurance evidencing such coverage.  The certificate of insurance shall 
include a provision requiring thirty (30) days advance notice to District of cancellation or non-
renewal.  The policies of insurance required under this Article 17 shall name District and its Board 
of Education as additional insureds with respect to any potential tort liability, irrespective of 
whether such potential liability might be predicated on theories of negligence, strict liability or 
products liability. Premiums on all insurance policies shall be paid by Contractor at no additional 
charge to District. 

 
17.4 Additional Insurance 

Additional or lesser insurance coverage(s) may be required under a Work Order.  District reserves 
the right to require, with respect to any Work Order and in the coverage amounts specified in such 
Work Order: (a) Employee Dishonesty and Computer Fraud Insurance for loss arising out of or in 
connection with fraudulent or dishonest acts committed by the employees of Contractor, acting 
alone or in collusion with others; and (b) Employment Practices Liability Insurance covering all 
of Contractor's employment practices and covering LAUSD for vicarious liability as the result of 
Contractor's actions on behalf of LAUSD.  

 
18. INDEMNIFICATION 

18.1 Indemnification by Contractor 

(a) Contractor shall defend, indemnify and hold harmless District, its officers, directors, 
employees, agents, volunteers, and Affiliates and District’s Board of Education from any 
and all damages, costs and expenses, including attorneys’ fees, arising out of any third 
party claims for damages for bodily injury (including death) or for damage to real property 
or tangible personal property resulting from, arising out of or otherwise related to 
Contractor’s performance of this Agreement. 
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(b) In the event District receives a Public Records Act request for any Contractor documents 
marked “TRADE SECRET,” “CONFIDENTIAL” or “PROPRIETARY,” Contractor 
agrees to defend, indemnify and hold harmless District, its officers, directors, employees, 
agents, volunteers, and Affiliates and District’s Board of Education from any and all 
damages, costs and expenses, including attorneys’ fees, in any action or liability resulting 
from such Public Records Act request or otherwise arising under the Public Records Act 
in connection with such request. 

(c) Contractor shall defend, indemnify and hold harmless District, its officers, directors, 
employees, agents, volunteers, and Affiliates and District’s Board of Education from any 
and all damages, costs and expenses, including attorneys’ fees, resulting from or arising 
out of a breach by Contractor or any Contractor Personnel of Section 15.4.  Contractor will 
provide such assistance and provide such Services as are reasonably requested by LAUSD 
as a result of, or in the furtherance of any investigation of, any breach of security in the 
LAUSD information technology environment. 

(d) Contractor agrees to defend, indemnify and hold harmless the District from any penalties, 
damages, taxes, costs, assessments, withholdings or other losses related to any allegation 
or determination that the District is the employer or joint employer of Contractor’s agent, 
employee or subcontractor. 

  
(e) Contractor agrees to defend, indemnify and hold harmless District, its officers, directors, 

employees, agents, volunteers, and District’s Board of Education from any and all 
damages, costs and expenses, including attorneys’ fees, resulting from or arising out of 
any claim of harassment, discrimination or retaliation by or of Contractor’s employee, 
agent or subcontractor. 

 
18.2 Action on Claim of Infringement 

(a) If a third party claims that a Deliverable (or any component of a Deliverable) or any item 
used by Contractor to provide the Services infringes that party’s patent rights, copyright 
rights, trademark rights, trade secret rights, or other proprietary rights of any kind, 
Contractor will defend District, its officers, directors, employees, agents, volunteers, and 
Affiliates and District’s Board of Education from any and all damages, costs and expenses, 
including attorneys’ fees, arising out of or related to that claim, and pay all costs, damages, 
and attorney’s fees that a court finally awards or that are included in a settlement approved 
by Contractor, provided that District: (i) notify Contractor in writing of the claim in 
accordance with Section 18.3; and (ii) allow Contractor to control, and reasonably 
cooperate with Contractor in, the defense and any related settlement negotiations, as further 
set forth in Section 18.3.   

(b) If a claim under Section 18.2(a) is made or appears likely to be made, or if any item used 
by Contractor to provide the Services becomes, or in Contractor’s reasonable opinion is 
likely to become, the subject of an infringement or misappropriation claim or proceeding, 
Contractor shall, at its option: (i) replace the same without additional charge, by 
compatible, functionally equivalent and non-infringing product(s); (ii) modify such 
Deliverable, or component or part thereof, to avoid the claim or infringement and retain 
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materially similar functionality; or (iii) obtain license(s) for District to continue use of such 
Deliverable, or component or part thereof, and pay any additional fee required for such 
license(s).  If Contractor determines that none of these alternatives is reasonably available, 
District agrees to return the Deliverable to Contractor on Contractor’s written request, and 
Contractor will return all amounts paid under this Agreement (including, but not limited 
to, taxes, freight, shipping and handling costs, and license fees) for the applicable 
Deliverable and for any and all other Deliverables, or components or parts thereof, affected 
by loss of the applicable Deliverable. 

(c) Contractor’s liability under this Section 18.2 shall be subject to an equitable reduction (as 
determined by written agreement of the parties, or by the court adjudicating the claim) to 
the extent that any claim arising hereunder is based on (i) any information, design, 
specification, instruction, software, data, or material not furnished by or authorized in 
writing by Contractor, or (ii) the unauthorized alteration of a Deliverable or the 
combination of a Deliverable with any products or services not provided, performed or 
authorized in writing by Contractor. 

18.3 Indemnification Procedures 

(a) Promptly after receipt by District of any written claim or notice of any action giving rise 
to a claim for indemnification under this Section 18, District shall so notify Contractor and 
shall provide copies of such claim or any documents notifying District of the action and 
shall provide Contractor, at Contractor’s expense, with all reasonable assistance in 
connection therewith.  No failure to so notify Contractor shall relieve Contractor of its 
obligations under this Agreement except to the extent that the failure or delay is prejudicial.  
Within thirty (30) calendar days following receipt of such written notice, but in any event 
no later than ten (10) working days before the deadline for any responsive pleading, 
Contractor shall notify District in writing (a “Notice of Assumption of Defense”) if 
Contractor elects to assume control of the defense and settlement of such claim or action. 

(b) If Contractor timely delivers a Notice of Assumption of Defense, Contractor shall have 
sole control over the defense and settlement of such claim or action; provided, however, 
that (i) District shall be entitled to participate in the defense of such claim or action and to 
employ counsel at its own expense to assist in the handling of such claim or action, and (ii) 
Contractor shall notify District in writing if Contractor intends to enter into any settlement 
of such claim or action (other than a settlement solely for the payment of money that 
Contractor is obligated to pay under this Section, for which Contractor shall only be 
required to notify District upon entry into such settlement) and shall not enter into such 
settlement without District’s prior written consent, which consent shall not be unreasonably 
withheld. 

(c) If Contractor does not timely deliver a Notice of Assumption of Defense, District may 
defend the claim or action in such a manner as it may deem appropriate, at Contractor’s 
expense.  Contractor shall promptly reimburse any and all costs and expenses of defense, 
including attorneys’ fees, upon District’s written request therefor. 
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19. LIMITATION OF LIABILITY 

NEITHER PARTY SHALL BE LIABLE FOR ANY INDIRECT, EXEMPLARY, SPECIAL, OR 
CONSEQUENTIAL DAMAGES ARISING OUT OF THIS AGREEMENT. Notwithstanding 
anything to the contrary in this Agreement, this Section shall not apply to damages arising out of or 
relating to any of the following: (i) either party's gross negligence or willful misconduct; (ii) breach 
of either party's confidentiality obligations, (iii) Contractor's indemnification obligations, (iv) claims 
for contributions or damages payable to third parties; and (v) violation of law. 
 

20. REMEDIES AND TERMINATION 

20.1 Errors and Defects Escalation Procedures 

If District notifies Contractor of any material failure in performance of Services or material failure of 
a System Deliverable to operate as warranted, Contractor, at its own expense, shall promptly analyze 
the description of the circumstances relating to such material failure. The initial determination of 
priority, as described below, shall be made solely by District in its reasonable discretion by reference 
to the priority levels described in this Section 20.1.  Contractor’s obligations under this Section 20.1 
are in addition to Contractor’s remediation obligations for Deliverables that are rejected under the 
terms of Section 7.2 or Section 7.3, and Contractor’s obligations under this Section 20.1 may arise at 
any time, including before District provides written notice of acceptance of any Deliverable or Final 
Deliverable. Contractor shall respond to notice from the District under this Section as follows: 
 

 
(a) Priority 1.  

  A “Priority 1” condition is any failure caused by a System Deliverable or by Contractor’s 
performance of Services that precludes all work from being done on a computer system or that 
materially impairs a major function of a computer system or software. Nonexclusive examples include 
system crashes, database-wide information corruption, and incorrect writing of critical fields. Priority 
1 conditions are the highest in severity, for which District shall receive a response within one hour 
from Contractor’s project executive or his or her designee, and a correction within four hours. If a 
Priority 1 condition cannot be corrected within four hours, then: (i) after four hours, Contractor’s 
project executive will notify Contractor’s on-call support team, who will immediately commence 
efforts to remedy the problem; (ii) after eight hours, Contractor’s national sales manager and 
operations manager will become involved and will identify and deploy the resources necessary to 
correct the problem; and (iii) after twelve hours, Contractor’s president will become involved, and, if 
necessary, Contractor will dispatch a team to District’s location to correct the problem. 

 
(b) Priority 2.  

Any condition that impairs one or more functions that a System Deliverable is warranted to perform 
or that results from Contractor’s performance of the Services and impairs District’s use of any aspect 
of its information technology environment, but that does not involve a Priority 1 condition and is not 
a Priority 3 condition, is a “Priority 2” condition. Nonexclusive examples include database 
information corruption for a single District customer or incorrect writing of non-critical fields. Priority 
2 conditions are less severe than Priority 1 conditions. For Priority 2 conditions, District shall receive 
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a response within four hours from the time Contractor is notified. Whenever possible, Priority 2 
conditions will be addressed by providing a patch or suggested work-around to accommodate 
District’s needs within eight hours, with a correction within 24hours. If a patch or work-around cannot 
be provided within eight hours, the problem shall be escalated to a Priority 1 condition and treated as 
set forth above. 
 
(c) Priority 3.  

Any condition that constitutes a non-material defect or error in one or more functions that a System 
Deliverable is warranted to perform is a “Priority 3” condition. Nonexclusive examples include 
minor bugs and annoyances. Priority 3 conditions are the least severe. For Priority 3 conditions, 
District shall receive a response within 48hours from the time Contractor is notified. Contractor shall 
use reasonable efforts to correct Priority 3 conditions within three weeks. There is no escalation policy 
for a Priority 3 condition. 
 
(d) Inability to Correct 

If Contractor is unable to correct a Priority 1 or Priority 2 condition within ten calendar days after the 
date Contractor is notified of the Priority 1 or Priority 2 condition, District may, in its sole discretion, 
(i) withhold payment of any amount due under this Agreement with respect to the portion(s) or 
component(s) of the Work Order or System Deliverable affected by the Priority 1 or Priority 2 
condition until the condition is corrected; (ii) reject the System Deliverable or any part thereof or 
revoke acceptance and immediately terminate, under Section 20.3 herein (but without any 
requirement of a 30-day cure period), the applicable Work Order, along with, in District’s discretion, 
any related Work Order(s); or (iii) exercise any other remedy available at law, in equity, by statute, 
under this Agreement or otherwise. 
 
(e) Remedies for Delay in Performing Critical Tasks 

If any task identified in a Work Order as a “Critical Task” is not completed and or delivered on the 
date specified in the Work Order, and such delay is not materially caused by any fault of District, 
District may (i) agree to extend the date upon which such task is to be completed and/or delivered, or 
(ii) immediately terminate this Agreement under Section 20.3.  To the extent that any delay is 
materially caused by any fault of the District, then District will make reasonable and appropriate 
adjustments to the due date for such task, as determined in consultation with Contractor, to account 
for this delay. 
 
(f) Nonexclusively 

Except as explicitly set forth in this Agreement, no remedy set forth in this Agreement for breach of 
this Agreement is intended to be exclusive of any other remedy. Each remedy for breach shall be in 
addition to every other remedy given hereunder, or now or hereafter existing at law or in equity or by 
statute or otherwise.   
 
Without limitation to District’s other rights under this Section 20, District may immediately suspend 
its duties of performance under this Agreement, in whole or in part, if Contractor fails to observe or 
perform any condition or material obligation in this Agreement and fails to cure such default within 
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ten calendar days after District provides notice of the default. 
 

 
20.2 RESERVED 

20.3 Termination by LAUSD for Cause   

(a) LAUSD may terminate this Agreement or any Work Order issued pursuant to this 
Agreement, or any part of a Work Order:  :   

(i) subject to Section 20.3(ii), for a material breach of a single Work Order by 
Contractor that is not cured by Contractor within thirty (30) calendar days 
after LAUSD provides written notice of such breach; 

(ii) for a material breach of a single Work Order by Contractor that is not 
reasonably subject to cure within thirty (30) calendar days after its 
occurrence; 

(iii) for numerous or repeated breaches of one or more Work Orders (even if 
subsequently cured) that collectively constitute a material breach; or 

(iv) for a material breach of the terms of this Agreement by Contractor that is not 
cured by Contractor within thirty (30) calendar days after LAUSD provides 
written notice of such breach, or for numerous or repeated breaches of this 
Agreement (even if subsequently cured) that collectively constitute a material 
breach.  

(b) LAUSD shall exercise its termination right hereunder by delivering to Contractor written 
notice of the breach or breaches under Section 20.3 giving rise to such termination right.  
Where Section 20.3 provides for a cure period, the applicable Work Order(s) or this 
Agreement will automatically and immediately terminate upon expiration of such cure 
period if the breach identified in LAUSD’s notice has not been cured.  If LAUSD chooses 
to terminate a Work Order in part, the Charges payable under such Work Order will be 
equitably adjusted to reflect those Services that are not terminated. 

20.4  Termination by LAUSD for Convenience 

(a) LAUSD may terminate this Agreement or any Work Order issued pursuant to this 
Agreement, or any part of a Work Order immediately for convenience and without cause 
at any time by giving Contractor written notice designating the termination date, which in 
no case will be less than thirty (30) calendar days after the date of such notice without 
Contractor’s approval, and paying to Contractor either: (i) in the case of a Work Order 
under which Services are charged on a time and materials basis, the unpaid Charges for 
Services performed by Contractor prior to the effective date of termination; or (ii) in the 
case of a Work Order under which Services are charged on a fixed-fee or milestone basis, 
(1) the unpaid Charges due for completed Deliverables (or portions thereof) accepted by 
LAUSD prior to the effective date of termination, and (2) unpaid Charges (calculated on a 
time and materials basis) for Services performed by Contractor for Deliverables (or 
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portions thereof) that are not completed or have not been accepted by LAUSD prior to the 
effective date of termination.  Upon receipt of any termination notice from LAUSD 
hereunder, Contractor will immediately commence efforts to cease all affected Services, 
and will take all reasonable steps to minimize charges, fees or other costs that might be 
incurred by LAUSD after the date that LAUSD provides termination notice hereunder. 

(b) If LAUSD chooses to terminate a Work Order in part, the charges payable under such Work 
Order will be equitably adjusted to reflect those Services that are not terminated. 

(c) If a purported termination for cause by LAUSD under Section 20.3 is determined not to be 
a proper termination for cause, such termination shall be deemed a termination for 
convenience subject to this Section 20.4. 

20.5 Termination by LAUSD for Non-Appropriation 

If District is not appropriated adequate funds for or to continue this Agreement or any Work Order, 
District shall provide written notification to Contractor of non-appropriation of funds (a “Non-
Appropriation Notice”). In such event, District will have no further liability hereunder except with 
respect to payment for Services rendered up to the date of Contractor’s receipt of the Non-
Appropriation Notice.  This Agreement and all Work Orders will terminate effective as of the date of 
the Non-Appropriation Notice, unless the Non-Appropriation Notice specifically provides otherwise. 
 

20.6 Termination for Change of Control 

In the event that Contractor undergoes a change in control where voting or other control of Contractor 
is acquired, directly or indirectly, in a single transaction or series of related transactions, or all or 
substantially all of Contractor’s assets are acquired, by any entity, or Contractor are merged with or 
into another entity to form a new entity, then, at any time within nine (9) months after the last to occur 
of these events, LAUSD may terminate this Agreement or one or more Work Orders by (a) giving 
Contractor ninety (90) calendar days’ prior written notice and (b) designating a date upon which the 
termination(s) will be effective. 
 

20.7 Termination for Insolvency 

LAUSD may terminate this Agreement in its entirety (including all Work Orders) if Contractor (a) 
becomes insolvent or is unable to meet its debts as they mature, (b) files a voluntary petition in 
bankruptcy or seeks reorganization or to effect a plan or other arrangement with creditors, (c) files an 
answer or other pleading admitting, or fails to deny or contest, the material allegations of an 
involuntary petition filed against it pursuant to any applicable statute relating to bankruptcy, 
arrangement or reorganization, (d) is adjudicated a bankrupt or makes an assignment for the benefit 
of its creditors generally, (e) applies for, consents to or acquiesces in the appointment of any receiver 
or trustee for all or a substantial part of its property, or (f) any such receiver or trustee is appointed 
and not discharged within thirty (30) calendar days after the date of such appointment. 
 

20.8 Extension of Termination Effective Date 

LAUSD may, at its option, upon thirty (30) calendar days prior notice, extend any termination date it 
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has specified pursuant to this Article 20 one or more times.  In such event, the Services shall be 
provided pursuant to and on the terms and conditions set forth in this Agreement and each applicable 
Work Order and LAUSD shall compensate Contractor as specified in the applicable Work Order. 
 

20.9 Effect of Termination 

Termination of this Agreement or any Work Order for any reason under this Section shall not affect 
(a) any liabilities or obligations of either party arising before such termination or out of the events 
causing such termination, or (b) any damages or other remedies to which a party may be entitled under 
this Agreement or any Work Order, at law or in equity, arising from any breaches of such liabilities 
or obligations. 
 

20.10 Termination Assistance 

  If this Agreement or any Work Order is terminated prior to completion, for a period of at least thirty 
(30) calendar days, Contractor, upon request, will provide to LAUSD or its designee termination 
assistance to allow the Services to continue without interruption or adverse effect and to facilitate the 
orderly transfer of the Services to District or to another contracted provider.  Contractor will make 
available to LAUSD such information as LAUSD may reasonably request for purposes of transferring 
the Services back into LAUSD or the purposes of procuring services similar to the Services from a 
third party.   

 
21. MISCELLANEOUS 

21.2 Applicable Law 

All questions concerning the validity, interpretation and performance of this Agreement and the 
transactions it contemplates shall be governed by and decided in accordance with the laws of the State 
of California without regard to choice of law principles. 
 

21.2 Jurisdiction and Venue 

The parties hereby submit and consent to venue in and the exclusive jurisdiction of any state or federal 
courts located within the City of Los Angeles and irrevocably agree that all actions or proceedings 
relating to this Agreement shall be litigated in such courts, and each of the parties waives any objection 
which it may have based on improper venue or forum non conveniens to the conduct of any such 
action or proceeding in such court.  Contractor waives any right to trial by jury and consents to be 
joined in any action or proceeding in which LAUSD is a defendant and for which Contractor is 
required to indemnify LAUSD pursuant to the provisions of this Agreement. 

 
21.3 UCITA 

To the maximum extent permitted under applicable law, this Agreement shall not be subject to the 
Uniform Computer Information Transactions Act (prepared by the National Conference of 
Commissioners on Uniform State Laws) as currently enacted or as may be codified or amended from 
time to time by any jurisdiction. 
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21.4 Equitable Remedies 

The parties agree that (a) in the event of any breach or threatened breach of any provision of this 
Agreement or any Work Order concerning (i) Confidential Information, (ii) intellectual property 
rights, or (iii) other matters for which equitable rights may be granted, money damages would be an 
inadequate remedy; and (b) if either party makes a good faith determination that a breach of this 
Agreement is such that the damages to the party resulting from the breach will be so immediate, so 
large or severe and so incapable of adequate redress after the fact that a temporary restraining order 
or other immediate injunctive relief is the only adequate remedy; then a party may seek immediate 
injunctive relief and such provisions may be enforced by the preliminary or permanent, mandatory or 
prohibitory injunction or other order of a court of competent jurisdiction. 
   

21.5 Interpretation 

The parties are sophisticated and have been represented by counsel during the negotiation of this 
Agreement and each Work Order.  Any rule of construction to the effect that ambiguities are to be 
resolved against the drafting party shall not apply in interpreting this Agreement. 
 

21.6 Binding Nature and Assignment 

Contractor may not assign, voluntarily or by operation of law, any of its rights or obligations under 
this Agreement without the prior written consent of District.  Subject to the foregoing, this Agreement 
and each Work Order shall be binding on the parties and their respective successors and permitted 
assigns. 
 

21.7 Expenses 

Except as expressly provided in this Agreement, each party shall pay its own fees and expenses 
(including, without limitation, the fees and expenses of its agents, representatives, attorneys and 
accountants) incurred in connection with the negotiation, drafting, execution, delivery and 
performance of this Agreement and the transactions it contemplates. 
 

21.8 Amendment and Waiver 

No supplement, modification, amendment or waiver of this Agreement or any Work Order shall be 
binding unless executed in writing by the parties in accordance with the terms hereof .  No waiver of 
any term, provision or condition of this Agreement, whether by conduct or otherwise, in any one or 
more instances, shall be deemed to be or be construed as a further or continuing waiver of any such 
term, provision or condition or as a waiver of any other term, provision or condition of this 
Agreement. 

 
21.9 Further Assurances; Consents and Approvals 

Each party shall provide such further documents and instruments and take such other actions as may 
be reasonably necessary or desirable to give effect to this Agreement and to carry out its provisions.  
Whenever this Agreement requires or contemplates any action, consent or approval of a party, such 
party shall act reasonably and in good faith and (unless this Agreement expressly allows exercise of 



 

 
RFP NO.: 2000003306 
ISSUED DATE December 11, 2023 
TITLE:  Cybersecurity Services Bench 

 

173 

a party's sole discretion) shall not unreasonably withhold or delay such action, consent or approval. 
 

21.10 Publicity 

Contractor may not use LAUSD’s name or any of LAUSD’s trade names, trademarks, service marks, 
slogans, logos or designs for any advertising, promotional or other purpose which is not necessary in 
Contractor’s performance under this Agreement without the prior, written permission of LAUSD. 
 

21.11 Severability 

If any provision of this Agreement is determined by any court of competent jurisdiction to be invalid 
or unenforceable (other than provisions going to the essence of this Agreement), such provision shall 
be interpreted to the maximum extent to which it is valid and enforceable, all as determined by such 
court in such action, and the remaining provisions of this Agreement will, nevertheless, continue in 
full force and effect without being impaired or invalidated in any way. 
 

21.12 Entire Agreement 

This Agreement, each of the Work Orders and all Schedules constitute the entire agreement between 
the parties pertaining to the subject matter hereof and supersede all prior and contemporaneous 
agreements, understandings, negotiations and discussions, whether oral or written, of the parties 
pertaining to the subject matter hereof. 
 

21.13 Notices 

Any notice, demand or other communication required or permitted to be given under this Agreement 
or any Work Order shall be in writing and shall be deemed delivered to a party (a) when delivered by 
hand or courier, (b) when sent by confirmed facsimile with a copy sent by another means specified in 
this Section, or (c) three (3) calendar days after the date of mailing if mailed by United States certified 
mail, return receipt requested, postage prepaid, in each case to the address of such party set forth 
below (or at such other address as the party may from time to specify by notice delivered in the 
foregoing manner): 

 
If to Contractor, to the address set forth on the Cover Page, or such other address as the parties may 
mutually agree.   
 
If to LAUSD:  
 
Los Angeles Unified School District, Information Technology Division 
333 S. Beaudry Avenue, 10th Floor 
Los Angeles, CA  90071 
Fax: (213) 241-8400 
Attention:  Soheil Katal, Chief Information Officer    

 
Los Angeles Unified School District, Office of General Counsel 
333 S. Beaudry Avenue, 20th Floor 
Los Angeles CA  90017  
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Fax: (213) 241-3316 
Attention: TBD    
 
In addition, a copy of all questions and notices relating to contractual matters under this Agreement 
will be delivered electronically to District’s Contract Administration Analyst, at  
contract.procurement@lausd.net  (or to such other individual as District may designate in accordance 
with this section), and each Work Order will include contact information for the District 
representative(s) to whom Contractor should direct technical matters under such Work Order. 
 

21.14 Survival 

Any provision of this Agreement or of any Work Order which contemplates performance or 
observance subsequent to any termination or expiration of this Agreement or of any Work Order, 
including (without limitation) Article 10, Article 12, Section 13.4, Article 15, Article 16, Article 18, 
Article 19, Article 20 and Article 21, shall survive expiration or termination of this Agreement or any 
Work Order. 
 

21.15 Independent Contractors 

While engaged in performance of this Agreement, the Contractor is an independent contractor and 
is not an officer, agent, or employee of the District.  Contractor is not entitled to benefits of any 
kind to which District’s employees are entitled, including but not limited to unemployment 
compensation, workers’ compensation, health insurance and retirement benefits.  Contractor 
assumes full responsibility for the acts and/or omissions of Contractor’s employees or agents as 
they relate to performance of this Agreement.  Contractor assumes full responsibility for workers’ 
compensation insurance, and payment of all federal, state and local taxes or contributions, 
including but not limited to unemployment insurance, social security, Medicare and income taxes 
with respect to Contractor and Contractor’s employees.  Contractor warrants its compliance with 
the criteria established by the U.S. Internal Revenue Service (I.R.S.) for qualification as an 
independent contractor, including but not limited to being hired on a temporary basis, having some 
discretion in scheduling time to complete contract work, working for more than one employer at a 
time, and acquiring and maintaining its own office space and equipment.  Contractor agrees to 
indemnify District for all costs and any penalties arising from audits by state and/or federal tax 
entities related to services provided by Contractor’s employees and agents under this Agreement.  
 

21.16 Third Party Beneficiaries 

Except for third parties specifically entitled to indemnification under the terms of, and as set forth in, 
Article 18, nothing in this Agreement or in any Work Order, express or implied, is intended to confer 
on rights, benefits, remedies, obligations or liabilities on any person (including, without limitation, 
any employees of the parties) other than the parties or their respective successors or permitted assigns. 
 
 21.17 Cumulative Remedies 
Except as otherwise expressly provided in this Agreement, remedies provided for herein will be 
cumulative and in addition to and not in lieu of any other remedies available to either party at law, in 
equity or otherwise. 

mailto:contract.procurement@lausd.net
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21.18 Counterparts 

This Agreement and each Work Order may be executed in one or more counterparts, each of which 
shall be deemed an original, and all of which, taken together, shall constitute one and the same 
instrument. 
 

21.19 Force Majeure 

Neither party shall be liable for failure to fulfill its obligations under this Agreement (other than a 
failure to pay money) where such failure or delay could not have been prevented by reasonable 
precautions and cannot reasonably be circumvented by the nonperforming party through the use 
of alternate sources, work-around plans or other means, and if that failure is caused, directly or 
indirectly, by flood, extreme weather, fire, mud slide, earthquake, or other natural calamity or act 
of God, interruption in water, electricity, heating or air conditioning (depending on the season), 
riots, civil disorders, rebellions or revolutions, acts of governmental agencies, quarantines, 
embargoes, labor disputes affecting vendors or subcontractors and for which the party claiming 
force majeure is not responsible, or any other similar cause beyond the reasonable control of that 
party (each, a “Force Majeure Event”).  The occurrence of a force majeure event suffered by 
another customer of Contractor that may require Contractor to allocate additional resources to 
service that customer shall not constitute a Force Majeure Event under this Agreement that excuses 
Contractor’s performance hereunder or permits it to reallocate required resources away from the 
performance of this Agreement.  If either party is delayed by a Force Majeure Event it shall 
promptly notify the other party by telephone and describe in reasonable detail the nature of the 
Force Majeure Event (to be confirmed in writing within five calendar days after the inception of 
such delay).  Any party claiming a Force Majeure Event hereunder shall:  (a) use reasonable efforts 
to overcome the effects of the Force Majeure Event; (b) use reasonable efforts to mitigate any 
effects or consequences of such Force Majeure Event; and, (c)  promptly notify the other party 
once the Force Majeure Event has ended or its effects have otherwise been remedied.  If any Force 
Majeure Event results in a failure to deliver the Services for more than five business days after 
District’s initial receipt of notice, District may, upon notice to Contractor, terminate the applicable 
Work Order without any liability to Contractor other than payment for Services rendered prior to 
the occurrence of the Force Majeure Event. 
 

22. WORK-BASED LEARNING PROGRAM (WBLP): 
 

Notwithstanding any other provision of this Agreement, Contractor hereby acknowledges that the 
District has determined to enter into this Agreement with Contractor in reliance, in part, on: 
 

• The veracity of the representations made by Contractor in Contractor’s Proposal, 
• The quality of Contractor’s proposed staff and 
• The WBLP Plan included in Contractor’s Proposal.   

Except as otherwise specified herein, Contractor hereby warrants to provide the Services and the 
WBLP(s) in the manner represented in Contractor’s Proposal.   
 
Specifically with respect to the WBLP(s), Contractor agrees to: 

• Work with District Linked Learning office representatives to: 
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o Determine what aspects of the WBLP(s) will be implemented at what time, 
o Who will be the best-suited WBLP participants where the WBLP anticipates the 

participation of District students or staff and 
o Otherwise refine and finalize the WBLP; 

• Appropriately supervise WBLP participants when those participants are on a Contractor-
controlled site or otherwise in the care and under the direction of Contractor as WBLP 
participants; 

• Take reasonable precautions to keep WBLP participants out of harm’s way; 
• Comply with this Agreement’s Equal Employment Opportunity requirements with respect 

to WBLP participants as though those participants were prospective Contractor 
employees; 

• Refrain from using images of District WBLP participants or disclosing participant names 
or data without: 

o The prior written consent of the District WBLP Program Administrator and 
o The written consent of those WBLP participants or their parents, as appropriate; 

Furthermore, with respect to Contractor’s WBLP, Contractor acknowledges that: 
• The District is free to publicize its positive experiences with the Contractor and, if applicable, 

is also free to share with other school districts or organizations that inquire, whatever 
frustrations it may have experienced in Contractor’s implementation of Contractor’s WBLP(s); 

• The District will, of course, share Contractor’s name and information regarding Contractor’s 
business and regarding Contractor’s proposed WBLP(s) with District schools seeking partners;  

• The District will also identify Contractor in District documentation regarding the District’s 
Linked Learning program;  

• The District may photograph participating Contractor representatives and publish those 
photographs in District promotional and reporting materials relating to the District’s Linked 
Learning program; and 

• Should Contractor fail to provide the WBLP, in particular, as provided herein, then, in addition 
to all other remedies to which the District may be entitled, at law and in equity, the District 
may take Contractor’s failure to perform as promised into consideration in the event Contractor 
is under consideration to provide services to the District in the future. 
 

23. COLLABORATION, USER FEEDBACK AND USER EXPERIENCE SESSIONS 

Contractor shall host meetings among Contractor, LAUSD and Software Publisher/Manufacturer 
(if applicable), to foster collaboration, and to discuss user feedback and user experience 
observations.  The goal of the sessions will be to ensure that there is a mechanism to share 
general ideas, concepts, know-how, methodologies, processes, technologies, algorithm or 
techniques for potential improvements and enhancements to the products and services. Any 
actual enhancements and improvements to the products and services resulting from these 
sessions during the term of the Agreement shall be included as part of the products licensing 
and/or subscription terms for the Agreement.  The ownership and intellectual property rights of 
said actual enhancements and improvements to the products and services resulting from the 
sessions shall be subject to negotiation and execution of a separate intellectual property 
agreement between the parties that attended the sessions.    

Additionally, Contractor may offer attendance to conferences, symposiums and/or training 
sessions regarding the products and services to the District at no additional costs. District may 
accept such no-cost offer at its own discretion, subject to and in accordance with applicable 
District policies and procedures.   

Nothing contained in this Agreement shall restrict either party from the use of any general ideas, 
concepts, know-how, methodologies, processes, technologies, algorithms or techniques retained 
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in the undocumented mental impressions of such party's personnel relating to the Services which 
either party, individually or jointly, develops or discloses under this Agreement, provided that in 
doing so such party does not (a) infringe the intellectual property rights of the other party or third 
parties who have licensed or provided materials to the other party, or (b) breach its 
confidentiality obligations under this Agreement or under agreements with third parties.  

 
24. COMPLIANCE WITH ADDITIONAL FEDERAL REGULATIONS FOR FEDERALLY 

FUNDED CONTRACTS 
 
Contractor shall comply with the “Provisions Required of Federally Funded Contracts,” attached 
hereto as Schedule G and made a part hereof. 

 

IN WITNESS WHEREOF the parties have executed this Agreement as of the Effective Date.  
 
   

-DISTRICT- -CONTRACTOR- 
 

LOS ANGELES UNIFIED SCHOOL 
DISTRICT 
 
BY LOS ANGELES UNIFIED SCHOOL 

DISTRICT BOARD OF EDUCATION 
 

BY ______________________________________ 
Chris Mount 
Chief Procurement Officer 
Procurement Services Division 
 

Dated ____________________________________ 

NAME 
 
 

BY 
________________________________________ 
 
________________________________________ 

(PRINT NAME) 
 

TITLE __________________________________ 
 
Fed. I.D. #: _______________________________ 
 
Dated ___________________________________ 
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SCHEDULE D 
FORM OF WORK ORDER 

 

WORK ORDER TYPE:  □ STAFF AUGMENTATION  □ CONSULTING SERVICES 

CONTRACT NO. _____________  WORK ORDER NO. _ 
 

This Work Order No. ___ (this “Work Order”) is entered into pursuant to the Master Services Agreement 
for Information Technology Service and Support (the “Agreement”), dated as of _______________, by and 
between The Los Angeles Unified School District (“LAUSD” or the “District”), and _____________, Inc., a 
___________ corporation ("Contractor").  The terms and conditions of the Agreement are incorporated by 
reference into this Work Order.  Any capitalized terms used but not defined in this Work Order shall have 
the definitions given in the Agreement. 
 
I.  General Provisions 

 
General Project Information 
 
 
Project Name: 

 
___ 

 
Work Order Start Date: 

 
_ 

 
Work Order End Date: __ 

 
Work Order Amount: 

 
$ 

 
Work Order Term:                  

 
 

    
LAUSD Representative: 
 
Name 

 
Contractor Name: 

 
Name of Project Executive: 

 
Address 333 South Beaudry 

Ave. 
Los Angeles, CA 90017 

Address 

 
Phone  Phone  
Fax  Fax  
Mobile  Mobile  
Email  Email  

 
II. WORK TO BE PERFORMED 

A. Scope of Services 

In addition to the services, functions, responsibilities and Deliverables described in the Agreement, Contractor shall 
provide the services, functions, responsibility and Deliverables described in this Section II.  

[This section should include a full description of the work to be provided by Contractor, including, as applicable, 
those specific items addressed below.] 

The purpose of this Work Order is to provide …. 
i. Project scope/specifications. 
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A. Preparation 

•     
 

 
ii. Timetable for project completion. 

 

iii. Deliverables and milestones (see tables below). 

 

iv. Acceptance testing criteria and review periods (see tables below). 

 

v. Project management structure. 

  

vi. Training to be provided by Contractor. 

  

vii. Project-specific warranties. 
  

 
B.  Deliverables and Acceptance Criteria [See Section 7.1 of the Agreement which provides that, unless otherwise 

specified in a Work Order, at least sixty (60) days prior to the date on which Contractor is scheduled to deliver a System 
Deliverable, Contractor shall deliver to District its proposed acceptance test criteria for such System Deliverable and 
requires written approval of such criteria by the parties.]  

 
DELIVERABLES 

 
Deliverable Description Milestone 

 
   
   
   
   
   
   
   
   

 
 

ACCEPTANCE CRITERIA 
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Deliverable Acceptance Criteria Review Period 
 

   
 
C.  Contractor Personnel  
 

Contractor Personnel Working Under this Work Order 
 

Name % Time 
Dedicated to 

Project 

Location Responsibilities 

 
____________________ 

 
_______________ 

LAUSD  ___________________________
_________________________ 

    
    
    
    
    

(k) indicates Key Contractor Personnel 
 

Contractor Account Executive _______________________________________________________ 
Responsibilities in addition to 
those listed in Agreement Section 
9.2(b) 

 
_________________________________________________________ 

D.  Facilities and Equipment 
 

Facilities and Equipment 
 
State any exceptions to the general rule, under Sections 8.5(b) and 8.6(b)  of the Agreement, that Contractor will be 
responsible for providing all space and equipment that is necessary to provide the Services at its own or other 
facilities and will be responsible for providing and maintaining its own equipment and tools.   
 

 
 
E.  Identify any approved subcontractors below and the specific services each will provide (See Section 11.5(b) of 
Agreement) 
 

Approved Subcontractors 
 
 
Subcontractor: 
Service Provided: 

 

  
  

 
 

F.  Software 

LAUSD Software 
 
Identify the LAUSD Software (including third party software licensed to LAUSD), if any, that Contractor is 
authorized to use to perform the Services and specify the rights of Contractor to use the LAUSD Software (Section 
10.2(a) of Agreement 
 
LAUSD Software:   
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LAUSD Third Party Software:  
  

 
Additional Third Party Software 
 
Specify any Third Party Software in addition to that listed above required in order to perform the Services and the 
respective financial, operational and other obligations of the Parties with respect to the Third Party Software 
Licenses (Section 10.2(c) of Agreement) 
 
Third Party Software        

 

  
  
 
Contractor Software 
 
Identify any Contractor Software that will be used to provide the Services  (Section 10.3 of the Agreement) 
 
Contractor Software:                               

 

  
  
  
 
Additional Matters Regarding Software 
Unless already described above, explain 
any exception to the general rule under 
Section 10.1 of the Agreement that each 
party is responsible for providing and 
maintaining its own software and 
Contractor is responsible for providing 
all software necessary to provide the 
Services. 

 

 
 

G.  Reports and Meetings:  Set forth schedule for regular project management meetings as required by Section 11.2 of the Agreement 
and list of reports, if any, to be provided in addition to those set forth in Section 11.3 of the Agreement.   

Reports and Meetings 
 
 
Reports: 

 
________________ 
 
________________ 
 
________________ 

 
Meetings: 

 
__________________
__________________
__________________
__________________ 

    
    
    

III. PRICING  

A.  Service Charges 

Time and Materials Pricing 
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The Service Charges payable for Services rendered in each month shall be derived by multiplying the hourly rate for 
each resource by the total hours worked by that resource during the applicable month. 

 
Resource Role Hourly Rate Total Authorized 

Hours 
Extended Cost 

     
 
 
 Milestone-Based Pricing 
In accordance with Section II-A (Scope of Work) and Section II-B (Deliverables and Acceptance Criteria), this Section 
includes a full description of the Deliverables to be provided by Contractor and the associated pricing for each Deliverable.  
This Section should also include Time and Materials rates to be applied in the event the Work Order is terminated prior to the 
delivery of a Deliverable upon which payment is based. 
 

No. Deliverable/Milestone Deliverable Due 
Date 

Payment 
Amount 

Payment Date 

     
     

 
B. Approved Pass-Through Expenses 

 
Pass-Through Expense Category Not to Exceed 

  
  

 
C. Approved Incidental Expenses 

 
Incidental Expense Category Not to Exceed 

  
  

 

 D. Unauthorized Services 
 
 Contractors SHALL NOT be reimbursed for costs incurred for unauthorized services. Unauthorized services refer to work 
started prior to the Period of Performance, prior to the fully executed Task/Work Order and/or prior to Board approval. 
 
 

IV. SERVICE LEVELS AND SERVICE LEVEL CREDITS 

A.  Service Levels (Agreement Section 6.3) 

Are Work Order Service Levels applicable to this Work Order?  Yes _____   No _____ 

If yes, please describe:  

B.  Service Level Credits (Agreement Sections 8.4 and 14.2) 

Are Service Level Credits applicable to this Work Order?   Yes _____  No ______ 

If yes, please describe:  
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V. ADDITIONAL MATTERS 

A.  All Contractors are required to comply with the requirements of California Education Code Section 45125.1 
regarding fingerprinting (Agreement Section 5.10).  Will this Work Order require the Contractor to perform services at any 
school sites:   Yes ____ No ______ 

If yes, please describe.   

B.  Do any special security procedures or exemptions from existing security procedures, including the LAUSD 
Information Security Policies, apply to this Work Order?  (Agreement Section 15.4)  

 Yes ____  No ______ 

If yes, please describe.   

(These special terms and conditions will only apply to this Work Order and will only be effective if this Work Order 
is executed by the LAUSD Chief Information Officer) 

C.  Are there any special insurance requirements, coverage limits or bonding requirements that apply to this Work 
Order?  (Agreement Section 17.4)  Yes ____ No ______ 

If yes, please describe.   

(These special terms and conditions will only apply to this Work Order and will only be effective if this Work Order 
is executed by the LAUSD Chief Information Officer)  

VI. SPECIAL TERMS AND CONDITIONS 

The following terms and conditions shall, where and to the extent expressly indicated, supersede those set forth in 
the Agreement (these special terms and conditions will only apply to this Work Order and will only be effective if this Work 
Order is executed by the LAUSD Chief Information Officer): 

1.  NONE 

IN WITNESS WHEREOF, LAUSD and Contractor have each caused this Work Order to be signed and delivered 
by its duly authorized officer, effective as of the Work Order Start Date. 

 
Required LAUSD School/Office Signatures: 
 
 
  

Signed 
 
                                           
Name and Title 
 
  

Department 
 
  
Date 
 

CONTRACTOR 
 
 
  

Signed 
 
  
Name  
 
  

Title 
 
  
Date 
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Required LAUSD School/Office Signatures: 
 
 
  

Signed 
 
  
Name and Title 
 
  
Department 
 
Date _______________________________________ 

Contract Administration Branch Approval: 
 

LOS ANGELES UNIFIED SCHOOL DISTRICT 
 
 
By:  
        Contract Administration Branch 
 
 
 
 
Date _______________________________________ 
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AMENDMENT TO  
 

Contract #:  Work Order #  Change Order#  

Project Name:  Service Area/Skill-set Category:  
 
This Amendment is written to modify the subject Contract and Work Order between the Los Angeles Unified 
School District (“LAUSD”) and  ___________. (“Contractor”) only to the extent specifically set forth herein.  
All other terms and conditions of both Contract ____    and Work Order #___, respectively, remain unchanged. 

****************************************************************************************** 
 NO COST CHANGE ORDER    
This Amendment does not increase the dollar amount of the Work Order and is written to: 

 Amend the Contractor Personnel list by replacing staff or adding staff.   
(Attach list of names and/or titles with hourly rates.)  

 Extend the completion date of the work order from  to   
 Other (details attached)  
 Revise funding source.  (For internal purposes only.  No contractor signature required.)  

****************************************************************************************** 
  COST CHANGE ORDER 

This Amendment is written to: 

 Revise the scope of services of the Work Order.   (Attach scope of work, deliverables and any changes in 
Contractor Personnel with hourly rates.)  

 
Increase/Decrease the Work Order in the amount of 
$   

 Increase/Decrease the total value of the Work Order from $                                     to $                      

 
 
If this change order increases the total Work Order amount to more than $250,000, or if the original Work 
Order was more than $250,000, this Amendment must go to the Board for approval before the Change 
Order work may begin. 

 
 

 Extend the completion date of the Work Order from                             to  
********************************************************************************* 
LAUSD: Contractor:  
Submitted By:  
      __        
__________________________________________ 
Date____________________ 

__________________________________________ 
Date_____________________ 

 
__________________________________________ 
__________________________________________ 
Date____________________ 

 

****************************************************************************************** 
  APPROVED   NOT APPROVED 

____________________________  
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SECTION III (Continued) 
 

RFP 2000003306 
ATTACHMENT C 

 
LOS ANGELES UNIFIED SCHOOL DISTRICT 

Contractor Code of Conduct 
 (adopted 11/02, revision effective 11/06) 

Preamble 
Los Angeles Unified School District’s Contractor Code of Conduct was adopted to enhance public trust and 
confidence in the integrity of LAUSD’s decision-making process.  This Code is premised on three concepts: 

• Ethical and responsible use of scarce public tax dollars is a critical underpinning of effective government 
• Contracting integrity and quality of service are the shared responsibilities of LAUSD and our Contractors 
• Proactive and transparent management of potential ethics concerns improves public confidence 

This Code sets forth the ethical standards and requirements that all Contractors and their 
Representatives shall adhere to in their dealings with or on behalf of LAUSD.  Failure to meet these 
standards could result in sanctions including, but not limited to, voidance of current or future contracts. 

1.  Contractors 
All LAUSD Contractors and their Representatives are expected to conduct any and all business affiliated with 
LAUSD in an ethical and responsible manner that fosters integrity and public confidence.  A “Contractor” is any 
individual, organization, corporation, sole proprietorship, partnership, nonprofit, joint venture, association, or any 
combination thereof that is pursuing or conducting business with and/or on behalf of LAUSD, including, without 
limitation, consultants, suppliers, manufacturers, and any other vendors, bidders or proposers.  A Contractor’s 
“Representative” is also broadly defined to include any subcontractors, employees, agents, or anyone else who 
acts on a Contractor’s behalf. 
 
2.  Mission Support 
LAUSD relies on Contractors and their Representatives to support our LAUSD mission statement of “educating 
students to a higher level of achievement that will enable them to be responsible individuals and productive 
members of the greater society.”  Contractors and their Representatives must provide high-value products, 
services and expertise which advance LAUSD’s mission or provide mission-related benefits that support our goals 
for the students, employees, stakeholders, and the communities we serve.  
 
3.  Ethical Responsibilities 
All LAUSD contracts must be developed and maintained within an ethical framework.  LAUSD seeks to 
promote public trust and confidence in our contracting relationships and we expect every individual, regardless 
of position or level of responsibility, who is associated with an LAUSD procurement process or contract, to 
commit to exemplifying high standards of conduct in all phases of any relationship with LAUSD.   

Given that the business practices and actions of Contractors and their Representatives may impact or reflect 
upon LAUSD, strict observance with the standards in this Code, all applicable local, state and federal laws, and 
any other governing LAUSD policies or agreements is not only a minimum requirement for all Contractors and 
their Representatives, but an ethical obligation as well.   

LAUSD Ethics Office 

  Building Trust    
Inside and Out 

 
 https://achieve.lausd.net/ethics 
 

 
Ask Ethics: (213) 241-3330 

https://achieve.lausd.net/ethics
http://www.lausd.k12.ca.us/
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In addition to any specific obligations under a Contractor’s agreement with LAUSD, all Contractors and their 
Representatives shall comply with the following requirements: 
A. Demonstrate Honesty and Integrity – Contractors shall adhere to the highest standards of honesty and 

integrity in all their dealings with and/or on behalf of LAUSD.  As a general rule, Contractors must exercise 
caution and avoid even the appearance of impropriety or misrepresentation.  All communications, proposals, 
business information, time records, and any other financial transactions must be provided truthfully, 
accurately, and completely.   

B. Be a Responsible Bidder – Contractors shall demonstrate a record of integrity and business ethics in 
accordance with all policies, procedures, and requirements established by LAUSD.   
(1)  Critical Factors – In considering a Contractor’s record of integrity and business ethics, LAUSD may 

consider factors including, but not limited to: criminal investigations, indictments, injunctions, fines, 
convictions, administrative agreements, suspensions or debarments imposed by other governmental 
agencies, tax delinquencies, settlements, financial solvency, past performance, prior determinations of 
failure to meet integrity-related responsibilities, and violations by the Contractor and its Representatives 
of any LAUSD policies and Codes in prior procurements and contracts.  LAUSD reserves the right to 
reject any bid, proposal and contract, and to impose other sanctions against Contractors who fail to 
comply with our district policies and requirements, or who violate the prohibitions set forth below in 
Section 6, Prohibited Activities.  

 
C. Maintain the Cone of Silence – Contractors shall maintain a Cone of Silence during required times of the 

contracting process to ensure that the process is shielded from even the appearance of undue influence.  
Contractors and their Representatives risk disqualification from consideration and/or other penalties outlined 
in Section 8, Enforcement Provisions, if they engage in prohibited communication during the restricted 
period(s).   

(1) Competitive Contracting Process – To ensure a level playing field with an open and uniform competitive 
contracting process, Contractors and their Representatives must maintain a Cone of Silence from the 
time when an Invitation for Bid (IFB), Request for Proposal (RFP), Request for Interest and Bid (RFIB), 
Request for Quote, Request for Qualification, or any other solicitation release is announced until the time 
a contract award recommendation is made public by the Board Secretariat’s posting of the board report 
for the contract to be approved.  During the time under the Cone of Silence, Contractors and their 
Representatives are prohibited from making any contact on any part of a proposal, negotiation or contract 
with any LAUSD official as this could appear to be an attempt to curry favor or influence.  An “LAUSD 
official” is broadly defined to include “any board member, employee, consultant or advisory member of 
LAUSD” who is involved in making recommendations or decisions for LAUSD.  

Schematic of LAUSD’s Competitive Contracting Process (Illustrative Only) 
 
 
 

           
 1.  

Solicitation 
Announcement 

2. 
Solicitation 
Release 
 

3. 
Pre-proposal 
Conference 

4. 
Proposal   
Due Date 

5. 
Evaluation        
of Proposals 

6.   
Negotiations 

7.  
Notice of         
Intent to    
Award 

8. 
Protest 
Review* 

9. 
Public Posting of 
Board Report on 
Contract to be 
Approved 

10. 
Board Approval 
or Ratification    
of Contract 
 

           
 Contracting Process  

         Lobbying in this period may require registration and disclosure in LAUSD’s Lobbying Disclosure Program, if the triggers are met. 

* Note: Protests can sometimes extend past the contract approval process 

 (a) Prohibited Communication – Examples of prohibited communication by Contractors and their             
Representatives under the Cone of Silence include, but are not limited to: 
(i) contact of LAUSD Officials, including members of the department initiating a contract, or 

members who will serve on an evaluation team for any contract information that is not uniformly 
available to all other bidders, proposers or contractors; 

Cone of Silence 
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(ii) contact of LAUSD Officials, including Board Members and their staff, to lobby on any aspect 
relating to a contract matter under consideration, negotiation, protest or dispute; 

(iii) contact of LAUSD Officials in the particular department requesting a competitive contract to 
discuss other business or partnership opportunities. 

(b)  Exceptions – The following are exceptions to the Cone of Silence: 
(i) open and uniform communications which are made as part of the procurement process such as 

the pre-bid or pre-proposal meetings or other exchanges of information which are given to all 
proposers; 

(ii) interviews or presentations to evaluation committee members which are part of the procurement 
process;  

(iii) clarification requests made in writing, under the terms expressly allowed for in an LAUSD 
contracting document, to the appropriate designated contract official(s); 

(iv) negotiations with LAUSD’s designated negotiation team members; 
(v) protests which follow the process outlined by LAUSD’s protest policies and procedures; and 
(vi) requests for technical assistance approved by LAUSD contract officials (for example questions 

relating to LAUSD’s Small Business Enterprise Program, or requests for formal guidance on 
ethics matters from the Ethics Office). 

(2) Non-Competitive Contracting Process – To ensure the integrity of the non-competitive contracting 
process, Contractors and their Representatives must maintain a Cone of Silence from the time when a 
proposal is submitted to LAUSD until the time the contract is fully executed.  During this designated time, 
Contractors and their Representatives are prohibited from making any contact with LAUSD officials on 
any of the terms of the contract under consideration as this could appear to be an attempt to curry 
improper favor or influence.  The only exceptions to this Cone of Silence are clarification requests made 
with the Contract Sponsor or the appropriate designated contract official(s) in the Procurement Services 
Group or Facilities Contracts Branch.   

Examples of Maintaining the Cone of Silence 

(3) Mai Vien Da is the CEO of a firm that wants to do business with LAUSD.  She is at a party when she sees 
the head of the LAUSD division that has just issued an RFP that her company is interested in bidding on.  

Mai can say “hello,” but she must not discuss her proposal or the contracting process at all with the 
division head. 

(4) Mai is also interested in having her sales team meet with LAUSD officials district-wide to promote her 
firm’s services, so that they can sell work on smaller projects that do not need to be competitively bid.    

Mai and her employees may attempt to meet with district officials to discuss potential services outside of a 
competitive process, but she needs to recognize that her marketing activities may require her to register 
her firm and her employees in LAUSD’s Lobbying Disclosure Program.  (See Section 5, Disclosure 
Obligations). 

D. Manage Potential Conflicts – Contractors shall disclose all potential or actual conflicts to LAUSD on an 
ongoing basis with a Meaningful Conflict Disclosure.  A “Meaningful Conflict Disclosure” is a written statement 
to LAUSD which lays out full, accurate, timely, and understandable information with regard to any potential 
conflicts involving Contractors and their work for LAUSD.  The specific requirements for a Meaningful Conflict 
Disclosure are set forth in Section 3.D.(2) below.  LAUSD relies on these proactive disclosures by Contractors 
to manage potential conflicts before they become actual conflicts of interest.  A potential for conflict is present 
whenever a situation arises which creates a real or apparent advantage or a competing professional or 
personal interest for a Contractor.  Such situations become conflicts of interest, if appropriate safeguards are 
not put into place.  Examples of potential or actual conflicts include, but are not limited to situations when:  

• a financial relationship (income, stocks, ownership, investments, loans, excessive gifts, etc.) or close 
personal relationship exists or has existed between a Contractor or its Representatives and a LAUSD 
official; 

• a financial or close personal relationship exists between any officers, directors or key employees of a 
Contractor or its Representatives and a LAUSD official; 
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• a prior, current or potential employment relationship exists between a Contractor or its 
Representatives and a current or former LAUSD official; 

• an overlap exists between work that a Contractor or its Representative performs or has performed for 
LAUSD and work he or she will perform on behalf of another client; or  

• an opportunity arises in which a Contractor or its Representative can make a governmental decision 
within the scope of LAUSD contractual duties that impacts his or her personal financial interests or 
relationships, 

Contractors and their Representatives have a continuing obligation to advise LAUSD proactively of any 
potential conflicts which may arise relating to a contract. 

 (1) State Conflict Standards – LAUSD is generally prohibited by California’s Political Reform Act 
(Government Code Section 87100 ) and Government Code Section 1090 from contracting with 
Contractors if the Contractors, their Representatives, their officers, or any household member of the 
preceding serve LAUSD in any way in developing, awarding, or otherwise participating in the making of 
the same contract.   
California law also governs situations in which there has been a financial interest between a Contractor 
and a public official within a 12-month window leading up to a governmental decision.  It does not matter 
whether the impact of an existing relationship is beneficial or detrimental to the interests of the 
Contractors, their Representatives, or the public agency.  Moreover, Government Code Section 1090 
defines “making a contract” broadly to include actions that are preliminary or preparatory to the selection 
of a Contractor such as but not limited to: involvement in the reasoning, planning, and/or drafting of 
scopes of work, making recommendations, soliciting bids and requests for proposals, and/or participating 
in preliminary discussions or negotiations.   
Any contract made in violation of Section 1090 is void and cannot be enforced.  When Section 1090 is 
violated, a government agency is not obligated to pay the Contractor for any goods or services received 
under the void contract.  In fact, the agency can also seek repayment from the Contractor of any amounts 
already paid and the agency can refer the matter to the appropriate authorities for prosecution. 

(2)  Meaningful Conflict Disclosure – Contractors shall provide a meaningful disclosure of all potential and 
actual conflicts in a written statement to the LAUSD Contract Sponsor, the Ethics Office and the 
contracting contact from the Procurement Services Group/or the Facilities Contracts Branch.  This 
disclosure requirement is a continuing duty on all Contractors. At a minimum, a Meaningful Conflict 
Disclosure must identify the following: 
(a)  names and positions of all relevant individuals or entities; 
(b)  nature of the potential conflict, including specific information about the financial interest or 

relationship; and 
(c)  a description of the suggested remedy or safeguard for the conflict.   

(3)  Resolution of Conflicts – When necessary, LAUSD will advise Contractors on how a disclosed conflict 
should be managed, mitigated or eliminated.  The Contract Sponsor, in consultation with the Procurement 
Services Group/Facilities Contracts Branch, the Ethics Office, and the Office of the General Counsel, 
shall determine necessary actions to resolve any of the Contractors’ disclosed conflict(s).  When it is 
determined that a conflict must be addressed, a written notification will be made to the Contractor, 
indicating the actions that the Contractor and LAUSD will need to take to resolve the conflict.   

Examples of Managing Potential Conflicts 

(4)  Rhoda Warrior is a consultant from Global Consulting Firm.  She has been assigned by her firm to do 
work for a particular LAUSD department.  Although she does not directly work with him, her husband, 
Antonio, is one of the senior officials in that department.   

Global Consulting must disclose this potential problem via a Meaningful Conflict Disclosure to LAUSD.  
Depending on the exact nature of her work within that department, Global Consulting and the LAUSD 
Contract Sponsor may need to take steps to safeguard Rhoda’s work from any actual conflict of interest. 

(5) Amartya Singh is a HR consultant from the Tip Top Talent Agency whose firm is providing temporary 
support to help LAUSD improve its recruitment efforts.  Amartya is himself serving as acting deputy 
director for the HR division, and in that capacity has been asked to review and approve all bills for the 
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department.  In doing his work, Amartya comes across a bill for the Tip Top Talent Agency which requires 
approval.  

Tip Top Talent Agency must disclose the conflict and work with LAUSD to ensure that someone more 
senior or external to Amarty’s chain-of-command is the one that reviews, evaluates, or approves bills 
relating to Tip Top Talent Agency.  Even if Amartya decides to quit Tip Top Talent to join LAUSD, he 
cannot be involved with matters relating to Tip Top Talent until 12 months have passed from the date he 
received his last payment from the firm. 

(6) Greta Planner is a technology consultant that has been hired to design all the specifications for a group of 
new technology labs.  One of the services that Greta will be specifying is an automated wireless 
projection system.  As it turns out, Greta owns direct stock in a firm that manufactures these types of 
projection systems. 

Greta’s direct stock ownership constitutes a financial interest in that company.  She must disclose the 
potential conflict right away in writing to the LAUSD Contract Sponsor, so that the appropriate safeguards 
can be put in place to prevent any actual conflict. 
 

E. Provide Contracting Excellence – Contractors are expected to deliver high quality, innovative and cost-
effective goods and services to LAUSD, so that the public is served with the best value for its dollars.  

 
F. Promote Ethics Standards – Contractors shall be responsible for ensuring that their Representatives, 

regardless of position, understand and comply with the duties and requirements outlined in this Code and 
to ensure that their behavior, decisions, and actions demonstrate the letter and spirit of this Code.  
Contractors may draw upon the resources provided by LAUSD, including but not limited to those made 
available by the Ethics Office, the Procurement Services Group, and the Facilities Contracts Branch. Such 
training resources and additional information about LAUSD policies can be found on LAUSD’s website 
(https://achieve.lausd.net). 

 
G. Seek Advice – Contractors are expected and encouraged to ask questions and seek formal guidance 

regarding this Code or other aspects of responsible business conduct from the LAUSD Ethics Office 
whenever there is a doubt about how to proceed in an ethical manner.  A Contractor’s proactive management 
of potential ethics concerns is necessary and vital since this Code does not seek to address or anticipate all 
the issues that may arise in the course of seeking or doing business with LAUSD.   

Example of Seeking Advice 

(1)  Abe Iznismann is President of Accelerated Sciences, a new company that makes supplemental teaching 
tools in the sciences.  Over the summer, Abe hired Grace Principle, a seasoned LAUSD administrator 
who now works in teacher recruitment, to consult with Accelerated Sciences in developing a cutting-edge 
learning tool.  Originally, the company planned to sell the products only to schools in other states, but now 
it wants to sell the products in California and possibly to LAUSD.   Abe wants to work with Grace to 
develop a win-win strategy for offering the new tools to LAUSD at a discount. 

Accelerated Sciences needs to be very careful to ensure that Grace is not involved in any aspect relating 
to selling the product to LAUSD, especially since Grace has a financial interest with the firm.  Remember, 
under California law, the mere existence of a financial interest creates a concern that will cause the good 
faith of any acts to be questioned, no matter how conscientious the individuals.  Before undertaking any 
effort to sell to LAUSD, Abe or another manager at Accelerated Sciences should seek out advice on other 
safeguarding measures to ensure that their good intentions do not inadvertently create a bad outcome for 
the firm or Grace. 

4.  Relationship Management 
LAUSD expects Contractors and their Representatives to ensure that their business dealings with and/or on 
behalf of LAUSD are conducted in a manner that is above reproach.  

A.   Employ Good Practices – Contractors and their Representatives shall conduct their employment and 
business practices in full compliance with all applicable laws, regulations and LAUSD policies, including but 
not limited to the following: 

https://achieve.lausd.net/
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(1) Equal Employment Opportunity – Contractors shall ensure that there is no discrimination in hiring due to 
race, color, religious creed, national origin, ancestry, marital status, gender, sexual orientation, age, or 
disability. 

(2) Health and Safety – Contractors shall provide a safe and healthy work environment and fully comply with 
all applicable safety and health laws, regulations, and practices.   

(3) Drug Free Environment – Contractors shall ensure that there is no manufacture, sale, distribution, 
possession or use of illegal drugs or alcohol on LAUSD-owned or leased property. 

(4) No Harassment – Contractors shall not engage in any sexual or other harassment, physical or verbal 
abuse, or any other form of intimidation. 

(5) Sweat-Free Conditions – Contractors shall ensure that no child and/or forced or indentured labor is used 
in their supply chain.  Contractors shall require that all goods provided to LAUSD are made in compliance 
with the governing health, safety and labor laws of the countries of origin.  Additionally, Contractors shall 
ensure that workers are free from undue risk of physical harm or exploitation and receive a non-poverty 
wage. 

B. Use Resources Responsibly – Contractors and their Representatives shall use LAUSD assets for LAUSD 
business-related purposes only unless given written permission for a specific exception by an authorized 
LAUSD official.  LAUSD assets include: time, property, supplies, services, consumables, equipment, 
technology, intellectual property, and information. 

 
C.  Protect Confidentiality – Contractors and their Representatives shall protect and maintain confidentiality of the 

work and services they provide to LAUSD.  All communications and information obtained in the course of 
seeking or performing work for LAUSD should be considered confidential.  No confidential information relating 
to LAUSD should ever be disclosed without express authorization by LAUSD in writing, unless otherwise 
legally mandated. 

 
D.   Guard the LAUSD Affiliation – Contractors and their Representatives shall be cautious of how they portray  

their relationship with LAUSD to the Public.  Communications on behalf of LAUSD can only be made when 
there is express written permission by an LAUSD official authorized by LAUSD’s Office of General Counsel. 

(1)  LAUSD Name and Marks – Contractors shall ensure that all statements, illustrations or other 
materials using or referencing LAUSD or its marks and logos—including the names and logos of any of 
our sub-divisions, and/or any logos created by and for LAUSD—receive advance review and written 
approval of the relevant LAUSD division head prior to release or use. 

(2)  Commercial or Advertising Message – Contractors shall ensure that no commercial or advertising 
message, or any other endorsements—express or implied—are suggested or incorporated in any 
products, services, enterprises or materials developed for/or relating to LAUSD unless given written 
permission to do otherwise by LAUSD’s Board of Education.  

E. Respect Gift Limits – Contractors and their Representatives shall abide by LAUSD’s gift limits and use good 
judgment, discretion and moderation when offering gifts, meals or entertainment or other business courtesies 
to LAUSD officials, so that they do not place LAUSD officials in conflict with any specific gift restrictions:   

(1) No Contractor or their Representative shall offer, give, or promise to offer or give, directly or indirectly, 
any money, gift or gratuity to any LAUSD procurement official at any time. 

(2) No Contractor or their Representative shall offer or give, directly or indirectly, any gifts in a calendar year 
to an LAUSD Official which exceed LAUSD’s allowable gift limit.  

Example of Respecting Gift Limits 

(3) It’s the holidays and Sue Tienda, a Contractor, wants to take a few LAUSD officials out to lunch and to 
provide them with gift baskets as a token of thanks for the work they have done together. 

Assuming Sue is not attempting to take out any procurement officials (since they observe a zero 
tolerance policy on gifts), Sue needs to respect the Board-established gift limit for LAUSD officials.  Sue 
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should also be aware that giving a gift totaling over $50 in a year to LAUSD officials will create a reporting 
responsibility for the officials, if they are designated Form 700 Statement of Economic Interest filers. 
Additionally, if there is a procurement underway involving Sue or her firm, she should not give gifts to the 
LAUSD officials who are part of the evaluation process until the contract is awarded.  Finally, Sue may 
also want to keep in mind that a nice personalized thank-you note can pack quite a punch!  

Anyone doing business with LAUSD shall be charged with full knowledge that LAUSD’s contracting decisions 
are made based on quality, service, and value.  LAUSD does not seek any improper influence through gifts or 
courtesies. 
 

F. Observe Cooling Periods – Contractors and their Representatives shall observe and maintain the integrity of 
LAUSD’s Cooling Periods.   A “Cooling Period” is a mechanism used by public agencies and private 
organizations across the country to ensure that no unfair competitive advantage is extended due to the hiring 
of current or former employees.  Allowing for some time to pass before a former official works on matters 
related to their prior agency or a new official works on matters related to their prior employer helps to mitigate 
concerns about the appearance of a “revolving door” where public offices are sometimes seen to be used for 
personal or private gain. 

Contractors shall certify that they are upholding LAUSD’s revolving door provisions as part of the contracting 
process.  In their certification, Contractors shall detail the internal firewalls that have been put in place to 
preserve LAUSD’s cooling periods.  As with other public agencies, LAUSD observes three key types of 
cooling periods for safeguarding the critical transitions between public service and private industry: 

Figure 2 – Schematic of LAUSD Cooling Periods (Illustrative Only) 

 
 
 
 
 
 
 
 
  
 

(1)  Government to Lobbying Restriction (One-Year Cooling Period) – LAUSD will not contract with any entity 
that compensates a former LAUSD official who lobbies LAUSD before a one (1) year period has elapsed 
from that official’s last date of employment 

Example of Lobbying Restriction 

Ace Impact Group wants to hire Joe Knowsfolks, a former LAUSD official, to help the company 
cultivate new business opportunities with LAUSD and arrange meetings with key LAUSD officials.  

To avoid the possibility of unfair advantage or improper influence, Ace Impact Group is prohibited 
from utilizing Joe to contact anyone at LAUSD on their behalf until at least one year has passed from 
Joe’s last date of employment.  Joe may help Ace lobby other public entities, but Joe cannot 
communicate with anyone at LAUSD, either in person or in writing, on behalf of his new company. 

 
(2)  Government to Industry Restriction  

(a)  Insider Advantage Restriction (One-Year Cooling Period) – LAUSD will not contract with any entity 
that compensates any current or former LAUSD official to work on a matter with LAUSD, if that 
official, within the preceding 12 months, held a LAUSD position in which they personally and 
substantially participated in that matter. 

Example of Insider Advantage Restriction 

Risky Business is a small boutique firm that helps public agencies, including LAUSD, develop 
strategies for managing and overcoming their unfunded liability.  Risky Business wants to extend an 

Government to Lobbying Restriction Cease LAUSD 
Employment 

Government to Industry Restriction 

Industry to Government Restriction Begin LAUSD 
Employment 

 

Varies depending on prior LAUSD contracting  

Year (1) One Year (2) Two 
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offer of employment to Nooriya, a LAUSD official, whose previous responsibilities included advising 
LAUSD’s Board and management on the issue of the district’s unfunded liability.      
 
As part of its certification, Risky Business needs to identify what safeguards it will have in place to 
ensure that Nooriya’s work for them does not include matters relating to her prior LAUSD 
responsibilities for at least one year from when she left her LAUSD job.  Given that “matters” include 
broad policy decisions, the general rule of thumb for avoiding any insider advantage is to have former 
LAUSD officials steer clear of LAUSD work for a year.   
 

(b) Contract Benefit Restriction (Two-Year Cooling Period) – LAUSD will not contract with any entity that 
employs any current or former LAUSD official who within the preceding two (2) years, substantially 
participated in the development of the contract’s RFP requirements, specifications or any part of the 
contract’s procurement process, if the official will perform any services for the Contractor relating to 
LAUSD on that contract. 

Example of Contracting Benefit Restriction 

Technology Advances has just won a big contract with LAUSD and is looking for talent to help 
support the company’s growing work load.  The firm wishes to hire some LAUSD employees: Aisha, a 
LAUSD technology official, her deputy Raj who was the individual who oversaw LAUSD’s contracting 
process with Technology Advances, and Linda, an engineer who was on the evaluation committee 
that selected Technology Advances.   

If Technology Advances hires any of these individuals, none may perform any work for the firm 
relating to this LAUSD work until two years have elapsed from the date that the contract was fully 
executed.  This case is a good example of how the cooling period seeks to ensure that there is no 
benefit resulting from a public official’s awarding of a contract.  All of the LAUSD employees in this 
example would be considered to have substantially participated in the contract – Raj due to his direct 
work, Linda due to her role evaluating the bid proposals, and Aisha due to the fact that supervising 
both employees is a part of her official responsibility.  Technology Advances should consider the 
implications before hiring individuals involved with their LAUSD contracting process.   
 

(3) Industry to Government Restriction (One-Year Cooling Period) – In accordance with California law, 
Contractors and/or their Representatives who act in the capacity of LAUSD officials shall be disqualified 
from making any governmental decisions relating to a personal financial interest until a 12-month period 
has elapsed from the time the interest has been disposed or severed. 

Example of Industry to Government Restriction 

Sergei Konsultantov is an outside contractor that has been hired to manage a major reorganization 
project for LAUSD.  Sergei is on the Board of Directors for several companies who do business with 
LAUSD. 

Sergei must not participate in any governmental decisions for LAUSD relating to any private 
organization for whom he has served as an employee, officer, or director, even in an unpaid capacity, 
if less than 12 months has passed since he held such a status.  Sergei should contact the Ethics 
Office before starting his work to put a formal disqualification into effect and to seek out any other 
ethical safeguards he should have in place. 

 
(4)  In rare and unusual circumstances, LAUSD’s General Superintendent or his/her designee upon a 

showing of good cause may waive the Insider Advantage Restriction in writing with notification to the 
Board of Education, prior to approving a contract or its amendment. 

 
G. Safeguard Prospective Employment Discussions – Contractors and their Representatives shall safeguard any 

prospective employment discussions with current LAUSD officials, especially when the official is one who may 
participate “personally and substantially” in a matter relating to the Contractor. 

Example of Safeguarding an Employment Offer 
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(1)  Audit Everything, a firm that does work for LAUSD, has been really impressed by Thora Revue, an audit 
manager that oversees some of their audits.  Audit Everything is interested in having Thora work for their 
firm.    

 Before Audit Everything begins any prospective discussions with Thora, they should let her supervisor 
know of their interest and ask what safeguards need to be put in place.  For example, if Thora does not 
outright reject the idea and is instead interested in entertaining the offer, she and her manager will have 
to work with the Ethics Office to put into effect a disqualification from any further involvement relating to 
the Contractor before any actual employment discussions are allowed to proceed.  Any Contractor who 
engages in employment discussions with LAUSD officials before a disqualification has been completed is 
subject to the penalties outlined in this Code. 
 

H. Conduct Political Activities Privately – Contractors and their Representatives shall only engage in political 
support and activities in their own personal and voluntary capacity, on their own time, and with their own 
resources. 

 
I. Make Philanthropy Voluntary – Contractors and their Representatives shall only engage in philanthropic 

activities relating to LAUSD on their own time and with their own resources.  LAUSD views philanthropic 
support as a strictly voluntary opportunity for Contractors to demonstrate social responsibility and good 
citizenship.  No expressions of support should be construed to have a bearing on current or future contracts 
with LAUSD.  And no current or potential contracting relationship with LAUSD to provide goods or services is 
contingent upon any philanthropic support from Contractors and their Representatives, unless otherwise 
designated as part of a bid or proposal requirement in an open, competitive contracting process to solicit a 
specific type of support. 

(1)  Guidelines for Making a Gift to a Public Agency – Contractors who wish to provide philanthropic support 
to LAUSD shall abide by the ethical and procedural policies and requirements established by LAUSD 
which build upon the “Gifts to an Agency” requirements established in California’s Code of Regulations 
Section 18944.2.  For outside entities to make a gift or payment to LAUSD in a manner that maintains 
public integrity, the following minimum requirements must be met:  
(a)  LAUSD must receive and control the payment; 
(b) LAUSD must use the payment for official agency business; 
(c) LAUSD, in its sole discretion, must determine the specific official or officials who shall use the 

payment.  The donor may identify a specific purpose for the agency’s use of the payment, so long as 
the donor does not designate the specific official or officials who may use the payment; and 

(d) LAUSD must have the payment memorialized in a written public record which embodies the 
requirements of the above provisions and which: 
­ Identifies the donor and the official, officials, or class of officials receiving or using the payment; 
­ Describes the official agency use and the nature and amount of the payment; 
­ Is filed with the agency official who maintains the records of the agency’s Statements of 

Economic Interests (i.e. the Ethics Office); and 
­ Is filed as soon as possible, but no later than 30 days of receipt of the payment by LAUSD. 
­  

5.  Disclosure Obligations 
LAUSD expects Contractors and their Representatives to satisfy the following public disclosure obligations: 
 
A.  Identify Current and Former LAUSD Officials – To ensure against conflict or improper influence resulting from 

employment of current or former LAUSD employees, Contractors and their Representatives shall disclose any 
of their employees, subcontractors or consultants who within the last three years have been or are employees 
of LAUSD.  The disclosure will be in accordance with LAUSD guidelines and will include at a minimum the 
name of the former LAUSD employee(s), a list of the LAUSD positions the person held in the last three years, 
and the dates the person held those positions. Public agencies that provide contract services are not subject 
to this requirement. 
(1)  In rare and unusual circumstances, LAUSD’s General Superintendent or his/her designee upon a 

showing of good cause may waive this disclosure requirement in writing with notification to the Board of 
Education, prior to approving a contract or its amendment. 
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B.   Be Transparent about Lobbying – Contractors and their Representatives shall abide by LAUSD’s Lobbying 

Disclosure Code and register and fulfill the associated requirements, if they meet the trigger(s).  LAUSD’s 
lobbying policy seeks to enhance public trust and confidence in the integrity of LAUSD’s decision-making 
process by providing transparency via a public record of the lobbying activities conducted by individuals and 
organizations.  A “lobbying activity” is defined as any action taken with the principal purpose of supporting, 
promoting, influencing, modifying, opposing, delaying or advancing any rule, resolution, policy, program, 
contract, award, decision, or other proposal under consideration by LAUSD officials.    

 
For further information on LAUSD’s lobbying policy, Contractors and their Representatives shall review the 
resource materials available on the Ethics Office website (https://achieve.lausd.net/ethics).  Failure to comply 
with LAUSD’s Lobbying Disclosure Code can result in fines and sanctions including debarment from 
contracting with LAUSD.   

C.  Fulfill the State-Mandated Statement of Economic Interests (“Form 700”) Filing Requirement – Contractors 
and their Representatives shall abide by the financial disclosure requirements of California’s Political Reform Act 
(Gov. Code Section 81000-91015).  Under the Act, individual Contractors and their Representatives may be 
required to disclose economic interests that could be foreseeably affected by the exercise of their public duties in 
a disclosure filing called the Statement of Economic Interests or Form 700.  A Form 700 serves as a tool for 
aiding public officials at all levels of government to ensure that they do not make or participate in making, any 
governmental decisions in which they have an interest.   

(1)  Applicability – Under the law, individual Contractors and their Representatives are considered public 
officials and need to file a Form 700 as “consultants”, if the services they are contracted to provide fit the 
triggers identified by the Political Reform Act.  Meeting either of the test triggers below requires a 
Contractor’s Representative(s) to file a Form 700: 

 
(a)  Individual Makes Governmental Decisions – Filing is required if an individual is involved in activities or 

decision-making such as: obligating LAUSD to any course of action; authorizing LAUSD to enter into, 
modify, or renew a contract; granting approval for contracts, plans, designs, reports, studies or other 
items; adopting or granting approval on policies, standards or guidelines for any subdivision of 
LAUSD; or negotiating on behalf of LAUSD without significant intervening review.   

(b)  lndividual Participates in the Making of Governmental Decisions for LAUSD and Serves in Staff-like 
Capacity – Filing is also required if an individual is performing duties for LAUSD on a continuous or 
ongoing basis extending beyond one year such as: advising or making recommendations to LAUSD 
decision makers without significant intervening review; conducting research or an investigation; 
preparing a report or analysis which requires the individual to exercise their judgment; or performing 
duties similar to an LAUSD staff position that is already designated as a filer position in LAUSD’s 
Conflict of Interest Code. 

(2)  Filing Timelines – Individuals who are legally required to complete a Statement of Economic Interests 
form must submit a filing:  
(a)  upon commencement of work with LAUSD,  
(b)  on an ongoing basis thereafter in accordance with the April 1st annual deadline, and  
(c) upon termination of work with LAUSD. 

(3)   Process – Contractors and their Representatives shall coordinate with their LAUSD Contract 
Sponsor(s) to ensure that they meet this state mandate in the manner required by law.  Form 700s 
must be received by the LAUSD Ethics Office to be considered properly filed in accordance with the 
Political Reform Act. 

(4)   Disqualifications – Individuals who must file financial disclosure statements are subject to the 
requirements of the Political Reform Act as is the case with any other “public official” including 
disqualification when they encounter decision-making that could affect their financial interests.  
Contractors and their Representatives shall be responsible for ensuring that they take the appropriate 
actions necessary, so as not to violate any aspect of the Act. 

 
Examples of Form 700 Filers and Non-Filers 

https://achieve.lausd.net/ethics
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(5)  Maria Ley is an attorney for the firm of Legal Eagles which serves as outside counsel to LAUSD.  In 
her capacity as outside counsel, Maria provides ongoing legal services for LAUSD and as such 
participates in the making of governmental decisions.  Maria’s role involves her in advising or making 
recommendations to government decision-makers and also gives her the opportunity to impact 
decisions that could foreseeably affect her own financial interests. 

Maria would be considered a consultant under the Political Reform Act and would need to file a 
Form 700.    

(6)   The Research Institute has been hired by LAUSD to do a major three-year policy study which will 
help LAUSD decide the shape and scope of a major after-school tutoring initiative, including the total 
funding that should be allocated.  As part of the Institute’s work, their researchers will help LAUSD 
design and decide on some additional contracts for supplemental survey research.  The Institute 
knows that all the principal researchers on their team will have to be Form 700 filers because their 
work is ongoing and will influence LAUSD’s governmental decision.  However, the Institute is unsure 
of whether their trusty secretary, Bea Addman, would have to be a filer. 
Bea does not need to file.  Even though she will be housed at LAUSD for the three years and act in a 
staff-like capacity, she will provide clerical support primarily and will not participate in making any 
governmental decisions.   

(7) Bob Builder works for a construction company that will be supporting LAUSD’s school-building 
initiative on a continuous basis.  Bob will direct activities concerning the planning and construction of 
various schools facilities, coordinate land acquisition, supervise teams, set policies, and also prepare 
various budgets for LAUSD.   
Bob meets the trigger defined under the law because as part of the services he will provide, he has 
the authority to affect financial interests and commit LAUSD to government actions at his discretion.  
Additionally, in his role, he will be performing essentially the same tasks as an LAUSD Facilities 
Project Manager which is a position that is already designated in LAUSD’s Conflict of Interest Code.  
Therefore, Bob is required to file a Form 700.  

6.  Prohibited Activities 
 
A Contractor, its Representative(s) and all other agent(s) acting on its behalf are prohibited from engaging in the 
following activities: 

GENERAL PROHIBITIONS 
A.   Acting in a manner that would be reasonably known to create or lead to a perception of improper conduct that 

could result in direct or indirect damage to LAUSD or our reputation 

B. Acting with the purpose or intent of placing an LAUSD official under personal obligation to any Contractor or 
its Representatives 

C. Conducting business with or on behalf of LAUSD in a manner that would be reasonably known to create or 
lead to a perception of self-dealing   

D. Conducting work on behalf of another client on a matter that would be reasonably seen as in conflict with 
work performed for LAUSD 

E. Disclosing any proprietary or confidential information, including employee or student health information, about 
LAUSD, our employees, students, or contractors to anyone not authorized by a written LAUSD re-disclosure 
agreement to receive the information 

F. Knowingly deceiving or attempting to deceive an LAUSD official about any fact pertaining to any pending or 
proposed LAUSD decision-making 

G. Making or arranging for any gift(s) or gratuities that violate LAUSD’s policies, including: 
(1) Providing any gifts at all to a procurement employee; 
(2)  Providing any gifts in excess of LAUSD’s gift limit in a calendar year to any LAUSD official or to a member 

of his/her household; and 
(3)  Providing gifts without the necessary public disclosure when disclosure is required 
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H. Offering any favor, gratuity, or kickback to an LAUSD official for awarding, modifying, or providing preferential 
treatment relating to an LAUSD contract 

I. Receiving or dispersing compensation contingent upon the defeat, enactment, or outcome of any proposed 
policy or action 

J. Taking any action to circumvent LAUSD’s system of controls or to provide misleading information on any 
documents or records 

K. Using LAUSD assets and resources for purposes which do not support LAUSD’s work 

L. Using LAUSD provided technology or systems to create, access, store, print, solicit or send any material that 
is false, derogatory, malicious, intimidating, harassing, threatening, abusive, sexually explicit or otherwise 
offensive 

M. Violating or counseling any person to violate any provisions of LAUSD’s Contractor Code of Conduct, 
Lobbying Disclosure Code, Employee Code of Ethics, and/or any other governing state or federal laws 

CONTRACTING PROHIBITIONS 
N. Dealing directly with an LAUSD official who is a close relative or cohabitant with a Contractor or its 

Representatives in the course of negotiating a contracting agreement or performing a Contractor’s obligation 
(1) For the purposes of this policy, close relatives shall be defined as including spouse, sibling, parent, 

grandparent, child, and grandchild. Cohabitants shall be defined as persons living together. 

O. Engaging in prohibited communication with LAUSD officials during the Cone of Silence time period(s) of the 
contracting process      
(1) In a competitive contracting process, the Cone of Silence begins from the time when an Invitation for Bid 

(IFB), Request for Proposal (RFP), Request for Interest and Bid (RFIB), Request for Quote, Request for 
Qualification, or any other solicitation release is announced by LAUSD until the time a contract award 
recommendation is made public by the Board Secretariat’s posting of the board report for the contract to 
be approved. 

(2) In a non-competitive contracting process, the Cone of Silence begins at the time when a proposal is 
submitted to             LAUSD until the time the contract is fully executed.   

P.   Employing any current or former LAUSD employee to perform any work prohibited by the “Cooling Periods” 
defined in Section 4F of this Code 

Q.   Making or participating in the making of governmental decisions on behalf of LAUSD when a Contractor or its 
Representatives has an existing financial interest that is prohibited under the law 

R.   Making any substitution of goods, services, or talent that do not meet contract specifications without prior 
approval from LAUSD 

S.   Making false charges on claims for payment submitted to LAUSD in violation of the California False Claims 
Act, Cal. Government Code §§ 12650-12655 

T.   Requesting, attempting to request, or accepting—either directly or indirectly—any protected information 
regarding present or future contracts before the information is made publicly available at the same time and in 
the same form to all other potential bidders 

U.   Submitting a bid as a proposer or sub-proposer on a particular procurement after participating in its 
development (e.g. identifying the scope of work, creating solicitation documents or technical specifications, 
developing evaluation criteria, and preparing contractual instruments) 

 
LOBBYING PROHIBITIONS 

V.   Engaging in any lobbying activities without the appropriate disclosure, if the registration trigger has been met 

W.   Lobbying on behalf of LAUSD, if a Contractor or its Representatives is lobbying LAUSD officials. 
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(1)  Any person or entity who receives compensation to lobby on behalf of or otherwise represent LAUSD, 
pursuant to a contract or sub-contract, shall be prohibited from also lobbying LAUSD on behalf of any 
other person or entity for compensation as this would be considered a conflict of interest. 

7.  Issues Resolution 
Early identification and resolution of contracting or other ethical issues that may arise are critical to building public 
trust. Whenever possible, it is advisable to initiate the issue resolution process proactively, either with the 
designated contracting contact if the issue arises during the contracting process, or with the Contract Sponsor in 
the case of an active contract that is being carried out.  It is always appropriate to seek out the Procurement 
Services Group or the Facilities Contracts Branch to resolve an issue, if another alternative is not possible.  
Formal disputes regarding bid solicitations or contract awards should be raised and addressed in accordance with 
LAUSD policy where such matters will be given full, impartial, and timely consideration. 

8. Enforcement Provisions 
While Contractors and their Representatives are expected to self-monitor their compliance with this Contractor 
Code of Conduct, the provisions of this Code are enforceable by LAUSD.  Enforcement measures can be taken 
by LAUSD’s Procurement Services Group or Facilities Contracts Branch in consultation with the Contract 
Sponsor, the Ethics Office, the Office of the General Counsel, and the Office of the Inspector General.  The Office 
of the Inspector General may also refer matters to the appropriate authorities for further action. 

A. Report Violations – Good faith reporting of suspected violations of the Contractor Code of Conduct is 
encouraged.  Reports of possible violations should be made to the Office of the Inspector General where such 
reports will be investigated and handled with the level of confidentiality that is merited and permitted by law.  
No adverse consequences will result to anyone as a result of making a good faith report.  

B. Cooperate on Audits and Investigations – Contractors and their Representatives shall cooperate with any 
necessary audits or investigations by LAUSD relating to conduct identified in this Code.  Such audits and 
investigations may be conducted when LAUSD has reason to believe that a violation of this Code has 
occurred.  Once an audit or investigation is complete, LAUSD may contact a Contractor or their 
Representatives to establish remedies and/or sanctions. 

C. Comply with Sanctions – Contractors and their Representatives shall comply with the necessary sanctions for 
violations of this Code of Conduct.  Remedies can include and/or combine one or more of the following 
actions: 
(1) Removal of offending Contractor or subcontractor; 
(2) Implementation of corrective action plan approved by LAUSD; 
(3) Submission of training plan for preventing future violations of the Code; 
(4) Probation for 1-3 years;  
(5)  Rescission, voidance or termination of a contract; 
(6) Suspension from all LAUSD contracting for a period of time; 
(7) Prohibition from all LAUSD lobbying activities; 
(8) Compliance with deferred debarment agreement; 
(9) Debarment from all LAUSD procurement or contracting; or 
(10) Other sanctions available by law that are deemed reasonable and appropriate. 

In the case of a procurement in which a contract has yet to be awarded, LAUSD reserves the right to reject 
any bid or proposal, to terminate the procurement process or to take other appropriate actions.  

Failure to remedy the situation in the timely manner prescribed by LAUSD can result in additional sanctions.  
Records of violations or any other non-compliance are a matter of public record. 

Any debarment proceeding will follow due process in accordance with the procedures described in LAUSD’s 
Debarment Policy. 

9.  Future Code Updates 
To ensure that LAUSD maintain our effectiveness in promoting integrity in our contracting processes and our use 
of public tax dollars, LAUSD reserves the right to amend and modify this Contractor Code of Conduct at its 
discretion.  LAUSD’s Ethics Office will post the latest version of the Code on its website.  Interested parties with 
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ideas on how LAUSD can strengthen our Code to improve public trust in the integrity of LAUSD’s decision-making 
can contact LAUSD’s Ethics Office in writing to share their comments.  Such comments will be evaluated for 
future code updates. 

LAUSD is not responsible for notifying a Contractor or their Representatives of any changes to this Code.  It is the 
responsibility of a Contractor to keep itself and its Representatives apprised of any changes made to this Code.  
LAUSD is not responsible for any damages that may occur as a result of a Contractor’s failure to fulfill its 
responsibilities of staying current on this Code. 

10.  Severability 
If one part or provision of this Contractor Code of Conduct, or its application to any person or organization, is 
found to be invalid by any court, the remainder of this Code and its application to other persons or organizations, 
which has not been found invalid, shall not be affected by such invalidity, and to that extent the provisions of this 
Code are declared to be severable.
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SECTION III (Continued) 
 

RFP 2000003306 
ATTACHMENT D 

 
DATA USE AGREEMENT 

BETWEEN 
THE LOS ANGELES UNIFIED SCHOOL DISTRICT 

AND 
[CONTRACTOR NAME] 

FOR 
THE DISCLOSURE OF EDUCATION RECORDS 

 
1. PARTIES 

1.1 The Los Angeles Unified School District (“District”) is a public school district organized 
and existing under and pursuant to the constitution and laws of the State of California and with a 
primary business address at 333 S. Beaudry Avenue, Los Angeles, California 90017.    

 
1.2 [CONTRACTOR NAME] (“Contractor”) provides [CONTRACTOR TO INSERT 
BRIEF DESCRIPTION] with a primary place of business at [ADDRESS].   

 
2.  PURPOSE 

2.1 The purpose of this Data Use Agreement (“Agreement”) is to allow for the District to 
provide Contractor with personally identifiable information (“PII”) from student education records 
(“student data”) without consent so that the Contractor may perform the following institutional 
service or function for which the District would otherwise use employees:  
[CONTRACTOR TO INSERT DETAILED DESCRIPTION] 
 
2.2 This Agreement is meant to ensure that Contractor adheres to the requirements concerning 
the use of student information protected under the Family Educational Rights and Privacy Act 
(“FERPA”), 20 U.S.C. §1232g, 34 Code of Federal Regulations Part 99, and California Education 
Code sections 49060-49085 and the confidentiality requirements related to “education records” 
under FERPA, “PII” under 34 CFR 99, and “covered information” under SB 1177 Student Online 
Personal Information Protection Act (SOPIPA) (referred to collectively as “PROTECTED 
INFORMATION”). Protected Information is information that is protected by specific laws. For 
example, student records, student and employee health records, and social security numbers, are 
each covered by specific privacy laws and rules. See Attachment B - LAUSD FERPA Policy, 
Attachment C - LAUSD HIPAA Policy Regarding Student Information, and Attachment D LAUSD 
Employee Record Policy for more information about these types of protected information. This 
Agreement applies to all interactions between Contractor and District schools. 
 
2.3 34 C.F.R. §99.30 and Education Code §49076(a) require the consent of the education rights 
holder prior to the release of PII from the education record of a student.  An exception to the 

https://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
https://leginfo.legislature.ca.gov/faces/codes_displayexpandedbranch.xhtml?tocCode=EDC&division=4.&title=2.&part=27.&chapter=6.5.&article=
https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201320140SB1177
https://www.law.cornell.edu/cfr/text/34/99.30
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=49076.&lawCode=EDC
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consent requirement is provided for in 34 CFR §99.31(a)(1)(i) and Education Code 
§49076(a)(2)(G)(i) for contractors “performing institutional services or functions otherwise 
performed by school employees.”  These contractors are considered “school officials” under 
FERPA and the California Education Code.  
 
2.4 Under this Agreement, the District considers Contractor to be a school official with 
legitimate educational interests performing an institutional service or function for which the 
District would otherwise use employees within the meaning of 34 C.F.R. §99.31(a)(1)(i) and 
Education Code §49076(a)(2)(G)(i) and this allows the District to disclose PII from education 
records of students without the consent required by 34 C.F.R. § 99.30 and Education Code 
§49076(a).     

2.5 This Agreement does not necessarily describe the complete nature of all interactions 
between the Contractor and the District.  Rather, this Agreement pertains to the disclosure of 
personally identifiable information from education records only.  The service agreement (contract, 
MOU, license agreement, subscription agreement, etc.) between Contractor establishes the 
services for which Contractor is responsible and by which District considers Contractor to be a 
school official.  However, in so far as it pertains to the subject matter of this Agreement, this 
Agreement takes precedence over any inconsistencies with any other agreements. 

 
3. PROCESS FOR DATA TRANSFER  

The District may provide data through Clever, Inc., (Clever), Global Grid for Learning (Global) 
or an internal secure district process under which the vendor receives electronic data from the 
District containing student-, teacher-, and other information.  By using Clever or Global they will 
provide the data to various District vendors, such as Contractor, alleviating work on the District’s 
part, which formerly required the creating of separate record layouts for each vendor. By entering 
into this Agreement, the District authorizes Clever, Global or the District itself to send data to 
Contractor in accordance with the District’s approved Contract. 

 
4. DISTRICT DUTIES 

4.1 The District will provide student data in compliance with the Family Educational Rights 
and Privacy Act (“FERPA”), 20 U.S.C. section 1232g and 34 C.F.R. Part 99, and California 
Education Code sections 49060-49085. 
 
4.2 The District will provide the following student data to the Contractor:   
[CONTRACTOR TO INSERT LIST OF EACH DATA ELEMENT BEING REQUESTED. 
LIST MUST ONLY INCLUDE THOSE ELEMENTS NEEDED TO PERFORM DUTIES 
OUTLINED IN SERVICES AGREEMENT OR CONTRACT WITH THE DISTRICT] 

   
5. CONTRACTOR DUTIES 

5.1 The Contractor will perform the following duties in regard to any student data it obtains: 
 

5.1.1 Not disclose the information to any other party without the consent of the parent or 
eligible student; 

 
5.1.2 Use the data for no purpose other than the work stated in this Agreement; 

https://www.gpo.gov/fdsys/pkg/CFR-2011-title34-vol1/pdf/CFR-2011-title34-vol1-sec99-31.pdf
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=49076.&lawCode=EDC
https://www.gpo.gov/fdsys/pkg/CFR-2011-title34-vol1/pdf/CFR-2011-title34-vol1-sec99-31.pdf
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=49076.&lawCode=EDC
https://www.law.cornell.edu/cfr/text/34/99.30
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=49076.&lawCode=EDC
https://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
https://leginfo.legislature.ca.gov/faces/codes_displayexpandedbranch.xhtml?tocCode=EDC&division=4.&title=2.&part=27.&chapter=6.5.&article=
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5.1.3 Allow the District access to any relevant records for purposes of completing 

authorized audits;  
 

5.1.4 Require all employees, contractors and agents of any kind to comply with all 
applicable provisions of FERPA and other federal and California laws with respect to the 
data shared under this Agreement, as evidenced by each employee, contractor, or agent 
of any kind who will receive pupil record information completing Attachment A, Student 
Record Confidentiality and Re-Disclosure Agreement, attached hereto and incorporated 
by reference herein; 
5.1.5 Designate in writing a single authorized representative able to request data under 

this Agreement. The authorized representative shall be responsible for transmitting 
all data requests and maintaining a log or other record of all data requested and 
received pursuant to this Agreement, including confirmation of the completion of 
any projects and the return or destruction of data as required by this Agreement.  
District or its agents may, upon request, review the records required to be kept 
under this section; 

 
5.1.6 Maintain all data obtained pursuant to this Agreement in a secure computer 

environment and not copy, reproduce or transmit data obtained pursuant to this 
Agreement except as necessary to fulfill the purpose of this Agreement.  All copies 
of data of any type, including any modifications or additions to data from any 
source that contains information regarding students, are subject to the provisions of 
this Agreement in the same manner as the original data.  The ability to access or 
maintain data under this Agreement shall not under any circumstances transfer from 
Contractor to any other institution or entity; 

 
5.1.7 Destroy or return all personally identifiable information obtained under this 

Agreement when it is no longer needed for the purpose for which it was obtained 
no later than 60 days after it is no longer needed.   In the event Contractor destroys 
the PII, Contractor shall provide the District with certification of such destruction.  
Failure to return or destroy the PII will preclude Contractor from accessing 
personally identifiable student information for at least five years as provided for in 
34 C.F.R. section 99.31(a)(6)(iv). 

 
5.2 Contractor shall comply with the requirements of District policy as follows:   

 
5.2.1 Contractor shall not (i) knowingly engage in targeted advertising on the 

Contractor’s site, service or application to District students or their parents or legal 
guardians; (ii) use PII to amass a profile about a District student; (iii) sell 
information, including PII; or (iv) disclose PII without the District’s written 
permission. 

 
5.2.2 Contractor will store and process District Data in accordance with commercial best 

practices, including appropriate administrative, physical, and technical safeguards, 
to secure such data from unauthorized access, disclosure, alteration, and use. Such 
measures will be no less protective than those used to secure Contractor’s own data 
of a similar type, and in no event less than reasonable in view of the type and nature 

https://www.gpo.gov/fdsys/pkg/CFR-2011-title34-vol1/pdf/CFR-2011-title34-vol1-sec99-31.pdf
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of the data involved. Without limiting the foregoing, Contractor warrants that all 
electronic District Data will be encrypted in transmission using SSL [(Secure 
Sockets Layer)] [or insert other encrypting mechanism] (including via web 
interface) [and stored at no less than 128-bit level encryption].  “Encryption” means 
a technology or methodology that utilizes an algorithmic process to transform data 
into a form in which there is a low probability of assigning meaning without use of 
a confidential process or key, and such confidential process or key that might enable 
decryption has not been breached, and shall have the meaning given to such term 
under HIPAA and HIPAA Regulations, including 45 CFR §164.304. 

 
5.2.3 Contractor shall delete a student’s covered information upon request of the District. 
 
5.2.4 District Data will not be stored outside the United States without prior written 

consent from the District. 
 
5.2.5 The pupil records continue to be the property of and under the control of the 

District; 
 
5.2.6 Contractor will not use any information in the pupil record for any purpose other 

than those required or specifically permitted by this Agreement. 
 
5.2.7 Contractor certifies that it will not retain the pupil records upon completion of the  

services.  Contractor will take the following actions to enforce this certification:  
[CONTRACTOR TO INSERT DESCRIPTION] 
 

5.2.8 Contractor shall not use personally identifiable information in pupil records to 
engage in targeted advertising. 

 
5.3 Contractor shall comply with the District’s information security specifications prior to 
receiving any electronic transfers of pupil record information from any District-approved third 
party contractor, such as Clever or Global. District may require Contractor to provide 
documentation of compliance prior to any transmittal. 
 
5.4 The following shall be considered a part of and required under this Agreement: 

• The District’s Contractor Code of Conduct 
(http://achieve.lausd.net/cms/lib08/CA01000043/Centricity/Domain/218/5.%20%20CODE%20OF%20CONDUCT%20irfp.pdf)  

• SB 1177 Student Online Personal Information Protection Act (SOPIPA)  
(https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=22584.&lawCode=BPC).  

 
5.5  Additional Contractor Duties Pertaining to Protected Information  

5.5.1 In addition to any Contractor obligations stated elsewhere in this Agreement, 
Contractor shall notify the District in writing as soon as possible, but in no event 
more than two (2) business days, after Contractor becomes aware of any breach of 
or security Incident involving the District's PROTECTED INFORMATION (see 
Section 2.2). Contractor shall be deemed to be aware of any breach or security 
incident as of the first day on which such breach or security incident is known or 
reasonably should have been known to its officers, employees, agents or 

https://www.gpo.gov/fdsys/pkg/CFR-2007-title45-vol1/pdf/CFR-2007-title45-vol1-sec164-304.pdf
http://achieve.lausd.net/cms/lib08/CA01000043/Centricity/Domain/218/5.%20%20CODE%20OF%20CONDUCT%20irfp.pdf
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=22584.&lawCode=BPC
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subcontractors. Contractor shall identify as soon as practicable each individual 
whose unsecured PROTECTED INFORMATION has been, or is reasonably 
believed by Contractor to have been, accessed, acquired, or disclosed during such 
breach or security incident. Contractor shall cooperate in good faith with the 
District in the investigation of any breach or security incident. 

 
5.5.2   Contractor shall take prompt corrective action to remedy any breach or security 

incident, mitigate, to the extent practicable, any harmful effect of a use or disclosure 
of PROTECTED INFORMATION, and take any other action required by 
applicable federal and state laws and regulations pertaining to such breach or 
security incident. 

 
5.5.3    Contractor will provide written notice to the District as soon as possible but no later 

than twenty (20) calendar days after discovery of the breach or security incident of 
the actions taken by Contractor to mitigate any harmful effect of such breach or 
security incident and the corrective action Contractor has taken or shall take to 
prevent future similar breaches or security incidents. Upon the District's request, 
Contractor will also provide to the District a copy of Contractor’s policies and 
procedures that pertain to the breach or security incident involving the 
District's PROTECTED INFORMATION, including procedures for curing any 
material breach of this Agreement. 

 
5.5.4    Contractor shall make reasonable efforts to trace lost or translate indecipherable 

transmissions.  Contractor shall bear all costs associated with the recreation of 
incomplete, lost or indecipherable transmissions if such loss is the result of an act 
or omission of Contractor. 

 
5.5.5   Contractor shall take appropriate security measures to protect the confidentiality, 

integrity and availability of the District's PROTECTED INFORMATION that it 
creates receives, maintains, or transmits on behalf of the District and to prevent any 
use or disclosure of the District's INFORMATION other than as provided by the 
Agreement. Appropriate security measures include the implementation of the best 
practices as specified by the ISO 27001/2, NIST, or similar security industry 
guidelines. 

 
5.5.6 Contractor acknowledges and agrees that pupil record information protected by the 

Family Educational Rights and Privacy Act (FERPA, 20 U.S.C. Section 1232g) 
may only be used in accordance with the terms and conditions of this Agreement 
and may not be re-released or otherwise redisclosed without the consent of 
parent(s)/guardian(s) or eligible pupil(s). Contractor understands and agrees that 
Contractor shall not permit any other party to have access to such information 
without the written consent of each pupil's parent/guardian or eligible pupil as well 
as prior notice to the District. Contractor further  acknowledges and agrees that 
failure to comply with this requirement shall constitute a breach of this Agreement 
and will result in available penalties under the law, including but not limited to 
liquidated damages, third party beneficiary rights for parties injured by the breach, 
and/or the prohibition against Contractor having access to personally identifiable 

http://www.vulnerabilityassessment.co.uk/iso27001.html
https://www.nist.gov/publications/information-security-handbook-guide-managers
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information from education records from the District for a period of time 
determined in the sole discretion of the District. 

 
6. AUTHORIZATION FOR TRANSFER OF DATA.   

6.1 The District hereby authorizes Contractor to receive the student data listed in Section 4.2.  
 
6.2 Contractor agrees that District makes no warranty concerning the accuracy of the student 
data provided.  

 
7. TERM 

7.1 This Agreement shall be effective on the date the last party signs and shall be valid for the 
same term as the Contractor’s underlying service agreement/contract/MOU covering Contractor’s 
interactions with the District under which the Contractor receives student data, but no later than 
three (3) years from the date on which the last party signs this Agreement.   
 
7.2 Either party may terminate this Agreement for any reason at any time upon reasonable 
notice to the other party. 
 

8. NOTICES   
8.1 All notices required or permitted by this Agreement shall be in writing and shall be either 
personally delivered or sent by nationally-recognized overnight courier, facsimile or by registered 
or certified U.S.  mail, postage prepaid, addressed as set forth below (except that a party may from 
time to time give notice changing the address for this purpose).  A notice shall be effective on the 
date personally delivered, on the date delivered by a nationally-recognized overnight courier, on 
the date set forth on the receipt of a telecopy or facsimile, or upon the earlier of the date set forth 
on the receipt of registered or certified mail or on the fifth day after mailing. 
 
8.2 Notices shall be delivered to the following:  

 

DISTRICT: CONTRACTOR: 

 
 
IN WITNESS WHEREOF, the parties have executed this Agreement as of the last day noted below.   

Attention: Executive Director Attention:  _____________________________ 
Office of Data and Accountability _______________________________________ 
333 South Beaudry Avenue, 16th Floor _______________________________________ 
Los Angeles, CA 90017 _______________________________________ 
TEL:  (213) 241-2460 TEL:  _____________________________ 
FAX:  (213) 241-8462 FAX: _____________________________  
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LOS ANGELES UNIFIED SCHOOL DISTRICT 

By: ______________________________________ Date:  ________________ 

Name, Title/Position:  Kevon Tucker-Seeley, Director, Office of Data and Accountability 

 

CONTRACTOR 

By: _____________________________________ Date:  ________________ 
(sign here) 

Name, Title/Position:  ___________________________________ 
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DATA USE AGREEMENT ATTACHMENT A 
STUDENT RECORD CONFIDENTIALITY AND RE-DISCLOSURE AGREEMENT 

The Los Angeles Unified School District ("District"), and the individual or entity identified as "Recipient" 
below ("Recipient") have entered or are planning to enter into an agreement or other arrangement that 
may involve Recipient’s receipt of or access to certain student records and information concerning District 
students.  The parties are entering into this Student Record Confidentiality and Re-Disclosure Agreement 
(“Agreement”) in order to ensure proper treatment of any student record information that Recipient 
obtains or learns. 
 
NOW, THEREFORE, for good and valuable consideration, the receipt and sufficiency of which are hereby 
acknowledged, the parties agree as follows: 
 
1.0 1. Definitions. 

1.01 a.  “Consenting Party” means: (a) the 
natural parent, adopted parent, or legal 
guardian of each student or former student 
who is under the age of 18 years; and, (b) 
each student or former student who has 
attained the age of 18 years.  Where a 
student’s parents are divorced or legally 
separated, only the parent having legal 
custody shall be deemed to be the Consenting 
Party for purposes of this Agreement. 

1.02  

1.03 b. “Student Record Information” 
means any item of information (in any 
format, written, electronic, or other) that is 
directly related to an identifiable District 
pupil (current or former) and is maintained 
by the District or by a District employee in 
the performance of his or her duties.  

 
2.0 2.  Use of Student Record Information.  
Recipient will use Student Record Information 
only for the purpose of [Describe Project or 
enclose attachment describing Project] 
(“Project”), and will make no use of Student 
Record Information, in whole or in part, for any 
other purposes.  Recipient will keep confidential 
all Student Record Information and will take all 
necessary steps to ensure the confidentiality the 
Student Record Information.  Recipient will 
only disclose Student Record Information in 

accordance with the terms of this Agreement 
and will make no other disclosure of Student 
Record Information at any time. 
 
3.0 3.  Re-Disclosure. 

3.1. Consent Required.  Recipient 
will only disclose Student Record Information 
to its employees having a need to know in 
connection with their Project responsibilities, 
and will not disclose any Student Record 
Information to any third party without first 
obtaining written consent to the disclosure 
from each Consenting Party for whom 
Student Record Information will be disclosed.  
Recipient will promptly provide the District 
with copies of any and all written consents 
that the Recipient obtains under this 
paragraph. 

 

3.01  3.2.  Restrictions on Receiving Party.  
In addition, any third party receiving Student 
Record Information from Recipient must 
agree in writing to all of the terms contained 
in this Agreement, and may only use Student 
Record Information for the performance of 
that third party’s Project-related 
responsibilities. 

 

3.3 Exceptions. Subject to 
this Agreement, recipient may disclose 
Student Record Information to third parties 
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if, and only to the extent that, disclosure of 
the Student Record Information is otherwise 
permissible under applicable law or under 
any District privacy policy then in effect. 

3.02  

3.03 3.4.  Access Log and Record Files.  
Recipient will maintain an access log that 
records all disclosures of (or access to) 
Student Record Information.  Entries in the 
access log will identify the person(s) 
receiving access, the reason access was 
granted, the date, time and circumstances of 
disclosure, and all Student Record 
Information provided.  The access log will be 
made available to the District promptly upon 
request.  

 
4. Pre-Publication Review.  Upon notice, District 
may request and Researcher agrees to timely 
provide, prior to publication or re-publication, access 
to any report, memorandum, article, thesis or any 
other writing that includes Student Record 
Information provided under this Agreement and 
links District to any outcome or enables District to 
be linked to any outcome. District reserves the right 
to withdraw consent to the publication of any such 
writing if the District determines that the privacy 
rights of its students are jeopardized or such writing 
contains statements that the District considers 
unacceptable for publication due to, but not limited 
to, sampling error, flaws in analysis, or 
misrepresentation of findings. 
4.0  
5.0 5.  Destruction of Information.  
Immediately upon   completion of the Project, 
Recipient will destroy all Student Record 
Information that Recipient obtained or learned 
in connection with the Project.  Upon the 
District’s request, Recipient will promptly 
certify in writing that this destruction has 
occurred. 
6.0  
7.0 6.  Required Disclosure.  In the event that 
Recipient is requested or required by subpoena 
or other court order to disclose any Student 
Record Information, Recipient will provide 

immediate notice of the request to the District 
and will use reasonable efforts to resist 
disclosure until an appropriate protective order 
may be sought, or a waiver of compliance with 
the provisions of this Agreement granted.  If, in 
the absence of a protective order or the receipt 
of a written waiver hereunder, Recipient is 
nonetheless, in the written opinion of its 
counsel, legally required to disclose Student 
Record Information, then Recipient may 
disclose that Student Record Information 
without liability hereunder, provided that the 
District has been given a reasonable opportunity 
to review the text of the disclosure before it is 
made and that the disclosure is limited to only 
Student Record Information specifically 
required to be disclosed. 
8.0  
9.0 7.  No License.  No licenses or other rights 
under patent, copyright, trademark, trade secret 
or other intellectual property laws are granted or 
implied by this Agreement.  The District is not 
and will not be obligated under this Agreement 
to purchase from or provide to Recipient any 
information, service, or product. 
10.0  
11.0 8.  Disclaimer.  The Student Record 
Information is provided AS IS and without 
warranty of any kind, whether expressed or 
implied, including, without limitation, implied 
warranties of merchantability, fitness for a 
particular purpose or title.  The District shall not 
have any liability or responsibility for errors or 
omissions in, or any decisions made by 
Recipient in reliance upon, any Student Record 
Information. 
 
12.0 9.  Remedies. 

12.01 9.1. Injunctive Relief.  The parties 
agree that Student Record Information is of a 
special character, such that money damages 
would not be sufficient to avoid or compensate 
the District, its employees, agents and 
students for any unauthorized use or 
disclosure thereof, and that injunctive and 
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other equitable relief would be appropriate to 
prevent any actual or threatened unauthorized 
use or disclosure.  This remedy may be 
pursued in addition to any other remedies 
available at law or in equity, and Recipient 
agrees to waive any requirement for the 
securing or posting of any bond.  In the event 
of litigation to enforce any provision hereof, 
the prevailing party will be entitled to recover 
all costs, including its reasonable attorneys 
fees and costs, incurred in connection with the 
litigation. 

12.02  

12.03 9.2. Five-Year Bar.  If the District 
determines, or is made aware of a 
determination by any other governmental 
agency, that Recipient has disclosed any 
Student Record Information in violation of this 
Agreement, or has maintained any Student 
Record Information in violation of this 
Agreement, then without prejudice to any 
other rights or remedies the District may 
have, the District shall be entitled to prohibit 
Recipient from accessing any Student Record 
Information for a period of five (5) years or 
more, as determined by the District in its sole 
discretion. 

 
13.0 10.  Indemnification.  Recipient agrees to 
indemnify and hold harmless the District, its 
employees, agents, subcontractors, affiliates, 
officers and directors from, and defend the 
District against, any liability or expenses 
(including reasonable attorneys' fees and costs) 
arising out of or relating to: (a) any 
unauthorized or unlawful disclosure of Student 
Record Information by Recipient; or (b) any 
breach of this Agreement by Recipient. 
14.0  
15.0 11.  Required Notice.  Recipient shall 
notify the District immediately upon discovery 
of any unauthorized use or disclosure of Student 
Record Information, and will cooperate with the 
District in every reasonable way to assist the 

District in regaining possession of the Student 
Record Information, mitigating the 
consequences of its disclosure, and preventing 
its further unauthorized use. 
 
16.0 12.  Governing Law; Venue.  California 
law will govern the interpretation of this 
Agreement, without reference to rules regarding 
conflicts of law.  Any dispute arising out of this 
Agreement will be submitted to a state or 
federal court sitting in Los Angeles, California, 
which will have the exclusive jurisdiction 
regarding the dispute and to whose jurisdiction 
the parties irrevocably submit. 

 
17.0 13.  Notices.  All notices required or 
permitted to be given hereunder shall be in 
writing and shall be deemed given when 
delivered by hand, sent by courier or other 
express mail service, postage prepaid, or 
transmitted by facsimile, addressed to a party at 
the address set out by its signature below. 
18.0  
19.0 14.  Waiver.  No waiver of any term, 
provision or condition of this Agreement, 
whether by conduct or otherwise, in any one or 
more instances, will be deemed to be or be 
construed as a further or continuing waiver of 
any such term, provision or condition or as a 
waiver of any other term, provision or condition 
of this Agreement. 
20.0  
21.0 15.  Severability.  If any provision of this 
Agreement is determined by any court of 
competent jurisdiction to be invalid or 
unenforceable, such provision shall be 
interpreted to the maximum extent to which it is 
valid and enforceable, all as determined by such  
court in such action, and the remaining 
provisions of this Agreement will, nevertheless, 
continue in full force and effect without being 
impaired or invalidated in any way. 
22.0  
23.0 16.  Entire Agreement.  This Agreement 
constitutes the parties' entire agreement with 
respect to the subject matter hereof and 
supersedes any and all prior statements or 
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agreements, both written and oral.  This 
Agreement may not be amended except by a 
writing signed by the parties. 
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IN WITNESS WHEREOF the parties have caused this Agreement to be executed by their duly authorized 
representatives. 
 
RECIPIENT THE DISTRICT 

__________________________ 
Recipient Name 

[ADDRESS] 
Recipient Address 
 
________________________________________ 
Signature 

________________________________________ 
Print Name 

________________________________________ 
Title 

________________________________________ 
Date 

 
Los Angeles Unified School District 
333 South Beaudry Avenue 
Los Angeles, California 90017 
 
 
________________________________________ 
Signature 

Dr. Kevon Tucker-Seeley 
Print Name 

Director, Office of Data & Accountability 
Title 

________________________________________
Date 
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DATA USE AGREEMENT ATTACHMENT B: 
THE LOS ANGELES UNIFIED SCHOOL DISTRICT  POLICY ON PROTECTION OF 

STUDENT RECORDS 
State and federal laws strictly regulate the protection of students’ educational record information.  This policy describes 
the protections required by law. Violations of this policy could result in a lawsuit against the District and/or any employee 
that permits an improper disclosure. 

 
This “Family Educational Rights and Privacy Act (FERPA)” policy must be followed any time there is a request for 
access to, or the possibility of the “disclosure” of, the contents of  a  student’s  educational records.  As used in this 
policy, “disclosure” means to permit access to or the release or other communication of information contained in student 
records, by any means, including oral, written, or electronic. Please note that improperly disposing of student records 
can constitute a “disclosure” under the law. Use secure disposal methods, such as the shredding of paper records. In  any 
case  where there  is  a question about  whether student  record  information should be  disclosed, contact the Office of 
the General Counsel as soon as possible.  In all cases, disclosure may occur only in accordance with the terms of this 
policy. 

 
1.   What kind of information is being requested? 

Two general categories of student information must be protected by all District employees— “Confidential Student 
Information” and “Directory Information.”  The following general rules apply: 
 
“Confidential Student Information” 
“Confidential Student Information” includes any item of information, other than Directory Information, that is directly 
related to an identifiable District student and is maintained in the student’s educational records or in any files 
maintained by a District employee. The format of the information does not matter—items recorded by handwriting, 
print, tapes, film, microfilm, on the hard disk, or any means, can all qualify as Confidential Student Information.  
The  general  rule  is  that  Confidential  Student Information may not be released without written consent from a 
parent or legal guardian. Exceptions to this rule are detailed below. In any event, Confidential Student Information 
may only be disclosed in accordance with this policy. If you have any questions about whether or not Confidential 
Student Information may be disclosed, contact the Office of the General Counsel before any disclosure is made. 

 
“Directory Information” 
“Directory information” means a student’s name, address, telephone number, date and place of birth, dates of 
attendance, and most recent previous public or private school attended. Student email addresses, and class schedules 
are not considered Directory Information and generally may not be released without consent. Directory Information 
may not be disclosed to or accessed by private, profit-making entities other than the following: Parent Teacher 
Student Association; Elected Officials; Los Angeles County Departments of Health, Children and Family Services, 
Mental Health and Probation; United States Armed Forces (Military) Recruiting Agencies; Colleges, Universities 
or Other Institutions of Higher Education  (including for-profit  accredited  institutions);  the  National Student 
Clearinghouse to track college attendance, Los Angeles County Departments Health Related Services (Department 
of Public Health and Department of Health Care Services), LAUSD School-based Health Care Providers, and the LA 
Trust for Children’s Health. A student’s parent or legal guardian (or, in some cases, a student if over 18 years old) 
may notify the District of any information they refuse to permit the District to designate as directory information 
about that student. This designation will remain in effect until the parent or legal guardian (or, in some cases, the student) 
modifies this designation in writing. When this notification has been made, written consent is required before  
disclosing the applicable  Directory  Information  relating  to  that  student. The procedure for obtaining consent is 
described below. Questions about releasing Directory Information should be directed to the Office of the General 
Counsel. 

 
2.   Is there an emergency requiring the disclosure of student information? 

Any  time  an  emergency  creates  an  immediate  danger  to  the  health  or  safety  of  a student  or other individual, 
consent is not required to disclose  Confidential Student Information to persons in a position to deal with the 
emergency, as long as (1) the emergency has been verified by a teacher or other school official, and (2) knowledge 
of the Confidential Student Information is necessary. Disclosure should be limited to only that Confidential Student 
Information that is necessary under the circumstances. 



 

 
RFP NO.: 2000003306 
ISSUED DATE December 11, 2023 
TITLE:  Cybersecurity Services Bench 

 

213 

 
3.   Who is requesting access to student records? 

A request for disclosure of Confidential Student Information will come from one of these four kinds of requesters: (1) 
the student or his or her parent; (2) a District employee; (3) a representative or agent of a state or federal government 
other than a District employee, such as representatives of departments of education, law enforcement agencies, and 
state and federal courts; or, (4) a third party not within any of the first three categories.  Each of these possible 
requesters is discussed below. 

 
For purposes of this policy, a student’s “parent” is his or her natural parent, adopted parent, or legal guardian. If a 
student’s parents are divorced or legally separated, only the parents with custody have rights under this policy unless the 
student’s file contains a written agreement signed by both parents indicating that either parent may access student records 
and give consent to disclosure. 

 
Requests from Parents and Students 
Confidential Student Information may be disclosed to students and parents as follows: 

 
The  parent  of  a  currently  enrolled  or  former  student  w h o i s under  the  age  of  18 may  access Confidential  
Student Information concerning his or her student, as may the parent of any student over the age of 18 who is 
considered a “dependent.” Any student who is 16 years of age or older, or who has completed the 10th grade, 
may access Confidential Student Information about himself or herself. Once a student reaches the age of 18 and is not 
considered to be a dependent of the parent, the student is thereafter the only person who is entitled to exercise rights 
related to, and grant consent for the disclosure of, his or her Confidential Student Information contained in those 
records. 

 
Requests from District Employees and Representatives 
Confidential Student Information may only be disclosed to District staff who will be using the information for internal 
District purposes in connection with their assigned duties and have a legitimate interest in the information. District 
representatives include teachers, school administrators,  and District administrative  personnel.  In  addition,  Confidential  
Student Information  may be  disclosed  without consent to any established member of a school attendance  review  
board  who  has   a  legitimate  educational  interest  in  the  requested information. Disclosure to any other District 
employee or representative for any other purpose (including  for  any use  by  persons  or  organizations  outside  the 
District) requires written consent from the student’s parent or legal guardian. 

 
Requests from Government Representatives 
Any request for Confidential Student Information from an agency, official, or other representative of a state or federal 
government must be promptly referred to the Office of the General Counsel, which will respond to the request.  
Examples of this kind of request include a subpoena, summons or other demand by a court or administrative tribunal, a 
request from a probation officer conducting any kind of investigation, or a request made by a police officer, state or federal 
criminal investigator, or a truancy officer. Requests from District Police do not require referral to the Office of General 
Counsel. 

 
Requests from Third Parties 
The general rule is that Confidential Student Information cannot be released to third parties without written consent from 
a parent or legal guardian. There are, however, exceptions. Confidential student information may be disclosed without 
consent in response to a request from: 

• Officials at private schools and in other school systems where a student intends or seeks to enroll; 
• Agencies or organizations requesting information in connection with a student’s application for,  or  receipt  

of,  financial  aid  (but  only  as  may  be  necessary  to determine  the  student’s eligibility for financial aid, 
the amount of the financial aid, the conditions that will be imposed in connection with the financial aid, or to 
enforce the conditions of the financial aid); and 

• County elections officials, only for the purpose of identifying students who are eligible to vote and conducting 
programs offering students the opportunity to register to vote. 
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Among third parties with whom the District will share Confidential Student Information without consent are  vendors  who  
are  either  performing  services  normally performed  by District employees  or  are conducting  studies  to  improve  
instruction.  In  these  cases  the  District will  enter  into  a  Data  Use Agreement with such vendors.  Examples of 
such Data Use Agreements are provided in Attachments A-3 and A-4. The District may provide aggregate and statistical 
data to third parties where such data is not personally identifiable to any individual student. Under FERPA, the definition 
of personally identifiable information includes “any set of facts that makes a student’s identity easily discernable.”  
Therefore, the demographic break down of the student population from which the data is extracted and  the size of the 
pool of students used for such data analysis must be taken into consideration and care must be taken so that it is not easy 
to discern any individual student’s identity. Further,  no information that could be used to identify a student, such as 
student identification number, address, telephone number or social security  number may be included. 

 
 

For all other requests from third parties, consent must be obtained before Confidential Student Information  may   be   
disclosed.  All   questions   about   disclosing   Confidential   Student Information to a  third party, or about the manner 
in which consent must be obtained, should be referred to the Office of General Counsel as quickly as possible after receipt 
of any request. 

 
Requests from Military Recruiters 
The No Child Left Behind Act requires secondary schools to provide students’ names, addresses, and telephone listings 
to military recruiters and to institutions of higher education when they request that information. The  District  is  required  
to  provide  this  information unless the parent, guardian or, in some cases, the student, has made an election to refuse 
to allow disclosure of that information without prior written consent. 

 
4.   Has the proper written consent been obtained? 

“Consent” under this policy means written consent, which must come either from a student’s parent or an adult 
student, as applicable. Consent must be obtained on the District’s standard form for consenting to the disclosure of 
Confidential Student Information, and all blanks on the form must be fully and accurately completed before 

  
any information may be released. Any consent to disclose  Confidential Student Information (which includes 
Directory Information for those students whose file includes a written request to withhold Directory Information) 
must specify the student records to be released, identify the party or class of parties to whom the records may be 
released, and be permanently kept within the student’s cumulative file. A copy of the District’s consent form is 
attached to this policy (Attachment A-1). 

 
5.   Has the disclosure been recorded in the student’s access log? 

Every student’s file must contain a log or record (the “access log”) that lists all persons, agencies, or organizations  
requesting  or  receiving information from  the  file  and  the reason(s) for the request. An access log may be 
inspected only by the student’s parent (or the adult student, if applicable), the dependent adult student, and the 
student who is 16 years of age or older or who has completed the 10th grade. All other requests to inspect the 
access log must be referred to  the  Office  of  the General Counsel. 

 
Access log entries must include: 

• the name of the person(s) to whom information was disclosed (or, if no disclosure was made, 
from whom the request was received); 

• the reason for disclosure; 
• the time and circumstances of disclosure; and 
• the particular records that were disclosed. 

 
A sample access log is attached to this policy (Attachment A-2).  The access log must identify each disclosure of 
Confidential Student Information, except that the access log need not list the following: 

 
• Disclosures to parents, adult students, and students who have reached the age of 16 or have completed 

the 10th grade; Disclosures to District teachers requesting information about the students they are 
teaching; 
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• Disclosures to other District staff accessing information in connection with their assigned duties; 
• Disclosures of Directory Information only; and 
• Disclosures to anyone for whom written consent has been executed by the parent (or adult student, as 

applicable), as long as the written consent has been filed in the student’s cumulative file. 
 

6.   Are there any other questions or concerns? 
Any and all other questions and concerns about student record information and the disclosure of any student 
record information should be directed to the Office of the General Counsel, which can assist in all matters related 
to this policy and in complying with its terms. 

  



 

 
RFP NO.: 2000003306 
ISSUED DATE December 11, 2023 
TITLE:  Cybersecurity Services Bench 

 

216 

DATA USE AGREEMENT ATTACHMENT C: 
THE LOS ANGELES UNIFIED SCHOOL DISTRICT POLICY ON PROTECTION OF 
HEALTH INFORMATION UNDER THE HEALTH INSURANCE PORTABILITY AND 
ACCOUNTABILITY ACT [HIPAA] OF 1996 REGARDING STUDENT INFORMATION 

 
State and federal laws strictly regulate the protection of an individual’s health information.  Violating these laws could 
subject a District employee to disciplinary action, up to and including dismissal, as well as result in a lawsuit against the 
District and/or the employee who is in violation. 

 
This policy is intended to help District employees follow those laws whenever they receive access or use a student’s health-
related information, or receive a request for access to that information. A separate attachment will be prepared regarding 
other types of health-related information. If you have any questions after reading this policy about whether a student’s health 
information may be used or disclosed, you should contact the Office of the General Counsel immediately. Please note that 
improperly disposing of Personnel Records or Employee Information can constitute a “disclosure” under  the law. Use 
secure disposal methods, such as the shredding of paper records. 

 
1.        What is HIPAA? 

The Federal Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), established, for the 
first time, a set of national standards for the protection of an individual’s health information. The federal 
government then published a set of regulations known as the HIPAA Privacy Rule that set forth how 
an individual’s protected health information could be used and disclosed, and the ways in which individuals 
could control access to their health information. Please note that the HIPAA Privacy Rule does not apply 
to information contained in an employee’s employment record. That information is protected under other 
federal and state laws. 

 
2. Why does HIPAA apply to the District? 

The District, through certain of its divisions, affiliates, employees, and independent contractors, receives and 
retains records of health care services provided to students. The District also provides medical services to 
students. Under certain circumstances, a student’s health information becomes part of the student’s file. 
Thus, the District and its employees have access to student health information that is protected under 
HIPAA. Therefore, the District and its employees must comply with all relevant provisions of the HIPAA 
Privacy Rule. 
 

3. What is a student’s protected health information? 
A student’s protected health information (“PHI”) is any information that both (a) identifies the  student,  including  
demographic  information  such  as  name, address, age, sex,  social security number and date of birth, and (b) 
relates to the student’s past, present or future physical or mental health or condition, or to the student’s receipt 
of, or payment for, medical treatment or health care services. PHI does not include non-health care information 
contained in a student’s educational records. Information contained in a student’s educational records is protected 
under other federal and state laws, and that information is separately covered under the District’s Policy on 
Protection of Student Records (“FERPA Policy,” Attachment B). 

 
4. How must protected health information be kept confidential? 

Protected health information must be kept confidential at all times and may only be used and disclosed in 
accordance with this policy. This means you cannot disclose PHI to any other person unless authorized by this 
policy. This includes disclosures made verbally in person or by telephone, and in writing by mail, fax or e-mail. 
This prohibition on uses and disclosures also means that you cannot repeat information you hear, make copies 
of information you receive,  or share passwords  or login  information  with  others  unless authorized  by  this 
policy. There  are  serious  legal  penalties  for  the  unauthorized  use  or disclosure of PHI. Do not take any 
chances. Contact  the  Office  of  the  General Counsel whenever you have a question about this policy 
or the use or disclosure of protected health information. Please note improperly disposing of Personnel 
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Records or Employee Information can constitute a “disclosure” under the law.  Use secure disposal methods, 
such as the shredding of paper records. 

 
5. When may protected health information be disclosed? 

A student’s protected health information may be disclosed directly to  the student upon request by the 
student if the student is at least 18 years old, the student is an emancipated minor, or the student is requesting 
protected health information from a medical treatment for which the student is legally allowed to consent. If the 
student is under 18 years old, not emancipated or not legally allowed to consent to the medical treatment 
addressed in the protected health information, the student’s PHI may be disclosed directly to the student’s 
parent or legal guardian upon request from the parent or legal guardian, unless one of the following 
circumstances exists: (1) there is any suspicion or belief that the student has been or may be subjected to domestic 
violence, abuse, or neglect by the parent or legal guardian, (2) disclosing the student’s PHI to the parent or legal 
guardian could endanger the student, or (3) the request relates to protected health information from a medical 
treatment that the student sought or obtained on a confidential basis. If you are not sure whether to disclose a 
student’s protected health information, please contact  the Office of the General Counsel. 
A student’s protected health information may be disclosed any time there is a serious and imminent threat to 
the health or safety of a student or other individual as long as (a) the threat has been verified by a health care 
professional, and (b) disclosure of the PHI is made to someone who can prevent or lessen the threat. PHI may 
also be used or disclosed by the District in connection with any internal activities of the District related to providing, 
payment for, or managing health care treatment and services. PHI may also be disclosed to health care 
providers for purposes of treating a student. In any case where you have a request for disclosure of 
protected health information that involves notes from psychotherapy or any similar treatment, promptly 
contact the Office of the General Counsel to discuss the request. 

 
Any request from a government agency or official, a court of law, or any other representative of a state or 
federal government for a student’s protected health information must  promptly be referred to the Office 
of the General Counsel for response. In addition, if you believe that a use or disclosure of protected health 
information is required by law, such as in the case of possible incidents of child abuse, you must promptly 
refer the matter to the Office of the General Counsel. 

 
Except as stated in this Section #5, a student’s protected health information cannot be used or disclosed without 
the written authorization of the student, parent or legal guardian, as applicable. 

 
6. Can I conduct a survey in which health related information is solicited from survey participants? 

If you are gathering information but not gathering any identifiable information about the individual (such as 
their name or address) and there is no way to re-identify the individual once the survey has been submitted, then 
consent is not required. In the text of the survey, you must indicate that the information submitted is not protected 
by state or federal privacy rules. However, if you are gathering any identifiable information, consent from the 
subject, or his or her parent or guardian, is required along with certain notices, such as notice of what will 
be done with the information and how it will be stored. 

 
For example, a survey on kids’ exposure to violence that does not also solicit health related information, such as 
any mental or physical effect of such violence, is permissible. On the other hand, if the survey includes health 
information or information that could lead to a physical or mental health diagnosis, such as whether the child had 
problems sleeping or evidence of depression, the information must be kept confidential and consent of the parent, 
guardian or, in some cases, the student, is required in order to disclose the data. Similarly, basic physical data such 
as height, weight, and results of PE tests must be kept confidential and not disclosed without the consent of the 
parent, guardian or in some cases, the student. An exception to this rule is that such data may be disclosed if it 
is directory information of members of school sports teams and no restriction on disclosure has been submitted 
by the parent, guardian or, in some cases, the student. On the other hand, data in aggregate form held in a 
manner that does not permit re-identification of a particular student may be disclosed, such as an announcement 
that a certain percentage of the student body at a high school passed a certain PE test. 

 
7. How do I obtain a written authorization to disclose protected health information? 

Except for disclosures set forth in Section #5 above, you must obtain a written authorization from the student, 
parent, or legal guardian prior to disclosing the student’s protected health information to another person or 
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organization. For example, if you receive a request from another school district or from a college or technical 
school for a student’s records that contain protected health information, you must get a written authorization 
from the student, or from the student’s parent or legal guardian if the student is under 18 years old, not emancipated 
or not legally permitted to consent to medical treatment, before you release any protected health information. [If 
the request is from a federal or state agency or court of law you must send the request to the Office of the General 
Counsel immediately.] 

 
In order to obtain a written authorization, have the student, parent or legal guardian, as appropriate, complete and 
sign the District’s form “Authorization to Release Protected Health Information.” A copy of the form is attached 
to this policy. The District’s authorization form must be completed  regardless of whether  you receive 
another authorization form with the request for the student’s protected health information.  The District’s 
authorization form must be completely filled in and signed. Unless the disclosure is expressly permitted by 
Section  #5,  you  cannot  release  any protected  health  information until  you have the District’s authorization 
form fully completed and signed by the student, the parent or the legal guardian (as appropriate). 

 
Once the District’s authorization form is completed and signed, you can only release the information stated 
in the form to be disclosed, and in no  event can you disclose more information than was requested. For 
example, if the student’s file contains protected health information for school years 1999-2002 and you receive a 
request for a student’s health information for school years 1999-2002, but the authorization is only to release 
information for school year 2001-2002, you may only release the information for school year 2001-2002. On the 
other hand, if you receive a request for a student’s health information for school years 2001-2002, but the 
authorization is to release all health information, you may still only release the health information for school years 
2001-2002. 

 
8. What other steps must be taken when protected health information is disclosed? 

You must keep a record of each time you use or disclose a student’s protected health information. Therefore, each 
time you receive a request for PHI, put a copy of the request in the student’s file. If the request must be sent 
to the Office of the General Counsel for response (See #5 above), make a copy of the request and place the 
copy in the student’s file prior to sending the request to the Office of the General Counsel.  If you obtain a 
written authorization to release the information, put a copy of the written authorization with the original request. 
You do not need to keep track of disclosures of a student’s protected information if you give the PHI directly 
to the student, or the student’s parent or legal guardian. 

 
9. Where can I go for further information? 

You should call the Office of the General Counsel at (213) 241-7600 if you have any questions  or  concerns about  
how  to  handle  a  student’s  protected  health  information. In addition, if you have any information about possible 
violations to this policy or the unauthorized use or disclosure of a student’s protected health information, you should 
contact the Office of the General Counsel. You will not be penalized in any way for reporting such 
information. 

 
Please be aware that the District is adopting this policy to comply with state and federal law, and is making it 
available for informational purposes only. This policy is not intended to provide  you,  or  anyone  else,  with  
any  rights,  remedies,  claims  or  causes  of  action whatsoever. 
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DATA USE AGREEMENT ATTACHMENT D: 
THE LOS ANGELES UNIFIED SCHOOL DISTRICT POLICY ON PROTECTION OF 

EMPLOYEE RECORDS 
 

From time to time, the District and its employees receive requests for access to private information about an employee. 
This private information consists of both Personnel Records and Employee Information. 

 
This policy must be followed any time there is a request for access to, or the possibility of the “disclosure” of the contents of 
an employee’s Personnel records or Employee Information. As used in this policy, “disclosure” means, “to permit access 
to or the release or other communication of information contained in employee records, by any means, including oral, 
written, or electronic.” Please  note that improperly disposing of Personnel Records or Employee Information can 
constitute a  “disclosure” under the law. Use secure disposal methods, such as the shredding of paper records. In any case 
where there is a question about whether employee Personnel Records or Employee Information should be disclosed, contact 
the Office of the General Counsel as soon as possible. In all cases, disclosure may occur only in accordance with the 
terms of this policy. Failure to follow these policies may result in discipline, including termination. 

 
Some Personnel Records must be kept by the District indefinitely unless microfilmed or otherwise stored.  For more 
information about these, check with Personnel. The laws relating to the privacy of employee information come from many 
sources, including state and federal statutes. In ordinary situations, the State law applies to situations dealing with the privacy 
of the District’s employee records. This is different from agency to agency, depending on the level of Federal control over 
the agency’s day-to-day activities. Because the federal government does not exercise a great deal of control over the 
day-to-day operations of the District, state law applies, even though the District receives federal funding. If you have any 
questions about which laws apply, please direct them to the Office of the General Counsel. 

 
1.   Are Personnel Records private? 

Personnel Records are records kept by the District that may affect or be used relative to that employee's 
qualifications for employment, promotion, transfer, compensation, attendance or disciplinary action. It is the policy 
of the District to maintain the privacy of Personnel Records. District employees are permitted to view their own 
records under certain circumstances, as outlined below. Other District employees are permitted access to these 
records only where necessary to perform their job. Vendors are permitted access to these records when the 
information is required to provide services to the employee or District. When protected Employee Information must 
be transmitted to a vendor providing services to the employee or District, the District shall require that the 
transmission be by the most secure method practical under the circumstances, and that the vendor keep the 
information strictly confidential. 

 
2.   Is Employee Information private? 

Employee Information is information retained by the District about an employee that is not contained in an employee 
folder. Employee Information includes lists, reports or data on computer systems that are used by other departments 
or vendors to provide employees services  such as payroll, healthcare and Workers’ Compensation. Some types 
of Employee Information  are protected, other types are not. Employee Information such as an employee’s name, 
position, work phone number or workplace location is a matter of public record and not protected by law. However, 
Employee Information is protected by this policy when, if released, it could result in an unwarranted invasion 
of an employee’s personal privacy. Information of this sort is of a personal nature, with no relation to an 
employee’s work duties or functions. Examples of this kind of “protected Employee Information” include an 
employee’s home address, phone number, social security number, marital status, parental status, salary information, 
disciplinary information and other types of information of this nature. Although these are not “personnel 
records,” it is the policy of LAUSD to maintain the privacy of this type of employee information  except when this 
information must be accessed by employees of the District in order to perform  their job functions, or by 
vendors requiring the information to provide services to the employee or the District. When this protected 
Employee Information must be transmitted to a vendor  providing services to the employee or District, the 
District shall require that the transmission be  by  the most   secure   method   practical   under   the   circumstances   
as   determined   by   the   District Information Security Coordinator, and that the vendor keep the information 
strictly confidential. If you are unsure as to whether this information is protected, contact the Office of the 
General Counsel prior to providing this information to anyone outside the District. 
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3.   Are there any other circumstances where Personnel Records or Employee Information may be 

released without employee consent? 
Under some circumstances required by law, Personnel Records and/or Employee Information, even  protected  
employee  information,  must  be disclosed. An  example  would  be  where  the names, telephone numbers, and 
last known addresses are requested in a subpoena arising out of a lawsuit with the District or a third party. All 
requests for Personnel Records or Employee Information from any internal or external party who does not require 
that information as part of their normal job function must be forwarded immediately to the Office of the General 
Counsel. In certain circumstances, such as when subpoenaed, information may be released unless the employee 
takes action in court or otherwise to prevent it from being released. 

 
4.   What kinds of Personnel Records does the District keep? 

The District keeps several types of Personnel Records across multiple organizations within the District. There are 
five basic categories of personnel information: Service Information, Salary Allocation Information, Employee 
Relations Information, Health Information, and Supervisor’s 
Information. Below are the types of records contained in each category. Most of these records are accessible to 
employees on an appointment basis by the office that keeps the folder. The records that are not accessible are 
marked with an asterisk (*). These records can be described, to the extent possible, to the employee upon request. 

 
A.  Service Information (Employee Relations Department) 

1.   Applications for employment or reinstatement 
2.   Certification of citizenship and age 
3.   Requests for change in classification 
4.   Correspondence, including letters of reprimand 
5.   Credential material 
6.   Derogatory correspondence 
7.   Grievance Reports (final report) 
8.   Health approval forms 
9.   Leaves of Absence 
10. Notices of unsatisfactory services or act 
11. Oaths of allegiance 
12. Performance evaluations, reports or commendations 
13. References from inside District for initial employment 
14. Report of notice of inadequate or unsatisfactory service 
15. Resignations 
16. Salary statements 
17. Transcripts 
18. Information from the Department of Motor Vehicles 
19. Department of Justice, Criminal Background Check 
20. Workers’ Compensation Files 
21. Attendance Records 
22. Garnishments 
23. * Placement files, university or college 
24. * References from inside the District for initial employment (prior to 

1965
) 

25. * References from inside the District for promotional exams 
26. * References from outside the District 

 
B.  Salary Allocation Information (Salary Allocation Unit) 

1.   Application for Experience Credit 
2.   Application for Salary Point Credit 
3.   District in-service class forms 
4.   Official transcripts used for salary 
5.   Record of point credit for university and non-accredited institution work 
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6.   Routine correspondence 
7.   Supplemental claims 
8.   Verification of previous experience 

C.  Employee Relations Information (Employee Relations Department) Materials are 
released only to the Superintendent or his/her designated representative; they are not 
released to the examination committees, school principals, or supervisors. 

1.   Court records, conviction statements and related correspondence 
2.   Derogatory correspondence from inside and outside the District (subject to 

Education Code 44301) 
3.   Complaints and files under Board Rule 133 
4.   Medical appeal correspondence 
5.   Correspondence, including letters of reprimand 
6.   Subpoenas 
7.   * Arrest statements, police reports and fingerprints reports 

D.  Health Information (Coordinator, Employee Health) 
1.   Correspondence 
2.   Medical health record 
3.   Medical reports 
4.   Dependents’ Information 

E.  Supervisor’s Information (Your Supervisor) 
1.   Evaluations and Performance Expectations 
2.   Records relating to performance expectations 
3.   Derogatory correspondence from inside and outside the District (subject to 

Education Code 44031) 
 

5.   What do I do if I believe employee private personnel records and/or employee information have been 
released? 
Tell your supervisor immediately. If you are a supervisor immediately notify the Office of the General Counsel 
if you believe any records relating to employees have been released inadvertently. There  are  strict  laws  relating 
to  notice that  must  be followed,  and  failure to properly notify the proper party may result in disciplinary 
action, including but not limited to termination. 

 
6.   When should I contact the Office of the General Counsel? 

As stated above, you should contact the Office of the General Counsel if you believe there has been a release 
of protected employee information, if there is a subpoena or Public Records Act request, if you receive 
unsubstantiated negative or inflammatory anonymous information about an employee, or if copies of, or 
access to, records are requested by a law enforcement agency. 
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SECTION III (Continued) 

 
RFP 2000003306 
ATTACHMENT E 

 
RESERVED 
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SECTION III (Continued) 
 

RFP 2000003306 
ATTACHMENT F 

 
 

SCHEDULE G 

LAUSD INFORMATION SECURITY POLICIES 
 
 
• Bulletin 1077.2 - Information Protection Policy 

https://my.lausd.net/webcenter/wccproxy/d?dID=38678 
 
• Ref-3757 Description of Security Standards for Networked Computer Systems Housing 

Confidential Information  
https://my.lausd.net/webcenter/content/conn/WCCConn/uuid/dDocName:893704?rendition=web 

 
 

https://my.lausd.net/webcenter/wccproxy/d?dID=38678
https://my.lausd.net/webcenter/content/conn/WCCConn/uuid/dDocName:893704?rendition=web
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SECTION III (Continued) 
 

RFP 2000003306 
ATTACHMENT G 

 
PROVISIONS REQUIRED OF FEDERALLY FUNDED CONTRACTS 

 
The Contractor acknowledges and agrees that the District intends to seek federal funds 
to pay for or reimburse expenses for equipment or services rendered under the 
Agreement, and the language contained in this Exhibit is required by law and 
promulgated in federal regulations governing the District. Therefore, the applicable 
clauses provided in Appendix II to the Uniform Rules (Contract Provisions for Non-
Federal Entity Contracts Under Federal Awards) under 2 C.F.R. § 200.326 and certain 
contract clauses recommended by FEMA, all as more particularly set forth in this Exhibit, 
shall apply to the Agreement. A list of the required contract provisions and their 
applicability is provided in Attachment A, which is attached hereto and incorporated 
herein.  
 
The Contractor and the District agree to the following terms and conditions: 

 
 

1. CLEAN AIR ACT AND THE FEDERAL WATER POLLUTION CONTROL ACT 
 
If the total contract sum under the Agreement exceeds $150,000, the Contractor agrees 
to comply with the below provisions pertaining to the Clean Air Act and Federal Water 
Pollution Control Act. 
 
Clean Air Act 

 
a. The Contractor agrees to comply with all applicable standards, 

orders or regulations issued pursuant to the Clean Air Act, as 
amended, 42 U.S.C. § 7401 et seq. 
 

b. The Contractor agrees to report each violation that occurs in the 
course of the Contractor performing services under the Agreement 
to the District and understands and agrees that the District will, in 
turn, report each violation as required to assure notification to the 
Federal Emergency Management Agency, and the appropriate 
Environmental Protection Agency Regional Office. 
 

c. Acknowledging that the Agreement may be funded, in whole or in 
part, with federal assistance provided by FEMA, the Contractor 
agrees to include the foregoing Clean Air Act requirements in each 

https://www.ecfr.gov/cgi-bin/text-idx?SID=1fbfda40f0e13a99556ddba6ea7eb23b&amp%3Bmc=true&amp%3Bnode=ap2.1.200_1521.ii&amp%3Brgn=div9
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subcontract exceeding $150,000 that is entered into by the 
Contractor in connection with services rendered under the 
Agreement. 

 
Federal Water Pollution Control Act 

 
a. The Contractor agrees to comply with all applicable standards, 

orders, or regulations issued pursuant to the Federal Water Pollution 
Control Act, as amended, 33 U.S.C. 1251 et seq. 
 

b. The Contractor agrees to report each violation that occurs in the 
course of the Contractor performing services under the Agreement 
to the District and understands and agrees that the District will, in 
turn, report each violation as required to assure notification to the 
Federal Emergency Management Agency, and the appropriate 
Environmental Protection Agency Regional Office. 

 
c. Acknowledging that the Agreement may be funded, in whole or in 

part, with federal assistance provided by FEMA, the Contractor 
agrees to include the forgoing Federal Water Pollution Control Act 
requirements in each subcontract exceeding $150,000 that is 
entered into by Contractor in connection with services rendered 
under the Agreement. 

 
2. DEBARMENT AND SUSPENSION 

 
Suspension and Debarment 

a. The Agreement is a covered transaction for purposes of 2 C.F.R. pt. 
180 and 2 C.F.R. pt. 3000. As such, the Contractor hereby verifies 
that none of the Contractor’s principals (defined at 2 C.F.R. § 
180.995) or its affiliates (defined at 2 C.F.R. § 180.905) are excluded 
(defined at 2 C.F.R. § 180.940) or disqualified (defined at 2 C.F.R. § 
180.935). 

 
b. The Contractor must comply with 2 C.F.R. pt. 180, subpart C and 2 

C.F.R. pt. 3000, subpart C, and the Contractor agrees to include a 
requirement to comply with these regulations in each subcontract 
exceeding $25,000 that is entered into by the Contractor in 
connection with services rendered under the Agreement. 

 
c. This certification is a material representation of fact relied upon by the 

District. If it is later determined that, during the course of the 
Contractor performing services under the Agreement, the Contractor 
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did not comply with 2 C.F.R. pt. 180, subpart C and 2 C.F.R. pt. 3000, 
subpart C, in addition to remedies available to the District, the federal 
government may pursue available remedies, including but not limited 
to suspension and/or debarment of Contractor or the applicable 
subcontractor. 

 
 

3. BYRD ANTI-LOBBYING AMENDMENT 31 U.S.C. § 1352  
 
The Contractor agrees to comply with the below provision required by FEMA. If 
the total contract sum under the Agreement is at least $100,000, the Contractor 
shall, upon five (5) business days of the District’s request file with the District 
(or any other public agency designated by the District), the certification as 
shown on Attachment B to this Exhibit (i.e., the referenced “required 
certification”). 
 
“Contractors who apply or bid for an award of $100,000 or more shall file the 
required certification. Each tier certifies to the tier above that it will not and has 
not used Federal appropriated funds to pay any person or organization for 
influencing or attempting to influence an officer or employee of any agency, a 
Member of Congress, officer or employee of Congress, or an employee of a 
Member of Congress in connection with obtaining any Federal contract, grant, 
or any other award covered by 31 U.S.C. § 1352. Each tier shall also disclose 
any lobbying with non-Federal funds that takes place in connection with 
obtaining any Federal award. Such disclosures are forwarded from tier to tier 
up to the recipient who in turn will forward the certification(s) to the awarding 
agency.” 
 

4. PROCUREMENT OF RECOVERED MATERIALS 
a. In the performance of the Agreement, the Contractor shall make 

maximum use of products containing recovered materials that are 
EPA-designated items, unless the product cannot be acquired— 
1. Competitively within a timeframe providing for compliance with 

the contract performance schedule; 
2. Meeting contract performance requirements; or 
3. At a reasonable price. 

 
b. Information about this requirement, along with the list of EPA- 

designated items, is available at EPA’s Comprehensive 
Procurement Guidelines web site, 
https://www.epa.gov/smm/comprehensive- procurement-guideline-

https://www.epa.gov/smm/comprehensive-procurement-guideline-cpg-program
https://www.epa.gov/smm/comprehensive-procurement-guideline-cpg-program
https://www.epa.gov/smm/comprehensive-procurement-guideline-cpg-program


 

 
RFP NO.: 2000003306 
ISSUED DATE December 11, 2023 
TITLE:  Cybersecurity Services Bench 

 

227 

cpg-program. 
 
c. The Contractor also agrees to use best efforts to comply with all 

other requirements of Section 6002 of the Solid Waste Disposal Act 
applicable to federal procurement. 

 
5. ACCESS TO RECORDS 

a. The following access to records requirements apply to this Agreement: 

(1) The Contractor agrees to provide the District, the FEMA 
Administrator, the Comptroller General of the United States, or any 
of their authorized representatives access to any books, 
documents, papers, and records of the Contractor which are 
directly pertinent to the Agreement for the purposes of making 
audits, examinations, excerpts, and transcriptions. 

(2) The Contractor agrees to permit any of the foregoing parties to 
reproduce by any means whatsoever or to copy excerpts and 
transcriptions of such documents, papers, and records as 
reasonably needed. 
(3) In compliance with the Disaster Recovery Act of 2018, the 
District and the Contractor acknowledge and agree that no 
language in the Agreement is intended to prohibit audits or internal 
reviews by the FEMA Administrator or the Comptroller General of 
the United States. 

 
6. DHS SEAL, LOGO, AND FLAGS 

The Contractor shall not use the DHS seal(s), logos, crests, or reproductions of 
flags or likenesses of DHS agency officials without specific FEMA pre-approval. 

 
7. COMPLIANCE WITH FEDERAL LAW, REGULATIONS, AND EXECUTIVE 

ORDERS 
This is an acknowledgement that FEMA financial assistance may be used to fund 
all or a portion of the contract. The Contractor will comply with all applicable federal 
law, regulations, executive orders, FEMA policies, procedures, and directives. 

 
8. NO OBLIGATION BY FEDERAL GOVERNMENT 

The Contractor hereby acknowledges and accepts that the federal government is 
not a party to the Agreement and is not subject to any obligations or liabilities to 
the District, Contractor, or any other party pertaining to any matter resulting from 
the Agreement. 

 
9. PROGRAM FRAUD AND FALSE OR FRAUDULENT STATEMENTS OR 

RELATED ACTS 

https://www.epa.gov/smm/comprehensive-procurement-guideline-cpg-program
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Contractor acknowledges that 31 U.S.C. Chap. 38 (Administrative Remedies for 
False Claims and Statements) applies to the Contractor’s actions pertaining to the 
Agreement. 
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Attachment A 

 
 

Provision Contract Criteria Required/Applicability 
 

1. Clean Air Act and Federal Water 
Pollution Control Act 

 
>$150k 

 
Yes 

2. Debarment and Suspension All (>$25k) Yes 
 

3. 
 
Byrd Anti-Lobbying Amendment All (>$100k: Certification) Yes. Exact language and certification 

(certification required for contracts 
exceeding $100,000) 

4. Procurement of Recovered 
Materials All Yes  

5. 
Access to Records All 

Recommended and deemed 
incorporated unless otherwise stated in 
the Agreement or amendment thereto. 

6. DHS Seal, Logo, and Flags All 
Recommended and deemed 
incorporated unless otherwise stated in 
the Agreement or amendment thereto. 

7. Compliance with Federal Law, 
Regulations and Executive Orders 

 
All 

Recommended and deemed 
incorporated unless otherwise stated in 
the Agreement or amendment thereto. 

8. No Obligation by Federal 
Government 

 

All 

Recommended and deemed 
incorporated unless otherwise stated in 
the Agreement or amendment thereto. 

9. Program Fraud and False or 
Fraudulent Statements or Related 
Acts 

 
All 

Recommended and deemed 
incorporated unless otherwise stated in 
the Agreement or amendment thereto. 
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Attachment B 
 

APPENDIX A, 44 C.F.R. PART 18 – CERTIFICATION REGARDING LOBBYING 
 
Certification for Contracts, Grants, Loans, and Cooperative Agreements 
 
Contractor certifies, to the best of his or her knowledge and belief, that: 
 

1. No Federal appropriated funds have been paid or will be paid, by or on behalf of 
the undersigned, to any person for influencing or attempting to influence an officer or employee 
of an agency, a Member of Congress, an officer or employee of Congress, or an employee of a 
Member of Congress in connection with the awarding of any Federal contract, the making of any 
Federal grant, the making of any Federal loan, the entering into of any cooperative agreement, 
and the extension, continuation, renewal, amendment, or modification of any Federal contract, 
grant, loan, or cooperative agreement. 

 
2. If any funds other than Federal appropriated funds have been paid or will be paid 

to any person for influencing or attempting to influence an officer or employee of any agency, a 
Member of Congress, an officer or employee of Congress, or an employee of a Member of 
Congress in connection with this Federal contract, grant, loan, or cooperative agreement, the 
undersigned shall complete and submit Standard Form-LLL, “Disclosure Form to Report 
Lobbying,” in accordance with its instructions. 

 
3. The undersigned shall require that the language of this certification be included in 

the award documents for all subawards at all tiers (including subcontracts, subgrants, and 
contracts under grants, loans, and cooperative agreements) and that all subrecipients shall 
certify and disclose accordingly. 
 
This certification is a material representation of fact upon which reliance was placed when this transaction 
was made or entered into. Submission of this certification is a prerequisite for making or entering into this 
transaction imposed by section 1352, title 31, U.S. Code. Any person who fails to file the required 
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for 
each such failure. 
 

END OF ATTACHMENT G- PROVISIONS REQURIED OF FEDERALLY FUNDED CONTRACTS 
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SECTION III (Continued) 

 
ATTACHMENT H 

 
LOBBYIST REGISTRATION 

 
All individuals who qualify as a “lobbyist,” as defined by the Los Angeles Unified School District (LAUSD) 
Lobbyist Registration Code, must register with the District’s Ethics Office within 10 days after the end of 
the month in which they qualify by:  

 
1. Completing the lobbyist registration form;  
2. Paying a registration fee of $300 per calendar year ($225 during the last calendar quarter);  
3. Securing an Authorization Letter from your employer (this only applies to in-house lobbyists); and  
4. Submitting the form and payment (and Authorization Letter) to the LAUSD Ethics Office.  

 
Please note that lobbying activities are defined broadly and include sales and marketing efforts directed 
towards District employees. To learn about the specific criteria that trigger the need for organizations and 
individuals to register, visit the Ethics Office website at: https://achieve.lausd.net/ethics (click on 
“Lobbying Disclosure”) or call the Ethics Office at: 213-241-3330 before your organization begins any 
efforts to promote products or services at LAUSD. 

 

https://achieve.lausd.net/ethics
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	18. Elastic Stack Architect
	19. UI Framework Architect
	20. Middle-tier Specialist
	21. Database Administrator
	22. Data Scientist
	A. My Integrated Student Information Systems (MiSiS) Technical Areas
	2. Oracle:
	5.0 MiSiS RAPID RESPONSE & SUPPORT SERVICES
	1. Business Analyst
	2. Developer
	3. Project Manager
	4. Project Director
	5. Architect
	6. Quality Assurance Analyst
	7. SQL Server Integration Services (SSIS) Developer
	8. SQL Server Reporting Services (SSRS) Developer

	STATEMENT OF WORK
	STATEMENT OF WORK
	STATEMENT OF WORK

	END OF INSTRUCTIONS TO PROPOSERS
	1. BACKGROUND AND OBJECTIVES
	1.1 Background
	(a) This Agreement is entered into as part of LAUSD’s “Bench Contract Program,” a program whereby District enters into an indefinite number of contracts for the future provision of information technology services related to LAUSD’s operations.  LAUSD ...
	(b) The Bench Contract Program covers the following types of services: (Name of Services).
	(c) This Agreement sets forth the general terms and conditions governing the contractual relationship between LAUSD and Contractor for Contractor’s participation in the Bench Contract Program.  Work performed under this Agreement will be pursuant to s...
	(d) Contractor is an established provider of services in the Contractor Service Area described below.  Contractor represents that it has, and will have, the skills, qualifications, expertise and experience necessary to perform and manage the services ...

	1.2 Objectives
	LAUSD’s objectives in entering into this Agreement include obtaining:
	(a) high quality services in the Contractor Service Area provided in a cost-effective manner;
	(b) a flexible relationship with Contractor under which Contractor will be highly responsive to LAUSD requirements as LAUSD may establish them from time to time; and
	(c) consistent and effective management of the relationship between Contractor and LAUSD.


	2. DEFINITIONS
	2.1 Certain Definitions
	(a) “Affiliate” means any entity controlled by, controlling, or under common control with, a party, where “control” means the possession of the power, directly or indirectly, to direct the management and policies of a party whether through the ownersh...
	(b) “Charges” means the amounts payable to Contractor by LAUSD as payment in full for Services provided under each Work Order.  All Charges will be in U.S. Dollars.
	(c) “Change Order” means an amendment to any Work Order executed by a duly authorized representative of Contractor and by District’s Chief Information Officer (or by a District officer authorized by the Chief Information Officer to execute Change Orde...
	(d) “Confidential Information” means any and all confidential information of LAUSD and/or LAUSD’s employees or students and includes, but is not limited to, LAUSD Data, all LAUSD student records and personnel records, and the minutes of any and all me...
	(e) “Contractor Commercial Software” means any software used to provide the Services that is commercially available off-the-shelf software owned by Contractor or a third party, which Contractor makes generally available for licensing by end users and ...
	(f) “Contractor Customized Software” means any software used to provide the Services in which Contractor or third parties have all right, title, and interest (including ownership of copyright), but which is customized or otherwise modified by Contract...
	(g) “Contractor Personnel” means Contractor’s employees and subcontractors (as well as any employees or subcontractors of those subcontractors) performing the Services.
	(h) “Contractor Service Area” means the contractor service area(s) identified on the cover page attached hereto, as defined more specifically in Schedule A.  The Contractor Service Area may also include related consulting services, as described in mor...
	(i) “Deliverable” means a deliverable to be delivered or provided by Contractor under an applicable Work Order as specified therein, and may be Contractor Commercial Software, Contractor Customized Software, Work Product, Documentation, Code Documenta...
	(j) “District” and “LAUSD” mean the Los Angeles Unified School District, each and every subdivision or unit thereof constituted now and in the future (including, if applicable, schools and or territories within Los Angeles County, California not curre...
	(k) “Documentation” means all operator guides, operating procedures (including any special year-end procedures), user manuals, training aides, installation guides, testing criteria, functional and detailed specifications and other technical documents ...
	(l) “Final Criteria” has the meaning given in Section 7.1.
	(m) “Final Deliverable” means all related Deliverables under a Work Order or a series of related Work Orders, where such Deliverables are intended or required to operate as a system or otherwise to perform interrelated functions.
	(n) “Initial Acceptance Period” has the meaning given in Section 7.2.
	(o) “Key Contractor Personnel” has the meaning given in Section 9.2(a).
	(p) “LAUSD Data” means information (regardless of format) entered into software or equipment by or on behalf of LAUSD, as well as information derived from this information.
	(q) “LAUSD Information” means all information, in any form, furnished or made available directly or indirectly to Contractor by LAUSD or otherwise obtained by Contractor from LAUSD, including: (i) all information of LAUSD or any LAUSD Affiliates to wh...
	(r) “LAUSD Information Security Policies” means the written security policies and procedures that are in effect during the Term for the security of LAUSD facilities and LAUSD Information; as such policies may be modified, amended or replaced from time...
	(s) “LAUSD Software” means software owned by LAUSD and includes software developed by LAUSD internally and software developed by third parties for ownership by LAUSD.
	(t) “Pass-Through Expenses” means reasonable and actual out-of-pocket expenses incurred by Contractor for equipment, materials, supplies or other Services provided to LAUSD, but not including Contractor’s overhead costs, administrative expenses or oth...
	(u) “Schedule” means any schedule, exhibit, agreement or other document either (i) attached to this Agreement; (ii) attached to any Work Order; or (iii) executed by the parties at any time hereafter, if such document states that it is a schedule or ex...
	(v) “Services” means services within the Contractor Service Area to be performed under a Work Order.
	(w) “Term” means the initial term of this Agreement described in Section 4.1 and any and all renewal terms entered into pursuant to Section 4.2.
	(x) “Term of Nondisclosure” means, with respect to any Confidential Information, a period of five years from the last date of disclosure of any such Confidential Information, or such longer time as may be required by law.  Contractor understands and a...
	(y) “Virus” means any computer virus or other “contaminant,” including any codes or instructions that are designed to (or permit or enable anyone to) inappropriately access, modify, delete, damage or disable any aspect of the LAUSD information technol...
	(z) “Work Order” means a written agreement between LAUSD and Contractor implementing specific services and identifying certain deliverables to be provided by Contractor under the terms of this Agreement.  A form of Work Order is attached hereto as Sch...
	(aa) “Work Product” means any tangible or intangible work product that is a literary or other work of authorship made specifically for and delivered to District by Contractor as part of the Services, either solely or jointly with others, including by ...

	2.2 Other Definitions

	3. MASTER AGREEMENT - GENERAL
	3.1 Agreement
	This Agreement contains general contractual terms for Services to be provided to LAUSD by Contractor under Work Orders to be prepared, negotiated and executed by LAUSD and Contractor pursuant to the terms of this Agreement.  Separate Work Orders will ...

	3.2 Interpretation and Precedence
	This Agreement, the Schedules attached hereto, the Work Orders and any Schedules attached thereto are to be interpreted so that all of the provisions are given as full effect as possible.  In the event of a conflict between these documents, the follow...
	(a) This Agreement;
	(b) any Schedule to this Agreement;
	(c) the Work Order (provided, however, that the Work Order may contain an exception to or deviation from this Agreement with respect to the applicable Work Order only if specifically agreed upon in writing by District’s Chief Information Officer); and
	(d) any Schedule to the Work Order.

	3.3 No Implied Agreement; Nonexclusivity
	(a) Nothing in this Agreement obligates LAUSD or Contractor to enter into any Work Order.
	(b) Except as expressly agreed upon under a Work Order, nothing in this Agreement requires LAUSD to purchase products or Services from Contractor.  LAUSD may request information, proposals, or competitive bids from third parties on the same or differe...
	(c) Contractor may provide products and services to any other parties on terms that are the same as or different than those provided herein, provided that Contractor complies with all of its obligations of confidentiality contained herein.
	(d) Except for express agreement for the purchase of specified amounts of Services set forth in a Work Order, LAUSD may obtain services similar to, identical to, or in addition to or outside the scope of the Services at any time during the Term from a...
	(e) Contractor acknowledges that LAUSD may be considering, and may in the future consider, the development and implementation of ideas, products and technologies similar to or the same as those that may be owned or controlled by Contractor.  Nothing i...
	4. TERM
	4.1 Agreement Term
	The term of this Agreement shall begin on Month Day, Year and shall continue through Month Day, Year unless terminated pursuant to the terms of this Agreement.
	4.2  RESERVED

	4.3  Work Order Term

	5.  SERVICES - GENERAL
	5.1 General
	5.2 Resources
	5.3 Premier Customer
	(f) Disaster Recovery Priority
	In the event of a disaster at a Contractor facility used to provide the Services, with respect to resources engaged in recovery efforts stemming from such disaster that Contractor must allocate between or among Contractor’s customers, no other Contrac...
	(g) Priority Staffing
	Contractor shall make a good faith effort throughout the Term to ensure that Contractor’s best qualified personnel resources are assigned to the LAUSD account.

	5.4       Licenses and Permits
	5.5 RESERVED
	5.6 RESERVED
	5.7 Equal Employment Opportunity
	5.8 Certification Regarding Debarment, Suspension, Ineligibility, or Voluntary Exclusion for Award
	(a) By signing this Agreement, Contractor certifies that Contractor and any of its principals:
	(i) Are not presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily excluded for the award of contracts by any Federal agency; and
	(ii) Have not, within the three-year period preceding the Effective Date, been convicted of or had a civil judgment rendered against them for: commission of fraud or a criminal offense in connection with obtaining, attempting to obtain, or performing ...

	(b) It shall be a material breach of this Agreement if, at any time during the Term hereof, Contractor shall be: debarred, suspended, proposed for debarment, or declared ineligible for the award of contracts by any Federal agency; or, convicted of or ...

	5.9 Conflict of Interest
	Contractor agrees to comply with, and cause all Contractor Personnel to comply with, the Contractors’ Code of Conduct attached hereto as Schedule C, as such Code of Conduct may be amended by LAUSD from time to time and provided to Contractor.  Contrac...

	5.10 Fingerprinting
	(a) For those Contractor Personnel who will have contact with District pupils, Contractor will comply with this Section 5.10, pursuant to California Education Code Section 45125.1.
	(i)  Contractor will provide District with a list, by school site, of the names of Contractor Personnel who may have contact with District pupils (collectively, the “Affected Persons”), and will update this list for changes in Contractor Personnel.
	(ii)   Contractor will require the Affected Persons to submit to fingerprinting in accordance with Education Code Section 45125.1.
	(iii) Contractor will prohibit each Affected Person from having contact with District pupils until the California Department of Justice has ascertained that such Affected Person has not been convicted of any violent or serious offense which, if commit...
	(iv) Contractor hereby certifies and confirms, and upon request will separately certify in writing to District, that neither Contractor nor any Affected Persons have been convicted of any violent or serious offense described in Section 5.10(a)(iii) ab...

	(b) In addition to the foregoing, District may require Contractor and Affected Persons to submit to tuberculosis testing and additional background checks and testing at District’s sole and absolute discretion.


	6. SERVICES – RESPONSE TO WORK ORDER REQUESTS
	6.1 Work Order Requests
	(a) Should LAUSD desire to obtain Services from Contractor, LAUSD will initiate a request for Services by providing such request in writing (a “Work Order Request”) to Contractor.  Subject to Section 3.3, Contractor may elect, within the time frame sp...
	(b) Once submitted to LAUSD, a Services Proposal shall constitute an offer by Contractor to provide the Services described therein on the terms set forth therein, and shall be irrevocable for a period of sixty (60) calendar days.  LAUSD may provide Co...
	(c) Contractor’s failure to respond to a Work Order Request as required under Section 6.1 (a)  above will initially be without prejudice to Contractor’s ability to respond to subsequent Work Order Requests; provided, however, that if LAUSD should rece...

	6.2 Changes to Work Orders
	6.3 Work Order Service Levels

	7. SERVICES – APPLICATION MAINTENANCE AND ENHANCEMENT
	7.1 Development of Acceptance Testing Criteria
	7.2 Acceptance Testing
	(a) Following delivery to District of a System Deliverable and the installation or other implementation thereof, the System Deliverable shall be subject to acceptance testing by District. If District notifies Contractor that a System Deliverable does ...
	(b) Upon completion of corrective action by Contractor, District will subject the revised System Deliverable to acceptance testing.  If, upon the expiration of the sixty (60) day period after the end of the Initial Acceptance Period, the System Delive...
	(c) Notwithstanding the foregoing, if Contractor fails to cure a deficiency within one hundred twenty (120) calendar days after receipt of notification thereof from District, Contractor may elect to cease curing the deficiency if Contractor (a) notifi...

	7.3 Acceptance Notice
	7.4 Other Deliverables

	8. SERVICE LEVELS; PERFORMANCE STANDARDS; EQUIPMENT AND FACILITIES
	8.1 Service Levels
	8.2 Performance Standards
	Regardless of whether there exists an associated Service Level, Contractor shall perform all Services and obligations promptly, diligently and in a workmanlike and professional manner, using qualified individuals.
	8.3 Measurement and Monitoring Tools
	8.4 Failure to Meet Service Levels
	8.5 Equipment
	(a) The terms of this Section 8.5 shall only apply to the extent that Contractor provides or maintains equipment and tools in order to provide the Services under a Work Order.
	(b) Except as otherwise specified in a Work Order, each party will be responsible for providing and maintaining its own equipment and tools, and Contractor will be responsible for providing all equipment and tools necessary to provide the Services.
	(c) If LAUSD shall make available to Contractor any computer, communications or other equipment owned or leased by LAUSD, Contractor shall: (i) use such equipment for the sole purpose of providing the Services and shall not use such equipment to provi...

	8.6 Facilities
	(a) The terms of this Section 8.6 shall only apply to the extent that Contractor is responsible for providing (i) a facility in order to provide or perform Services, or (ii) a data center for the hosting of applications or the storage of LAUSD Data.
	(b) Except as specifically set forth in a Work Order, Contractor will be responsible for providing all space and equipment necessary to provide the Services at its own or other facilities.  Contractor will seek LAUSD’s prior approval for any relocatio...
	(c) With respect to any Contractor data center from which applications are hosted by Contractor on LAUSD’s behalf or at which LAUSD Data is stored, Contractor shall establish and maintain proper and adequate facilities, equipment and supplies, and a p...
	(d) Throughout the Term, Contractor shall maintain adequate physical and logistical security measures and safeguards at Contractor facilities (including security measures and safeguards specific to those areas of the facilities that are partitioned fr...
	(e) The security measures and safeguards maintained at Contractor facilities shall be no less rigorous than those maintained by LAUSD as of the Effective Date at similar LAUSD facilities and shall be no less rigorous than those maintained by Contracto...
	(i) With respect to any Contractor data center at which LAUSD Data is stored, providing security guards and technical support engineers on a 24x7 basis and maintaining access controls which include, at a minimum (1) restricting access to the data cent...
	(ii) With respect to any Contractor facilities at which the Services are performed, maintaining access controls to such facilities (particularly with respect to the areas of such facilities from which the Services are performed or Confidential Informa...


	8.7 Use of LAUSD Property and Facilities
	(b) If LAUSD shall make space in any LAUSD facility available to Contractor, Contractor shall: (i) use such space for the sole purpose of providing the Services to LAUSD and not for the benefit of or the provision of services to any third party; (ii) ...
	(c) Contractor shall be responsible and liable for any damage to LAUSD property caused by Contractor or any Contractor Personnel in connection with performance of this Agreement.  Contractor shall, at Contractor’s own expense, replace or repair all da...


	9. PERSONNEL
	9.1 Qualifications of Contractor Personnel
	(a) Contractor shall provide all necessary personnel, adjudged by Contractor as qualified to perform the Services.  District shall have the right to accept or reject assignment of any Contractor Personnel. Contractor will assign an adequate number of ...
	(b) All Contractor Personnel shall be required to comply with the LAUSD Information Security Policies.  Contractor Personnel working at LAUSD facilities shall be subject to LAUSD-required verification (which may include, without limitation, background...
	(c) All Contractor Personnel shall be required to execute a confidentiality agreement with Contractor that includes terms at least as restrictive as the terms in this Agreement and in any confidentiality agreement between Contractor and District, and ...

	9.2 Key Contractor Positions
	(a) The key personnel assigned to perform the Services and their respective roles will be identified in each Work Order (the “Key Contractor Personnel”).  Contractor shall not change any Key Contractor Personnel or reassign any of the Key Contractor P...
	(b) Contractor will designate an individual as its “project executive” for each Work Order, to serve as the onsite manager for the delivery of Services thereunder and have overall responsibility for Contractor’s performance of the Services thereunder....

	9.3 Contractor Employees Assigned to LAUSD Account

	10. SOFTWARE AND INTELLECTUAL PROPERTY RIGHTS AND OBLIGATIONS
	10.1 Software Generally
	10.2 Software Owned or Licensed by LAUSD; Work Product
	(a) LAUSD Software
	(b) Work Product
	(c) Third Party Software
	Each Work Order will specify any third party software required in order to perform the Services and Contractor will not use in connection with any Work Order or introduce into District any third party software without District’s written consent.  All ...

	10.3 Contractor Software and Other Intellectual Property
	(a) Each Work Order will identify any Contractor Commercial Software that will be used to provide the Services, and Contractor Commercial Software (together with any applicable Documentation) shall be provided under the terms of Contractor’s standard ...
	(b) Pursuant to the terms of an applicable Work Order, Contractor shall grant to District with respect to all Contractor Customized Software and any Documentation owned by Contractor or a third party, a nonexclusive, worldwide, perpetual, royalty free...
	(c) Unless specifically set forth under the terms of an applicable Work Order, District shall not be subject to any upgrade, maintenance, transfer, or other fees based upon District’s use of any Contractor Commercial Software or Contractor Customized ...
	(d) Contractor also grants and agrees to grant to District a nonexclusive, worldwide, perpetual, royalty free, fully paid license to use the source code, Code Documentation, and any software tools necessary to maintain or modify the Contractor Customi...

	10.4 Modifications
	10.5 Proprietary Notices
	10.6 Royalties
	10.7  Invention Assignment
	10.8 Registrations
	10.9 Residual Knowledge

	11. CONTRACT AND PROJECT MANAGEMENT
	11.2 Reserved
	11.3 Meetings
	(a) Meeting Schedule
	Each Work Order may include a schedule for regular project management meetings between the parties, and the parties shall hold such meetings as are set forth therein.
	(b) Meeting Agenda
	Contractor will prepare and circulate an agenda sufficiently in advance of each project management meeting to give participants an opportunity to prepare for the meeting.  Contractor will incorporate into such agenda items that LAUSD desires to discus...

	11.3 Performance Reports
	A Work Order may require Contractor to provide monthly performance reports, which will be delivered to LAUSD within fifteen (15) calendar days after the end of each month of the term of the Work Order, describing Contractor’s performance of the Servic...

	11.4 Change Control Procedures
	(a) No changes or additions may be made to any Work Order without the written agreement of LAUSD as evidenced by a duly executed Change Order.
	(b) Contractor will not take an action or make a decision which may have a material effect on LAUSD or which adversely affects the function or performance of, or decreases the resource efficiency of, the Services, including implementing changes in tec...

	11.5 Subcontracting
	(a) Contractor will not enter into any subcontract for the provision of the Services without the prior written consent of LAUSD.
	(b) Subcontractors approved by LAUSD shall be set forth in the applicable Work Order.  With respect to any subcontract related to the delivery or performance of Services, Contractor will include in such subcontract provisions substantially similar to ...
	(c) LAUSD shall have the right to revoke its prior approval of an authorized subcontractor if the subcontractor’s performance is deficient, if misrepresentations were made concerning the subcontractor at the time of LAUSD’s approval, or for other fact...
	(d) Contractor will remain responsible for obligations, services and functions performed by subcontractors to the same extent as if these obligations, services and functions were performed by Contractor’s employees.  Contractor will be LAUSD’s sole po...

	11.6 Improvements in Technology
	(a) Prior to using any new software or equipment to provide the Services, Contractor will have verified, to the extent possible in a test environment, that the item has been properly installed, is operating in accordance with its specifications and is...
	(b) Contractor will keep the equipment, software and other technologies Contractor provides in performing the Services current, and LAUSD will receive the benefits of upgrades in technology through increases in efficiency and productivity.  Contractor...


	12. AUDITS
	12.1 Audit Rights
	(a) Contractor shall maintain, and District shall have the right to examine and audit, all of the books, records, documents, accounting procedures and practices and other evidence regardless of form (e.g., machine-readable media such as disk, tape, et...
	(b) Contractor shall make said evidence (or to the extent accepted by District, photographs, micro-photographs or other authentic reproductions thereof) available to District at District’s or Contractor’s offices (to be specified by District) upon rea...
	(c) Any information provided on machine-readable media shall be provided in a format accessible and readable by District.  Contractor’s failure to timely provide records or access shall preclude Contractor from receiving any payment due under the term...

	12.2 Audit Follow-Up
	12.3 Records Retention

	13. CHARGES
	13.1 General
	13.2 Pass-Through Expenses
	(a) If a Work Order provides that a Pass-Through Expense is to be paid by LAUSD directly, Contractor will promptly provide LAUSD with the original third-party invoice for the Pass-Through Expense.  If a Work Order provides that a Pass-Through Expense ...
	(b) Contractor will use commercially reasonable efforts to minimize Pass-Through Expenses.  With respect to services or materials paid for on a Pass-Through Expense basis, LAUSD reserves the right to: (i) obtain these services or materials directly fr...

	13.3 Incidental Expenses
	13.4 Taxes
	(a) Each party shall pay any real property taxes or personal property taxes on property it either owns or leases from a third party or any other taxes, fees or costs related to equipment or the lease of equipment.
	(b) Contractor shall pay any sales, use, excise, transfer, value-added, services, consumption, and other taxes and duties imposed on any goods and services acquired, used or consumed by Contractor in connection with the Services.  As part of the Charg...
	(c) The parties shall cooperate to determine accurately their respective tax liabilities and to reduce such liabilities to the extent permitted by law.  Contractor invoices to LAUSD shall separately state the amount of any taxes Contractor is collecti...


	14. INVOICING AND PAYMENT
	14.1 Invoices
	(a) Invoices must (a) reference this Agreement number and the related purchase order number, (b) be signed and submitted by the Contractor via email in PDF format to invoices@lausd.net, and (c)  itemize services, service date(s), and payment rate(s) c...


	When submitting invoices, Contractor will ensure that:
	 Standard fonts are used in the invoice (no cursive, italics, etc.).
	(b) For Services provided on a time and materials basis, Contractor will include with each invoice a chronological, itemized listing of the activities performed under the applicable Work Order during the prior month, showing: the date of service; a de...
	(c) For Services provided on a fixed-fee or milestone basis, Contractor will include with each invoice a status report for such Services, and will include therein a copy of LAUSD’s written acceptance of any Deliverable(s) for which payment is sought.
	14.2 Payment
	(a) Subject to Section 14.5 each invoice delivered pursuant to Section 14.1 shall be due and payable within forty-five (45) calendar days after the date such invoice is received by LAUSD.
	(b) To the extent LAUSD is entitled to a credit (including, without limitation, any service level credit) pursuant to this Agreement or any Work Order, Contractor shall provide LAUSD with such credit on the first invoice delivered after such credit is...

	14.3 Proration
	14.4 Refunds
	14.5 Set Off and Disputed Charges
	(c) Notwithstanding any other provision of this Agreement, a party who is owed any undisputed amount by the other party may, at its option, set off any such undisputed amount as a credit against any amounts it otherwise owes to the other party.
	(d) If LAUSD disputes in good faith any portion of an invoice, LAUSD shall pay the undisputed amount of such invoice when due and may, at its option, withhold the disputed portion pending resolution of the dispute.  If LAUSD withholds any payment purs...


	15. DATA AND INFORMATION
	15.1 Public Records
	15.2 Ownership and Protection of LAUSD Information
	(a) Confidential Information (and any derivative works thereof or modifications thereto) is and will remain the exclusive property of LAUSD or its licensors, employees, or students, as applicable.  Contractor will not possess or assert any lien or oth...
	(b) During the course and scope of its services hereunder, Contractor may gain knowledge of or have access to Confidential Information, or otherwise have Confidential Information disclosed to it.  Contractor understands that Confidential Information i...
	(c) Contractor acknowledges and agrees that LAUSD Data includes confidential student and employee information that is protected by applicable laws and standards, including FERPA and HIPAA.  Contractor Personnel may, by nature of the Services, have the...
	(d) In the event the Contractor needs to have access to Confidential Information of students, Contract agrees to further comply with the requirements of California Education Code section 49073.1 and enter into a Data Use Agreement, substantially in th...
	(e) Upon request, Contractor will propose, for LAUSD review and approval, policies and procedures for informing Contractor Personnel of restrictions regarding access to and use of Confidential Information and for monitoring compliance with such restri...
	(f) Contractor will cooperate, and will cause Contractor Personnel to cooperate, fully in resolving any actual or suspected acquisition or misuse of Confidential Information.

	15.3 Return of Data
	15.4 Security
	(a) Contractor and Contractor Personnel will comply with the LAUSD Information Security Policies.
	(b) Contractor  shall take appropriate security measures to protect the confidentiality, integrity, and availability of Confidential Information that it creates, receives, maintains, or transmits on behalf of the District and to prevent any use or dis...
	(c) In addition to the restrictions applicable to other Confidential Information, LAUSD Data will be stored separately from Contractor’s property or any property or data of third parties and will not be comingled with Contractor’s or any third party’s...
	(d) Contractor shall employ the most current version of a virus detection mechanism to detect and eradicate malicious code (e.g., viruses, worms, Trojan horses) in any Deliverable or LAUSD’s information technology environment.  Contractor will not wil...

	15.5 Destroyed or Lost Data
	(a) Contractor will not delete or destroy any LAUSD Data or media on which LAUSD Data resides without prior written authorization from LAUSD.  In the event any LAUSD Data is lost or destroyed due to any act or omission of Contractor, including any bre...
	(b) Without limitation to Contractor’s obligations regarding data regeneration set forth in Section 15.5(a) above, in the event of the loss of, damage to, or corruption of data caused by Contractor or any Contractor Personnel, Contractor shall, prompt...

	15.6 Unauthorized Uses and Disclosures
	(a) only install software and hardware on District systems, including but not limited to network infrastructure, software, devices, cloud, and other virtualized environments, that have been authorized for use by the District;
	(b) only connect to District systems using authorized devices;
	(c) only use District systems to conduct District business necessary to perform the Services;
	(d) promptly notify District of any unauthorized possession, use, knowledge, or attempted possession, use, or knowledge of Confidential information by any person or entity that may become known to Contractor;
	(e) promptly furnish District with full details of the unauthorized possession, use, or  knowledge, or attempt thereof, and assist District in investigating or preventing the recurrence of any unauthorized possession, use, or knowledge, or attempt the...
	(f) cooperate with District in any litigation or investigation against third parties deemed necessary by District to protect its rights in Confidential Information to the extent such litigation or investigation relates to the Services; and
	(g) use diligent efforts to prevent a recurrence of any such unauthorized possession, use, or knowledge, or attempt thereof, of District’s Confidential Information.

	15.7 Reporting and Mitigating the Effect of Unauthorized Uses and Disclosures
	(a) Contractor will report to District each Security Incident of which it becomes aware.  The initial report of a Security Incident will be made by telephone call to the [District Relationship Manager] no later than twenty-four (24) hours after Contra...
	(b) The written report of the Security Incident will include: (1) the date the Security Incident occurred; (2) a description of the unauthorized uses or disclosures involved in the Security Incident; (3) the number of Data Subjects affected by the Sec...
	(c) Contractor will promptly supplement the written report with additional information about the Security Incident as Contractor obtains the information, including Contractor’s assessment as to whether the Security Incident is reportable under applica...
	(d) To the extent that any applicable law requires that the affected Data Subjects or any governmental authorities be notified of a Security Incident, Contractor will be responsible at its cost and expense for:
	(i) at District’s request, and where possible under law, providing such notices to Data Subjects or governmental authorities containing the information required by applicable law, provided that Contractor will provide District’s prior approval of any ...
	(ii) conducting any forensic and security review and audit in connection with such Security Incident;
	(iii) providing any forensic and security review and audit in connection with such Security Incident;
	(iv) providing remediation services and other reasonable assistance to such Data Subjects as are (1) required by law, (2) requested by governmental authorities, (3) requested by District, or (4) consistent with customary industry practice; and
	(v) reasonably cooperating with District and its Affiliates in responding to such Security Incident.


	15.8 Residuals

	16. CERTAIN REPRESENTATIONS, WARRANTIES AND COVENANTS
	16.2 Efficiency and Cost Effectiveness
	16.3 Non-infringement and Ownership
	16.4 Inducements
	16.5 Compliance with Laws
	At all times during the Term of this Agreement, Contractor shall comply with all federal, state, and local laws and regulations that are applicable to its performance of the Services.  To the extent applicable, Contractor shall, as of the date of fina...

	16.6 Year 2000
	16.7 Facilities and Conditions
	(a) Contractor shall not use forced or compulsory labor in any form, including, but not limited to, prison, indentured, political, bonded or otherwise.  Deposits or similar arrangements shall not be required as a condition of employment.
	(b) Contractor shall not use child labor in any facility providing Services to LAUSD.
	(c) Contractor shall not discriminate based on race, creed, gender, marital or maternity status, religious or political beliefs, age or sexual orientation.  Contractor decisions related to hiring, salary, benefits, advancement, termination or retireme...
	(d) Contractor management practices shall recognize the dignity of the individual employees, the rights of free association and collective bargaining, and the right to a work place free of harassment, abuse or corporal punishment.
	(e) Contractor shall provide each employee at least the legal minimum wage or the prevailing industry wage where the facility is located, whichever is higher.  Contractor shall provide each employee a clear, written accounting for each wage period and...
	(f) Contractor shall provide employees with a safe and healthy workplace that does not expose employees to hazardous conditions.  Contractor shall have written health, safety and environmental guidelines, including those applying to employee residenti...

	16.8 Warranty on Performance of Deliverables
	16.9 Accuracy of Documentation
	16.10 No Claims
	16.11 Third Party Warranties
	16.12 Disclaimer

	17. INSURANCE
	17.1 Certification
	17.2 Required Insurance Coverages
	Contractor shall, at its sole cost and expense, maintain in full force and effect during the Term the following insurance coverage from a California licensed insurer with an A minus (A-), VII, or better rating from A.M. Best, sufficient to cover any c...
	(a) Except as set forth in subsection (f) below, Commercial Form General Liability Insurance, including both bodily injury and property damage, with limits as follows:
	(i) $1,000,000 per occurrence;
	(ii) $   100,000 fire damage;
	(iii) $       5,000 medical expenses;
	(iv) $1,000,000 personal & advertising injury;
	(v) $3,000,000 general aggregate;
	(vi) $3,000,000 products/completed operations aggregate;

	(b) Business Auto Liability Insurance for owned scheduled, non-owned or hired automobiles with a combined single limit of no less than $1 million per occurrence.
	(c) Workers’ Compensation and Employers Liability Insurance in a form and amount covering Contractor’s full liability under the California Workers’ Compensation Insurance and Safety Act and in accordance with applicable state and federal laws, as foll...
	(i) Part A – Statutory Limits
	(ii) Part B - $1,000,000/$1,000,000/$1,000,000 Employers Liability

	If Contractor is not subject to the California Workers’ Compensation Insurance and Safety Act, then in lieu of the foregoing requirements, Contractor will complete, execute and deliver to LAUSD the Workers’ Compensation Statement attached hereto as Sc...
	(d) Except as set forth in subsection (e) below, Errors & Omissions (Professional Liability) coverage, when applicable, with limits of $1,000,000 per occurrence and $2,000,000 in the aggregate. For cyber insurance, the coverage is $1,000,000 per occur...
	(e) For Sexual Abuse and Molestation Coverage when working at school site and students are present, $1,000,000 per occurrence/$2,000,000 aggregate.

	17.3 Evidence of Insurance
	17.4 Additional Insurance

	18. INDEMNIFICATION
	18.1 Indemnification by Contractor
	(a) Contractor shall defend, indemnify and hold harmless District, its officers, directors, employees, agents, volunteers, and Affiliates and District’s Board of Education from any and all damages, costs and expenses, including attorneys’ fees, arisin...
	(b) In the event District receives a Public Records Act request for any Contractor documents marked “TRADE SECRET,” “CONFIDENTIAL” or “PROPRIETARY,” Contractor agrees to defend, indemnify and hold harmless District, its officers, directors, employees,...
	(c) Contractor shall defend, indemnify and hold harmless District, its officers, directors, employees, agents, volunteers, and Affiliates and District’s Board of Education from any and all damages, costs and expenses, including attorneys’ fees, result...

	18.2 Action on Claim of Infringement
	(a) If a third party claims that a Deliverable (or any component of a Deliverable) or any item used by Contractor to provide the Services infringes that party’s patent rights, copyright rights, trademark rights, trade secret rights, or other proprieta...
	(b) If a claim under Section 18.2(a) is made or appears likely to be made, or if any item used by Contractor to provide the Services becomes, or in Contractor’s reasonable opinion is likely to become, the subject of an infringement or misappropriation...
	(c) Contractor’s liability under this Section 18.2 shall be subject to an equitable reduction (as determined by written agreement of the parties, or by the court adjudicating the claim) to the extent that any claim arising hereunder is based on (i) an...

	18.3 Indemnification Procedures
	(a) Promptly after receipt by District of any written claim or notice of any action giving rise to a claim for indemnification under this Section 18, District shall so notify Contractor and shall provide copies of such claim or any documents notifying...
	(b) If Contractor timely delivers a Notice of Assumption of Defense, Contractor shall have sole control over the defense and settlement of such claim or action; provided, however, that (i) District shall be entitled to participate in the defense of su...
	(c) If Contractor does not timely deliver a Notice of Assumption of Defense, District may defend the claim or action in such a manner as it may deem appropriate, at Contractor’s expense.  Contractor shall promptly reimburse any and all costs and expen...


	19. LIMITATION OF LIABILITY
	20. REMEDIES AND TERMINATION
	20.1 Errors and Defects Escalation Procedures
	(a) Priority 1.
	(b) Priority 2.
	(c) Priority 3.
	(d) Inability to Correct
	(e) Remedies for Delay in Performing Critical Tasks
	(f) Nonexclusively

	20.2 RESERVED
	20.3 Termination by LAUSD for Cause
	(a) LAUSD may terminate this Agreement or any Work Order issued pursuant to this Agreement, or any part of a Work Order:  :
	(i) subject to Section 20.3(ii), for a material breach of a single Work Order by Contractor that is not cured by Contractor within thirty (30) calendar days after LAUSD provides written notice of such breach;
	(ii) for a material breach of a single Work Order by Contractor that is not reasonably subject to cure within thirty (30) calendar days after its occurrence;
	(iii) for numerous or repeated breaches of one or more Work Orders (even if subsequently cured) that collectively constitute a material breach; or
	(iv) for a material breach of the terms of this Agreement by Contractor that is not cured by Contractor within thirty (30) calendar days after LAUSD provides written notice of such breach, or for numerous or repeated breaches of this Agreement (even i...
	(b) LAUSD shall exercise its termination right hereunder by delivering to Contractor written notice of the breach or breaches under Section 20.3 giving rise to such termination right.  Where Section 20.3 provides for a cure period, the applicable Work...

	20.4  Termination by LAUSD for Convenience
	(a) LAUSD may terminate this Agreement or any Work Order issued pursuant to this Agreement, or any part of a Work Order immediately for convenience and without cause at any time by giving Contractor written notice designating the termination date, whi...
	(b) If LAUSD chooses to terminate a Work Order in part, the charges payable under such Work Order will be equitably adjusted to reflect those Services that are not terminated.
	(c) If a purported termination for cause by LAUSD under Section 20.3 is determined not to be a proper termination for cause, such termination shall be deemed a termination for convenience subject to this Section 20.4.

	20.5 Termination by LAUSD for Non-Appropriation
	20.6 Termination for Change of Control
	20.7 Termination for Insolvency
	20.8 Extension of Termination Effective Date
	20.9 Effect of Termination
	20.10 Termination Assistance

	21. MISCELLANEOUS
	21.2 Applicable Law
	21.2 Jurisdiction and Venue
	21.3 UCITA
	21.4 Equitable Remedies
	21.5 Interpretation
	21.6 Binding Nature and Assignment
	21.7 Expenses
	21.8 Amendment and Waiver
	21.9 Further Assurances; Consents and Approvals
	21.10 Publicity
	21.11 Severability
	21.12 Entire Agreement
	21.13 Notices
	21.14 Survival
	21.15 Independent Contractors

	While engaged in performance of this Agreement, the Contractor is an independent contractor and is not an officer, agent, or employee of the District.  Contractor is not entitled to benefits of any kind to which District’s employees are entitled, incl...
	21.16 Third Party Beneficiaries
	21.18 Counterparts
	21.19 Force Majeure

	II. WORK TO BE PERFORMED
	III. PRICING
	VI. SPECIAL TERMS AND CONDITIONS
	LOS ANGELES UNIFIED SCHOOL DISTRICT
	Preamble
	1.  Contractors
	2.  Mission Support
	3.  Ethical Responsibilities
	4.  Relationship Management
	D.   Guard the LAUSD Affiliation – Contractors and their Representatives shall be cautious of how they portray  their relationship with LAUSD to the Public.  Communications on behalf of LAUSD can only be made when there is express written permission b...
	(1)  LAUSD Name and Marks – Contractors shall ensure that all statements, illustrations or other materials using or referencing LAUSD or its marks and logos—including the names and logos of any of our sub-divisions, and/or any logos created by and for...
	(2)  Commercial or Advertising Message – Contractors shall ensure that no commercial or advertising message, or any other endorsements—express or implied—are suggested or incorporated in any products, services, enterprises or materials developed for/o...
	E. Respect Gift Limits – Contractors and their Representatives shall abide by LAUSD’s gift limits and use good judgment, discretion and moderation when offering gifts, meals or entertainment or other business courtesies to LAUSD officials, so that the...
	5.  Disclosure Obligations
	C.  Fulfill the State-Mandated Statement of Economic Interests (“Form 700”) Filing Requirement – Contractors and their Representatives shall abide by the financial disclosure requirements of California’s Political Reform Act (Gov. Code Section 81000-9...
	(1)  Applicability – Under the law, individual Contractors and their Representatives are considered public officials and need to file a Form 700 as “consultants”, if the services they are contracted to provide fit the triggers identified by the Politi...
	(2)  Filing Timelines – Individuals who are legally required to complete a Statement of Economic Interests form must submit a filing:
	(a)  upon commencement of work with LAUSD,
	(b)  on an ongoing basis thereafter in accordance with the April 1st annual deadline, and
	(c) upon termination of work with LAUSD.
	(3)   Process – Contractors and their Representatives shall coordinate with their LAUSD Contract Sponsor(s) to ensure that they meet this state mandate in the manner required by law.  Form 700s must be received by the LAUSD Ethics Office to be conside...
	(4)   Disqualifications – Individuals who must file financial disclosure statements are subject to the requirements of the Political Reform Act as is the case with any other “public official” including disqualification when they encounter decision-mak...
	6.  Prohibited Activities
	7.  Issues Resolution
	9.  Future Code Updates
	10.  Severability
	1.0 1. Definitions.
	1.01 a.  “Consenting Party” means: (a) the natural parent, adopted parent, or legal guardian of each student or former student who is under the age of 18 years; and, (b) each student or former student who has attained the age of 18 years.  Where a stu...
	1.02
	1.03 b. “Student Record Information” means any item of information (in any format, written, electronic, or other) that is directly related to an identifiable District pupil (current or former) and is maintained by the District or by a District employe...

	2.0 2.  Use of Student Record Information.  Recipient will use Student Record Information only for the purpose of [Describe Project or enclose attachment describing Project] (“Project”), and will make no use of Student Record Information, in whole or ...
	3.0 3.  Re-Disclosure.
	3.1. Consent Required.  Recipient will only disclose Student Record Information to its employees having a need to know in connection with their Project responsibilities, and will not disclose any Student Record Information to any third party without f...
	3.01  3.2.  Restrictions on Receiving Party.  In addition, any third party receiving Student Record Information from Recipient must agree in writing to all of the terms contained in this Agreement, and may only use Student Record Information for the p...
	3.3 Exceptions. Subject to this Agreement, recipient may disclose Student Record Information to third parties if, and only to the extent that, disclosure of the Student Record Information is otherwise permissible under applicable law or under any Dist...
	3.02
	3.03 3.4.  Access Log and Record Files.  Recipient will maintain an access log that records all disclosures of (or access to) Student Record Information.  Entries in the access log will identify the person(s) receiving access, the reason access was gr...

	4.0
	5.0 5.  Destruction of Information.  Immediately upon   completion of the Project, Recipient will destroy all Student Record Information that Recipient obtained or learned in connection with the Project.  Upon the District’s request, Recipient will pr...
	6.0
	7.0 6.  Required Disclosure.  In the event that Recipient is requested or required by subpoena or other court order to disclose any Student Record Information, Recipient will provide immediate notice of the request to the District and will use reasona...
	8.0
	9.0 7.  No License.  No licenses or other rights under patent, copyright, trademark, trade secret or other intellectual property laws are granted or implied by this Agreement.  The District is not and will not be obligated under this Agreement to purc...
	10.0
	11.0 8.  Disclaimer.  The Student Record Information is provided AS IS and without warranty of any kind, whether expressed or implied, including, without limitation, implied warranties of merchantability, fitness for a particular purpose or title.  Th...
	12.0 9.  Remedies.
	12.01 9.1. Injunctive Relief.  The parties agree that Student Record Information is of a special character, such that money damages would not be sufficient to avoid or compensate the District, its employees, agents and students for any unauthorized us...
	12.02
	12.03 9.2. Five-Year Bar.  If the District determines, or is made aware of a determination by any other governmental agency, that Recipient has disclosed any Student Record Information in violation of this Agreement, or has maintained any Student Reco...

	13.0 10.  Indemnification.  Recipient agrees to indemnify and hold harmless the District, its employees, agents, subcontractors, affiliates, officers and directors from, and defend the District against, any liability or expenses (including reasonable ...
	14.0
	15.0 11.  Required Notice.  Recipient shall notify the District immediately upon discovery of any unauthorized use or disclosure of Student Record Information, and will cooperate with the District in every reasonable way to assist the District in rega...
	16.0 12.  Governing Law; Venue.  California law will govern the interpretation of this Agreement, without reference to rules regarding conflicts of law.  Any dispute arising out of this Agreement will be submitted to a state or federal court sitting i...
	17.0 13.  Notices.  All notices required or permitted to be given hereunder shall be in writing and shall be deemed given when delivered by hand, sent by courier or other express mail service, postage prepaid, or transmitted by facsimile, addressed to...
	18.0
	19.0 14.  Waiver.  No waiver of any term, provision or condition of this Agreement, whether by conduct or otherwise, in any one or more instances, will be deemed to be or be construed as a further or continuing waiver of any such term, provision or co...
	20.0
	21.0 15.  Severability.  If any provision of this Agreement is determined by any court of competent jurisdiction to be invalid or unenforceable, such provision shall be interpreted to the maximum extent to which it is valid and enforceable, all as det...
	22.0
	23.0 16.  Entire Agreement.  This Agreement constitutes the parties' entire agreement with respect to the subject matter hereof and supersedes any and all prior statements or agreements, both written and oral.  This Agreement may not be amended except...
	PROVISIONS REQUIRED OF FEDERALLY FUNDED CONTRACTS
	The Contractor acknowledges and agrees that the District intends to seek federal funds to pay for or reimburse expenses for equipment or services rendered under the Agreement, and the language contained in this Exhibit is required by law and promulgat...
	The Contractor and the District agree to the following terms and conditions:
	1. CLEAN AIR ACT AND THE FEDERAL WATER POLLUTION CONTROL ACT
	2. DEBARMENT AND SUSPENSION
	3. BYRD ANTI-LOBBYING AMENDMENT 31 U.S.C. § 1352
	4. PROCUREMENT OF RECOVERED MATERIALS
	5. ACCESS TO RECORDS
	6. DHS SEAL, LOGO, AND FLAGS
	7. COMPLIANCE WITH FEDERAL LAW, REGULATIONS, AND EXECUTIVE ORDERS
	8. NO OBLIGATION BY FEDERAL GOVERNMENT
	9. PROGRAM FRAUD AND FALSE OR FRAUDULENT STATEMENTS OR RELATED ACTS

