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Santa Clara Valley
Transportation
Authority

Procurement, Contracts and Materials Management Department
3331 North First Street. Building “B”’
San Jose, CA 95134-1906

INVITATION FOR BIDS
IFB S25061

SCADA NETWORK SWITCH REPLACEMENT P-1210

DXInvitation for Bid. [_IRequest for quotation. [_IRequest for proposal.

INSTRUCTIONS:

The enclosed Santa Clara Valley Transportation Authority (herein referred to as “VTA”) “conditions”
form an integral part of each bid (“Bid”) submitted. Prices must be F.O.B destination, freight prepaid and
allowed, unloaded to the dock unless otherwise specified.

CLOSING
BUYER DATE ISSUED TIME/DATE BID NUMBER
Monday, Thursday,
Elena Lazo April 7, 2025 May 1, 2025 IFB S25061

¢ Pre-Bid Conference: Tuesday, April 15, 2025, at 10:00 AM P.T.
¢ Last Day to ask Questions: Thursday, April 17, 2025, by 5:00 PM P.T.
o Bids will be received until 2:00 PM P.T. on the above closing date.

Phone (408) 321-5574
e-mail: Elena.Lazo@vta.org

1. CONTRACT TITLE: SCADA Network Switch Replacement P-1210

2. PRE-BID CONFERENCE: A Pre-Bid conference is scheduled for April 15, 2025, at 10:00 AM P.T.
utilizing a Microsoft Teams teleconference. Attendance at the Pre-Bid Conference is not mandatory
but is strongly encouraged. Email the buyer (“Buyer”) listed above to register as a teleconference
attendee and the TEAMS link will be emailed to you. The teleconference registration deadline is April
11, 2025, by 2:00 PM P.T.

3. BID OPENING TIME & LOCATION: Each bidder (“Bidder”) must submit its Bid on the VTA
Procurement Website no later than 2:00 PM P.T. on Thursday, May 1, 2025, and, at that time, publicly
open and read. No Bid will be received or accepted after 2:00 PM P.T. on Thursday, May 1, 2025.
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4. BID DOCUMENTS: The following, in addition to this Invitation for Bid, constitute the Bid documents
(“Bid Documents™) in order of precedence, and are the instructions and conditions to this Bid: Check
the appropriate boxes

X Solicitation Amendments, if any

Invitation for Bid

Technical Specifications and/or Scope of Work

Contractor Acknowledgement of Addenda (Bid Form 1-A)
Schedule of Prices and Estimated Quantities (Bid Form 1-B)
Listing of DBE Contractor or subcontractors (Bid Form 2-A)
Supplemental Contractor and subcontractor Information (Bid Form 2-B)
Instructions to Bidders

Special Conditions

VTA Standard Terms and Conditions

Federal Requirements

Federal Requirement Certificates

MM XXX NKNKNXKXKX

Exhibit P-6 — Insurance Requirements
Exhibit O — Bidder’s Questionnaire
X] Exhibit | — “No Bid” Response Form

5. TERM OF CONTRACT: The term of the contract (“Contract™) awarded to the successful Bidder
(herein also referred to as the “Contractor”) will be five (5) years from the date of award by VTA.

6. CONTRACT TYPE: VTA anticipates the award of a firm, fixed-price contract as a result of this IFB.

The Contractor must furnish to VTA all goods or services specified herein and called for by purchase
orders issued in accordance with the Contract.

VTA may issue purchase orders requiring delivery to multiple destinations or performance at multiple
locations. If VTA urgently requires delivery of any quantity of an item before the earliest date that
delivery may be specified under this Contract, and if the Contractor will not accept an order providing
for the accelerated delivery, VTA may acquire the urgently required goods or services from another
source, which will not constitute a breach of this Contract.

Any purchase order issued during the effective period of this Contract but not completed within that
period must be completed by the Contractor within the time specified in the order. This Contract will
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10.

11.

12.

13.

14.

15.

govern the Contractor’s and VTA’s rights and obligations with respect to that order to the same extent
as if the order were completed during the Contract’s effective period.

OBLIGATION: This Invitation for Bids does not obligate VTA to award a Contract or to pay costs
incurred in the preparation or submittal of any Bid.

INSURANCE: Each prospective Bidder (herein referred to as the “Bidder” or “Contractor”) is
cautioned to review the Insurance requirements of this solicitation. See Exhibit P-6.

PRICE: It is the desire of VTA to enter into a firm fixed-price Contract with the successful Bidder
who agrees that the prices bid are firm and fixed for the duration of the Contract. The unit price as bid
will apply regardless of the actual quantity purchased.

A. No additional charges will be allowed unless agreed to in writing by VTA prior to delivery
of goods and/or services. Bidder agrees that the prices bid on the attached Bid Form 1-B are
maximum for the period of the proposed Contract, and in the event of a price decline, the
benefit of such lower price must be extended to VTA.

PRICE INCREASE: [OMITTED].

FREIGHT TERMS: All materials must be FOB Destination, prepaid, and allowed, at no additional
cost to VTA unless specified otherwise in the Scope of Work, attached hereto. Destination is defined
for purposes of this Contract as the VTA Yard locations as specified under Delivery or on the individual
purchase orders associated with this Contract. Any exception to this policy may deem the Bid non-
responsive.

INVOICE BILLING/PAYMENT TERMS: Invoices must be prepared per descriptions and pricing
in Bid form 1-B, CONTRACTOR PRICE SHEET — Attachment 1.

Note: Invoices for goods or services not specifically covered in this Bid will not be approved for
payment.

SPECIFICATIONS: See Scope of Work.

QUANTITIES: See CONTRACT TYPE section (above), Scope of Work, and the Schedule of Prices
and Estimated Quantities.

ELECTRONIC BID SUBMITTAL:

VTA will only accept electronic bid submissions through the VTA procurement website at
https://www.vta.org/business-center (“VTA Procurement Website”).

All Bids must be submitted through the VTA Procurement Website no later than the Bid Submission
Deadline.

A. Bidder must submit Bid with all the forms listed in this IFB.
B. Submissions must bear the Bidder’s name and address and be clearly labeled with the IFB
number and description.

All responses, inquiries, and correspondence related to this IFB and all reports, charts, displays,
schedules, exhibits, and other documentation produced by the Bidder submitted as part of the Bid will
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become the property of VTA when received by VTA and may be considered public information under
applicable law. Any proprietary information in the Bid should be identified as such. VTA does not
typically disclose proprietary information to the public, unless required by law; however, VTA cannot
guarantee that such information will be held confidential.

16. AWARD CRITERIA: Contracts will be awarded to the lowest responsive and responsible Bidder
found to have the fitness, quality, and capacity to satisfactorily deliver the goods and services as detailed
in the Bid Documents. Any potential Contract award will be subject to a VTA technical and business
evaluation of the Bidder prior to any Contract award. VTA reserves the right to reject any and all Bids
or to waive any informalities or technicalities in any Bid in the best interest of VTA. Single conforming
Bids are subject to price or cost analysis by VTA. Bids will be valid for review and award up to ninety
(90) days after Bid Opening.

The specific basis of award is the Total Bid designated on Bid Form 1-B Schedule of Prices sheet that
is a part of these Bid Documents.

17. SOLICITATION SUBMITTALS: Your Bid submittal must include the following forms which are
included in this IFB:

CISCO SYSTEMS, INC.; TRANSITION MEDIA CONVERTER; CYBERPOWER (OEMs)

AUTHORIZED RESELLERS MAF LETTER FROM ABOVE OEMS......c.iviiiiiiiiiiiicieieee 7
BID FORM 1-A: BIDDER ACKNOWLEDGEMENT OF ADDENDA .......cccooiiieiriceeeeee e 21
BIDDER SIGNATURE PAGE ... .o 22
BID FORM H2-A oottt b bttt bbbt b bttt b bt e bt e bt b e e bt b e et nb e r e bt ene e e nrs 26
BID FORM H2-B ..o r e nr e n e 28
EXHIBIT A-1 BUY AMERICA CERTIFICATION(S).....ctitiiiiiiiierisiiisie et 49
EXHIBIT A-2 LOBBYING RESTRICTIONS CERTIFICATION......ociiiiiiiiereee e 50
EXHIBIT P-6 INSURANCE REQUIREMENTS ..o 51
EXHIBIT O BIDDER’S QUESTIONNAIRE ......cooiiiiiiiiiiieiie et 56
EXHIBIT I “NO BID” RESPONSE FORM ......ccciiiiiiiiiiiirn e 60
BID FORM 1-B CONTRACTOR PRICE SHEET......cc.iiiiiiiiiiii e Attachment 1

18. BRAND NAME OR EQUAL: [OMITTED].

19. Q/A AND WARRANTY PROGRAMS SUBMITTALS:
All QA and warranty submittals should be provided no later than Notice to Proceed (NTP) plus 15
working days.

A. SUPPLIER QUALITY PROGRAM REQUIREMENTS:

(1) Quality Manager contact information.
(2) Quality program manual.

(3) I1SO quality program certificate (If available).
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20.

21.

22,

23.

B. SUPPLIER WARRANTY PROGRAM REQUIREMENTS:

(1) Written legal limited warranty (Claims) policy.

(2) Return Materials Authorization (RMA) procedure.

DELIVERY ADDRESS: The delivery address (within Santa Clara County) will be provided to the
successful Bidder.

Santa Clara Valley Transportation Authority
Attention: Maroun Abi najm

Guadalupe Division

101 West Younger Avenue

San Jose, CA 95110

Receiving Hours: 6:30 AM to 3:00 PM

AUTHORIZED RESELLER: Vendor must be an authorized reseller of CISCO SYSTEMS, INC.,
TRANSITION MEDIA CONVERTER, CYBERPOWER (the “OEMS”) who has the right and license
to sell and distribute the goods and/or services to VTA as an end user as specified in this IFB. Vendor
must submit with the Bid a letter from the OEM confirming that Vendor is an authorized reseller of the
OEM.

DISADVANTAGED BUSINESS ENTERPRISE POLICY:

POLICY: Itis VTA policy to ensure that, as set out in VTA's Policy on Utilization of Disadvantaged
Business Enterprises (DBEs) such businesses have an equitable opportunity to participate in the
performance of Contracts and subcontracts.

DBE GOAL: VTA has not established a specific Disadvantaged Business Enterprise (DBE) goal for
this project. However, the Bidder agrees to cooperate with VTA in meeting VTA’s overall goal of
twenty percent (20%) annual utilization of Disadvantaged Business Enterprises. In this regard
Contractor will use its best efforts to ensure that DBEs must have an equitable opportunity to compete
for subcontract work under this Contract.

WEBSITE REGISTRATION: Bidders must register on VTA’s Procurement Website as a condition
of bidding to ensure they will receive notification of any potential addenda or other pertinent
information, including notification of closing and award even if this was a manually processed IFB.

A. To register, view this IFB, and sign up for notifications, Bidder must do the following:

(1) Go to http://www.vta.org, select “Doing Business with VTA” and then select “Get
Registered”.

(2) Provide email address and select “Sign Up”

(3) Check email for a system message providing a link to activate account

(4) Select the “Activate Account” link

(5) Once activated, the system will take Bidder to the Vendor Registration Page where the
Bidder enters registration information

(6) In the “NAICS Email Subscription Settings” check the box “New Solicitation and
Updates, Including Plan Holder Updates™. Then check all the NAICS code boxes for the
categories of business that represent your company.
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(7) To view VTA solicitation, select the “Visit Portal” on the VTA Procurement Website
(8) To receive automatic notification for upcoming VTA projects, click “+ Subscribe”
(9) To sign up for automatic email updates for this IFB, select this solicitation on the “Visit
Portal” page and then click “Follow”
(10) Download all solicitation documents

Note: To review Bids after award of Contract, contact the Buyer listed in the Instructions section.

24. EXERCISE OPTIONS: [OMITTED].
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INSTRUCTIONS TO BIDDERS
IFB S25061
SCADA NETWORK SWITCH REPLACEMENT P-1210

1. EXAMINATION OF DOCUMENTS:

A.

A complete set of Bid Documents must be used in preparing a Bid; VTA assumes no
responsibility for errors or misinterpretations resulting from the use of incomplete sets of
documents.

Each Bidder should carefully examine these Bid Documents and take such other steps as may
be reasonably necessary to ascertain the Contract performance requirements. Failure to do
so will not relieve Bidders from responsibility for estimating properly the difficulty or cost
of successfully performing the Contract. Extra compensation will not be allowed for
conditions that are determinable by examining these documents.

2. INTERPRETATION: Should any discrepancies or omissions be found in the Bid specifications, or

doubt as to their meaning, the Bidder must notify the Buyer in writing at once. The Buyer will send
written instruction or addenda to all Bidders. Receipt of addenda by the Bidder must be acknowledged
in the space provided on Bid Form 1-A. VTA will not be held responsible for oral interpretations.
Questions must be received at least ten (10) days before date set to receive Bids. All addenda issued
will be incorporated into the Contract. VTA will assume no responsibility for any understanding or
representations concerning conditions made by any of its officers, agents or employees prior to the
execution of the Contract, unless included in these documents.

3. BIDDER QUALIFICATIONS AND ELIGIBILITY FOR AWARD:

A.

Commodities
Rev. 08.14.2024

Each Bidder must complete, and submit with the Bid, the Bidder’s Questionnaire contained
in these documents. If the Bidder is a joint venture, each joint venturer must prepare and
submit a separate form. Failure to complete and return the Bidder’s Questionnaire may be
grounds for rejection of the Bid.

When Federal, State or Local law or ordinance requires a special license or permit, a Bidder
must be properly licensed prior to submitting a Bid and furnish evidence of such with the
Bid.

In order for a Bidder to be eligible to be awarded the Contract, the Bid must be responsive to
the solicitation and VTA must be able to determine that the Bidder is responsible to perform
the Contract satisfactorily.

Bids deviating or taking exception to the solicitation requirements will not be considered.

Bidder must have the equipment, organization, facilities and financial capability to perform
the services required by this solicitation.

Bidder must register and maintain an active registration with the US government’s System
for Award Management (SAM) in order to do business with VTA. Such registration may be
completed at the following web address:

https://www.sam.gov/SAM/pages/public/index.jsf
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4, PROTESTS: Bidders must adhere to the VTA Protest Procedures located at
https://www.vta.org/sites/default/files/2024-08/VVTA-Protest-Procedures.pdf.

5. PREPARATION OF BIDS:

A. All prices and notations must be printed in ink or typewritten. No erasures are permitted.
Errors may be crossed out and corrections printed in ink or typewritten nearby and must be
initialed in ink by person signing the Bid.

B. Bid on each item separately. Prices should be stated in the units specified. Sales tax, if any,
should be stated separately.

C. Delivery date or time of performance is a part of the Bid and must be adhered to.

D. All Bids must be signed by an authorized representative with the name, title, and firm name
clearly printed.

6. SUBMISSION OF BIDS:

A. All Bids must be submitted through the VTA Procurement Website with all the required
forms listed in this IFB no later than the date and time stated in the Instructions section of
this IFB.

B.  Submissions must bear Bidder’s name and address and be clearly labeled with the IFB
number and description.

C. Bid modifications or corrections thereof received after the closing time specified will be
rejected.

D. Notwithstanding the time for opening Bids established in the Request for Bid, the Bid
opening might be postponed solely at VTA’s discretion.

7. ACCEPTANCE OF BIDS: Bids are subject to acceptance at any time within ninety (90) days after
Bid Opening, unless otherwise stipulated in the Bid.

8. TIE BIDS: In the event that two or more low Bids equal in all respects are received by VTA, the
Contract will be awarded to the Bidder by the flip of a coin in the presence of witnesses, or the entire
Bid may be rejected and re-bid.

9. AWARD:

A. Award of a firm fixed-price Contract, if awarded, will be made to the lowest responsive, and
responsible Bidder.

B. The Basis of Award will be the Total Bid as submitted on Bid Form 1-B.

C. Unless the Bidder specifies otherwise in the Bid, or the Bid gives notice of an all or none
award, VTA may accept any item or group of items of any bid.
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10.

11.

12.

13.

D. VTA reserves the right to reject any or all Bids and to waive informalities and minor
irregularities in Bids received.

E. Inthe event of a discrepancy between the unit price bid and the price extension, the unit price
bid will be deemed intended by the Bidder and the extension will be adjusted accordingly.
Failure to list a unit price will result in the Bid being rejected as non-responsive.

F.  The Bidder whose Bid is accepted will, within the time established in section 7 above, enter
into a written Contract with VTA and furnish the required Certificate of Insurance within
five (5) working days of Notice of Award.

TAXES: Contractor will be responsible for assessing any and all applicable taxes related to the
purchase of, or installation of, materials used as part of this Contract. For material used on a VTA
project, the Contractor will assess any and all applicable taxes and will, for purposes of determining
transaction or use tax liability, use the VTA job site as the place where “engaged in business.”

DBE DOCUMENTATION: All Bidders are required to submit the following documents to the Buyer
at the Bid Opening:

A. Bid Form #2-A.
B. Bid Form #2-B.

DISCLOSURE OF BID INFORMATION: After award, all Bids will be open to public inspection.
VTA assumes no responsibility for the confidentiality of information offered in a Bid.

DESIGNATED POINT OF CONTACT: All communications with VTA regarding this IFB must be
in writing (US mail/ email) to the Designated Point of Contact identified below. All emails must
indicate in the subject line “IFB S25061 for SCADA Network Switch Replacement P-1210.” No
telephone calls will be accepted. Except as otherwise provided herein, no contact will be entertained by
the Procurement, Contracts, and Materials Management staff outside of the formal Q&A period, and/or
by anyone other than the Designated Point of Contact regarding this IFB.

Any unauthorized contact related to this IFB is not permitted. Any breach of this provision may result
in the Bidder’s submittal being deemed non-responsive and may be cause for rejection.

VTA Designated Point of Contact:
Elena Lazo, Contracts Administrator 11
3331 N. First Street, Bldg. B
San Jose, CA 95134-1906
Elena.Lazo@vta.org
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STANDARD TERMS AND CONDITIONS
IFB S25061
SCADA NETWORK SWITCH REPLACEMENT P-1210

1. ACCEPTANCE: VTA will not be bound by the terms and conditions stated in these IFB Documents

until a Contract is appropriately executed between VTA and Contractor or VTA accepts deliveries
against the purchase order. These Bid Documents will be deemed incorporated into the Contract, and
the Contractor will be bound by the terms and conditions set forth in these Bid Documents, when it
executes and returns said Contract. By entering into the Contract, Contractor will be deemed to have
accepted the terms and conditions set forth herein; any additional or different terms proposed by
Contractor will not be deemed a part the Contract unless expressly assented to in writing by VTA.

2. WARRANTY:

A.

Contractor expressly warrants that all services covered by this Contract will conform to the
specifications or other descriptions upon which this Contract is based and must be fit and
sufficient for the purpose intended.

Contractor agrees to re-perform any services not conforming to the foregoing warranty
promptly, without expense to VTA, when notified of such nonconformity by VTA. In the
event of failure by Contractor to correct defects in or re-perform non-conforming services
promptly, VTA, after reasonable notice to Contractor, may make such corrections or re-
perform such services and charge Contractor for the cost incurred by VTA thereby.

VTA may, at its option, require Contractor to grant full refund or credit to VTA, in lieu of
re-performance, with respect to any item VTA is entitled to reject hereunder. VTA will have
the right to cancel this order or any partial order if service conforming to specifications will
not be ready at the time and in the quantities herein set forth. The foregoing will be in
addition to any legal remedies available to VTA.

3. TERMINATION AND SUSPENSION:

A
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FOR CONVENIENCE: VTA may, by giving at least ten (10) business days’ written notice
to Contractor, terminate this Contract, or suspend performance hereunder, in whole or in part
at any time for VTA’s convenience. Contractor will be compensated in accordance with the
terms of this Contract for the Scope of Work satisfactorily performed prior to the effective
date and time of termination or suspension. Contractor will have no right to recover lost
profits on the balance of the Scope of Work.

FOR CAUSE: VTA, by written notice given to Contractor, may declare default in
Contractor’s performance of any term of this Contract, specifying with particularity the basis
for such default. Contractor must deliver a response thereto in writing to VTA within five (5)
business days of receipt of the notice, setting forth a reasonable proposal to cure the default.
If Contractor fails to deliver the foregoing response on time or fails to cure the default within
ten (10) business days after receipt of the notice (or within such additional time the parties
may agree upon in writing), VTA may elect to terminate this Contract for cause by serving
written notice thereof to Contractor.
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In the event of such termination for cause, VTA will be relieved of any obligation of further
payment to Contractor and may complete the remainder of the Scope of Work by itself, or
by using an alternative, third party contractor. The additional cost to VTA for completing the
Scope of Work will be deducted from any sum due to the Contractor and the balance, if any,
will be paid to the Contractor upon demand. The foregoing will be in addition to any other
legal or equitable remedies available to VTA.

If, after termination for failure to fulfill Contract obligations, it is determined that the
Contractor was not in default, the rights and obligations of the parties will be the same as if
the termination had been issued for the convenience of VTA.

4. FORCE MAJEURE: An event of force majeure refers to an event beyond the control and without the
fault or negligence of the Party affected which prevents a Party from complying with any of its
obligations under this Contract, including but not limited to:

e Acts of God (such as, but not limited to earthquakes, flood, fire or other physical natural
disaster)

e War, hostilities (whether declared or not), invasion, acts of terrorism, civil war, rebellion,
revolution, requisition

e Contamination by radio-activity from any nuclear fuel or from any nuclear waste from the
combustion of nuclear fuel

A. Neither Party is responsible for any failure to perform its obligations under this Contract if it is
prevented or delayed in performing its obligations by an event of force majeure.

B. Where there is an event of force majeure, the Party prevented from or delayed in performing
its obligations under this Contract (“Affected Party”) must immediately notify the other Party
giving full particulars of the event of force majeure and the reasons for the event of force
majeure preventing that Party from, or delaying that Party in, performing its obligations under
the Contract, and the Affected Party must use its reasonable efforts to mitigate the effect of the
event of force majeure upon its performance of the Contract and must use reasonable efforts to
fulfill its obligations under the Contract.

C. Upon completion of the event of force majeure, the Affected Party must, as soon as reasonably
practicable, re-commence the performance of its obligations under this Contract.

5. CHANGES: VTA will have the right at any time prior to the delivery date of the services or goods to
make changes in drawings, designs, specifications, packaging, time and place of delivery and method
of transportation. If any such changes cause an increase or decrease in the cost, or the time required
for performance, or otherwise affect any other provision of this Contract, a mutually agreed upon
adjustment will be made and this Contract must be modified in writing accordingly. Any claim by
Contractor for adjustment under this clause will be deemed waived unless made in writing within ten
(10) working days after receipt by Contractor of notice of such change. Price increases or extensions
of time for delivery will not be binding on VTA unless evidenced by a written change order executed
by an authorized agent of VTA.

6. VTA’s PROPERTY: The Contractor agrees that any documentation and equipment or material,
including drawings, patterns and specifications, supplied or paid for by VTA must be and remain
VTA’s properties and will be held by the Contractor for VTA unless directed otherwise by VTA. The
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10.

11.

12.

13.

14.

Contractor will account for such items and keep them in good/working condition and fully covered by
insurance at all times without expense to VTA.

ASSIGNMENTS AND SUBCONTRACTING: This Contract and any payments to be made
hereunder may not be assigned, subcontracted or transferred without the prior written approval of VTA.

WAIVER: VTA’s failure to insist on performance of any of the terms or conditions herein or to
exercise any right or privilege or VTA’s waiver of any breach hereunder will not thereafter waive any
other terms, conditions, rights or privileges.

BANKRUPTCY/INSOLVENCY: In the event of any proceeding by or against Contractor in
bankruptcy, reorganization or insolvency or any assignment for the benefit of creditors or of a receiver,
VTA will have the right, upon written notice to Contractor and without liability, to cancel this Contract
with respect to any portion thereof not complete.

ADDITIONAL DOCUMENTS: All specifications and documents expressly referred to in this
Contract are incorporated herein by reference. If such reference is to a portion of such specifications
or documents, then only the portions referenced will be incorporated herein.

COMPLIANCE WITH LAWS: Contractor warrants that all services performed have been performed
in compliance with, and Contractor agrees to be bound by, all applicable federal, state and local laws,
orders, rules and regulations.

THIRD PARTIES NOT TO BENEFIT: This Contract is binding upon and will inure to the benefit
of the parties hereto and their successors and permitted assigns, but must not inure to the benefit of any
third party or other person.

AUDIT AND RECORDS:

A.  Contractor must maintain, in accordance with generally accepted accounting principles and
practices, complete books, accounts, records and data with respect to actual time devoted and
costs incurred for services under this Contract. Such documentation must be supported by
properly executed payrolls, invoices, Contracts and vouchers evidencing in detail the nature
and propriety of any charges and sufficient to allow a proper audit of the services. All checks,
payrolls, invoices, Contracts and other accounting documents pertaining in whole or in part
to the services must be clearly identified and readily accessible.

B. For the duration of the Contract, and for a period of three (3) years thereafter, VTA, its
representatives and the state auditor must have the right to examine and audit during
Contractor normal business hours these books, accounts, records, data and other relevant
information to the extent required to verify the costs incurred hereunder where such costs are
the basis for billings under this Contract.

PROHIBITED INTERESTS:

A. SOLICITATION: Contractor warrants that it has not employed or retained any company
or person, other than a bona fide employee working solely for Contractor, to solicit or secure
this Contract and that it has not paid or agreed to pay any company or person, other than a
bona fide employee working solely Contractor, any fee, commission, percentage, brokerage
fee, gift or any other consideration, contingent upon or resulting from the award or making
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15.

16.

17.

18.

19.

of the Contract. For breach or violation of this warranty, VTA will have the right to rescind
this Contract without liability.

B. INTEREST OF PUBLIC OFFICIALS: No Board Member, officer or employee of the
VTA during his or her tenure or for two (2) years thereafter will have any interest, direct or
indirect, in this Contract or the proceeds thereof.

C. INTEREST OF CONTRACTOR: The Contractor covenants that neither it nor its officers,
directors or agents, presently has any interest and will not acquire any interest, direct or
indirect, which would conflict in any manner or degree with the performance of services
required to be performed under this Contract. The Contractor further covenants that in the
performance of this Contract no person having any such interest will knowingly be employed.

ETHICS HOTLINE CERTIFICATION: Contractor acknowledges that it is aware of the availability
of the VTA Ethics Hotline, which is available 24/7/365 for VTA employees and those doing business
with VTA to report suspected unethical behavior (such as fraud, waste, abuse, theft, misconduct, or any
violation of company policy, law or regulation) anonymously, securely and without fear of
retribution. Reports received are evaluated, investigated, or referred by an independent third party.

The anonymous reports can be submitted to: Website: vta.ethicaladvocate.com
Telephone: (844) 845-0153

NONDISCRIMINATION: During performance of this Contract, Contractor, its employees, and its
sub-Bidders must not unlawfully discriminate, harass, or allow harassment against any person because
of race, religious creed, color, sex, gender, gender identity, gender expression, national origin, ancestry,
physical disability (including HIV and AIDS), mental disability, medical condition (including cancer),
genetic information, marital status, age (over 40), sexual orientation, or military and veteran status. In
addition, Contractor and any subcontractor must not unlawfully deny any of their employees family
care leave or discriminate against such employees on the bases of having to use family care leave.
Contractor must ensure that the evaluation and treatment of its employees and applicants for
employment are free of such discrimination and harassment.

CONFIDENTIALITY AND PUBLICITY: Without the written consent of VTA, Contractor must not
disclose to third parties other than its employees or authorized sub-Bidders or disclose or use for any
purpose other than performance of the services any information provided to Contractor by VTA in
connection with performance of this Contract, or any information developed or obtained by Contractor
in the performance of this Contract, unless: (1) the information is known to Contractor prior to
obtaining same from VTA or performing services under this Contract; (2) the information is, at the time
of disclosure by Contractor, then in the public domain; or (3) the information is obtained by or from a
third party who did not receive it, directly or indirectly, from VTA and who has no obligation of
confidentiality with respect thereto.

SEVERABILITY: If any of the provisions or portions or applications thereof of this Contract are held
to be unenforceable or invalid by any court of competent jurisdiction, VTA and Contractor must
negotiate an equitable adjustment in the provisions of the Contract with a view toward effecting the
purpose of this Contract, and the validity and enforceability of the remaining provisions or portions or
applications thereof will not be affected thereby.

NOTICES: Notices provided for under this Contract must be provided in writing and addressed to
VTA’s authorized representative.
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20.

21.

22.

23.

24.

25.

26.

INDEPENDENT CONTRACTOR: Contractor is an independent Contractor and not the agent or
employee of VTA in performing its services under this Contract.

ENTIRE CONTRACT: This Contract constitutes the entire contract between VTA and Contractor
relating to the subject matter hereof and supersedes any previous contracts or understandings, oral or
written.

AMENDMENT: Except as expressly provided herein, the provisions of this Contract must not be
altered, modified or amended except through the execution of a written amendment executed by VTA
and Contractor.

DAYS: For purposes of this Contract, all references herein to “day” will mean calendar day, unless
specified otherwise. All references to “calendar day” will mean any day, including Saturday, Sunday
and all legal holidays. All references to “working day” will mean any business day, excluding
Saturdays, Sundays and legal holidays.

GOVERNING LAW: The laws of the State of California will govern these terms and conditions, as
well as any claim that might arise between Contractor and VTA, without regard to conflict of law
provisions.

FORUM SELECTION: Contractor will resolve any claim, cause of action or dispute (collectively
“claim”) that Contractor has with VTA arising out of or related to this Contract in a state or federal
court located in Santa Clara County, California. Contractor agrees to submit to the personal jurisdiction
of the courts located in Santa Clara County, California for the purpose of litigating all such claims.

INDEMNIFICATION AND DEFENSE OF CLAIMS:

A. INDEMNITY AND DEFENSE OF CLAIMS:
1. General Indemnification and Defense of Claims:

i.  Contractor must indemnify and hold harmless VTA, any public agencies within whose
jurisdiction, on whose behalf, or on whose property the Contract is being performed, any
party VTA is contractually obligated to identify in this Contract as an indemnitee, and
each of their respective Board of Directors, Board of Supervisors, Councils, individual
board members, officers, agents, employees, and consultants (each an “Indemnitee”;
collectively, the “Indemnitees”) from and against any claims, liabilities, losses, injuries,
damages, expenses, fines, penalties, liens, or fees and costs (including reasonable
attorneys’ and experts’ fees and costs) (each, a “Claim” and collectively, the “Claims”)
arising out of, pertaining to, caused by, or in any way relating to the performance of this
Contract, including compliance or non-compliance with the terms of this Contract, by
Contractor and/or its agents, employees, suppliers, or subcontractors, whether such
Claims are based upon a contract, personal injury, death, property damage, or any other
legal or equitable theory whatsoever.

ii.  Contractor must, at its own expense, and upon written request by VTA or any individual
Indemnitee, immediately defend any suit, action, proceeding, dispute, or demand brought
against any Indemnitee founded upon, alleging, or implicating any Claims covered by
Contractor’s indemnity obligation set forth above in subparagraph (i) immediately above
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and regardless of whether Contractor and/or any of its agents, employees, suppliers, or
subcontractors, was, in fact, liable. In the event a court of competent jurisdiction
determines that any suit, action, claim, or demand brought against any Indemnitee was
caused by the sole or active negligence or willful misconduct by VTA or its agents,
servants, or independent contractors who are acting on behalf of VTA, VTA will
promptly reimburse Contractor for costs of defending the Indemnitees in such action
incurred by Contractor, but only in proportion to the sole or active negligence or willful
misconduct of VTA or its agents, servants, or independent contractors who are acting on
behalf of VTA.

Infringement Indemnification and Defense of Claims:

Contractor must indemnify and hold harmless the Indemnitees from and against any and
all Claims which may be suffered by, incurred by, accrued against, charged to, or
recoverable from any Indemnitee, by reason of any Claim arising out of or relating to
any actual or alleged infringement of any intellectual property rights (including but not
limited to patents, copyrights, trade secrets, service marks, and trademarks) by the goods
and/or services provided by Contractor hereunder (referred to as “Goods” and “Services”
for purposes of this Infringement Indemnification and Defense of Claims provision), or
use of any of the aforementioned.

Contractor must, at its own expense, and upon written request by VTA or any individual
Indemnitee, immediately defend any suit, action, proceeding, dispute, or demand brought
against any Indemnitee founded upon, alleging, or implicating any claims, liabilities,
losses, injuries, damages, expenses, fines, penalties, or fees and costs covered by
Contractor’s indemnity obligation set forth in subparagraph (i) immediately above and
regardless of whether Contractor and/or any of its agents, employees, or subcontractors
did, in fact, infringe any intellectual property rights.

If any part of the Goods and/or Services is, or in Contractor’s reasonable judgment is
likely to be, claimed to infringe, misappropriate, or otherwise violate any third-party
intellectual property right, Contractor must, at its expense and option, do one of the
following: (a) procure for VTA the necessary right to continue using the Goods and/or
Services; (b) replace or modify the infringing portion of the Goods and/or Services with
a functionally equivalent item or portion thereof, or (c) if none of the foregoing are
commercially reasonable, Contractor may terminate this Contract upon written notice to
VTA, take back any infringing portion of the Goods, and refund to VTA a pro-rated
amount of any fees paid for the infringing portion of the Goods and/or Services. The
remedies set forth in this subparagraph (iii) are in addition to, and not in lieu of, all other
remedies that may be available to VTA, including the indemnification rights under this
Indemnity and Defense of Claims provision.

Contractor will have no liability or obligation hereunder with respect to any Claim to the
extent the Claim is based upon (i) modifications, alterations, combinations, or
enhancements by VTA of the Goods and/or Services that is not authorized by Contractor
or (ii) VTA’s continuation of allegedly infringing activity after being notified thereof.

Infringement Indemnification Procedures: Contractor’s obligations under the
Infringement Indemnification and Defense of Claims section are expressly conditioned
on the following: VTA will (a) promptly notify Contractor in writing of any such Claim
of which VTA has actual knowledge (provided that failure to do so will only release
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Contractor from the foregoing indemnification and defense obligations to the extent that
such failure led to material prejudice), (b) in writing, grant Contractor sole control of the
defense of any such Claim and of all negotiations for its settlement or compromise
(provided that no such settlement or compromise may impose any liability or other
obligations on VTA), and (c) reasonably cooperate with Contractor to facilitate the
settlement or defense of the Claim. Notwithstanding the foregoing, VTA may participate,
at VTA’s own expense, in the defense of such Claim.

3. Survival: This Indemnity and Defense of Claims provision will survive the expiration or
termination of this Contract and remain in full force and effect.

28. CYBER SECURITY INCIDENT NOTIFICATION REQUIREMENTS:

In the event of a Cyber Security Incident (defined below), Contractor must:

1. within twenty-four (24) hours of discovering the Cyber Security Incident, notify VTA in
writing and provide information about the Cyber Security Incident by sending an email to
Cyber.security@vta.org and by phone (408) 546-7401.

2. if VTA was impacted, within seventy-two (72) hours, provide details including the nature of
the information compromised and the steps being taken to mitigate the Cyber Security Incident;
a copy of any communications with law enforcement and/or federal agencies, including a copy
of any police report. Report details should include:
e Affected system/facilities, including location.
e Description of the threat, the earliest date, notifications, actions taken, and any
information available, including the source.
e Description of potential impact on operations systems or data theft.
e Description of incident responses and plan.
e [f the information is not available at the time of reporting, a follow-up is required.

For purposes of this Section 28, a “Cyber Security Incident” is the loss or unauthorized destruction,
alteration, disclosure of, access to, or control of, any information technology systems, operational
technology systems, networks, internet, or cloud enabled applications or devices and the data contained
within such systems.
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SPECIAL CONDITIONS
IFB S25061
SCADA NETWORK SWITCH REPLACEMENT P-1210

1. COMPENSATION: As full consideration for the satisfactory performance of the Contract by the
Contractor, VTA will pay to the Contractor amounts designated in Bid Form 1-B — Schedule of Prices
and Estimated Quantities.

2. QUANTITY: Contractor agrees Bid price(s) apply to any quantity purchased under this Contract and
such prices are guaranteed for the term of the Contract unless otherwise agreed by both parties in
writing.

3. TAXES: Sales tax (when applicable) must be included in the bid as a separate line item.

4. INVOICING AND PAYMENTS:

A. The Contractor must submit its invoice for payment to the address listed below for the
services provided, which have been accepted by VTA.

VTA ACCOUNTS PAYABLE

3331 NORTH FIRST STREET, BUILDING A
SAN JOSE, CA 95134-1906

or

VTA.AccountsPayable@VTA.org

B. Payments will be made to the Contractor within thirty (30) days following receipt of a
properly prepared invoice.

C. Payment will be considered to have been made on the date VTA mails payment.

D. Discounts offered by Contractor for early payment will be taken by VTA if payment is made
within the discount period specified.

E. VTA will not be responsible for late payment charges unless they are an express part of this
Contract.

F.  Upon completion of this Contract, the final payment will be made on determination by VTA
that all requirements hereunder have been completed, and such determination will not be
unreasonably delayed.

5. LIQUIDATED DAMAGES: [OMMITED].
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SCOPE OF WORK
IFB S25061
SCADA NETWORK SWITCH REPLACEMENT P-1210

As an authorized reseller of Cisco Systems, Inc., Transition Media Converter, and CyberPower (OEMS),
the Contractor will ensure that VTA receives deliverables identified in the table below, which includes
hardware, software, licenses, extended Smart Net, and accessories. VTA staff will install, configure, and
deploy the network switches. Contractor will provide the equipment and coordinate all licenses and
warranties, including extended Smart Net support listed in the table below.

Products and Services List:

Line Manufacturer’s Part Number Description Service  Quantity
\[o} Name Duration
(OEM)
1 Cisco Systems, Inc. | IE3100-4P2S-LM Network Switch 38
5 Cisco Svstems. Inc SNT-1100025SLM | SMART NET TOTAL 5 vrs 8
ystems, Inc. Byrs. CARE y
g | [TransitionMedia | gorepng3.130 Media Converter 180
Converter
4 CyberPower PDU44002 Power Distribution Unit 65

with transfer trip

TIME FOR DELIVERY:

Contractor will deliver the ordered goods or services as soon as possible upon VTA’s issuance of a purchase
order hereunder.
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BID FORM 1-A: BIDDER ACKNOWLEDGEMENT OF ADDENDA
IFB S25061
SCADA NETWORK SWITCH REPLACEMENT P-1210

In compliance with your Invitation for Bid for this project, the undersigned Bidder, being thoroughly
familiar with the terms and conditions of the Bid Documents, hereby bids and agrees fully to perform the
work within the time stated and in strict accordance with the Bid Documents.

Note: It is the Bidder’s responsibility to obtain all addenda to this solicitation.

The Bidder hereby acknowledges receipt of the following Addenda to the Bid Documents:

Addendum No. Dated Addendum No. Dated
Addendum No. Dated Addendum No. Dated
Addendum No. Dated Addendum No. Dated
Addendum No. Dated Addendum No. Dated

CONTINUED n—)p
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BIDDER SIGNATURE PAGE
IFB S25061
SCADA NETWORK SWITCH REPLACEMENT P-1210

BY SIGNING, THE BIDDER CERTIFIES THAT HE/SHE HAS READ AND UNDERSTANDS
THE BID DOCUMENTS AND THAT HE/SHE OFFERS AND AGREES TO FURNISH THE
GOODS AND/OR SERVICES SPECIFIED UNDER THE INSTRUCTIONS AND CONDITIONS
STATED THEREIN.

SIGNATURE

/ /20

DATE

PRINT NAME

E-MAIL ADDRESS

FIRM

TELEPHONE FAX
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DISADVANTAGED BUSINESS ENTERPRISE (DBE) POLICY AND REQUIREMENTS
IFB S25061
SCADA NETWORK SWITCH REPLACEMENT P-1210

1. POLICY: It is the policy of the Santa Clara Valley Transportation Authority to ensure that
Disadvantaged Business Enterprises (“DBEs”) as defined in federal regulations at 49 CFR Part 26 have
the opportunity to participate in the performance of Contracts and subcontracts financed with federal
funds.

A. VTA’s Office of Business Diversity Program encourages Contractors to call (408) 321-5962
for assistance in identifying eligible DBE firms. Listings of eligible firms are also available
on the internet at the following: https://dot.ca.gov/programs/civil-rights/dbe-search

2. GOAL: There is no specific goal established for this Contract. However, Contractor is encouraged to
make every effort to meet VTA’s overall agency-wide DBE goal of twenty percent (20%) where
possible.

3. COUNTING TOWARD THE DBE GOAL.: DBEs may perform as contractors, subcontractors (1st
tier), or subcontractor to subcontractors (2nd tier). Only the value of the materials actually supplied by
the DBE, including materials and supplies, will be counted toward the DBE goal.

A.  Credit for a DBE vendor of materials or supplies is limited to sixty percent (60%) of the
amount to be paid to the vendor for the materials or supplies unless the vendor manufactures
or substantially alters the goods. Credit for DBE brokers is limited to only the fees and
commissions portion of the amount paid. All other firms receive on hundred percent (100%)
credit, less work subcontracted by the DBE to non-DBE firms, toward the DBE goal.

4. AWARD OF THE CONTRACT: VTA will award this Contract to the lowest responsible and
responsive Bidder as required by federal and California laws.

5. SUBMITTALS: All Bidders must submit the following:

A. Bid Form #2-A: Listing of DBE Contractor, subcontractor(s) or supplier(s) Bidder intends to
use and count toward VTA’s overall agency DBE goal, with a complete description of
services or supplies to be provided by each, work which the DBE further subcontracts to non-
DBE firms, and the dollar value of each such subcontracting or supplies transaction.

B. Bid Form #2-B: Supplemental Contractor and subcontractor Information.

6. NONDISCRIMINATION: The Contractor must make VTA’s Contracting requirements known to
subcontractors, vendors and suppliers who are certified or accepted as certifiable as DBE, as well as to
non-DBE businesses, and must provide a practical opportunity for all firms to participate in the
Contract.

7. SUBSTITUTION OF DBE SUBCONTRACTOR WITH NON-DBE SUBCONTRACTOR: A
DBE subcontractor or supplier must not be replaced without the prior written consent of VTA.
Contractor must make good faith efforts to find another DBE subcontractor or supplier to substitute for
the original DBE. The efforts employed by the Contractor must be those that one could reasonably
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expect a Contractor to take if the Contractor were actively and aggressively trying to engage a certified
DBE firm to substitute for an DBE firm that has to be replaced and must include the following:

A.  Contractor must immediately notify VTA in writing of its intent to replace a DBE firm, and
of the reasons therefore, prior to any solicitation or advertisement for replacement firms. A
copy of the notice must be provided to the VTA Office of Business Diversity Program
(OBDP).

B.  VTAwill provide written notice to the DBE firm of Contractor’s request for substitution and
of the reasons therefor and they will be requested to provide any written objections within
five (5) working days.

C. Contractor must utilize the following sources for identifying certified DBE firms for
solicitation:

(1) California DBE Uniform Certification Program (UCP) database.
(2) California Department of General Services Small Business database.

(3) VTA DBE database.

D. Contractor must provide written notice to at least five (5) firms in each work or
material/supply category to be substituted. If Contractor provides written notice to fewer than
five (5) firms, Contractor must explain to OBDP in writing why the number of firms solicited
was sufficient. Written notice must be sent first to firms located in the County of Santa Clara
and its contiguous counties (“local firms”) and then, where appropriate, to out-of-area DBE
firms.

E. Contractor must contact the DBE firms solicited to determine with certainty whether the
firms are interested in bidding on the project. This follow-up must be documented with
telephone logs, fax logs or other written documentation and submitted to OBDP.

F.  Contractor must provide OBDP with the following information:

(1) A list and copies of all DBE and non-DBE responses to the solicitation, including all
Bids received.

(2) If a Bid is rejected by Contractor, the reasons for the rejection.

(3) If Contractor rejected a DBE firm as unqualified, a description of the qualification
assessment conducted by Contractor and the factors considered.

G. A Contractor who fails to use good faith efforts to replace a DBE firm with another DBE
firm may be subject to the imposition of a penalty of up to fifteen percent (15%) of the value
of the work of the subcontractor or supplier replaced.

8. MONTHLY DBE UTILIZATION REPORT: Contractors are required to submit a monthly DBE
Utilization Report electronically to the DBE Administrator, VTA Office of Business Diversity
Program. These monthly reports must be submitted electronically and the Contractor will document the
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dollar value of payments to DBE firms, and the percentage of the Contract completed. VTA will
monitor the Contract for compliance with DBE requirements.

A

This system is web-based, accessible from any computer via the internet at
https://vta.sbdbe.com. Each Contractor and subcontractor will receive an email providing
them with log on identification, and a temporary password and instructions on how to use the
system. Classroom training will also be provided. Other assistance will be provided upon
request.

Contractor will include this requirement in all of its subcontracts and purchase orders when
required to provide or verify DBE utilization documentation.

If the DBE Utilization Reports indicate potential problems, the Contractor must meet with
the appropriate VTA representative(s) to address any deficiencies and discuss appropriate
corrective actions.

Prior to final payment, Contractor will be required to submit a final DBE Utilization Report.
In addition to payments to the DBEs, the final report must include payments to and other
information about all other businesses including non-DBE subcontractors, suppliers of
materials, trucking firms, consultants and others.

Failure by Contractor to submit required reports as described above may be considered
grounds for a determination by VTA of non-responsibility in consideration of Contractor’s
eligibility to bid on or be awarded future work.

9. PROMPT PAYMENT: The Contractor must adhere to all federal and California prompt payment laws

and regulations. If Contractor does not adhere to prompt payment requirements, penalties may apply.

10. ENFORCEMENT ACTIONS: VTA will bring to the attention of U.S DOT any false, fraudulent, or

dishonest conduct in connection with its DBE Program so that U.S. DOT can take the steps (i.e., referral
to the Department of Justice for criminal prosecution, referral to the U.S. DOT Inspector General, action
under suspension and debarment or Program Fraud and Civil Remedies rules) provided in 49 CFR
26.107. VTA will consider similar action under its own legal authority, including responsibility
determinations in any future Contracts.
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LISTING OF DBE CONTRACTOR OR SUBCONTRACTORS
IFB S25061
SCADA NETWORK SWITCH REPLACEMENT P-1210

Issued APRIL 7, 2025

BID FORM #2-A

Street
Firm: Address:
City, State: Zip Code:
Phone: Fax/E-mail:
Disadvantaged
Business
Age of Firm: Enterprise: Yes No
Name and
Title: Signature: Date:

Contract dollar value must exclude work performed by non-DBEs except materials or equipment purchased and used in this Contract.

CREDIT FOR DBE VENDOR of materials or supplies is limi iX rcen %) of its expenditures for materials and supplies required under this
Contract and obtained from a DBE regular dealer. Credit for DBE manufacturers is given at one hundred percent (100%) toward the goal gnly where the DBE

vendor manufactures or substantially alters the material prior to resale.

CREDIT FOR DBE BROKERS (Distributor or Representative) is limited to the fees and commissions of the amount paid. All other firms receive one hundred
percent (100%) credit, less work subcontracted by the DBE to non-DBE firms, towards the DBE goal.

CREDIT FOR DBE TRUCKING FIRMS is limited to amount performed by the DBE’s own trucks and drivers and by certified DBE trucking subhaulers. A
DBE trucking firm must itself own and operate at least one fully licensed, insured and operational truck used on the Contract. A DBE must be certified or
accepted as Certified by VTA. Refer to 49 CFR Part 26.
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LISTING OF DBE CONTRACTOR OR SUBCONTRACTORS
IFB S25061
SCADA NETWORK SWITCH REPLACEMENT P-1210

Issued APRIL 7, 2025

BID FORM #2-A

e . Age Dollar
Name & Address of Certified DBE Certification C??t?fr;/cl}rl] of VI\\;I:* Description of Work | Bid Item  Value of
Number 9 Firm Contract
$
DBE GOALS ARE DETERMINED ON BASE CONTRACT AMOUNT ..itetttttteeeeeeeecesssssecccssccssssssscsssscasss TOTAL $
Base Contract Amount: $
DBE Contract Amount: $
Goal Achieved DBE Goal
DBE Amounts and Base Amounts Must Exclude Alternate Bids % %

*Minority Type: A = Asian, SA= Subcontinent Asian, B = Black, H = Hispanic, NA = Native American, O = Other, ** Woman

DBE Contract Amount X 100 =
Base Contract Amount % %

IMPORTANT! THIS FORM MUST BE SUBMITTED WITH THE BID
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SUPPLEMENTAL CONTRACTOR AND SUBCONTRACTOR INFORMATION

IFB S25061
SCADA NETWORK SWITCH REPLACEMENT P-1210

Issued APRIL 7, 2025

BID FORM #2-B
This form must be copied by the Bidder and distributed to all sub- Bidders. The completed forms are to be submitted with the Bid.

Date:

Contract Name and Number:
Firm Name:

Firm Address:

Phone Number:

Fax Number:
Age of Firm:
(Check one)
Annual Gross Receipts Above
Indicate bracket of income| Relow $500K | $500K - $1M | $1M-$4M $AM-$6M $6-$13M $13M
Check One: DBE Q SBE Q Non-SBE/DBE Q
Ethnicity*: Gender: Work/Trade Category:

A = Asian, SA = Subcontinent Asian, B = Black, C = Caucasian, H = Hispanic, NA = Native American, O = Other

Completed by Company
Email Address:

Valley Transportation Authority
Office of Business Diversity Program
3331 North First Street, Bldg. B San Jose, CA 95134-1906
If you require additional forms or information, call (408) 321-5719
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EXHIBIT A REQUIRED FTA CLAUSES

IFB S25061
SCADA NETWORK SWITCH REPLACEMENT P-1210

PART 1

In its performance under the Contract, Contractor will comply with all of the Federal Transit Administration
(“FTA”) clauses that are identified below as applicable (if the box next to the clause is checked, the clause
is applicable). The substance of these applicable requirements is set forth on the following pages of this
Exhibit.

X
>
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O BB. CONFORMANCE WITH ITS NATIONAL ARCHITECTURE
CC. ADA ACCESS
DD. CHANGES

EE. NOTIFICATION REGARDING FALSE CLAIMS, FRAUD, WASTE, ABUSE, AND OTHER
LEGAL MATTERS.

FF. PROHIBITION ON CONTRACTING FOR CERTAIN TELECOMMUNICATIONS OR VIDEO
SURVEILLANCE SERVICES OR EQUIPMENT

0 GG. VETERANS PREFERENCE.

0 HH. DOMESTIC PREFERENCES FOR PROCUREMENTS.

Il.  INCORPORATION OF FTA TERMS
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EXHIBIT A REQUIRED FTA CLAUSES PART 2

These FTA terms and conditions (“FTA Clauses”) are required by the FTA pursuant to the Master
Agreement between FTA and VTA, Section 16 (a copy of which may be viewed at
https://www.transit.dot.gov/) and apply to all third party contracts awarded by VTA that are funded in
whole or in part with FTA assistance. Unless specifically defined herein, the capitalized terms used in these
FTA Clauses have the meanings as defined in the solicitation and/or Contract, as applicable. Contractor is
responsible for compliance by any subcontractor or lower tier subcontractor with the applicable FTA
clauses. VTA reserves the right to monitor compliance with this requirement, to request and promptly
receive copies of subcontracts, and to be provided any additional information through the term of the
Contract to ensure subcontractor compliance with federal law.

In the event that any of these FTA Clauses conflict with other terms of the Contract, these FTA Clauses
will prevail.

The following definitions apply to these FTA terms and conditions:

1. “Agency" means Santa Clara Valley Transportation Authority or VTA

2. “Bid" means bid, proposal, or offer

3. "Bidder" means bidder, proposer, or offeror

4. "Contract" means the agreement to which these Federal Terms and Conditions apply

5. "Contractor" means the person or entity named in the Purchase Order, Bid, Proposal, or Contract
to which these Federal Terms and Conditions apply

“FTA" means the Federal Transit Administration

7. "U.S. DOT" means United States Department of Transportation

8. “VTA” means Santa Clara Valley Transportation Authority

©

A. ACCESS TO RECORDS AND REPORTS: In addition to any other audit and record retention
requirements set forth in the Contract, Contractor must comply with the following:

1. FLow DownN: The requirements of this Section A apply to Contractor and its subcontractors at
every tier. Contractor must ensure compliance with this Section A by all of its subcontractors of
every tier.

2. RECORD RETENTION: Contractor must retain and require its subcontractors of all tiers to retain
complete and readily accessible records related in whole or in part to the Contract including, but
not limited to, data, documents, reports, statistics, sub-agreements, leases, subcontracts,
arrangements, other third-party agreements of any type, and supporting materials related to those
records.

3. RETENTION PERIOD: Contractor must comply with the record retention requirements in
accordance with 2 C.F.R. § 200.333. Contractor must maintain all books, records, accounts, and
reports required under this Contract for a period of at not less than three (3) years after the date of
termination or expiration of the Contract, except in the event of litigation or settlement of claims
arising from the performance of the Contract, in which case records must be maintained until the
disposition of all such litigation, appeals, claims, or exceptions related thereto.
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4.

ACCESS TO RECORDS: Contractor must provide sufficient access to the FTA and its contractors to
inspect and audit records and information related to performance of the Contract as reasonably may
be required.

ACCESS TO THE SITE OF PERFORMANCE: Contractor must permit FTA and its contractors access
to the sites of performance under the Contract as reasonably may be required.

B. BONDING REQUIREMENTS: Contractor must comply with the bonding requirements set forth
elsewhere in the Contract.

BUS TESTING: Contractor must comply with all bus testing requirements set forth elsewhere in the

Contract.

D. BUY AMERICA REQUIREMENTS: Contractor must comply with the following:

1.

FLow DowN: The requirements of this Section D apply to Contractor and its subcontractors at
every tier. Contractor is responsible for ensuring that all lower tier contractors and subcontractors
comply with this Section D.

COMPLIANCE WITH FEDERAL LAW: Contractor must comply with 49 U.S.C. 5323(j) and 49
C.F.R. Part 661, which provide that federal funds may not be obligated unless all steel, iron, and
manufactured products used in FTA funded projects are produced in the United States, unless a
waiver has been granted by FTA or the product is subject to a general waiver. General waivers
are listed in 49 C.F.R. § 661.7. Separate requirements for rolling stock are set out at 49 U.S.C.
5323(j)(2)(C) and 49 C.F.R. 8 661.11.

CERTIFICATIONS: Bidder must submit to VTA the appropriate Buy America certification
attached to the solicitation or otherwise provided by VTA with its (i) Bid (in the case of a sealed
bidding procurement) or (ii) final offer or final revised Proposal (in the case of a negotiated
procurement). Bids or Proposals (as applicable) that are not accompanied by a completed Buy
America certification will be rejected as nonresponsive and cannot be considered by VTA.

E. CARGO PREFERENCE REQUIREMENTS: Contractor must comply with the following:

1.

3.

FLow DOWN: The requirements of this Section E apply to Contractor and its subcontractors at
every tier. Contractor will include the requirements of this Section E in all subcontracts that may
involve the transport of equipment, material, or commodities by ocean vessel. Contractor is
responsible for ensuring that all relevant lower tier contractors and subcontractors comply with
this Section E.

UNITED STATES-FLAG COMMERCIAL VESSELS: Contractor must use privately owned United
States-Flag commercial vessels to ship at least 50 percent of the gross tonnage (computed
separately for dry bulk carriers, dry cargo liners, and tankers) involved whenever shipping any
equipment, material, or commodities pursuant to the Contract to the extent such vessels are
available at fair and reasonable rates for United States-Flag commercial vessels.

BILL-OF-LADING: Contractor must furnish within 20 business days following the date of loading
for shipments originating within the United States or within 30 business days following the date of
loading for shipments originating outside the United States a legible copy of a rated, “on-board”
commercial ocean bill-of-lading in English for each shipment of cargo described in the preceding
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paragraph to the Division of National Cargo, Office of Market Development, Maritime
Administration, Washington, DC 20590 and to VTA (through Contractor in the case of a
subcontractor's bill-of-lading).

F. CHARTER SERVICE: Contractor agrees to the following:

1.

FLow DowN: The requirements of this Section F apply to Contractor as the first-tier service
contractor. In addition, the provisions of this Section F flow down to subcontractors that perform
public transit operations services. Contractor must include the substance of this clause in each
subcontract that may involve operating public transit services.

COMPLIANCE WITH FEDERAL LAW: Contractor must comply with 49 U.S.C. 5323(d), 5323(r),
and 49 C.F.R. Part 604, which provides that recipients and subrecipients of FTA assistance are
prohibited from providing charter service using federally funded equipment or facilities if there is
at least one private charter operator willing and able to provide the service except as permitted
under:

a. Federal transit laws, specifically 49 U.S.C. § 5323(d);

b. FTA regulations, “Charter Service,” 49 C.F.R. Part 604;

c. Any other federal Charter Service regulations; or

d. Federal guidance, except as FTA determines otherwise in writing.

VIOLATIONS: If Contractor engages in a pattern of violations of FTA’s Charter Service regulations,
FTA may require corrective measures or impose remedies on Contractor. These corrective

measures and remedies may include:

a. Barring Contractor or any subcontractor operating public transportation under its award that
has provided prohibited charter service from receiving federal assistance from FTA,;

b. Withholding an amount of federal assistance as provided by Appendix D to part 604 of FTA’s
Charter Service regulations; or

c. Any other appropriate remedy that may apply.

G. CLEAN AIR ACT AND FEDERAL WATER POLLUTION CONTROL ACT: Contractor must
comply with the following:

1.

FLow DowN: The requirements of this Section G apply to Contractor and its subcontractors at
every tier. Contractor is responsible for ensuring that all lower tier contractors and subcontractors
comply with this Section G.

Contractor must:
a. Not use any violating facilities;

b. Report the use of facilities placed on or likely to be placed on the U.S. EPA “List of Violating
Facilities;”
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c. Report violations of use of prohibited facilities to FTA; and

d. Comply with the inspection and other requirements of the Clean Air Act, as amended (42
U.S.C. 88 7401 — 7671q); and the Federal Water Pollution Control Act, as amended (33 U.S.C.
8§ 1251-1387).

H. CIVIL RIGHTS LAWS AND REGULATIONS: Contractor must at all times comply with the
following requirements and include these requirements in each subcontract entered into as part of the
Contract:

1.

FLow DowN: The requirements of this Section H apply to Contractor and its subcontractors at
every tier. Contractor is responsible for ensuring that all lower tier contractors and subcontractors
comply with this Section H.

NONDISCRIMINATION: In accordance with Title VI of the Civil Rights Act of 1964, as amended
(42 U.S.C. 88 2000d et seq.), U.S. Department of Transportation (“DOT”) regulations at 49 C.F.R.
Part 21, and federal transit law at 49 U.S.C. § 5332, Contractor must not discriminate against any
employee or applicant for employment because of race, color, religion, national origin, sex
(including sexual orientation and gender identity), disability, or age. In addition, Contractor agrees
to comply with applicable federal implementing regulations and other implementing requirements
FTA may issue.

RACE, COLOR. RELIGION, NATIONAL ORIGIN, SEX: In accordance with Title VII of the Civil
Rights Act, as amended (42 U.S.C. 8 2000e et seq.) and federal transit laws at 49 U.S.C. 85332,
Contractor must comply with all applicable equal employment opportunity requirements of U.S.
Department of Labor (“U.S. DOL”) regulations, "Office of Federal Contract Compliance Programs,
Equal Employment Opportunity, Department of Labor,” 41 C.F.R. Chapter 60, and Executive
Order No. 11246, "Equal Employment Opportunity in Federal Employment,” September 24, 1965,
42 U.S.C. § 2000e note, as amended by any later Executive Order that amends or supersedes it,
referenced in 42 U.S.C. § 2000e note. Contractor agrees to take affirmative action to ensure that
applicants are employed and that employees are treated during employment without regard to their
race, color, religion, national origin, or sex (including sexual orientation and gender identity). Such
action will include, but not be limited to, the following: employment, promotion, demotion or
transfer, recruitment or recruitment advertising, layoff or termination; rates of pay or other forms
of compensation; and selection for training, including apprenticeship. In addition, Contractor must
comply with any implementing requirements FTA may issue.

AGE: In accordance with the Age Discrimination in Employment Act of 1967, as amended (29
U.S.C. 88 621-634), U.S. Equal Employment Opportunity Commission (“U.S. EEOC”)
regulations, “Age Discrimination in Employment Act” (29 C.F.R. Part 1625), the Age
Discrimination Act of 1975, as amended (42 U.S.C. 8 6101 et seq.), U.S. Health and Human
Services regulations, “Nondiscrimination on the Basis of Age in Programs or Activities Receiving
Federal Financial Assistance” (45 C.F.R. Part 90), and federal transit law at 49 U.S.C. § 5332,
Contractor agrees to refrain from discrimination against present and prospective employees for
reason of age. In addition, Contractor agrees to comply with any implementing requirements FTA
may issue.

DISABILITIES: In accordance with section 504 of the Rehabilitation Act of 1973, as amended (29
U.S.C. § 794), the Americans with Disabilities Act of 1990, as amended (42 U.S.C. § 12101 et
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seq.), the Architectural Barriers Act of 1968, as amended (42 U.S.C. 84151 et seq.), and federal
transit law at 49 U.S.C. § 5332, Contractor must not discriminate against individuals on the basis
of disability. In addition, Contractor agrees to comply with any implementing requirements FTA
may issue.

DISADVANTAGED BUSINESS ENTERPRISE (“DBE”): Contractor must comply with the DBE
requirements set forth elsewhere in the Contract.

EMPLOYEE PROTECTIONS:

1.

FLow DownN: The requirements of this Section J apply to Contractor and its subcontractors at
every tier. Contractor is responsible for ensuring that all lower tier contractors and subcontractors
comply with this Section J.

If the Contract is for construction, alteration, or repair in excess of $2,000, Contractor must comply
with the following:

a. Prevailing Wage: Contractor must comply with the prevailing wage requirements set forth in
the Contract.

b. Anti-Kickback: Contractor must comply with the Copeland “Anti-Kickback” Act (40 U.S.C.
§ 3145), as supplemented by U.S. DOL regulations at 29 C.F.R. Part 3, “Contractors and
Subcontractors on Public Building or Public Work Financed in Whole or in part by Loans or
Grants from the United States.” Contractor is prohibited from inducing, by any means, any
person employed in the construction, completion, or repair of public work, to give up any part
of the compensation to which he or she is otherwise entitled.

If the Contract (i) has a total value of more than $100,000 and (ii) involves the employment of
mechanics or laborers, Contractor must comply with the following:

a. Contract Work Hours and Safety Standards: Contractor must comply with the Contract
Work Hours and Safety Standards Act (40 U.S.C. §8 3701-3708), as supplemented by the U.S.
DOL regulations at 29 C.F.R. Part 5. Under 40 U.S.C. 8 3702 of the Contract Work Hours and
Safety Standards Act, Contractor must compute the wages of every mechanic and laborer,
including watchmen, guards, and workers performing services in connection with dredging or
rock excavation. (40 U.S.C § 3701)

i.  Overtime requirements. No contractor or subcontractor contracting for any part of the
Contract work that may require or involve the employment of laborers or mechanics may
require or permit any such laborer or mechanic in any workweek in which he or she is
employed on such work to work in excess of forty hours in such workweek unless such
laborer or mechanic receives compensation at a rate not less than one and one-half times
the basic rate of pay for all hours worked in excess of forty hours in such workweek.

ii.  Violation; liability for unpaid wages; liquidated damages. In the event of any
violation of the clause set forth in subsection (a)(i) of this section, Contractor and any
subcontractor responsible therefor will be liable for the unpaid wages. In addition,
Contractor and subcontractor will be liable to the United States (in the case of work done
under contract for the District of Columbia or a territory, to such District or to such
territory) for liquidated damages. Such liquidated damages will be computed with respect
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to each individual laborer or mechanic, including watchmen and guards, employed in
violation of this clause set forth in subsection (a)(i) of this section, in the sum of $29 for
each calendar day on which such individual was required or permitted to work in excess
of the standard workweek of forty hours without payment of the overtime wages required
by the clause set forth in subsection (a)(i) of this section.

iii.  Withholding for unpaid wages and liquidated damages. The FTA shall, upon its own
action or upon written request of an authorized representative of the Department of
Labor, withhold or cause to be withheld from any moneys payable on account of work
performed by Contractor or subcontractor under any such contract or any other Federal
contract with Contractor, or any other federally-assisted contract subject to the Contract
Work Hours and Safety Standards Act, which is held by Contractor, such sums as may
be determined to be necessary to satisfy any liabilities of Contractor or subcontractor for
unpaid wages and liquidated damages as provided in the clause set forth in subsection
(a)(ii) of this section.

iv.  Subcontracts. Contractor or subcontractor must insert in any subcontracts the clauses
set forth in subsections (a)(i) through (iv) of this section and also a clause requiring
subcontractors to include these clauses in any lower tier subcontracts. Contractor will be
responsible for compliance by any subcontractor or lower tier subcontractor with the
clauses set forth in subsections (a)(i) through (iv) of this section.

b. Contract Work Hours and Safety Standards for Awards Not Involving Construction:
Contractor must comply with all federal laws, regulations, and requirements providing wage
and hour protections for non-construction employees in accordance with 40 U.S.C. § 3702,
Contract Work Hours and Safety Standards Act, and other relevant parts of that Act, 40 U.S.C.
§ 3701 et seq., and U.S. DOL regulations, “Labor Standards Provisions Applicable to Contracts
Covering Federally Financed and Assisted Construction (also Labor Standards Provisions
Applicable to Non-construction Contracts Subject to the Contract Work Hours and Safety
Standards Act),” 29 C.F.R. Part 5.

i.  Contractor must maintain payrolls and basic payroll records during the course of the
work and must preserve them for a period of three (3) years from the completion of the
Contract for all laborers and mechanics, including guards and watchmen, working on the
Contract. Such records must contain the name and address of each such employee, social
security number, correct classifications, hourly rates of wages paid, daily and weekly
number of hours worked, deductions made, and actual wages paid. Such records
maintained under this paragraph must be made available by Contractor for inspection,
copying, or transcription by authorized representatives of the FTA and the Department
of Labor, and Contractor will permit such representatives to interview employees during
working hours on the job.

ii.  Contractor must require the inclusion of the language of this clause within subcontracts
of all tiers.

K. ENERGY CONSERVATION: Contractor must at all times comply with the following requirements
and will include these requirements in each subcontract entered into as part of the Contract:
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1.

FLow DowN: The requirements of this Section K apply to Contractor and its subcontractors at
every tier. Contractor is responsible for ensuring that all lower tier contractors and subcontractors
comply with this Section K.

MANDATORY STANDARDS AND POLICIES: Contractor must comply with mandatory standards and
policies relating to energy efficiency, which are contained in the state energy conservation plan
issued in compliance with the Energy Policy and Conservation Act.

L. FLY AMERICA: Contractor must comply with the following:

1.

FLow DOwN: The requirements of this Section L apply to Contractor and its subcontractors at
every tier. Contractor is responsible for ensuring that all lower tier contractors and subcontractors
comply with this Section L.

DEFINITIONS:

a. “International air transportation” means transportation by air between a place in the United
States and a place outside the United States or between two places both of which are outside
the United States.

b. “United States” or “U.S.” means the 50 States, the District of Columbia, and outlying areas.
c. “U.S.-flag air carrier” means an air carrier holding a certificate under 49 U.S.C. Chapter 411.

USE OF U.S.-FLAG AIR CARRIERS: Pursuant to Section 5 of the International Air Transportation
Fair Competitive Practices Act of 1974 (49 U.S.C. 40118; also known as the FIly America Act),
Contractor and all of its subcontractors at every tier must use U.S.-flag air carriers for international
air transportation of personnel (and their personal effects) or property to the extent that service by
those carriers is available. Contractor understands that the Comptroller General of the United
States, in the absence of satisfactory proof of the necessity for foreign-flag air transportation, will
disallow expenditures from funds, appropriated or otherwise established for the account of the
United States, for international air transportation secured aboard a foreign-flag air carrier if a U.S.-
flag air carrier is available to provide such services.

STATEMENT OF UNAVAILABILITY OF U.S.-FLAG AIR CARRIERS: In the event that Contractor
selects a carrier other than a U.S.-flag air carrier for international air transportation, Contractor
must include a statement on vouchers involving such transportation essentially as follows:

Statement of Unavailability of U.S.-Flag Air Carriers

International air transportation of persons (and their personal effects) or property by U.S.-
flag air carrier was not available or it was necessary to use foreign-flag air carrier service
for the following reasons. See FAR § 47.403.

[State reasons]:

SUBCONTRACTS: Contractor must include the substance of this clause, including this paragraph
(5), in each subcontract or purchase under the Contract that may involve international air
transportation.
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6. CODE SHARE AGREEMENT: Contractor is permitted to use transportation on a foreign air carrier
when provided by a foreign air carrier under a code share agreement when the ticket identifies the
U.S. air carrier’s designator code and flight number.

7. AIR TRANSPORTATION AGREEMENT: Contractor is permitted to use transportation by a foreign
air carrier if there is a bilateral or multilateral air transportation agreement to which the U.S.
Government and a foreign government are parties and which the U.S. DOT has determined meets
the requirements of the Fly America Act.

M. GOVERNMENT-WIDE DEBARMENT AND SUSPENSION: Contractor must comply with the
following:

1. FLow DownN: If Contractor and/or any of its subcontractors enter into covered transactions with a
participant at the next lower level, Contractor and/or its subcontractor, as applicable, must require
that participant to: (a) comply with subpart C of 2 C.F.R. Part 180, as supplemented by 2 C.F.R.
Part 1200; and (b) pass the requirement to comply with subpart C of 2 C.F.R. Part 180 to each
person with whom the participant enters into a covered transaction at the next lower tier.

2. COMPLIANCE WITH FEDERAL LAW: Contractor must comply and facilitate compliance with U.S.
DOT regulations set forth in “Nonprocurement Suspension and Debarment,” 2 C.F.R. Part 1200,
which adopts and supplements the U.S. Office of Management and Budget (U.S. OMB)
“Guidelines to Agencies on Government-wide Debarment and Suspension (Nonprocurement),” 2
C.F.R. Part 180. These provisions apply to the Contract and to (i) any subcontract at any tier of
$25,000 or more, and (ii) each contract at any tier for a federally required audit (irrespective of the
contract amount), and (iii) each contract at any tier that must be approved by an FTA official
irrespective of the contract amount.

3. CERTIFICATION: By executing this Contract, Contractor hereby certifies that its principals,
affiliates, and subcontractors are eligible to participate in the federally funded Contract and are not
presently declared by any federal department or agency to be:

a. Debarred from participation in any federally assisted award:;

b. Suspended from participation in any federally assisted award;

c. Proposed for debarment from participation in any federally assisted award;

d. Declared ineligible to participate in any federally assisted award;

e. Voluntarily excluded from participation in any federally assisted award; or

f. Disqualified from participation in ay federally assisted award.
By signing and submitting its Bid, Bidder certifies as follows: This certification is a material
representation of fact relied upon by VTA. If it is later determined by VTA that Contractor
knowingly rendered an erroneous certification, in addition to remedies available to VTA, the

Federal Government may pursue available remedies including, but not limited to, suspension
and/or debarment.
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N. LOBBYING RESTRICTIONS: If the Contract has a total value of $100,000 or more, Contractor
must comply with the following:

1.

FLow DOwN: The requirements of this Section N apply to Contractor and its subcontractors at
every tier if such subcontract has a total value of $100,000 or more. Contractor is responsible for
ensuring that all relevant lower tier contractors and subcontractors comply with this Section N.

CERTIFICATION: Contractor must file the certification required by 49 CFR Part 20, “New
Restrictions on Lobbying.” Contractor must certify that it will not and has not used Federally
appropriated funds to pay any person or organization for influencing or attempting to influence an
officer or employee of VTA, a member of Congress, officer or employee of Congress, or an
employee of a member of Congress in connection with obtaining any Federal contract, grant, or
any other award covered by 31 U.S.C. 1352. Contractor must also disclose the name of any
registrant under the Lobbying Disclosure Act of 1995 who has made lobbying contacts on its behalf
with non-Federal funds with respect to that Federal contract, grant, or award covered by 31 U.S.C.
1352. Such disclosures must be forwarded to VTA. Contractor must ensure that all of its
subcontractors under this Contract shall certify the same. VTA is responsible for keeping the
certification of the Contractor, who is in turn responsible for keeping the certification forms of
subcontractors.

O. NO GOVERNMENT OBLIGATION TO THIRD PARTIES: Contractor must at all times comply
with the following requirements:

1. FLow DowN: The requirements of this Section O apply to Contractor and its subcontractors at

every tier. Contractor is responsible for ensuring that all lower tier contractors and subcontractors
comply with this Section O.

NoO OBLIGATION: Contractor acknowledges that, notwithstanding any concurrence by the federal
government in or approval of the solicitation or award of the underlying Contract, absent the
express written consent by the federal government, the federal government is not a party to the
Contract and will not be subject to any obligations or liabilities of VTA, Contractor, or any other
party (whether or not a party to the Contract) pertaining to any matter resulting from the underlying
Contract. Contractor agrees to include this acknowledgement in each subcontract financed in
whole or in part with Federal assistance provided by FTA. It is further agreed that the
acknowledgement will not be modified except to identify the subcontractor who will be subject to
its provisions.

P. PATENT RIGHTS AND RIGHTS IN DATA: Contractor agrees to the following:

1. FLow DownN: The requirements of this Section P apply to Contractor and its subcontractors at

every tier if the relevant subcontract meets the definition of a research-type project under 37 U.S.C.
§ 401.2. Contractor is responsible for ensuring that all relevant lower tier contractors and
subcontractors comply with this Section P.

INTELLECTUAL PROPERTY RIGHTS: Certain Patent Rights and Data Rights apply to all subject
data first produced in the performance of the Contract. Contractor grants VTA intellectual property
access and licenses deemed necessary for the work performed under the Contract and in accordance
with the requirements of 37 C.F.R. Part 401, “Rights to Inventions Made by Nonprofit
Organizations and Small Business Firms Under Government Grants, Contracts and Cooperative
Agreements,” and any implementing regulations issued by FTA or U.S. DOT. The terms of an
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intellectual property agreement and software license rights must be finalized prior to execution of
the Contract and must, at a minimum, include the following restrictions: Except for its own internal
use, Contractor may neither publish or reproduce subject data in whole or in part, or in any manner
or form, nor authorize others to do so, without the written consent of FTA, until such time as FTA
may have either released or approved the release of such data to the public. This restriction on
publication, however, does not apply to any contract with an academic institution. For purposes of
the Contract, the term “subject data” means recorded information, whether or not copyrighted, that
is delivered or specified to be delivered by the Contract.

3. The federal government reserves a royalty-free, non-exclusive, and irrevocable license to
reproduce, publish, or otherwise use, and to authorize others to use for “Federal Government
Purposes,” any subject data or copyright described as follows:

a. Any subject data developed under the Contract, whether or not a copyright has been obtained;
and

b. Any rights of copyright purchased by Contractor using Federal assistance in whole or in part
by the FTA.

4. “Federal Government Purposes,” means use only for the direct purposes of the federal
government. The federal government may not extend its federal license to any other party without
the copyright owner’s consent.

5. Unless FTA determines otherwise, Contractor must permit FTA to make available to the public
either FTA’s license in the copyright to any subject data developed in the course of the Contract
or a copy of the subject data first produced under the Contract for which a copyright has not been
obtained. If the experimental, developmental, or research work, which is the subject of this
Contract, is not completed for any reason whatsoever, all data developed under the Contract will
become subject data as defined herein and will be delivered as the federal government may direct.

6. Unless prohibited by state law, upon request by the federal government, Contractor must
indemnify, save, and hold harmless the federal government, its officers, agents, and employees
acting within the scope of their official duties against any liability, including costs and expenses,
resulting from any willful or intentional violation by Contractor of proprietary rights, copyrights,
or right of privacy, arising out of the publication, translation, reproduction, delivery, use, or
disposition of any data furnished under the Contract. Contractor must indemnify the federal
government for any such liability arising out of the wrongful act of any employee, official, or
agents of the federal government.

7. Nothing contained in this clause on rights in data will imply a license to the federal government
under any patent or be construed as affecting the scope of any license or other right otherwise
granted to the federal government under any patent.

8. Data developed by Contractor and financed entirely without using federal assistance provided by
the federal government that has been incorporated into work required by the underlying Contract
is exempt from the requirements herein provided that Contractor identifies those data in writing
at the time of delivery of the Contract work.

9. Contractor must include these requirements in each subcontract for experimental, developmental,
or research work financed in whole or in part with Federal assistance.
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Q. PRE-AWARD AND POST-DELIVERY AUDITS OF ROLLING STOCK PURCHASES:
Contractor must comply with the following:

1. FLow DowN: The requirements of this Section Q apply to Contractor as the first-tier service
contractor. The provisions of this Section Q do not flow down to subcontractors.

2. Contractor must comply with 49 U.S.C. § 5323(m) and FTA’s implementing regulation at 49
C.F.R. Part 663. Contractor must comply with the Buy America certification(s) submitted with its
Bid. Contractor will participate and cooperate in any pre-award and post-delivery audits performed
pursuant to 49 C.F.R. Part 663 and related FTA guidance.

3. For more information about pre-award and post-delivery audit requirements, please go to FTA’s
Buy America page on its website.

R. PROGRAM FRAUD AND FALSE OR FRAUDULENT STATEMENTS AND RELATED
ACTS: Contractor must at all times comply with the following requirements:

1. FLow DowN: The requirements of this Section R apply to Contractor and its subcontractors at
every tier if the relevant subcontract involves the making, presenting, or submitting of covered
claims and statements. Contractor is responsible for ensuring that all relevant lower tier contractors
and subcontractors comply with this Section R.

2. Contractor acknowledges that the provisions of the Program Fraud Civil Remedies Act of 1986, as
amended (31 U.S.C. § 3801 et seq.) and U.S. DOT regulations, "Program Fraud Civil Remedies"
(49 C.F.R. Part 31) apply to its actions pertaining to the Contract. Upon execution of the Contract,
Contractor certifies or affirms the truthfulness and accuracy of any statement it has made, it makes,
it may make, or causes to be made, pertaining to the Contract or the FTA assisted project for which
the Contract work is being performed. In addition to other penalties that may be applicable,
Contractor further acknowledges that if it makes, or causes to be made, a false, fictitious, or
fraudulent claim, statement, submission, or certification, the federal government reserves the right
to impose the penalties of the Program Fraud Civil Remedies Act of 1986 on Contractor to the
extent the federal government deems appropriate.

3. Contractor also acknowledges that if it makes, or causes to be made, a false, fictitious, or fraudulent
claim, statement, submission, or certification to the federal government under a contract connected
with a project that is financed in whole or in part with federal assistance originally awarded by FTA
under the authority of 49 U.S.C. chapter 53, the government reserves the right to impose the
penalties of 18 U.S.C. § 1001 and 49 U.S.C. § 5323(l) on Contractor to the extent the federal
government deems appropriate.

4. Contractor must include the above two clauses in each subcontract financed in whole or in part
with federal assistance provided by FTA. Contractor must not modify the clauses except to identify
the subcontractor who will be subject to the provisions.

S. PUBLIC TRANSPORTATION EMPLOYEE PROTECTIVE ARRANGEMENTS: Contractor
must comply with the following:
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1.

FLow DowN: The requirements of this Section S apply to Contractor and its subcontractors at
every tier. Contractor is responsible for ensuring that all lower tier contractors and subcontractors
comply with this Section S.

Contractor must comply with the following employee protective arrangements of 49 U.S.C. §
5333(b):

a. U.S. DOL Certification: Under this Contract or any amendments thereto that involve public
transportation operations that are supported with federal assistance, a certification issued by
U.S. DOL is a condition of the Contract.

b. Special Warranty: U.S. DOL will provide a Special Warranty for the award associated with
the Contract. The U.S. DOL Special Warranty is a condition of the Contract.

c. Special Arrangements: The conditions of 49 U.S.C. 8 5333(b) do not apply to Contractor in
its provision of public transportation operations pursuant to 49 U.S.C. § 5310. FTA reserves
the right to make case-by-case determinations of the applicability of 49 U.S.C. § 5333(b) for
all transfers of funding authorized under title 23, United States Code (flex funds), and make
other exceptions as it deems appropriate, and, in those instances, any special arrangements
required by FTA will be incorporated into the Contract as required.

RECYCLED PRODUCTS: Contractor must comply with the following:

1.

FLow DownN: The requirements of this Section T apply to Contractor and its subcontractors at
every tier if the subcontract involves the purchase of EPA-designated items valued at $10,000 or
more. Contractor is responsible for ensuring that all relevant lower tier contractors and
subcontractors comply with this Section T.

Contractor will provide a preference for those products and services that conserve natural resources,
protect the environment, and are energy efficient by complying with and facilitating compliance
with Section 6002 of the Resource Conservation and Recovery Act, as amended (42 U.S.C. §6962)
and EPA, “Comprehensive Procurement Guideline for Products Containing Recovered Materials”
(40 C.F.R. Part 247).

. SAFE OPERATION OF MOTOR VEHICLES: Contractor must at all times comply with the
following requirements and include these requirements in each subcontract entered into as part of the
Contract:

1.

FLow DownN: The requirements of this Section U apply to Contractor and its subcontractors at
every tier. Contractor is responsible for ensuring that all lower tier contractors and subcontractors
comply with this Section U.

SEAT BELT UsE: Contractor is encouraged to adopt and promote on-the-job seat belt use policies
and programs for its employees and other personnel that operate company-owned vehicles,
company-rented vehicles, or personally operated vehicles. The terms “company-owned” and
“company-leased” refer to vehicles owned or leased either by Contractor or VTA.

DISTRACTED DRIVING: Contractor must adopt and enforce workplace safety policies to decrease
crashes caused by distracted drivers, including policies to ban text messaging while using an
electronic device supplied by an employer and driving a vehicle the driver (a) owns, leases, or rents;
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(b) a vehicle Contactor owns, leases, or rents; or (c) a privately-owned vehicle when on official
business in connection with the work performed under the Contract.

V. SCHOOL BUS OPERATIONS: Contractor must comply with the following:

1.

FLow DowN: The requirements of this Section V apply to Contractor as the first-tier service
contractor.

Contractor will comply with 49 U.S.C. 5323(f) and 49 C.F.R. Part 604 and not engage in school
bus operations using federally funded equipment or facilities in competition with private operators
of school buses except as permitted under:

a. Federal transit laws, specifically 49 U.S.C. § 5323(f);

b. FTA regulations, “School Bus Operations,” 49 C.F.R. Part 605;

c. Any other federal school bus regulations; or

d. Federal guidance, except as FTA determines otherwise in writing.

If Contractor violates this Section V, FTA may:

a. Bar Contractor from receiving federal assistance for public transportation; or

b. Require Contractor to take such remedial measures as FTA considers appropriate.

When operating exclusive school bus service under an allowable exemption, Contractor may not
use federally funded equipment, vehicles, or facilities.

Contractor must include the substance of this clause in each subcontract under the Contract that
may operate public transportation services.

W. SEISMIC SAFETY:: Contractor must comply with the following:

1.

FLow DOWN: The requirements of this Section W apply to Contractor and its subcontractors at
every tier. Contractor is responsible for ensuring that all lower tier contractors and subcontractors
comply with this Section W.

Contractor must design and construct any new building or additions to existing buildings in
accordance with the standards for Seismic Safety required in DOT Seismic Safety Regulations at
49 C.F.R. Part 41 and certify to compliance to the extent required by the regulation. Contractor
must ensure that all work performed under the Contract, including work performed by a
subcontractor, is in compliance with the standards required by the Seismic Safety regulations and
the certification of compliance issued under the Contract.

X. SUBSTANCE ABUSE REQUIREMENTS: Contractor must comply with the following:

1.

FLow DOWN: The requirements of this Section X, along with VTA’s Drug and Alcohol Policy,
apply to Contractor and its subcontractors at every tier that require the performance of a safety-
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sensitive function. Contractor is responsible for ensuring that all relevant lower tier contractors and
subcontractors comply with this Section X.

Contractor must establish and implement a drug and alcohol testing program that complies with 49
C.F.R. Part 655; produce any documentation necessary to establish its compliance with 49 C.F.R.
Part 655; and permit any authorized representative of the United States Department of
Transportation or its operating administrations, the State Oversight Agency of California or VTA,
to inspect the facilities and records associated with the implementation of the drug and alcohol
testing program as required under 49 C.F.R. Part 655 and review the testing process.

CERTIFICATION: Contractor must certify annually its compliance with 49 C.F.R. Part 655 before
December 15 and submit the Management Information System (MIS) reports before March 10 to:

Linda Durham
Sr. Human Resources Analyst
3331 North First Street-Building B1, San Jose, CA 95134

To certify compliance, Contractor must use the “Substance Abuse Certifications” in the “Annual
List of Certifications and Assurances for Federal Transit Administration Grants and Cooperative
Agreements,” which is published annually in the Federal Register.

Y. TERMINATION: Contractor must comply with the termination provisions set forth elsewhere in the
Contract. The requirements of this Section Y apply to Contractor and its subcontractors at every tier.
Contractor is responsible for ensuring that all lower tier contractors and subcontractors comply with
this Section Y.

Z. DISPUTES, BREACHES, AND DEFAULTS: Contractor must comply with the following:

1.

FLow DowN: The requirements of this Section Z apply to Contractor and its subcontractors at
every tier. Contractor is responsible for ensuring that all lower tier contractors and subcontractors
comply with this Section Z.

DisPUTES: VTA and Contractor intend to resolve all disputes under the Contract to the best of their
abilities in an informal manner. To accomplish this end, the parties will use an Alternative Dispute
Resolution process to resolve disputes in a manner designed to avoid litigation. In general, the
parties contemplate that the Alternative Dispute Resolution process will include, at a minimum, an
attempt to resolve disputes through communications between their staffs, and, if resolution is not
reached at that level, a procedure for review and action on such disputes by appropriate
management level officials within the VTA’s and Contractor’s organization. In the event that a
resolution of the dispute is not mutually agreed upon, the parties can agree to mediate the dispute
or proceed with litigation. Pending final settlement of any dispute, the parties must proceed
diligently with the performance of the Contract and in accordance with VTA’s direction or
decisions made thereof.

PERFORMANCE DURING DISPUTE: Unless otherwise directed by VTA, Contractor must diligently
continue performance under the Contract while matters in dispute are being resolved.

REMEDIES: The duties and obligations imposed by the Contract documents and the rights and
remedies available thereunder will be in addition to and not a limitation of any duties, obligations,
rights, and remedies otherwise imposed or available by law. No action or failure to act by VTA or
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BB.

CC.

Contractor will constitute a waiver of any right or duty afforded any of them under the Contract or
constitute an approval of or acquiescence in any breach thereunder except as may be specifically
agreed in writing.

SPECIAL U.S. DOL EEO CLAUSE FOR CONSTRUCTION PROJECTS: Contractor agrees
to the following:

1.

FLow DownN: The requirements of this Section AA apply to Contractor and its subcontractors
performing construction work at every tier. Contractor is responsible for ensuring that all
applicable lower tier contractors and subcontractors comply with this Section AA.

Contractor must comply with:

a. U.S. DOL regulations set forth in 41 C.F.R. Part 60-4; Executive Order 11246 “Equal
Employment Opportunity,” as amended (including by Executive Order 11375); and 42
U.S.C. § 2000 (e) note;

b. The equal opportunity clause set forth in 41 C.F.R. § 60-1.4(b), which is incorporated
herein by reference pursuant to 41 C.F.R. § 60-1.4(d); and

c. The “Standard Federal Equal Employment Opportunity Construction Contract
Specifications (Executive Order 11246)” set forth in 41 C.F.R. § 60-4.3, which
specifications are attached hereto (if applicable).

CONFORMANCE WITH I.T.S. NATIONAL ARCHITECTURE: Contractor agrees to the
following:

1.

FLow DownN: The requirements of this Section BB apply to Contractor and its subcontractors
performing ITS project work at every tier. Contractor is responsible for ensuring that all
relevant lower tier contractors and subcontractors comply with this Section BB.

Except as otherwise permitted or determined by FTA in writing, Contractor must conform to
the National Intelligent Transportation Systems (“ITS”) Architecture and Standards of 23
U.S.C. § 517(d), as amended by MAP-21.

Contractor must comply with FTA Notice, “Federal Transit Administration National ITS
Architecture Policy on Transit Projects,” 66 FR 1455, January 8, 2001, and all other applicable
federal guidance.

ADA ACCESS: Contractor agrees to the following requirements and will include these
requirements in each subcontract entered into as part of the Contract:

1. FLow DownN: The requirements of this Section CC apply to Contractor and its subcontractors

at every tier. Contractor is responsible for ensuring that all lower tier contractors and
subcontractors comply with this Section CC.

Contractor agrees to comply with all applicable requirements of the Americans with
Disabilities Act of 1990 (ADA), as amended (42 USC § 12101 et seq.); section 504 of the
Rehabilitation Act of 1973, as amended; 29 USC 8§ 794; 49 USC 8§ 5301(6); 49 CFR Parts 27,
37, 38, and 39 and any implementing requirements and regulations FTA may issue. These
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DD.

EE.

regulations provide that no handicapped individual, solely by reason of the handicap, be
excluded from participation in, be denied the benefits of, or be subjected to discrimination
under any program or activity included in or resulting from this contract.

CHANGES: Contractor must at all times comply with the following requirements and will include
these requirements in each subcontract entered into as part of the Contract:

1. FLow DownN: The requirements of this Section DD apply to Contractor and its subcontractors
at every tier. Contractor is responsible for ensuring that all lower tier contractors and
subcontractors comply with this Section DD.

2. Contractor must at all times comply with all applicable FTA regulations, policies, procedures,
and directives including, without limitation, those listed directly or by reference in the Master
Agreement between VTA and FTA as they may be amended or promulgated from time to time
during the term of the Contract. Contractor’s failure to comply will constitute a material breach
of the Contract.

NOTIFICATION REGARDING FALSE CLAIMS, FRAUD, WASTE, ABUSE, AND
OTHER LEGAL MATTERS.

Contractor agrees to promptly notify the FTA Chief Counsel and the FTA Regional Counsel for
Region IX if it has knowledge of (i) any current or prospective legal matter that may affect the
federal government, including but not limited to, a major dispute, breach, default, litigation, or
naming the federal government as a party to litigation or a legal disagreement in any forum for any
reason, or (ii) any matters that may affect the federal government, including but not limited to, the
federal government’s interests in the Federal Award supporting this Contract, this Contract and any
amendments thereto, or the federal government’s administration or enforcement of federal laws,
regulations, and requirements.

Contractor further agrees to promptly notify the FTA Chief Counsel, the FTA Regional Counsel
for FTA Region IX, and the U.S. DOT Office of Inspector General if it has knowledge of potential
fraud, waste, or abuse occurring on a project receiving assistance from FTA, including but not
limited to knowledge that a person has or may have (i) submitted a false claim under the False
Claims Act, 31 U.S.C. § 3729, et seq., or (ii) committed a criminal or civil violation of law
pertaining to such matters as fraud, conflict of interest, bid rigging, misappropriation,
embezzlement, bribery, gratuity, or similar misconduct involving federal assistance.

Contractor further agrees to promptly notify VTA of any matter described above that relates to this
Contract or any other federally assisted agreement between the Contractor and VTA.

"Knowledge," as used in this section includes, but is not limited to, knowledge of a criminal or civil
investigation by a federal, state, or local law enforcement or other investigative agency, a criminal
indictment or civil complaint, probable cause that could support a criminal indictment, or any other
credible information in the Contractor's possession.

“Promptly,” as used in this section, means to refer information without delay and without change.
Contractor agrees to include the above clause in all subcontracts entered into for the performance

of this Contract. It is further agreed that the above clause may not be modified except to identify
the subcontractor who will be subject to its provisions.
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FF.

GG.

HH.

PROHIBITION ON CONTRACTING FOR CERTAIN TELECOMMUNICATIONS AND
VIDEO SURVEILLANCE SERVICES OR EQUIPMENT: Contractor represents that neither
Contractor nor its subcontractors will provide or use covered telecommunications equipment or
services as a substantial or essential component of any system or as critical technology as part of
any system, in accordance with Section 889 of the John S. McCain National Defense Authorization
Act, in the performance of this Contract. "Covered telecommunications equipment or services"
means any of the following:

1. Telecommunications equipment produced by Huawei Technologies Company or ZTE
Corporation (or any subsidiary or affiliate of such entities);

2. For the purpose of public safety, security of government facilities, physical security
surveillance of critical infrastructure, and other national security purposes, video surveillance
and telecommunications equipment produced by Hytera Communications Corporation,
Hangzhou Hikvision Digital Technology Company, or Dahua Technology Company (or any
subsidiary or affiliate of such entities);

3. Telecommunications or video surveillance services provided by such entities or using such
equipment listed in (1) or (2); or

4. Telecommunications or video surveillance equipment or services produced or provided by an
entity that the Secretary of Defense, in consultation with the Director of the National
Intelligence or the Director of the Federal Bureau of Investigation, reasonably believes to be
an entity owned or controlled by, or otherwise connected to, the government of the People's
Republic of China.

"Substantial or essential component™ means any component necessary for the proper function or
performance of a piece of equipment, system, or service. "Critical technology" includes those
critical technologies listed in 48 C.F.R. 52.204-25, subpart (a).

VETERANS PREFERENCE: To the extent practicable, Contractor agrees that it and its
subcontractors:

a.  Will give a hiring preference to veterans, as defined in 5 U.S.C. § 2108, who have the requisite
skills and abilities to perform the construction work required under a third-party contract in
connection with a capital project supported with funds appropriated or made available for 49
U.S.C. chapter 53; and

b.  Will not be required to give a preference to any veteran over any equally qualified applicant
who is a member of any racial or ethnic minority, female, an individual with a disability, or a
former employee.

DOMESTIC PREFERENCES FOR PROCUREMENTS: Pursuant to 2 CFR § 200.322, the
Contractor should, to the greatest extent practicable under this Contract and as appropriate and to
the extent consistent with law, provide a preference for the purchase, acquisition, or use of goods,
products, or materials produced in the United States. The Contractor must include this requirement
in agreements with subcontractors, including all contracts and purchase orders for work or products
under this Contract.
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INCORPORATION OF FTA TERMS: Contractor must at all times comply with the following
requirements and will include these requirements in each subcontract entered into as part of the
Contract:

1. FLow DownN: The requirements of this Section Il apply to Contractor and its subcontractors
at every tier. Contractor is responsible for ensuring that all lower tier contractors and
subcontractors comply with this Section II.

2. The preceding provisions include, in part, certain standard terms and conditions required by
DOT, whether or not expressly set forth herein. All contractual provisions required by DOT,
as set forth in FTA Circular 4220.1F and the Master Agreement or any revision thereto, are
hereby incorporated by reference and made a part of the Contract, except to the extent FTA
determines otherwise in writing. Anything to the contrary herein notwithstanding, all FTA-
mandated terms are deemed to control in the event of a conflict with other provisions contained
in the Contract. Contractor must not perform any act, fail to perform any act, or refuse to
comply with any VTA requests that would cause VTA to be in violation of any FTA terms and
conditions.
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EXHIBIT A-1 BUY AMERICA CERTIFICATION(S)

IFB S25061
SCADA NETWORK SWITCH REPLACEMENT P-1210
(Rev: FTA BPPM 10/2016)

Certificate of Compliance with Buy America Requirements

The bidder or offeror hereby certifies that it will comply with the requirements of 49 U.S.C. 5323(j)(1), and
the applicable regulations in 49 C.F.R. part 661.

Date:

Signature:

Company:

Name:

Title:

Certificate of Non-Compliance with Buy America Requirements
The bidder or offeror hereby certifies that it cannot comply with the requirements of 49 U.S.C. 5323(j), but
it may qualify for an exception to the requirement pursuant to 49 U.S.C. 5323(j)(2), as amended, and the
applicable regulations in 49 C.F.R. § 661.7.

Date:

Signature:

Company:

Name:

Title:
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EXHIBIT A-2 LOBBYING RESTRICTIONS CERTIFICATION
IFB S25061
SCADA NETWORK SWITCH REPLACEMENT P-1210
(Rev: FTA BPPM 10/2016)

The undersigned certifies, to the best of his or her knowledge and belief, that:

1.

No Federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of an agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, the making of any Federal grant, the making of
any Federal loan, the entering into of any cooperative agreement, and the extension, continuation,
renewal, amendment, or modification of any Federal contract, grant, loan, or cooperative agreement.

If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement, the undersigned shall complete and submit
Standard Form-LLL, “Disclosure Form to Report Lobbying,” in accordance with its instructions.

The undersigned shall require that the language of this certification be included in the award documents
for all subawards at all tiers (including subcontracts, subgrants, and contracts under grants, loans, and
cooperative agreements) and that all subrecipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by section 1352, title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for each
such failure.

Signature of Contractor's Authorized Official:

Name and Title of Contractor's Authorized Official:

Date:
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EXHIBIT P-6 INSURANCE REQUIREMENTS

IFB S25061
SCADA NETWORK SWITCH REPLACEMENT P-1210

CONTRACTOR’S ATTENTION IS DIRECTED TO THE INSURANCE REQUIREMENTS
BELOW. IT IS HIGHLY RECOMMENDED THAT CONTRACTOR CONFER WITH THEIR
INSURANCE CARRIERS OR BROKERS IN ADVANCE OF PROPOSAL SUBMISSION TO
DETERMINE THE AVAILABILITY OF INSURANCE CERTIFICATES AND ENDORSEMENTS
REQUIRED BY THIS CONTRACT

INSURANCE

Without limiting Contractor’s obligation to indemnify and hold harmless VTA, Contractor must procure
and maintain for the duration of the Contract insurance against claims for injuries to persons or damages to
property which may arise from or in connection with the performance of the Work hereunder by Contractor,
its agents, representatives, or employees, or subcontractors. The cost of such insurance must be included in
Contract price. In the event of any material change in the Contract Scope of Services, VTA reserves the
right to change the insurance requirements set forth herein. Contractor must furnish complete copies of all
insurance policies, within three (3) business days of any request for such by VTA.

A. Liability and Workers’ Compensation Insurance
1. Minimum Scope of Coverage

Coverage must be at least as broad as:

a. Insurance Services Office General Liability coverage (“occurrence” form CG 0001), including
Products/Completed Operations Liability. General Liability insurance written on a “claims
made” basis is not acceptable.

b. Insurance Services Office Business Auto Coverage, Insurance Services Office form number
CA 0001, covering Automobile Liability, code 1 “any auto.” Auto Liability written on a

“claims-made” basis is not acceptable.

c. Workers’ Compensation insurance as required by the Labor Code of the State of California,
and Employer’s Liability insurance.

d. Professional Liability, including limited contractual liability coverage, covering liability
arising out of any negligent act, error, mistake or omission in the performance of Contractor’s
services under this Agreement. This coverage must be continuously maintained for a minimum
of two (2) years following completion of this Agreement. This coverage may be written on a
“claims made” basis, if so, please see special provisions in Section B.

e. Cyber Liability (including network security coverage).

2. Minimum Limits of Insurance

Contractor must maintain limits no less than:
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a. General Liability $2,000,000 limit per occurrence for bodily injury, personal injury, and
property damage. If a General Liability or other form with a general aggregate limit is used,
either the general aggregate limit must apply separately to this project/location or the general
aggregate limit must be twice the required occurrence limit. This requirement may be satisfied
by a combination of General Liability with Excess or Umbrella, but in no event may the General
Liability primary policy limit per occurrence be less than $2,000,000, unless Umbrella/Excess
policies feature inception and expiration dates concurrent with the underlying General Liability
policy, “Follow Form” coverage, and a “Drop Down” provision.

b. Automobile Liability (including umbrella/excess liability): $1,000,000 limit per accident for
bodily injury and property damage. This requirement may be satisfied by a combination of
Auto Liability with Excess or Umbrella, but in no event may the Automobile Liability primary
policy limit per occurrence be less than $1,000,000, unless Umbrella/Excess policies feature
inception and expiration dates concurrent with the underlying auto liability policy, “Follow
Form” coverage, and a “Drop Down” provision.

c. Workers’ Compensation and Employer’s Liability: Statutory Workers” Compensation limits
and Employer’s Liability limits of $1,000,000 per accident.

d. Professional Liability: $2,000,000 each occurrence/aggregate minimum limit per claim. This
requirement may be satisfied by a combination of Professional Liability with Excess or
Umbrella, but in no event may the Professional Liability primary policy limit per occurrence
be less than $2,000,000, unless Umbrella/Excess policies feature inception and expiration dates
concurrent with the underlying professional liability policy, “Follow Form” coverage, and a
“Drop Down” provision.

e. Cyber Liability: $1,000,000 per occurrence.
3. Self-Insured Retention

The certificate of insurance must disclose the actual amount of any deductible or self-insured
retention, or lack thereof, for all coverages required herein. Any self-insured retention or deductible
in excess of $250,000 if Contractor is a publicly-traded company) must be declared to and approved
by VTA. If Contractor is a governmental authority such as a state, municipality or special district,
self-insurance is permitted. To apply for approval for a level of retention or deductible in excess of
$250,000, Contractor must provide a current financial report including balance sheets and income
statements for the past three years, so that VTA can assess Contractor’s ability to pay claims falling
within the self-insured retention or deductible. Upon review of the financial report, if deemed
necessary by VTA in its sole discretion, VTA may elect one of the following options: to accept the
existing self-insured retention or deductible; require the insurer to reduce or eliminate the self-
insured retention or deductible as respects VTA, its directors, officers, officials, employees and
volunteers; or to require Contractor to procure a bond guaranteeing payment of losses and related
investigations, claim administration and defense expenses. Applicable costs resulting therefrom
will be borne solely by Contractor. Contractor may request execution of a nondisclosure agreement
prior to submission of financial reports.

B. Claims Made Provisions (not applicable to General Liability or Auto Liability)

Claims-made coverage is never acceptable for General Liability or Auto Liability. Claims-made may
be considered for Professional, Environmental/Pollution, or Cyber Liability. If coverage is written on
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a claims-made basis, the Certificate of Insurance must clearly state so. In addition to all other coverage
requirements, such policy must provide that:

1. The policy must be in effect as of the date of this Agreement and the retroactive date must be no
later than the date of this Agreement.

2. If any policy is not renewed or the retroactive date of such policy is to be changed, the Contractor
must obtain or cause to be obtained the broadest extended reporting period coverage available in
the commercial insurance market. This extended reporting provision must cover at least two (2)
years.

3. No prior acts exclusion may be added to the policy during the contract period.

4. The policy allows for reporting of circumstances or incidents that might give rise to future claims.

C. Other Provisions

The policies must contain, or be endorsed to contain, the following provisions:

1. General Liability and Automobile Liability

a.

VTA, its directors, officers, officials, employees and volunteers are to be named as additional
insureds as respects: liability arising out of activities performed by or on behalf of the
Contractor, including VTA’s general supervision of the Contractor; products and completed
operations of the Contractor and its subcontractors; premises owned, occupied or used by the
Contractor; or automobiles owned, leased, hired or borrowed by the Contractor. The coverage
must contain no special limitations on the scope of protection afforded to VTA, its directors,
officers, officials, employees, or volunteers. Additional Insured endorsements must provide
coverage at least as broad as afforded by the combination of ISO CG 20 10 10 01 and CG 20
37 1001.

Any failure to comply with reporting provisions of the policies may not affect coverage
provided to VTA, its directors, officers, officials, employees, or volunteers.

Contractor’s insurance must apply separately to each insured against whom claim is made or
suit is brought, except with respect to the limits of the insurer’s liability.

The General Liability General Aggregate limit must apply per project, not per policy.

Products/Completed Operations Liability coverage must be maintained for a minimum of two
(2) years following completion of this Contract.

2. All Coverages

a.

The insurer must agree to waive all rights of subrogation against VTA, its directors, officers,
officials, employees, and volunteers for losses arising from work performed by the Contractor
and its subcontractors for VTA.

Contractor’s insurance coverage must be primary insurance as respects VTA, its directors,
officers, officials, employees, and volunteers. Self-insurance or insurance that may be
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maintained by VTA, its directors, officers, officials, employees, or volunteers may apply only
as excess to the Contractor’s insurance. Contractor’s insurance must not seek contribution from
VTA’s insurance program.

3. Other insurance provisions
a. The Certificate must disclose the actual amounts of all deductibles or self-insured retentions.

b. If any coverage forms or endorsements required by this Contract are updated by their
publishers, whether they be the insurance carrier(s), the Insurance Services office, or the
American Association of Insurance Services, during the duration of this Contract, VTA
reserves the rights to require the Contractor to procure said coverage forms or endorsements
using the updated versions upon the next renewal cycle.

D. Acceptability of Insurers

Insurance and bonds must be placed with insurers with an A.M. Best’s rating of no less than A VII
(financial strength rating of no less than A and financial size category of no less than VII), unless
specific prior written approval has been granted by VTA.

E. Certificates of Insurance

Contractor must furnish VTA with a Certificate of Insurance. The certificates for each insurance policy
are to be signed by an authorized representative of that insurer. The certificates must be issued on a
standard ACORD Form. The contractor must instruct their insurance broker/agent to submit all
insurance  certificates and  required notices electronically in PDF format to
Insurance.certificates@vta.org. All endorsements must be attached to the ACORD certificate in asingle
PDF document.

The certificates must (1) identify the insurers, the types of insurance, the insurance limits, the
deductibles, and the policy term, (2) include copies of all the actual policy endorsements required
above, and (3) in the “Certificate Holder” box include:

Santa Clara Valley Transportation Authority (“VTA”)
3331 North First Street
San Jose, CA 95134-1906

In the Description of Operations/Locations/Vehicles/Special Items Box, the VTA Contract number
must appear, the list of policies scheduled as underlying on the Umbrella/Excess policy must be listed,
Certificate Holder must be named as additional insured, and Waiver of Subrogation must be indicated
as endorsed to all policies as stated in the Contract Documents.

It is a condition precedent to award of this Contract that all insurance certificates and endorsements be
received and approved by VTA before Contract execution. No work may be performed until insurance
is in full compliance. VTA reserves the rights to require complete, certified copies of all required
insurance policies, at any time.
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If the Contractor receives notice that any of the insurance policies required by this Exhibit may be
cancelled or coverage reduced for any reason whatsoever, Contractor must immediately provide written
notice to VTA that such insurance policy required by this Exhibit is canceled or coverage is reduced.

F. Maintenance of Insurance
If Contractor fails to maintain insurance as required herein, VTA, at its option, may suspend payment

for work performed and/or may order the Contractor to suspend work at Contractor’s expense until a
new policy of insurance is in effect.

Ed. Rev. 10-1-19 (P-6)
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EXHIBIT O BIDDER’S QUESTIONNAIRE

SCADA NETWORK SWITCH REPLACEMENT P-1210
IFB S25061

This questionnaire is an integral part of a Bidder’s Bid and must be completed. Failure to provide the
required information may cause rejection of your Bid. All references and information must be current and
traceable. If the Bidder is a joint venture, each must prepare a separate form.

NAME OF BIDDER:

PRINCIPAL OFFICE

STREET ADDRESS OR P.O. NUMBER

CITY STATE ZIP CODE +4

TELEPHONE FAX

E-MAIL ADDRESS

1. Are you an individual , a partnership , @ corporation , Or a joint venture ?
(Check appropriate business structure).

If partnership, list names and addresses of partners; if corporation, list names of officers and directors and
State of incorporation; if joint venture, list names and addresses of venturers and, if any venture is a
corporation, partnership or joint venture, list the same information for each such corporation, partnership

and joint venture.
NAME ADDRESS

2. How many years has your organization been in business as a Contractor under your present business
name? years.

3. How many people are currently employed by your firm? In Santa Clara County?
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4. Of the people employed, what are the job classifications involved in the services required by this
solicitation, and how many people are assigned to each classification?

JOB CLASSIFICATION NO. OF EMPLOYEES

5. What is the location of your facility located in Santa Clara County? What is the square footage of this
facility? (If the facility is not in Santa Clara County, indicate the location and square footage of the
nearest facility to VTA’s Administrative Offices on First Street, San Jose).

6. What are the types and number of vehicles you will use in the performance of services required by
this solicitation?

TYPE NUMBER

7. List the names of companies and public agencies that you have furnished service to within the last
twelve months.

NAME AND ADDRESS:
TYPE OF BUSINESS:
CONTACT INFORMATION:

NAME AND ADDRESS:
TYPE OF BUSINESS:
CONTACT INFORMATION:
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NAME AND ADDRESS:

TYPE OF BUSINESS:

CONTACT INFORMATION:

8. List the names of companies and public agencies that you have current orders for the same or similar

service.

NAME AND ADDRESS:

TYPE OF BUSINESS:

CONTACT INFORMATION:

NAME AND ADDRESS:

TYPE OF BUSINESS:

CONTACT INFORMATION:

NAME AND ADDRESS:

TYPE OF BUSINESS:

CONTACT INFORMATION:

9. Have you or your organization, or any officer or partner thereof, failed to complete a contract? If so,

give details:

10. Is any litigation pending against your organization? If so, give details:

11. Are you a certified SBE/DBE? If yes, with which agency do you hold your certification:
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The undersigned certifies that (s)he is legally authorized by the Bidder to make the statements and
representations contained in this document, and represents and warrants that the foregoing information is
true and accurate to the best of his knowledge, and intends that the Santa Clara Valley Transportation
Authority, Santa Clara County, California, rely thereon in evaluating the Bidder.

NAME OF COMPANY

SIGNATURE

PRINTED NAME/ TITLE

DATE
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EXHIBIT I “NO BID” RESPONSE FORM

SCADA NETWORK SWITCH REPLACEMENT P-1210
IFB S25061

If no Bid is to be submitted, detach this sheet from the Solicitation, complete the information below, and
fax the form to the attention of the Buyer listed on page 1 of this solicitation at the fax number above.

Reason for not submitting a Bid:

Do not provide this service.

Unable to obtain required insurance.

Unable to obtain required bonding.

Not equipped to handle this project.

Do not carry this item.

Not within the scope of our capabilities.
Insufficient bidding time.

Unable to identify items.

Can supply item, however, cannot be competitive.
Cannot comply with delivery/performance period.
Project size is too large.

Project size is too small.

Not interested in this type of project.

O0O0OO0OO0OO0O00000a0

Explain:

Cannot comply with Specification:

Explain:

Other:

Explain:
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SIGNATURE

/

/20

DATE

PRINT NAME

E-MAIL ADDRESS

FIRM

TELEPHONE

FAX
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Santa Clara Valley
Transportation
Authority

SAMPLE CONTRACT

CONTRACT
BETWEEN
SANTA CLARA VALLEY TRANSPORTATION AUTHORITY
AND
CONTRACTOR NAME
FOR
SCADA NETWORK SWITCH REPLACEMENT P-1210

CONTRACT NO. S25061
This contract (“Contract”) is made and entered into by and between Santa Clara Valley Transportation

Authority (“VTA”) and (“Contractor”). This Contract expresses the terms and
conditions for the purchase of SCADA Network Switch Replacement P-1210.

1. CONTRACT COMPONENTS:
The Contract consists of this Contract and the following exhibits which are incorporated into this
Contract by reference as if fully set forth herein:

A. Exhibit 1 — Invitation for Bid S23082 dated and any addenda thereto (the
E‘IFB’?)

B. Exhibit 2 — Bid Form 1-B, Contractor Price Sheet dated

C. Exhibit 3 — Any other relevant document(s)

All parts of the Contract are intended to be complementary and what is set forth in any one document
is as binding as if set forth in each document.

In case of any conflict among these documents where the parties’ intended resolution is not clear, the
order of precedence will be in the order listed above. In the event that any of the language set forth in
the Contract is inconsistent or contradictory, then the language that is most favorable to VTA will
control.

2. SCOPE OF WORK: Contractor must furnish and deliver equipment, software, licenses, and extended
Cisco Smartnet support for SCADA Network Replacement as described in the Scope of Work of the
IFB.

3. TERM OF CONTRACT: The term of this Contract will commence on the Effective Date (as defined
in the signature block below) and continue through five years from the Effective Date (unless otherwise
earlier terminated pursuant to the terms and conditions). All orders placed under this Contract prior to
its expiration will be governed by the terms of this Contract.

4. COMPENSATION: VTA will pay Contractor in accordance with Exhibit 2 in exchange for
Contractor’s performance under this Contract.

Total compensation paid by VTA to Contractor hereunder will not exceed $[XXX,XXX.00].
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Santa Clara Valley
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Authority

10.

13.

REGISTRATION: Contractor must register and maintain an active registration with the US
government’s System for Award Management (SAM) in order to do business with VTA. Such
registration may be completed at the following web address:
https://www.sam.gov/SAM/pages/public/index.jsf

GOOD FAITH REQUIREMENT: Contractor is hereby informed that they must at all times deal in
good faith and truthfully with VTA, including in reports, claims, requests for change orders, equitable
adjustments, or contract modifications; and that requests of any kind seeking increased compensation
or decreases of an obligation on a VTA Contract should only be in good faith, and upon an honest
evaluation of the underlying circumstances and an honest calculation of any amount being sought. Any
violation of this standard of conduct will subject the Contractor to being deemed non-responsible and
potentially ineligible for future contracts with VTA, regardless of whether VTA relied on or responded
to the submission.

ENTIRE AGREEMENT: This Contract constitutes the entire agreement between VTA and
Contractor relating to the subject matter hereof and supersedes any previous contracts, agreements, or
understandings, whether oral or written.

GOVERNING LAW: The laws of the State of California will govern these terms and conditions, as
well as any claim that might arise between Contractor and VTA, without regard to conflict of law
provisions.

FORUM SELECTION: Any lawsuit or legal action arising from this Contract must be commenced
and prosecuted in the courts of Santa Clara County, California. Contractor agrees to submit to the
personal jurisdiction of the courts located in Santa Clara County, California for the purpose of litigating
all such claims.

NONWAIVER: Failure of VTA to insist upon strict performance of any terms or conditions of this
Contract or failure or delay in exercising any rights or remedies provided herein or by law or its failure
to properly notify Contractor in the event of breach or its acceptance of or payment for any Services
hereunder will not release Contractor from the representations or obligations of this Contract and will
not be deemed a waiver of any right of VTA to insist upon strict performance hereof or any of its rights
or remedies hereunder.

AUTHORIZED REPRESENTATIVES, NOTICES, AND POINTS OF CONTACT: The
Authorized Representatives identified below, or assigned designees, have authority to authorize
changes to the scope, terms, and conditions of this Contract, as set forth herein.

A. AUTHORIZED REPRESENTATIVES:

VTA:

Nicole Chapman, Chief Procurement Officer
3331 N. First Street, Bldg. B

San Jose, CA 95134-1906

Contractor:
Name, Title
Address
City/State/Zip
Telephone
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Email

B. NOTICES: Notices must be in writing and addressed to the Authorized Representatives at the
address set forth above. Any notice required or permitted to be given under this Contract will be
deemed given when personally delivered to recipient thereof or mailed by registered or certified
mail, return receipt requested, postage prepaid, to the appropriate recipient thereof, as identified
immediately above in paragraph A (Authorized Representatives).

C. POINTS OF CONTACT: The Points of Contact listed below are authorized to communicate
regarding Contract matters, except in the case where correspondence regarding legal notices must
be addressed to the Authorized Representatives.

VTA:

Elena Lazo, Contracts Administrator
3331 N. First Street, Bldg. B

San Jose, CA 95134-1906
Elena.Lazo@vta.org

Contractor:
Name/Title
Address

City/State/Zip
Telephone
Email

D. Written notification to the other party must be provided, in advance, for changes in the name or
address of the designated Authorized Representatives or Points of Contact stated above.

Signatures of the parties on the following page
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In witness whereof, VTA and Contractor have executed this Contract as of the last date set forth below
(“Effective Date”).

Santa Clara Valley Contractor Legal Name
Transportation Authority

Name Name
Title Title
Date Date

Approved as to Form

VTA Counsel Name
VTA Counsel Title

Date
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