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REQUEST FOR OFFER

You are invited to review and respond to the California State Teachers’ Retirement System (CalSTRS), Request
for Offer (RFO), entitled Data Project Manager. Read this document carefully. In submitting your Offer, you
must comply with the instructions, terms and conditions stated in this RFO and in your Information Technology
CMAS contract.

Offers must be submitted to  CalSTRS electronically by using the below link:
https://resources.calstrs.com/CalSTRSComResourcesWebUI/Solicitation/Pages/Submission.aspx and must be
received by CalSTRS no later than May 6, 2025, by 2:00 p.m., Pacific Time PT. Offers received after the
specified date and time may be rejected.

Respondents requiring clarification of the intent and content of this RFO, or on the competitive process, may
request clarification only by submitting written questions to:

Ryan Zelachoski
Information Technology Procurement Analyst
Procurement@CalSTRS.com

Refer to Attachment IV, Frequently Asked Questions, prior to submitting any written questions. Any
additional questions must be received by April 29, 2025, by 2:00 p.m, PT. Questions received by this date will
be answered in writing, without identifying the source of query.

Any attempt by a firm responding to this Offer to initiate contact with any member of the Teachers’ Retirement
Board and/or CalSTRS staff, other than the CalSTRS contact listed above, regarding this RFO process may
disqualify the firm from further consideration.

Please note that no verbal information given will be binding upon the California State Teachers’ Retirement
System unless such information is incorporated into this RFO via an addendum.
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GENERAL INFORMATION
A. INTRODUCTION

CalSTRS is the largest educator-only pension fund in the world. CalSTRS administers a hybrid retirement
system, consisting of traditional defined benefit, cash balance and voluntary defined contribution plans.
CalSTRS also provides disability and survivor benefits. CalSTRS serves California’s public school
educators and their families from the state’s school districts, county offices of education and community
college districts. For more information on CalSTRS and its various programs, please refer to the CalSTRS
Website at: https://www.CalSTRS.com.

The purpose of this RFO is to select one (1) experienced Data Project Manager with detailed knowledge and
experience of managing data conversion, data quality assessments, data governance, Business
Intelligence/Data Warehouse implementation, and systems implementation/integration projects (including
custom built/in-house solutions, commercial off-the-shelf (COTS), and anything as a service (XaaS)
products to work on various Technology Services projects, including those that support CalSTRS initiatives
to adopt cloud service models and solutions. The services required are more fully described in Attachment
V, Statement of Work, included in this document.

CalSTRS will only accept one (1) offer per Vendor (Respondent) for this RFO. Each offer shall only
include one (1) proposed project person.

The total services period may be up to twenty-two (22) months, with an option to extend up to twelve (12)
additional months, at an estimated average of 160 work hours per month at the rate negotiated at contract
execution. Any contract resulting from this RFO may be amended to add time or funds, at the sole discretion
of CalSTRS.

The Vendor/Contractor must be able to perform all work on-site at the CalSTRS headquarters facility in
West Sacramento, CA. At CalSTRS’ discretion, a different approach (i.e., fully in-office, fully remote or
different work hours) may be utilized based on CalSTRS business need and/or directive. Work must be
performed during CalSTRS business hours and shall not be permitted on California State Holidays
identified on the California Department of Human Resources website, unless pre-approved in writing by
CalSTRS management. All work schedules must be pre-approved in writing by CalSTRS management and
must adhere to all applicable CalSTRS policies and procedures. The Vendor/Contractor is responsible for
any travel costs (including travel time) that they may incur while providing the services identified in the
Statement of Work.

The proposed project person selected as a result of this RFO will be under the direction of the CalSTRS
Assistant Project Director, Technical or designee and may be assigned one or more teams/programs/projects
during the services period.

B. BACKGROUND

CalSTRS is currently pursuing a number of initiatives and efforts in support of its strategic goal of Digital
Transformation. These efforts include the implementation of Business Intelligence and Data Warehouse
capabilities, adoption of cloud computing solutions where feasible and cost effective, migration of
applications to a cloud data center, expansion of its network infrastructure to a second headquarters building


https://www.calstrs.com/
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currently under construction, and implementation of a modernized pension administration system to replace
multiple legacy systems.

For more information about the CalSTRS organization, mission, vision, and strategic and business plans,
go to www.CalSTRS.com.

. QUALIFICATIONS REQUIREMENTS

The proposed project person must meet all of the following minimum qualifications to CalSTRS’
satisfaction to be given further consideration. Failure to satisfy any of the minimum qualifications upon
submittal of the Offer may result in the immediate rejection of the Offer.

Minimum Administrative Qualifications
As of the Offer Due Date:

1. The Respondent must hold a current Information Technology California Multiple Award Schedule
(CMAS) agreement with the California Department of General Services and must comply with the
instructions, terms and conditions stated in the Leveraged Procurement Agreement.

2. The Respondent must submit all data/information and attachments requested in the offer format
described below under Section D, Subsection 2, Offer Requirements. Failure to submit Attachment I -
Information and Offer Sheet and Attachment II - Proposed Project Person Skill Summary Sheet,
by the Offer Due Date, will be grounds for immediate rejection of the submission.

3. The Respondent must have completed the CalSTRS DE&I Vendor/Contractor Survey, as further
described in Section D, Subsection 2.g. Failure to complete the survey shall result in disqualification.
Subsequently, if answered yes to question 3 of the CalSTRS DE&I Vendor/Contractor Survey, please
provide a copy of the policy referenced.

Minimum Technical Qualifications
As of the Offer Due Date, the proposed project person must have the following listed experience,
knowledge, skills and abilities, as evidenced by Attachment II, Proposed Project Person Skill

Summary Sheet and resume:

1. At least five (5) years of Technical Project Management experience, including but not limited to
initiating, planning, executing, controlling, and/or closing processes on projects.

2. At least three (3) years of experience using Microsoft Project to create and manage detailed project
schedules.

3. At least three (3) years of experience working on technology software/application projects that followed
a formal system development life cycle.

4. At least three (3) years of experience utilizing Microsoft Excel, Visio and other analytical tools.


http://www.calstrs.com/
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At least three (3) years of experience facilitating a formal issue and risk management process.

At least three (3) years of experience in managing and performing in-depth data analysis, focusing on
assessing data quality, completeness, accuracy, and consistency. Proven ability to identify data
anomalies and patterns that highlight operational inefficiencies and reliability issues. Skilled in
generating comprehensive data profiling reports that effectively summarize findings and provide
actionable recommendations for remediation. Strong analytical mindset combined with a detail-oriented
approach ensures a thorough understanding of data integrity and its impact on organizational
performance.

At least three (3) years of experience in data governance and management, with a proven track record of
establishing and implementing data governance frameworks aligned with industry best practices and
regulatory requirements. Demonstrated ability to define data ownership and stewardship roles,
enhancing accountability across diverse organizational levels. Skilled in developing and executing data
policies, procedures, and standards, ensuring effective data management and usage. Adept at facilitating
data governance meetings to raise awareness and promote adherence to governance practices among
stakeholders.

At least three (3) years of experience coordinating multiple stakeholders and business units.

Desirable Technical Qualifications

It is desirable for the proposed project person to have the following listed experience, knowledge, skills and
abilities as evidenced by Attachment II, Proposed Project Person Skill Summary Sheet and resume:

1.

2.

Experience as a Project Manager working within state and local government.

Experience with implementation of commercial off-the-shelf (COTS) or modified off-the-shelf (MOTS)
products, with preference for Software as a Solution (SaaS) applications.

Experience with the implementation of Business Intelligence and Data Warehouse capabilities.

Experience with installation and expansion of network infrastructure (cabling, peripherals, audio/visual
equipment).

Experience in the creation of communication and Organizational Change Management plans and the
development and delivery of communication messages to varied stakeholder groups.

Experience with Agile delivery in enterprise-wide initiatives.

Proficiency and experience utilizing Project Portfolio Management (PPM) and Project Management
related tools (e.g., Clarity, Jama, Microfocus Application Lifecycle Management) and techniques to
ensure the project is completed on time, within budget, and meets customer needs.

Experience as a Business Analyst, gathering and documenting requirements; developing business cases,
use cases or user stories; acting as a liaison between technology teams and business areas; and
developing other business analysis artifacts.
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9. Experience mentoring project team members, project leads or less-experienced project managers.

10. Project Management Professional (PMP) certificate or an equivalent project management certificate.
CalSTRS reserves the right to request a copy of the certification.

11. Scaled Agile Framework (SAFe) certificate or an equivalent enterprise agile certificate. CalSTRS
reserves the right to request a copy of the certification.

12. The proposed project person will be able to adhere to the hybrid working model by working on-site 2-3
days per week at CalSTRS Headquarters, West Sacramento, CA. If no, provide a short explanation. (no
points)

D. OFFER REQUIREMENTS AND INFORMATION

1. Time Schedule

CalSTRS will use its best efforts to adhere to the time schedule. However, CalSTRS reserves the right to
amend the time schedule, as it deems necessary or appropriate.

Event Date

Written Question Submittal Due Date April 29, 2025, by 2:00 p.m PT
Offer Due Date May 6, 2025, by 2:00 p.m PT
Estimated Start Work Date August 2025

2. Offer Requirements

To be eligible, an Offer must include all of the following listed attachments and information:
a. Attachment I, Information and Offer Sheet

b. Attachment II, Proposed Project Person Skill Summary Sheet

c¢. Attachment II1, Proposed Project Person Business Reference Sheet

d. Proposed Project Person’s Resume

e. Current California Multiple Award Schedule (CMAS) Agreement

One (1) copy of the Respondent’s current, completed and signed Information Technology CMAS
agreement and all supplements issued by the Department of General Services.
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f. Current General Services Administration (GSA) Agreement

One (1) copy of the Respondent’s current GSA agreement and pricing pages applicable to the
Respondent’s Information Technology CMAS contract, which includes the personnel classifications,
hourly rates, and minimum qualifications.

g. CalSTRS Diversity, Equity & Inclusion Vendor/Contractor Survey Response

It is the policy of CalSTRS to survey potential contractors, vendors and consultants for the existence
and maturity of their internal and external Diversity, Equity and Inclusion, DEIL, programs. Inclusion
of a DEI survey within the CalSTRS procurement process is consistent with CalSTRS Core Values
and CalSTRS Business Plan, supports Sustainable Investment & Stewardship Strategies (SISS)
goals, advances the best long-term interests of CalSTRS members, and facilitates the Board of
Directors’ exercise of its fiduciary duty to prudently invest, manage and administer plan assets. As
such, all solicitations shall require all Respondents to respond to the survey in order to be qualified
to submit an Offer, as outlined in Section C, Qualifications Requirements. Failure to complete the
survey shall result in disqualification. Please utilize this link to access and complete on behalf of the
entity: CalSTRS DE&I Vendor/Contractor Survey. The Respondent must provide a copy of the
policy (or policies) addressing Diversity, Equity and Inclusion in the workplace, if answered yes to
question 3 of the CalSTRS DE&I Vendor/Contractor Survey (please label policy/policies as “DE&I
Policy”).

3. Submission of Offer

a. All offers must be submitted to CalSTRS electronically by using the following link:

https://resources.calstrs.com/CalSTRSComResourcesWebUI/Solicitation/Pages/Submission.aspx

If Respondents encounter any difficulties uploading offers, they must promptly notify CalSTRS
Procurement at Procurement@CalSTRS.com.

b. Offers must be received no later than the offer due date and time. Offers received after the specified
date and time may be rejected.

c. CalSTRS will only accept ONE offer submission per Respondent. Only ONE file attachment is
allowed and must be in the form of a compressed zip file (7z, RAR, zip, zipx, tar.bz2, and tar.gz).
The file size cannot exceed 150MB. The file title must not exceed thirty (30) characters and must
include the Respondent Firm name and ten-digit RFO number (i.e. Vendor A, 5000001234). The file
attachment must include all required documents as listed in section D.2. Offer Requirements of this
RFO.

d. It is the Respondent’s responsibility to respond with all data/information requested; provide
data/information that is deemed adequate for CalSTRS to determine/verify the proposed project
person’s ability to perform the tasks/activities defined in Attachment V, Statement of Work; and
submit all data/information in the Offer format described in Section D, Subsection 2, Offer
Requirements.


https://calstrs.az1.qualtrics.com/jfe/form/SV_ekOO3ERdD49In3M
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It is the Respondent’s responsibility to check for and review any addenda and consider such
modifications when preparing its submissions.

By submittal of an Offer, the Respondent declares that any proposed project person is in compliance
with all experience, qualification, and education requirements stipulated in the Respondent’s
applicable Leveraged Procurement Agreement.

If a Respondent has assigned contract person to CalSTRS under an existing agreement, the
Respondent should not offer the same contract person for this RFO if the current term of the existing
agreement and the estimated start of these RFO services will overlap. These Offers, if received, may
be rejected at CalSTRS discretion.

This RFO and all Offers in response to this RFO will be made a part of the resulting contract file. All
documents submitted in response to this RFO will become the property of the State of California and
may be subject to review by or release to the public under the California Public Records Act,
Government Code section 7920.000 et seq.

CalSTRS encourages Respondents to submit their Offers early.

CalSTRS accepts no responsibility for any technical difficulties associated with the electronic
submission and transmission of any Offer.

CalSTRS will not disseminate the competitive processes and attachments hereto in any other format
(i.e. Microsoft Word).

Costs for developing Offers and in anticipation of award of an agreement are entirely the
responsibilities of the Respondents and shall not be charged to CalSTRS.

. Respondents may modify their Offer, after its submission, by withdrawing their original Offer and
resubmitting a new Offer prior to the Offer Due Date. Offer modifications submitted in any other
manner, oral or written, or after the Offer Due Date will not be considered. Respondents may
withdraw their own Offer by submitting a written withdrawal request to the CalSTRS Contact via
email at Procurement@CalSTRS.com. Respondents may thereafter submit a new Offer prior to the
Offer Due Date.

CalSTRS may modify the RFO prior to the Offer Due Date by issuing an addendum.

Respondents are cautioned to not rely on CalSTRS to discover and report to the Respondent any
defects or errors in the submitted documents. Respondents, before submitting their documents,
should carefully proofread for errors and ensure adherence to the RFO requirements.

CalSTRS reserves the right to cancel this RFO at any time and has the right to reject all Offers.
CalSTRS is not required to award an agreement.


mailto:Procurement@CalSTRS.com
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4. Comparison Process

a. Upon receipt, Offers will be checked for the presence or absence of required content. Incomplete
Offers may be rejected. No assumptions will be made by CalSTRS regarding the intentions of the
Respondent in submitting the Offer.

b. Offers and any subsequent presentations should be submitted with the most favorable terms the
Respondent can offer.

c. If CalSTRS is unable to execute an agreement with the most qualified and responsible Respondent,
CalSTRS reserves the right to award the agreement to the next qualified and responsible
Respondent.

d. Offers will be reviewed to determine best value using the following phases:

PHASES

1 PREQUALIFICATION OF MINIMUM ADMINISTRATIVE Pass/Fail
AND TECHNICAL QUALIFICATIONS

2 TECHNICAL QUALIFICATION REVIEW 70 points

3 COST COMPARISON 30 points

PHASE 2 + PHASE 3 SCORE 100 points

4 INTERVIEWS (OPTIONAL) 100 points
REFERENCE CHECKS (OPTIONAL) Pass/Fail

5 COST NEGOTIATIONS Pass/Fail

1) In Phase 1, the Respondent’s offer will be reviewed for compliance with the minimum

2)

3)

4)

qualifications, content and format requirements of the RFO. Both the minimum administrative
and technical qualifications must be met as specified in Section C, Qualifications Requirements.
Failure to satisfy any of part of prequalification may result in the immediate disqualification of
the offer and/or applicable proposed project person.

Proposed project personnel who meet the minimum qualifications will move to Phase 2,
Technical Qualification Review. Each proposed project person’s expertise, experience, and
education will be reviewed and scored based on the information provided in their Attachment II,
Skill Summary Sheet (which also includes desirable qualifications), and resume.

In Phase 3, Cost Comparison, the hourly rate provided in the Respondent’s Attachment I, will be
scored using the cost formula indicated below. The Respondent’s proposed project person with
the lowest hourly rate will receive the full allotment of points. All other Respondents’ proposed
project personnel will be scored as follows:

Lowest Hourly Rate x Maximum Number of Points (30) = Personnel’s Score
Personnel’s Proposed Hourly Rate

In Phase 4, highest scoring proposed project person(s) after Phase 2, Technical Qualification
Review and Phase 3, Cost Comparison may be invited for one or more rounds of interviews, at
CalSTRS’ discretion. Reference checks may be conducted.
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5) In Phase 5, if interviews are conducted, CalSTRS will negotiate rates with the Respondent whose
proposed project person scored the highest points from Phase 4, subject to passing reference
checks at the option of CalSTRS. If interviews are not conducted, CalSTRS will negotiate rates
in Phase 5 with the Respondent(s) whose proposed project person(s) received the highest total
points from Phase 2 and Phase 3, subject to passing reference checks at the option of CalSTRS.

5. Award

a.

If CalSTRS enters into an agreement, it will be with the highest scoring responsible and responsive
Respondent(s)/Proposed Personnel, as detailed above, subject to optional reference checks
including passing the cost negotiation phase, and satisfying all the requirements for this RFO.
Respondents should review the attached Sample Agreement for a sample of the agreement that will
be awarded.

If CalSTRS is unable to execute an agreement with the highest scoring Respondent(s)/Proposed
Personnel, CalSTRS reserves the right to award to the next highest scoring responsive
Respondent(s)/Proposed Personnel in line.

Multiple project personnel may be selected from this RFO.

The Respondent, if awarded an agreement, must register in the CalSTRS integrated financial
system, the Supplier Self-Service (SUS) Portal. This portal provides direct access to administering
product and service delivery with CalSTRS. Click on the hyperlink to register:
https://www.calstrs.com/supplier-self-service-portal.

If at any time during or at the conclusion of this RFO process CalSTRS determines that, in its
opinion, the results of this process are unsatisfactory, CalSTRS reserves the right to cancel this
RFO, discontinue this process and decline to award an agreement.

In the event of a tie, (i.e. two Respondent’s proposed project persons with the same highest score),
the award shall be determined by a coin toss.

6. Payment Structure

The payment structure for activities performed under Attachment V, Statement of Work, is hourly.

Invoices shall be submitted in triplicate not more frequently than monthly in arrears.

Invoice(s) must include: 1) Purchase Order Number, 2) Contractor’s name, address and telephone
number, 3) total amount of invoice, 4) copies of the Contractor’s weekly status reports that cover the
invoice dates, and 5) a copy of the timesheet approved/signed by the CalSTRS Contract Manager that
covers the invoice dates.
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7. Services or Procurement Resulting from Agreement

No person, firm, or subsidiary thereof awarded an agreement resulting from this RFO may submit a bid
for, nor be awarded a contract for, the provision of services, procurement of goods or supplies, or any
other related action which is required, suggested, or otherwise deemed appropriate in the end product of
an agreement resulting from this RFO. (Public Contract Code §10365.5).

8. Workers’ Compensation/Employer’s Liability Insurance

Contractor shall maintain statutory workers’ compensation and employer’s liability coverage for all its
employees who will be engaged in the performance of the agreement, including special coverage
extensions where applicable.

9. Security

Contractor shall perform a background investigation on all of Contractor’s employees, subcontractors
and agents assigned to perform the services, or any part of the services, pursuant to the agreement (the
“Contractor Personnel”), per the provisions of the attached Sample Purchasing Authority Purchase
Order Agreement, Section G - Affirmative Covenants, Item 10 — Security, and must demonstrate
compliance with Exhibit E, CalSTRS Contractor Background Investigation Policy. CalSTRS reserves
the right to conduct a background investigation on the Contractor’s personnel, at its sole discretion.
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ATTACHMENT I

Information and Offer Sheet

Respondent Firm Name

Firm Address

Street Address

City, State, Zip Code

Information Technology CMAS & Small Business / DVBE Certification

CMAS Number

CMAS Term Dates

Certified Small Business Enterprise
(Yes or No) If Yes, provide DGS certification number

Certified Disabled Veteran Business Enterprise
(Yes or No) If Yes, provide DGS certification number

Administrative Contact

Name and Title

Office Telephone # (Include area code)

Cell Telephone # (Include area code)

Email Address

Authorized Signer

Name and Title

Office Telephone # (Include area code)

Cell Telephone # (Include area code)

Email Address

Proposed Project Personnel and Rate

Proposed Project Person #1 (mandatory)

Name of Proposed Project Person

CMAS Job Title
(Must be a job title listed in the Available Products
and/or Services of your CMAS)

CMAS (GSA) Hourly Rate

Discount Hourly Rate Offered
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The proposed project person’s expertise, experience, and education will be reviewed and scored based on the
information including descriptions provided in this Attachment (which also includes desirable qualifications),

and resume.

Follow the format prescribed below. The work experiences, skills and abilities listed in each description must
be verifiable by proposed personnel references and resumes. A statement such as, Refer to Resume, is not

acceptable. All fields must be completed.

MINIMUM TECHNICAL QUALIFICATIONS

1. At least five (5) years of Technical Project Management experience, including but | YES/ TOTAL
not limited to initiating, planning, executing, controlling, and/or closing processes NO NO. OF
on projects. YEARS

Do you meet the above minimum qualification?

Provide a detailed description of specific work experience that meets the minimum qualification.

Description

. Date Range(s) No. of
Employer and Work Location(s) From (MM/YYYY) | To (MM/YYYY) Years

2. At least three (3) years of experience using Microsoft Project to create and manage | YES/ TOTAL

detailed project schedules. NO NO. OF
YEARS
Do you meet the above minimum qualification?

Description

Provide a detailed description of specific work experience that meets the minimum qualification.
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. Date Range(s) No. of
Employer and Work Location(s) From (MM/YYYY) | To (MM/YYYY) | Years
3. At least three (3) years of experience working on technology software/application | YES/ TOTAL
projects that followed a formal system development life cycle. NO NO. OF
YEARS
Do you meet the above minimum qualification?
Provide a detailed description of specific work experience that meets the minimum qualification.
Description
. Date Range(s) No. of
Employer and Work Location(s) From (MM/YYYY) | To (MM/YYYY) | Years
4. At least three (3) years of experience utilizing Microsoft Excel, Visio and other analytical tools. | TOTAL
NO. OF
YEARS
Do you meet the above minimum qualification?
Provide a detailed description of specific work experience that meets the minimum qualification.
Description
. Date Range(s) No. of
Lo O B O LV ) From (MM/YYYY) | To (MM/YYYY) Years
5. At least three (3) years of experience facilitating a formal issue and risk management process. TOTAL
NO. OF
YEARS

Do you meet the above minimum qualification?
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Provide a detailed description of specific work experience that meets the minimum qualification.

Description

. Date Range(s) No. of
Employer and Work Location(s) From (MM/YYYY) | To (MM/YYYY) | Years
6. At least three (3) years of experience in managing and performing in-depth data analysis, | TOTAL
focusing on assessing data quality, completeness, accuracy, and consistency. Proven ability to | NO. OF
identify data anomalies and patterns that highlight operational inefficiencies and reliability | YEARS
issues. Skilled in generating comprehensive data profiling reports that effectively summarize
findings and provide actionable recommendations for remediation. Strong analytical mindset
combined with a detail-oriented approach ensures a thorough understanding of data integrity
and its impact on organizational performance.
Do you meet the above minimum qualification?
Provide a detailed description of specific work experience that meets the minimum qualification.
Description
. Date Range(s) No. of
Employer and Work Location(s) From (MM/YYYY) | To (MM/YYYY) | Years
7. At least three (3) years of experience in data governance and management, with a proven track | TOTAL
record of establishing and implementing data governance frameworks aligned with industry best | NO. OF
practices and regulatory requirements. Demonstrated ability to define data ownership and | YEARS

stewardship roles, enhancing accountability across diverse organizational levels. Skilled in
developing and executing data policies, procedures, and standards, ensuring effective data
management and usage. Adept at facilitating data governance meetings to raise awareness and
promote adherence to governance practices among stakeholders.

Do you meet the above minimum qualification?

Provide a detailed description of specific work experience that meets the minimum qualification.

Description
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Date Range(s) No. of
From (MM/YYYY) To MM/YYYY) Years

Employer and Work Location(s)

8. At least three (3) years of experience coordinating multiple stakeholders and business units. TOTAL
NO. OF
YEARS

Do you meet the above minimum qualification?

Provide a detailed description of specific work experience that meets the minimum qualification.

Description

Date Range(s) No. of
From (MM/YYYY) To MM/YYYY) Years

Employer and Work Location(s)

For each DESIRABLE QUALIFICATION, give a brief description of specific work experience that
meets/exceeds the criteria and demonstrates the number of YEARS entered, as applicable.

Follow the format prescribed below. The work experiences, skills and abilities listed in each description must
be verifiable by proposed personnel references and resumes. A statement such as, Refer to Resume, is not
acceptable.

DESIRABLE QUALIFICATIONS

1. Experience as a Project Manager working within state and local government. NO. OF
YEARS

Description

2. Experience with implementation of commercial off-the-shelf (COTS) or modified off-the-shelf | NO. OF
(MOTS) products, with preference for Software as a Solution (SaaS) applications. YEARS
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Description

3. Experience with the implementation of Business Intelligence and Data Warehouse capabilities. NO. OF
YEARS

Description

4. Experience with installation and expansion of network infrastructure (cabling, peripherals, | NO. OF

audio/visual equipment). YEARS

Description

5. Experience in the creation of communication and Organizational Change Management plans and | NO. OF

the development and delivery of communication messages to varied stakeholder groups. YEARS

Description

6. Experience with Agile delivery in enterprise-wide initiatives. NO. OF
YEARS

Description

7. Proficiency and experience utilizing Project Portfolio Management (PPM) and Project | NO. OF

Management related tools (e.g., Clarity, Jama, Microfocus ALM) and techniques to ensure the | YEARS

project is completed on time, within budget, and meets customer needs.

Description

8. Experience as a Business Analyst, gathering and documenting requirements; developing business | NO. OF

cases, use cases or user stories; acting as a liaison between technology teams and business areas; | YEARS

and developing other business analysis artifacts.

Description

9. Experience mentoring project team members, project leads or less-experienced project managers. | NO. OF
YEARS

Description
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10. Project Management Professional (PMP) certificate or an equivalent project management | NO. OF
certificate. CalSTRS reserves the right to request a copy of the certification. YEARS
Description

11. Scaled Agile Framework (SAFe) certificate or an equivalent enterprise agile certificate. | NO. OF
CalSTRS reserves the right to request a copy of the certification. YEARS
Description

12. The proposed project person will be able to adhere to the hybrid working model by working on- | Yes/No

site 2-3 days per week at CalSTRS Headquarters, West Sacramento, CA. If no, provide a short
explanation. (no points)

Description
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One sheet must be completed for each Proposed Project Person.

Proposed Project Person Name

Business references should be able to verify the proposed project person’s experiences, within the last 10 years,

and to verify the other information provided regarding such person.

REFERENCE 1

Name of Company/Agency

Company Address City, State

Contact Person (Name and Title)

Contact Telephone # (Include area code)

Contact Email Address

Dates of Service (Include years and months)

REFERENCE 2

Name of Company/Agency

Company Address City, State

Contact Person (Name and Title)

Contact Telephone # (Include area code)

Contact Email Address

Dates of Service (Include years and months)

REFERENCE 3

Name of Company/Agency

Company Address City, State

Contact Person (Name and Title)

Contact Telephone # (Include area code)

Contact Email Address

Dates of Service (Include years and months)
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ATTACHMENT IV

Frequently Asked Questions

The following are frequently asked questions as it pertains to this RFO. Respondents are responsible for
reviewing these questions and responses. If this RFO accepts clarifications/questions, see instructions
located on page 2 for how to submit written questions and the deadline to ensure a response.

Q.1.

A.l.

Q.2.

A2.

Q.3.

A3.

Q.4.

AA4.

Q.5.

AS.

Q.6.

A.6.

Q.7.

AT.

Q.8.

Is this a new position?

No.

If there is an incumbent, are they eligible to be considered for this position?

Yes, however the services sought from this RFO can be proposed by any eligible Respondent who
meets the qualifications to CalSTRS satisfaction. CalSTRS promotes open, fair and equal
competition among prospective Respondents in a manner conducive to sound State fiscal practices.
CalSTRS reserves the right to reject any offer submission in the event CalSTRS determines that any
conflict of interest exists

Will phone/webcam interviews be an option if interviews are conducted?

Yes, CalSTRS may consider interviews using online collaboration platforms. CalSTRS will
determine the appropriate platform to use.

What is the anticipated award and start dates for the contract?

See RFO Section D.1., Time Schedule.

Is there a “remote working” option?

See RFO Section A., Introduction.

Is the RFO available in a Word document format?

In order to maintain the format prescribed, CalSTRS will not disseminate the RFO in Microsoft
Word or any other format. It is the Respondent’s responsibility to develop and format a response,
which may include the use of Microsoft Word, Adobe or other software and functions (i.e. prepare,
convert, etc.), to provide all the required information and documents listed in the RFO.

Is a CMAS required to respond to this RFO?

Yes.

How do we become a CMAS vendor?



A.8.

Q.9.

A9.

Q.10.

A.10.

Q.11.

A.ll.

Q.12.

A.12.

Q.13.

A.13.

Q.14.

A.14.
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Business Entities interested in becoming a CMAS contractor may view the Department of General
Services site for additional information.

Which classification do I list on Attachment I if it does not match the CalSTRS position title?

Respondents may submit a classification that has similar skills/experience and that is an available
service listed on their CMAS as long as all Minimum Qualifications of this RFO are met.

What if a proposed project person I submitted is no longer available at time of contract award, can I
submit a new proposed project person?

Award is based on each individual proposed project person’s score. If any highest scoring proposed
project person is no longer available at time of contract award, then CalSTRS reserves the right to
award the next highest scoring Respondent/proposed project person in line.

What is the estimated budget for this RFO?

In an effort to obtain competitive pricing, CalSTRS will not disclose this information.

How to become a business partner with CalSTRS?

Business Entities may become a business partner with CalSTRS by registering in CalSTRS
integration on-line financial system, the Supplier Self-Service (SUS) Portal. For more information
about the portal and additional registration requirements please visit the link
https://www.calstrs.com/supplier-self-service-portal.

How do I update my business information (i.e. address, tax ID, entity name) with CalSTRS?

Business Entities will need to complete a Business Partner Form. To request the form please email
Partners@CalSTRS.com.

Does CalSTRS Headquarters have onsite parking for independent Contractors?

Monthly parking privileges are available for CalSTRS employees only. Independent contractors are
responsible for seeking alternative parking locations. One option may be the Ziggurat parking garage
at 601 Third Street, West Sacramento, CA. Other parking options can be found at West Sacramento
Parking Services.



https://www.dgs.ca.gov/PD
https://www.calstrs.com/supplier-self-service-portal
https://www.cityofwestsacramento.org/business/parking
https://www.cityofwestsacramento.org/business/parking
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ATTACHMENT V
Statement of Work

The Contractor must be able to perform all work on-site at the CalSTRS headquarters facility in West
Sacramento, CA. At CalSTRS’ discretion, a different approach (i.e., fully in-office, fully remote or
different work hours) may be utilized based on CalSTRS business need and/or directive. Work must be
performed during CalSTRS business hours and shall not be permitted on California State Holidays
identified on the California Department of Human Resources website, unless pre-approved in writing by
CalSTRS management. All work schedules must be pre-approved in writing by CalSTRS management and
must adhere to all applicable CalSTRS policies and procedures. The Contractor is responsible for any travel
costs (including travel time) that they may incur while providing the services identified in this Statement of
Work.

The Project Manager (Contractor) shall manage CalSTRS projects from initiation to close-out, while
applying industry best practices related to Project Management (PMBOK), System Development Life Cycle
(SDLC), Agile, and Information Technology Infrastructure Library (ITIL) methodologies. The Contractor is
responsible for overall management of the assigned CalSTRS technology project(s) to ensure project
deliverables align with the project’s objectives and success criteria. The Contractor shall use the CalSTRS
standard Project Portfolio Management (PPM) and Project Management tools (e.g., CA PPM, Microsoft
Project, Jama) and techniques to ensure the project is completed on time, within budget, and meets customer
needs.

The Contractor reports directly to the Assistant Project Director, Technical or designee, and may be
assigned to one or more teams, programs, or projects during the service period.

The Contractor is expected to perform the following tasks and produce associated deliverables including but
not limited to the following:

1. Define and manage project scope, schedule, resources, strategy/approach, risks/issues, communications,
milestones/deliverables, tracking success criteria, and budget throughout the project lifecycle.

2. Develop and maintain project management artifacts. Examples of anticipated deliverables/artifacts
include, but are not limited to all of the following:

Project Charter

Project Schedule

Communication Management Plan
Risk and Issue Management Plan
Training Plan

Transition Plan

Project Closeout Report

@ o Ao oW

3. Communicate and coordinate effectively with all project stakeholders, including but not limited to other
projects’ staff, business areas, project sponsors, business leads, managers, subject matter experts, vendors,
contractors, Project Management Office Director, and the CalSTRS Executive Team.
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4. Prepare weekly and monthly project status reports to track progress towards completion.

5. Develop presentations for CalSTRS Leadership Teams to effectively communicate project status.
6. Control and monitor schedule and adjust plan when necessary to support project objectives.

7. Ensure and lead the quality assurance of all project deliverables.

8. Assist project stakeholders to develop and implement an organizational change management strategy for
the solution and associated business process changes.

9. Collaborate with CalSTRS Corporate Communications Office to coordinate and facilitate
communication with all areas affected by the project, including other projects/programs.

10. Mentor CalSTRS Project Managers in advanced project management techniques.
11. Support continuous improvement efforts of project management templates and related processes.

12. Monitor and validate that knowledge transfer to State employees occurs continuously throughout the
project lifecycle.

Transfer of knowledge to appropriate CalSTRS employees is required, along with any requested
materials and content for transfer of knowledge.

Completion Criteria

Deliverables/tasks will include all work assignments identified to be completed. Deliverables/tasks are
considered complete after CalSTRS’ quality assurance process is completed and approval is granted by
designated CalSTRS’ reviewers.

Performance and timeliness of all deliverables/tasks will be monitored by CalSTRS via the submission of
Contractor’s weekly status reports and through status meetings. Status and actual hours will be reported by
Contractor on a weekly basis for the deliverables/tasks assigned. Each deliverable/task will be tracked via
the appropriate program/project schedule and budget in order to monitor progress toward the completion of
the deliverables/tasks and milestones.



PURCHASING AUTHORITY PURCHASE ORDER
AGREEMENT NUMBER 440000XXXX
BETWEEN CALIFORNIA STATE TEACHERS’ RETIREMENT SYSTEM
AND <INSERT CONTRACTOR NAME>

GENERAL RESPONSIBILITIES

Contractor

<Insert
ions, in

The California State Teachers’ Retirement System, also known as
Contractor Name>, also known as Contractor, agree to the followin
addition to those identified in the State of California, Multiple Awa
XXXX. See Exhibit A, Statement of Work (SOW).

AGREEMENT CONTACTS
1. Contractor
Contractor liaison for services shall be mb X) XXX-XXX

and E-mail address XXXX.
2. CalSTRS
a) CalSTRS Business

telephone number (91
for questions related to t

or services shall be (Insert name) at
-mail address XXX@CalSTRS.com

for services shall be (Insert name) at
X, and E-mail address XXX@CalSTRS.com

of this Agreement shall not exceed $XXX.XX, unless amended in writing,
required authorities, and additional funds are authorized. Fees shall be

Hours Position Per Hour Amount
XXXX <Insert CalSTRS Working Title> XXX XX $XXX.XX
<Insert GSA Classification>
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BUDGET DETAIL AND PAYMENT PROVISIONS
1. Invoicing and Payment
a) For services satisfactorily rendered, and upon receipt and approval of the

expenditures
e a part of this

invoices, CalSTRS agrees to compensate the Contractor for a
incurred in accordance with the rates specified herein and
Agreement.

b) Invoices shall be submitted not more frequently than
following options:

1. Facilities Mail & Imaging
CorporatelmagingServices@CalS
2. CalSTRS Vendor Portal: https://partn
3. Hard copy, mailed to: CalS#®
CA 95851-0275

C) Invoice(s) must include: 1 chasing
Contractor’s name, address a ephe umber, 3) total amount of invoice, 4)
copies of the Contra s reports that cover the invoice dates, and
5) a copy of the time gned by a State Manager that covers the
invoice dates.

e Budget Act of the current year and/or any
this Agreement does not appropriate sufficient

1 have no liability to pay any funds whatsoever to
any other considerations under this Agreement and

ing for any fiscal year is reduced or deleted by the Budget Act for
of this program, CalSTRS shall have the option to either cancel this

dment to Contractor to reflect the reduced amount.

rsuant to the Teachers’ Retirement Board (board) Governance Manual, any
Agreement which exceeds $1,000,000 in cumulative value must be approved by
the board. If the Agreement term spans multiple fiscal years and board approval
of the cumulative fiscal year value is required, it is mutually agreed that if the
board does not approve funding for current year and/or any subsequent years,
this Agreement shall be of no further force and effect.



GENERAL TERMS AND CONDITIONS

1.
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Prompt Payment Clause

Payment will be made in accordance with, and within the time specified in, Government
Code Chapter 4.5, commencing with section 927.

Approval

This Agreement is of no force or effect until signed by both
commence performance until approval has been obtained.

Titles/Section Headings

agreement, or the breach 2
enforced according to the la » alifornia (without regard to any conflict
of laws provisions) to the e \
federal law. Any suit brought h i any action to compel arbitration or to
enforce any awa judgment r eby) shall be brought in the state or federal
courts sitting in i
that such forum is oper. Each party agrees that any such court shall

at any provision of this Agreement is unenforceable or held to be
then the parties agree that all other provisions of this Agreement have
ect and shall not be affected thereby.

and signed by the parties. No oral understanding or agreement not incorporated
in the Agreement is binding on any of the parties.

Force Majeure

Neither party shall be liable to the other for delay in or failure of performance, nor shall
any such delay in or failure of performance constitute default, if such delay or failure is
caused by “Force Majeure.” Such causes may include, but are not restricted to, Acts of
God or of the public enemy, acts of the State in its sovereign capacity, fires, floods,
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power failure, disabling strikes, epidemics, quarantine restrictions, and freight
embargoes.

Contractor confirms that the goods/services to be provided to CalSTRS are not affected
by the current COVID-19 Pandemic and that Contractor is able to perform under the

Agreement.

Signatures & Counterparts

This Agreement may be executed in one or more counterpaits, each of ahich shall be
deemed an original, but all of which together shall constitute honé and the same
instrument. The parties agree to the terms of this Agreement and have caused this
Agreement and its exhibits to be signed by their duly authorized representatives. Any
manually executed signature page to this Agreeméntiand its exhibits delivered by a party
by facsimile or electronic mail in .PDF form shall be deemed to be an original signature
hereto. Additionally, CalSTRS may providesthe option for the partiesft® electronically
sign this Agreement and exhibits via DoéuSign or by other electroni€ means prescribed
by CalSTRS. Any counterpart delisered using|any of foregoing methods shall be
deemed to have been duly and walidly delivergd with the same force and effect as
original signatures, which together shall 'eonstitiite'one and the same instrument.

Intellectual Property

Contractor expressly acknowledgest and agrees® that all discoveries, inventions,
processes, designs§ plans, works of\authorship, and trade secrets, whether of a technical
nature or not, made or‘developed by, Contractor alone or in conjunction with any other
person or entity while accomplishing the Agreement (Intellectual Property), shall be the
sole and exclusive property, of CalSTRS and CalSTRS may use or reuse the Intellectual
Propexgty, ingwhole or in partyin all media, whether now or later existing, throughout the
universe in perpetuity, including but not limited to the exclusive right to reproduce,
performtand exploit the, Intellectual Property, and all information regarding the
Intellectual Prop€tty, coneurrent with the discovery or development of the Intellectual
Property. If the Intellectual Property or the results and proceeds thereof constitute
*works of authorship” within the scope of U.S. Copyright Law, the foregoing shall be
deemed, “works\made for hire” and CalSTRS shall be considered the sole author and
owner of all rights comprised in the copyright and/or patent thereof and shall have the
exclusive right to seek patent and/or copyright protection in CalSTRS name. In the event
that any/ Intellectual Property does not constitute “works made for hire,” Contractor
hereby assigns all rights thereto exclusively to CalSTRS for any and all purposes of
CalSTRS. At all times during its term and after the termination of the Agreement,
Contractor shall assist CalSTRS in obtaining and maintaining, for CalSTRS benefit,
protection of the Intellectual Property and Contractor shall execute and cause its
subcontractors to execute such further instruments as CalSTRS may reasonably require
as evidence of ownership of such rights. Contractor agrees that he/she will not use or
disclose any Intellectual Property owned by CalSTRS without the express written
permission of CalSTRS.
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G. AFFIRMATIVE COVENANTS

1.

Reports and/or Meetings

a) Contractor shall provide oral or written progress reports as requested by CalSTRS
to determine if Contractor is performing to expectations or i schedule, to
provide communication of interim findings, and shall a occasions for
discussing and resolving problems encountered.

b) Contractor shall meet with CalSTRS staff and/or t
discuss progress on the Agreement or to present fin
recommendations.

Additional Documents

Contractor and CalSTRS agree to execute
further acts, as may be reasonable an:
Agreement.

Reportable Interests

Contractor shall not directl i ive any benefit from recommendations
made to CalSTRS and shall d any personal investment or economic
interest of Contractor which by the recommendations made to

ally and collectively) as "Authorized/Key Personnel."

a) Contractor shall not substitute, replace or reassign Authorized/Key Personnel
without CalSTRS prior approval. However, with CalSTRS prior approval, the
parties may agree in writing to a change in these Authorized/Key Personnel. The
writing shall become a part of this Agreement.

b)  This Agreement may be terminated immediately, in CalSTRS sole discretion and
upon written notice from CalSTRS to Contractor, because of any change in or
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departure of Contractor's Authorized/Key Personnel.

Changes in Control, Organization or Authorized/Key Personnel

Contractor shall promptly, and in any case within five (5) calendar days, notify CalSTRS
in writing: 1) if any of Contractor's representations and warranties, asgset forth in this
Agreement, cease to be true at any time during the term of this A ent; 2) of any
change in Contractor's staff who exercise a significant admu olicy, or
consulting role under this Agreement, including without limit
Personnel; 3) of any change in the majority ownership, contr
Contractor; or 4) of any other material change in Contractor's

in its award of this Agreement to Contractor. Co
with such additional information as CalSTR :

Contractor understands and ackno e personnel provided to CalSTRS
under this Agreement are t > Contractor or Independent Contractors
who have a contractual relati ith the Contractor. Contractor agrees to indemnify,

defend and hold CalSTRS ha
but not limited to, claims i iability for tax withholding, workers’
compensation, di ity or misc ployment benefits, whether based on tort,

implemented and will enforce CalSTRS Contractor
olicy, Exhibit E, and agrees that it will promptly notify
changes which become known to them which would affect their
h said guidelines. In the absence of any notice of such information
hiring of the Contractor Employee by Contractor, CalSTRS will rely
ompliance statement made by Contractor. In the event CalSTRS finds
tor has failed to properly perform the background check or fails to provide
ith information subsequently known to Contractor after such investigation,
as the right to immediately terminate the Agreement with Contractor.

Knowledge Transfer

Where appropriate, Contractor’s obligations under the terms of this Agreement include a
“knowledge transfer” to CalSTRS. “Knowledge transfer” is defined as personal and/or
technical knowledge or information which will enable, or enhance the ability of,
CalSTRS staff to maintain and operate contracted-for programs, equipment and
facilities.



10.
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If the Agreement includes the purchase of equipment, “knowledge transfer” shall also
include education and training, including all relevant documentation, to enable CalSTRS
to maintain the equipment based on Contractor’s methodology. The Contractor agrees
that CalSTRS may reproduce such documentation for its own use in maintaining the
equipment.

Any additional training or instruction necessary to realize the “know transfer” shall

be provided at no additional cost to CalSTRS.

Confidentiality

writing, Contractor shall not disclose such informa
any way, either during the term of the Agreen ter, except as

of information

contrary to this provision shall be f this Agreement.
Contractor warrants that only t equired to use such
materials will have access to them. ply with this provision will subject

Contractor to liability, incl
Personnel who may, in th
information and/or assets, mus
form entitled Confidentiality,

0 CalSTRS and third parties. Contractor
duties, have access to any CalSTRS
with CalSTRS Information Security
Acceptable Use Agreement (Exhibit

Entity and its e
CalSTRS.

Contract ; a_background investigation on all of Contractor’s employees
assigned of the services hereunder, or who shall access any of

accessing Confidential Information hereunder. Compliance with CalSTRS
Background Investigation Policy must be affirmed with submission of a
Certification of Contractor’s Employee Background Investigation Form
t F) listing each of Contractor’s Personnel. Contractor shall keep such form
updated to reflect any changes to its Contractor Personnel. Contractor shall ensure that
employees of its subcontractors or agents also satisfy appropriate background
investigation criteria. Contractor shall provide CalSTRS (or its designee) with
documentation providing evidence of Contractor’s background investigation of
Contractor Personnel upon the reasonable request of CalSTRS.
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Further, all Contractor Personnel must submit to CalSTRS the Personal History
Statement (Exhibit H) identifying any relatives of the contract employee that are
CalSTRS members, beneficiaries, or employees.

11. Compliance with Statute, Regulations and Policies

eement, it will
the United States

Contractor warrants and certifies that in the performance of this
comply with all applicable statutes, rules, regulations, and orde
and the State of California and agrees to indemnify CalST
damage or liability by reason of Contractor’s violation of this

Contractor will only be permitted on-site at CalSTRS Headquarter
authorization is provided by an executive officer of CalSTRS.
personnel are required to observe and follow CalSTRS policies

relating to the COVID-19 Pandemic (including w1 limitation, comple
screening questionnaire, complying with visi wearing , temperature
screenings before entry, physical dista
issued by government authorities.

H. CONTRACT CERTIFICATION CLAU

1. Contractor Name Change

’s name as listed on this Agreement.
name change CalSTRS will process the
amendment. Pay i ith a new name cannot be paid prior to

reon and dated shall constitute a certification under the
the Taws of the State of California that Contractor has, unless
olied with the nondiscrimination program requirements of Government
990 (a)-(f) and Title 2, California Code of Regulations, section 11102 et

ng without limitation, electronic or information technology and related services,
reports, presentation slides and other materials which may be posted on or linked to the
CalSTRS.com website, at the discretion of CalSTRS, comply with the accessibility
requirements of California Government Code sections 7405 and 11135, and the Web
Content Accessibility Guidelines 2.0, or a subsequent version, published by the Web
Accessibility Initiative of the World Wide Web Consortium at a minimum Level AA
success criteria. CalSTRS reserves the right to ask for proof of conformance, and
Contractor shall remedy any non-conformance and agrees to manage and resolve any
accessibility complaints as required by Government Code section 7405(b).
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By signing this Agreement, Contractor assures CalSTRS that it complies with the
Americans with Disabilities Act of 1990, as amended (42 U.S.C. 12101 et seq.), which
prohibits discrimination on the basis of disability, and Section 508 of the Rehabilitation
Act of 1973, as amended (29 U.S.C. 794d et seq.), along with all applicable regulations
and guidelines issued pursuant to both acts.

4. Labor Code/Workers’ Compensation

Contractor needs to be aware of the provisions which requi
insured against liability for Worker’s Compensation or to
accordance with the provisions within the Labor Code sectio
affirms to comply with such provisions, before commencing the pe
this Agreement.

5. Drug-Free Workplace Act of 1990 (Act)

Contractor will comply with the requirg wil

workplace by taking the following ac

ide a drug-free

a) Publish a statement notifying
dispensation, possessi
specifying actions to

ontrolled substance is prohibited and
mployees for violations.

b)

aat may be imposed upon employees for drug abuse violations.
ployee who works on the proposed Agreement will:

eceive a copy of the company's drug-free policy statement; and,
ree to abide by the terms of the company's statements as a condition of
employment on the Agreement.

comply with these requirements may result in suspension of payments under
eement or termination of the Agreement or both and Contractor may be ineligible
for award of any future State agreements if CalSTRS determines that any of the
following has occurred: (1) the Contractor has made false certification, or (2) violated
the certification by failing to carry out the requirements as noted above. (Government
Code section 8350 et seq.)
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6. Unauthorized Alien

Contractor will comply with 8 USC §1324a et seq. and shall not knowingly employ or
contract with an unauthorized alien to perform work.

7. Child Support Compliance Act

a) The Contractor recognizes the importance of child
obligations and shall fully comply with all applicab
relating to child and family support enforcement, inc
disclosure of information and compliance with earning
provided in Chapter 8 (commencing with section 5200) of
the Family Code; and

family support

b) The Contractor, to the best of its knowledge
assignment orders of all employe i
employees to the New Hire Regi
Development Department.

SPECIAL TERMS AND CONDITIONS

1. Evaluation of Contractor

alSTRS shall evaluate Contractor's
performance un of this Agreement within sixty (60) days
after the complet ce under this Agreement. If the evaluation
STD 4 (Contract/Contractor Evaluation) will be
artment of General Services, Office of Legal
o may file a response to the evaluation. The evaluation
e for thirty-six (36) months and shall not be public

Third Party Economic Interest Disclosure Policy set forth in the Teachers’
rement Board Governance Manual requires entities and Key Personnel
gaging in business with CalSTRS to disclose campaign contributions, as
defined under the California Political Reform Act, valued in excess of $250,
prohibits providing charitable contributions valued in excess of $250, and gifts in
excess of the current monetary limit established by the Fair Political Practices
Commission, as well as requiring the periodic disclosure of campaign
contributions, charitable contributions, and gifts. A copy of the current policy is
attached as Exhibit C and Contractor is required to comply with its provisions.
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b) Submission of Disclosures

Contractor (Entity) and each of its Authorized/Key Personnel shall, with the
signing of this Agreement and annually thereafter, submit disclosures of
contributions and gifts described in this section on a form prescribed by
CalSTRS. The current disclosure form required to be submitted is Exhibit D,
Form 600-H Third Party Economic Disclosure. Exhibit D e submitted on
behalf of the Contractor (Entity) and each of its Authorize Personnel (those
who signed Exhibit B) No other version of this fo
annual submittal or generic form downloaded from Ca

Annual disclosures shall be due by April 1st of each yea
provided to Contractor and its personnel by CalSTRS.

C) Violation of Policy by Contractor

Any violation may lead to on

payments on any existing
future business with Cal
determination that a viOlati
sole discretion and up
counsel shall provide
(ARM) Committee.

ed. These sanctions will be at CalSTRS’
rom CalSTRS to the entity. The general
1s to the Audits and Risk Management

J.

ays' written notice by CalSTRS, for any reason. Upon receipt of a
notice, Contractor shall promptly discontinue all services affected unless the

In the event CalSTRS terminates all or a portion of this Agreement for any reason, it is
understood that CalSTRS will provide payment to Contractor for satisfactory services
rendered prior to the termination, but not in excess of the maximum Agreement amount.

2. Termination for Default

CalSTRS may, by giving two (2) calendar days’ written notice to Contractor, and
without prejudice to any of its remedies, terminate this Agreement because:
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a) The Contractor failed to fulfill its obligations under this Agreement (including,
but not limited to any attachments to this Agreement); or

b) The Contractor provides inaccurate information or fails to provide information
that the Contractor knew or should have known existed.

In the event of termination for default, CalSTRS shall pa
reasonable value of the services rendered. At CalSTRS sole
offer an opportunity to cure any breach(es) prior to terminatin

S may

Termination for Insolvency

further rights and obligatio
the manner specified herein.

Convenience
termination shall be deemed effective for the
or default, CalSTRS reserves the right to take over and

by agreement or other means. In such case, Contractor will be liable
any additional cost incurred by CalSTRS to complete the work whether

reement, except that:

a) Each party shall remain liable for any rights, obligations, or liabilities arising
from activities carried on by it under this Agreement prior to the effective date of
termination.

b) Contractor shall provide for the return of all records of CalSTRS to CalSTRS or
its designee and shall cooperate fully to affect an orderly transfer of services.
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<Insert Authorized Signer Name> Date
<Insert Contractor Firm Name>

Select Signatory
California State Teachers’ Retirement System

N
N
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STATEMENT OF WORK

[To be insert at time of contract award. |

N
N
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<Contractor Firm Name>
KEY PERSONNEL

Please list the names and titles of the personnel authorized to conduct business (deliver services)
on behalf of the Contractor in a decision-making capacity:

Signature

Name
Title
Date

E-mail

Signature

Name
Title
Date
E-mail
Signature
Name
Title

Signature

Title
Date

E-mail
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TEACHERS' RETIREMENT BOARD GOVERNANCE MANUAL

Third Party Economic Interest Disclosure Policy

It is the policy of CalSTRS to conduct business with vendors, busi
investment service providers, managers, partners and/or consultants i
avoids potential or actual financial conflicts of interest. Consis
certain disclosures involving campaign contributions, charit
gifts are required as set forth below.

1. Definitions

For purposes of this Third Party Econom
following definitions apply:

a. Entity: The terms “Enti endor, business
entity or investment s ide ner or consultant
doing business directly [

b. Key Personnel: K Personnel” means any individual
associated with an

il. cer o employee of an Entity who exercises
for the work performed pursuant to a contract
d CalSTRS; or

rvices to CalSTRS as a “consultant” pursuant to
Government Code sections 82019, 82048 and California Code of
Regulations, Title 2, Section 18700.3.

he terms “Gift and “Gifts” mean anything of value, whether
le or intangible, real or personal property, goods or services, that
rovides a personal benefit to an individual when the individual does not
provide full consideration for the value of the benefit received.

Campaign Contributions

All Entities and Key Personnel shall disclose campaign contributions, as
defined under the California Political Reform Act, valued in excess of $250,
made to or on behalf of any existing CalSTRS board member, candidates for
board member, controller, treasurer, superintendent of public instruction,
CalSTRS officer or employee.
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3. Charitable Contributions

All Entities and Key Personnel shall disclose any charitable contributions to a
charitable entity, valued in excess of $250 individually or in the aggregate in
any calendar year, made at the request of any board membe CalSTRS
officer or employee.

4. Gifts

Practices Commission individually or i
The dollar amount of this limit is
numbered year to reflect the cos i
Political Practices Commissi
Code section 89503.

b. All Entities and Key Per:
than $50 in valu
employees.

close gifts and aggregating more
embers, or to CalSTRS officers or
5. Recusal

campaign contributions, charitable
individually or in the aggregate exceed the

board member who returns, donates, or reimburses the donor for
subject to these restrictions within 30 calendar days of receipt of

eturned, donated or reimbursed as specified in California Code of
egulations, Title 2, Section 18933.

osure Filing Timeline
The disclosure of campaign contributions, charitable contributions, and gifts
shall be made on the Third Party Economic Interest Disclosure (Form 600-H) as

follows:

a. Upon submission of an initial application or proposal to do business
with CalSTRS (for the preceding 12-month period).
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b. At the time a contract is entered into between the Entity and CalSTRS
(to cover the interim period following the submission of a Form 600-H
pursuant to subsection 6(A) above).

C. Annually, on or before April 1 for the previous calen ear. You are
not required to file an annual Form 600-H under this
600- H has been filed with CalSTRS in accordanc

between October 1 and December 31 of the prece

d. Within five (5) calendar days of a change in Key Pe
Key Personnel shall file a Form 600-

7. Sanctions for Violation of Policy

any reported
of the following:
, (2) CalSTRS
ng agreement/contract, and/or (3)
CalSTRS for a period of two years
as occurred. These sanctions will be

(I) immediate termination
withholding future pay
disqualification from fu
following a determinatio

ffecting a financial interest of the maker of the contribution is pending,
three months following the date a decision is rendered on the matter.
n 84308 also requires recusal of the board member from any involvement
e matter if a contribution over $250 has been received within the preceding
12 months, unless the contribution was returned no later than 30 days from the
time the board member knew or should have known about the contribution and
the matter involving the maker of the contribution.

Reference: Ed. Code, § 22363; Gov. Code, §§ 82019, 82048; Cal. Code Regs., tit. 2, § 18700.3.History:
Amended December 7, 2006; Amended June 6, 2007; Amended February 7,2008; Amended April 8,
2016; Amended January 31, 2019; Amended January 31, 2020 [to reflect gender-neutral language and change
the California Code of Regulations citations in subsection 5(b) from section 18943 to section 18933];
Amended November 5, 2021 [updated Sanctions for Violation of Policy section].
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THIRD PARTY ECONOMIC INTEREST DISCLOSURE

Pursuant to Section 4, subsection G, of the Teachers’ Retirement Board Governance Manual, entitled "Third Party Economic Interest
Disclosure Policy", any Entity/Entities and its Key Personnel who engage in business with CalSTRS are required to make specific
public disclosures.! Entities and each of their Key Personnel must complete and file separate forms. The below identified Entity/Entities

or its Key Personnel hereby make the following disclosures. (Please attach other sheets if more space i
indicate enclosures.)

needed for disclosure and

Identification of Filer (Key Personnel or Entity - separate fili equired)

Name of Entity:

Key Personnel or Person
Making Disclosure:

Relationship Category
(Please choose the one that is most appropriate to this relati

|:|Investment

ment Asset
Class

If Other:
If Other:

|:|Non-Investment

Contractor / Consultant -
Description of Service Provided:

Mailing
Address:

City/Locality State/Province Zip

Telephon

E-mail Address:

Filing and Disclosure Period

This disclosure of campai tributions, charitable contributions, and gifts is in response to the following filing requirement:

A. At Solicitation of an initial application or proposal to do business with CalSTRS (covers preceding 12-month period)

B. At Contract/Agreement for execution of services (signature) to cover the interim period since the initial application

C. Annual disclosure for the previous calendar year

D. New Key Personnel

See Teachers’ Retirement Board Governance Manual Section 4, subsection G (1)(a) and
(b) for definitions of Entity, Entities and Key Personnel.

Ethics & Compliance
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1. Disclosure of Campaign Contributions
Disclosure of Campaign Contributions valued in excess of $250 made to or on behalf of any a) existing Teacher’s Retirement Board
member, b) candidates for Board member, Controller, Treasurer, and Superintendent of Public Instruction, and c¢) CalSTRS
officer or employee. The term “contribution” is defined in the Political Reform Act regulations, in Title 2, California Code of
Regulations (CCR) section 18215. If the business is an Investment Relationship, disclosure of campaign contributions made to the
Governor or candidates for the governorship must also be made, according to CalSTRS’ Campaig tribution regulations in
Title 5, CCR section 24010.

D Nothing to report I:l Attachment is enclosed
Value of C e Date of
Contribution Description if other than monetary Contribution
2. Disclosure of Chari
Disclosure of charitable contributions valued in excess of $250 t the req etirement Board member or
CalSTRS officer or employee to any charitable organization.
| Nothing to report Attachment is enclosed
Value of Description of Contribution Identity of Recipient of | Identity of Requester of
Contribution (monetary or in-kind) Contribution Contribution

re of Gifts?
Disclosure of gifts, including meals, entertain ed in excess of $50 made to any Teachers’ Retirement Board

] Nothing to report [ Attachment is enclosed

Value of Gift Date Gift Given Identity of Recipient of Gift

I have exercised all reasonable due diligence in preparing this disclosure statement on my own behalf or on behalf of the reporting
entity identified above. I have reviewed this statement and to the best of my knowledge the information contained herein and in
any attachments is true and complete. I certify under penalty of perjury under the laws of the State of California that the
foregoing is true and correct.

Signature Title

Printed Name Date

See Teachers’ Retirement Board Governance Manual Section 4,
subsection G (1)(c), for definition of “Gift”.

Ethics & Compliance
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CONTRACTOR BACKGROUND INVESTIGATION POLICY

It is the policy of the California State Teachers’ Retirement System (CalSTRS)
to require all Contractors who contract with CalSTRS to perform services to
gather and consider relevant background history information in determining if
certain of Contractor’s employees (“Contractor Personnel”) provide
services to CalSTRS meet the general standards for working wi
safeguarding CalSTRS information.

solely responsible for any failure to condu
compliance with applicable law.

CalSTRS, Contractor must give N ss needs arising
S i , its obhgatlon to

greement or obtain access to CalSTRS information (a “CalSTRS
"), Contractor is responsible for conducting an appropriate
ound investigation, including a criminal record check, credit check, civil
, reference check, and verification of education and previous employment
lowed by then applicable law (a “Background Investigation™), of any such
ontractor Personnel. In addition, Contractor must review the driving records of
any Contractor Personnel who may drive on CalSTRS-related business as a
regularly assigned duty. The information gathered in this process is subject to
strict confidentiality provisions in order to protect the privacy of those persons
whose backgrounds are reviewed under this policy.

Contractor will review and evaluate all information obtained as part of its
Background Investigation of any Contractor Personnel and will not assign any
Contractor Personnel to a CalSTRS Assignment if the Contractor determines,
based in whole or part on the information obtained as part of the Background
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Investigation, that the Contractor Personnel is not suitable for the assignment.

Examples of reasons for which Contractor Personnel may be unsuitable for
CalSTRS assignment include:

Criminal Record Checks
1. Any conviction for any of the following offenses:
o Any form of fraud, deceit or misrepresentati
o Embezzlement
. Forgery
. Identity theft/stolen credit card use
[ ]

unauthorized access to financia
of documents or record i

1me for such an offense.

ons other than those specified above, may be
alSTRS Assignment when the record of convictions
ontractor a continuing pattern of behavior that is
RS business objectives specified in the Background

is responsible for reviewing the civil litigation history of any
o the extend permissible by applicable law. Contractor should not
ontractor Personnel to a CalSTRS Assignment if the individual’s
tigation history reveals that he or she lacks one or more of the general

Credit Checks

Contractor is responsible for reviewing the credit history of any Contractor,
consistent with applicable law. Contractor should not assign any Contractor
Personnel to a CalSTRS Assignment if the individual’s credit history reveals a
continuing pattern of credit abuse that supports the conclusion that he or she
lacks one or more of the general qualifications for a CalSTRS Assignment, such
as honesty, integrity, and/or good judgment.
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These determinations require careful case-by-case review of any credit
problems, with particular emphasis on the following questions:

. Are the credit problems isolated to a particular point in time, or to a
particular vendor with whom the individual may be having a dispute, or
do they constitute a general pattern?

. Are there specific mitigating factors that explain the problems,
such as illness or divorce?

What effort has the individual made to correct the

. How recent are the problems, and what has the ¢
they occurred?

Reference Checks

Contractor should not assign any Contra
Assignment if a reference check gives

Any information Cont
provide services to plications, resumes, background

questionnaires, etc.) mus

, such as driving under the influence of alcohol or

g, within the past three years, may disqualify Contractor
om a CalSTRS Assignment, if the nature of the work performed for
equires driving as a regularly assigned duty. Contractor must review
ords when driving a motor vehicle on a CalSTRS Assignment is a

o any Contractor Personnel performing services under the Agreement,
ractor shall certify that it has performed a Background Investigation of such
ontractor Personnel, reviewed and verified the background information in a
manner consistent with CalSTRS’ Contractor Background Investigation Policy,
and determined that the individual(s) is/are qualified for the CalSTRS
Assignment.  Such certification will be made with submission of the
“Certification of Contractor’s Employee Background Investigation” form,
provided to Contractor by CalSTRS.

In addition, Contractor shall provide CalSTRS with each Contractor Personnel’s
completed Personal History Statement. Information the Contractor Personnel
provides concerning relatives who are CalSTRS members or beneficiaries
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and/or CalSTRS employees will be used to implement safeguards to prevent the
individual from working on or accessing the records/accounts of his or her
relatives.

Contractor shall review and investigate any relevant information it received or
becomes aware of subsequent to the date of the Background
regarding any Contractor Personnel. Contractor shall immedi
Human Resources Division of CalSTRS if it receives info
lead the Contractor to believe any Contractor Personnel
work on a CalSTRS Assignment, as described in thi
Background Investigation Policy, had the Contractor kno
the time it conducted the Background Investigation. Contrac
replace any such Contractor Personnel upon CalSTRS request.
by CalSTRS (generally annually), Contract
by CalSTRS, that it knows of no information
any Contractor Personnel to work on a Ca

Contractor shall retain docu
Investigation throughout the gree ovide reasonable
safeguards to ensure security
and will work cooperatively

tractor Background Investigation Policy may
llowing circumstances:

itracted personnel will not have access (physical or electronic) to
fidential/sensitive data (e.g., lecture style training)
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CERTIFICATION OF CONTRACTOR’S EMPLOYEE
BACKGROUND INVESTIGATION

Contractor Firm Name (“Contractor”):

Contractor, as a condition of providing Services as set forth in the above-refe d Agreement,

certifies the following:

1. Contractor has agreed to and will comply with the CalSTRS

information (the “CalSTRS Assignment”), Contra
investigation on such individuals that complie

(printed name), declare under penalty of

s of the State of California that the foregoing is true and correct.
Executed,i (city), (state)

on

Authorized Signature Title
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Contractor Personnel

Contractor agrees to conduct a Background Investigation of the following named Contractor
Personnel and certify their qualification prior to any CalSTRS Assignment:

N
N

1.

2.
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This form is intended for external use only

Authorized Representative Name:

Organizational Title:

Entity Name:

By signing this form, |, the ‘Authorized Representative,” hereby represent ‘and, warrant that | have the
authority to act on behalf of the entity, and its employees, hereinafter collectively referredéto as the
‘Entity,” and that | am duly authorized to enter into and execute such agreements‘embehalf©fthe Entity.
| further acknowledge that the terms of this agreement are binding upon the Entity.

| also personally agree to abide by the terms and conditions “set, forth herein and “accept personal
responsibility for compliance with this agreement. Additionally, “commit to pfovide the necessary
training and education to the Entity regarding the terms; obligations, andirespansibilities outlined in this
agreement.

Furthermore, both the Entity and | acknowledge that we:

¢ Must ensure the upmost protection of@@ny data, whether it be confidential, sensitive or personally
identifiable information, from any unauthorized<individuals or parties, without exception, as
required by applicable laws, regulations and €alSTRS policies and standards.

e Have a collective responsibility to protect CalSTRS’ business data and information.
Acknowledge that CalSTRS strictly enforces information security.

e Understand that accessing member,_accounts of family, friends and acquaintances is strictly
forbidden.

Any breach of confidentiality;, unauthorized, access, disclosure or mishandling of such data puts
CalSTRS’ information atirisk, is‘potentially illegal, and may result in disciplinary actions, including but not
limited to legal consequences @and: termination of the associated contract. Protecting CalSTRS
intellectual property from unauthorized aceess is of paramount importance to the parties involved, and
failure to uphold this commitment will be met with strict consequences to maintain the trust and integrity
of CalSTRS.

Authorized Representative Name (print) Signature Date

We/l agree to protect all confidential, sensitive, and personally identifiable information from
unauthorized access, disclosure, or mishandling including, but not limited to:
e Member account information.
e Claimant and member employer information.
¢ Information pertaining to individuals that either concerns their personal life or serves to identify or
describe an individual.

ISO 1948 (External Use) (Rev. August 2024)
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Other agencies’ confidential and proprietary information.

Employee personnel, medical or other personally identifiable information.

Methods agencies use to safeguard information, including systems, networks, and server
configurations, etc.

All security-related devices or information, such as tokens, access cards, User IDs orrelated
passwords.

We/l agree to protect the foregoing information in the following ways:

Access, inspect, use, store, disclose or modify information only to pefform officialduties.

Never access, attempt to access, inspect, store, use, disclose or madify information,including my
own, for curiosity, personal gain or any non-business-related reason.

Secure CalSTRS electronic or physical documents containing confidential, sensitiver personal
information only in an approved CalSTRS storage facility.

Video or photographs of non-public areas of CalSTRS is, only permitted withCalSTRS issued
devices and only if authorized by your CalSTRS supervisor/manager.

Never make video or audio recordings of CalSIRSpersonnel or non-pablic activities without
express written permission from your CalSTRS'supervisor/manager and(the individuals involved.
Comply with all CalSTRS policies, standards and jprocedures for data, including secure
transportation, handling, use in generative-artificial intelligence, retention and destruction.

Return all CalSTRS owned devices and immediately cease using User ID and password upon
separation from CalSTRS.

Always lock (Ctrl + Alt + Del, then click¥koekhor Windows key + L) computer systems if you intend to
leave them unattended.

We/l acknowledge acceptable activities are those\in aceordance with the laws, regulations and policies
of, the United States Governmentiand theiState of \California, and consistent with the policies, purpose,
goals and mission of CalSTRS, as apprepriate to,my\assigned job duties and responsibilities.

We/l expressly consentdon€alSTRS monitoring all our devices and activities used to conduct or discuss
CalSTRS business or data“andypacknowledge, that there is no expectation of privacy related to any
information including, but\not limitednto, personal or business email accounts or devices such as
computers or phones, accessgto CalSTRS systems or facilities, CalSTRS network and server
information andgany electronicfor physical data. Any information gathered may become discoverable as
evidence in acourt of law when relevant to legal proceedings or investigations such as Public Records
Act (PRA) requests.

Authorized Representative Name (print) Signature Date

REFERENCE

CalSTRS’ Information Security Policy; Civil Code section 1798 et seq; Education Code section 22306,
Government Code section 11019.9; Federal Acquisition Regulation (48 CFR 27.402 Policy), and State
Administrative Manual section 5300-5360.1

ISO 1948 (External Use) (Rev. August 2024)
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CERTIFICATION

| certify that | have read this document and understand information security is strictly enforced. |
certify that unauthorized access, inspection, use, storage, disclosure or modification of
confidential, sensitive, non-public or personal information, including my own, or any attempt to
engage in, or failure to prevent such acts is prohibited. Noncompliance with this agreement or
attempt to circumvent any information security policy, standard, proce or control puts
CalSTRS’ information at risk, is potentially illegal and may be ground legal action taken
against me and the Entity.

Authorized Representative Name (print) Signature

ASSISTA

Contact the CalSTRS Legal Department at (916) 414
completing the form.

r need assistance

ISO 1948 (External Use) (Rev. August 2024)
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PERSONAL HISTORY STATEMENT FOR

CONTRACTED EMPLOYEE NAME

It is CalSTRS' policy to prevent a conflict of interest that could arise from
or contracted employees work on, or have access to, the records and ac s of CalSTRS

A Personal Relationship, includes, but is not limited to, a
blood, adoption, and guardianship (i.e., mother, father, daugh
brother, grandparents, grandchild, aunt, uncle, niece, ne
marriage (i.e., current or former spouse, in-la , stepdaughter,
stepsister, or stepbrother); (3) domestic partn current or former
domestic partner or cohabitants, or their relatives); ‘o ntic relationship (i.e.,
girlfriend or boyfriend).

ge or previous

Please provide us the name(s) of any in best of your knowledge, to whom you
have a personal relationship as defined ently a member or beneficiary of
CalSTRS, a current CalSTRS employee or C ollow the instructions below:

1. Insert your name in the e at the top of the page
2. List the name(s) of persons r which you have a personal relationship.
3. Place an X next to the name(s)t0'indi licable relationship category.
4. Ifyou have i i eave the table below blank.
Name CalSTRS CalSTRS

Contractor | Member/Beneficiary

Signature Date
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CalSTRS INFORMATION SECURITY AND PRIVACY ADDENDUM

This Information Security and Privacy Addendum (hereinafter, “Addendu establishes

made a part of such Agreement. All capitalized terms not specifically
the meaning ascribed to them in the Agreement.

1. Definitions. For the purposes of this Addendum, the f¢

b. CalSTRS Information and

or disseminated in co
Agreement; including
Information, and Persona
frameworks of hardware, s
store and tra it the info

negotiation or performance of this
on, Confidential Information, Sensitive
rmation. Information Systems denotes

c. Public Information; i at is not exempt from public disclosure under the

ormation that is exempt from public disclosure under
ifornia Public Records Act (Government Code section

ormation: Information that requires special precautions to protect from
zed use, access, disclosure, modification, loss, or deletion. Sensitive
tion may be Public Information or Confidential Information. Sensitive
tion is information that requires a higher-than-normal assurance of
cy and completeness. The key factor for Sensitive Information is integrity.

Personally Identifiable Information: Information that identifies or describes an
individual, including, but not limited to, their name, social security number,
physical description, home address, personal telephone number, education,
financial matters, and medical or employment history. CalSTRS considers personal
information confidential unless such information is determined to be a public
record.

g. Incident: As an event, confirmed or otherwise, that has been discovered or reported,
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that actually or imminently jeopardizes the confidentiality, integrity or availability
of computers, communication systems, networks, physical or virtual infrastructure,
or information resident thereon. Note: not all Information Security Incidents result
in a Data Breach.

h. Data Breach: A confirmed Incident where CalSTRS Info
affected by events that take place due to unauthorized, malici
unintended actions of staff. A breach may or may not be
attack. A ‘breach’ implies destruction, theft, alteration, or
benefit the attacker and/or harm CalSTRS materially or by re

is adversely

2. Non-Disclosure

Contractor shall:

a. Protect CalSTRS Information fro A i in the CalSTRS
Confidentiality, Non-Disclosure
b. Not use CalSTRS Informati@
Contractor’s duties under ¢
c. Promptly submit to Cal [ Officer (contact information below) all
requests for disclosure o At

3. Information Security

technical safeguards that reasonably and
tiality, integrity and availability of CalSTRS
tion Security Plan”). When requested by CalSTRS,
Information Security Plan to CalSTRS.

ty Plan shall: (i) comply with applicable state, federal and
(i) meet or exceed the Federal Information Processing Standards
tection levels, and (iii) include each of the Center for Internet Security’s
trols (available at https://www.cisecurity.org/critical-controls.cfm).

hall designate an Information Security Officer to oversee its Information
lan. The Information Security Officer shall communicate with CalSTRS on
security matters relating to this Addendum.
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5. CalSTRS Minimum Information Security Requirements

To the extent required by CalSTRS, Contractor shall also comply with any CalSTRS’
detailed minimum information security requirements attached hereto as Attachment 1. If

recertify that it meets any minimum information security require
material breach of the Agreement.

6. Incident Response

a.
Information Security Office and Cal
below), and the CalSTRS busmes
working relationship,

Incident, b) the CalSTRS Info
Incident (if known).

b. Contractor shall underta diation measures upon the occurrence
of any Incident while forensic evidence feasible under the
circumstances

c. , S, shall ensure that it complies with

ch notifications (currently found in California
.82), as such laws may be amended or modified.
time, manner and content of any such notifications.

d days, or at the earliest possible time thereafter, Contractor

d to be taken), and what corrective action Contractor has taken (or plans
prevent future similar Incidents. In addition, Contractor shall provide

csignated third party or law enforcement. In the event Contractor
kes any investigation of a suspected Incident, it shall keep CalSTRS
ly apprised of its investigatory progress at intervals requested by CalSTRS.

ontractor shall fully cooperate with any investigation conducted by CalSTRS, a
CalSTRS designated third party, or law enforcement with respect to any suspected
Incident involving or relating to Contractor or CalSTRS Information, including
(without limitation):

i.  Immediately applying appropriate resources to assist in the investigation
and remedying of the Incident;

ii.  Preserving and providing all potential forensic evidence relating to the
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Incident;

iii.  Promptly designating an individual as the prime contact for any CalSTRS
communications/inquiries;

iv.  Making witnesses and documents immediately availa o CalSTRS, a

proceeding(s) by or against
employees).

7. Information Security Indemnity

Contractor agrees to indemni d harmless the State of California,
CalSTRS, the Board, the Califo [ Retirement Fund, and all of the
officers, trustees, ag foregoing, from and against any and all
ies, including interest, penalties and
attorneys’ fees, whic re due to a breach by Contractor of any of its
representatlons warranti er obligations contained in this Agreement, or
ctor’s acts or omissions constituting bad faith,
willful misfe i ckless disregard of its duties under this Agreement, or
1’s subcontractors, materialmen, laborers or any other
1sh1ng or supplymg services, material or supplies in

has been disclosed to CalSTRS.

b. Contractor shall disclose any legal or regulatory actions pending against Contractor
relating to an Incident, and to Contractor’s actual knowledge, also disclose if there
are any legal or regulatory actions threatened against Contractor relating to an
Incident.

c. Contractor warrants that there will be no processing, storage, or transmission of
CalSTRS Information by third parties (fourth parties to CalSTRS) not approved
by CalSTRS in writing. Contractor shall direct any approved third party to
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adhere to the provisions of this Addendum. Contractor will provide copies of its
fourth-party risk management policies to CalSTRS upon request.

d. Contractor represents and warrants that it shall employ or contract w1th and
retain at all times sufficient personnel qualified or paid securit
maintain and execute its Information Security Plan.

9. Cyber Security Insurance

incidents.

10. Affect on Related Transactions

The terms of this Addendum s
regardless of whether they are fo
Contractor shall incorporate the ¢
award to its agents, subcontractors,

ontracts, subcontracts, and sub-awards,
services, goods, or commodities. The
ndum into each subcontract or sub-

11. Amendment

requlred to
speciﬁcally ~ ; ich action as is necessary to implement new standards and

and comply with regulations and applicable state laws. The parties agree that any
ambiguity in the terms and conditions of this Addendum shall be resolved in favor of a
meaning that complies and is consistent with federal and state laws and regulations.

13. Return or Destruction of CalSTRS Information

Within 30 days of written notice from CalSTRS of the termination, cancellation, expiration
or other conclusion of this Addendum, Contractor will return any and all CalSTRS
Information (either in original format or a reasonably acceptable human readable format
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agreed upon in writing by both CalSTRS and Contractor). Contractor will destroy all
CalSTRS Information, and both parties will work together in good faith to determine an
appropriate timeline and confirmation process for the data destruction. This paragraph will
also apply to all CalSTRS Information that is in the possession of Contractor. Contractor

Information, or destruction has been completed.

If Contractor believes that return or destruction of the CalSTRS In

with the terms of this Addendum and under the ¢
Addendum.

14. Contact Information

RS staff, the Contractor shall initiate
right to make changes to the contact
Contractor. Said changes shall not require
o0 which it is incorporated.

To direct communications to the above re
contact as indicated herein. CalS?

CalSTRS Compliang
Officer CalSTRS IT Service Desk
Name: Office of the Name: IT Service Desk

General Counsel ( Phone: 916-414-HELP

Phone: 9 2 : -414-1999 Email:

ail: TSServiceDesk@CalSTRS.com

ISO@CalSTRS.com
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